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Abst r act

Thi s docunent proposes a nachi ne-readabl e Hypertext Transfer Protoco
(HTTP) response header field, Al-Disclosure, to disclose the presence
and degree of Artificial Intelligence (Al) generated or Al-assisted
content in web responses. The header is designed for conpatibility
with HTTP structured field syntax and provi des netadata for user
agents, bots, and archiving systens. |t supports |ayered disclosure
strategi es al ongsi de human-readabl e and structured netadata fornmats.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 1 Novenber 2025.
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent.
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1. I nt roducti on

As Al -generated content proliferates across the web,
[ BV-Report], platforns, and regul ators increasingly denmand
transparent disclosure of algorithmc involvenent
[ PAl - Framewor k] .  Exi sting approaches to disclosure (e.g.,
di scl ai mers) |ack machine-readability [GV-Prov],

i ndexi ng, and conpliance chall engi ng.

April 2025
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in content creation

HTM.

maki ng aut omati on,

Thi s docunent defines the Al-Disclosure HTTP header field, providing
a |ightweight, machi ne-readabl e mechani sm focused specifically on

signaling the presence and node of Al

i nvol venent

in the generation

of an HTTP response’s content. It utilizes HITP Structured Fields
[ RFC9651] to offer a sinple dictionary format directly within the

HTTP response headers

The goal of Al-Disclosure is to offer a | ow overhead,
signal primarily for automated systens |ike web craw ers,

easily parsable
ar chi vi ng

tools, or user agents that may need a quick indication of Al usage

wi t hout processing conpl ex manifests.
applied at the entire response |evel
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It is inportant to distinguish this nechanismfrom nore conprehensive
content provenance and authenticity frameworks like the Coalition for
Content Provenance and Authenticity (C2PA) specification [ C2PA- Spec].
C2PA provides richer, cryptographically signed assertions about
content provenance, potentially covering detailed creation/

nmodi fication history and applying to specific regions within an asset
("Regions of Interest"). C2PA information can be |inked via nethods
i ncluding the HTTP Link header [RFC8288] pointing to an associ ated
mani f est .

Al -Di scl osure can be seen as conplenmentary to such systens within a
| ayered disclosure strategy. Wile C2PA offers strong, verifiable,
and granul ar provenance, Al-Di sclosure provides a sinpler, advisory
signal directly in the HITP interaction for basic Al invol verment
awar eness. Systens requiring high assurance or sub-resource
granularity should utilize frameworks |ike C2PA.

Ter mi nol ogy
Acronyns and Abbrevi ations

Al: Artificial Intelligence

HTTP: Hypertext Transfer Protocol

C2PA: Content Provenance and Authenticity, refers to the

speci fication devel oped by the Coalition for Content Provenance and
Aut henticity

Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

Field Definition

The Al-Disclosure field is defined as a Structured Field of type
Dictionary, as described in [ RFC9651].
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[ ety el Ll Ly L —p————— s pe el o
| Header Field | Structured| Tenpl ate| Protocol | St atus | Ref erence|
| Name | Type | | | | |
Rl el el el el el o
| Al-Disclosure |Dictionary|(blank) |[http | provisional |[this |
| | | I | | docunent] |
I I T R I I I Fo-m e - - +
Table 1

5. Field Syntax

The Al -Disclosure field value MJUST conformto the syntax for
Dictionary structures defined in Section 3.2 of [RFC9651]. Each key
in the dictionary conveys a distinct aspect of Al disclosure.

5.1. Exanple

Al - Di scl osure: node=ai -ori gi nat ed;
nodel =" gpt - 4",
provi der =" OpenAl ";
revi ened-by="editorial -teant;
dat e=@L 745286896

5.2. Field Keys

[ et ———— pp—p————— s —p—_—_————————————————(—(—————
| Key | Type | Description |
[ el Ll ety o}
| node | Token | Indicates the nature of Al |
| | | involvenment: none, ai-nodified, |
| | | ai-originated, machine-generated |
S Fomm oo T +
| nodel | String | Identifier of the Al nodel used |
I I | (e.g., gpt-4) I
. S YY" +
| provider | String | Organization providing the Al |
| | | system |
S Fomm oo T +
| reviewed-by | String | Entity or team who reviewed the |
| | | Al content |
. S T +
| date | Date | Generation tinmestanp as a

| | | numeric epoch value, conforming |
| | | to RFCI9651.

S S SRR T +

Tabl e 2
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6. Semantics

The Al -Disclosure header field is an optional and advi sory header
providing information about the use of Al in generating the response
content. |Its presence indicates voluntary disclosure by the server
Absence of the header inplies nothing about Al usage.

The neani ng of the header is primarily defined by the node key, whose
possi bl e val ues are descri bed bel ow

[ ety ey o
| Mode Val ue | Description |
| none | I'ndicates that Al was not used in the

| | creation or substantive nodification of the

| | content. |
S TRy . +

ai -nmodi fied | I'ndicates Al was used to assist with or

| nodify content primarily created by humans. |
| The source material was not Al-generated. |
| Exanpl es include Al-based granmar checking,

| style suggestions, or generating highlights

| or summaries of human-witten text. |
ai -originated | I'ndicates the core content was initially

| generated by Al but subsequently reviewed, |
| edited, or significantly guided by humans.

| This suggests human oversight for accuracy

| or appropriateness, even if the originality |
| for copyright purposes might be affected. |

| I'ndicates the content was primarily or |
| entirely generated by Al with mniml or no

| human intervention or review post- |
| generation. Al nay be responsible for |
| substantive assertions or concl usions. |

Table 3
O her keys like nodel, provider, reviewed-by, and date provide
optional, additional context about the Al nodel used, the provider,
human review, or the generation tinme, respectively.
Reci pients should treat this header as informational only and refer

to the Security Considerations (Section 7) regarding its
trust wort hi ness.
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*Note: * The Al-Di sclosure header applies to the entire content of the
HTTP response payl oad. The ai-nodified and ai-originated val ues

i ndi cate Al involvenent, but this header does not provide information
about specific |ocations or the exact nature of the partial

i nvol venent. For expressing provenance information about specific
parts of a resource, nore conprehensive nmechani sns such as C2PA

[ C2PA- Spec] shoul d be used. The distinction between ai-nodified and
ai-originated ainms to address whether the foundational content was
human or Al, reflecting concerns about originality and the nature of
the transformation. The distinction between ai-originated and

machi ne-generated primarily reflects the | evel of human review or

i ntervention post-generation

7. Security Considerations

The Al-Disclosure field is intended to provide advi sory netadata
about Al-generated or Al-assisted content and does not include any
formof integrity protection. As such, the field can be trivially
spoofed or altered by internediaries unless the response is delivered
over a secure transport such as HITPS

Clients and internediaries MJST NOT rely on the presence, absence, or
val ue of the Al-Disclosure field for naking security-critica
decisions. The field is not authenticated and SHOULD be treated as
untrusted input.

Thi s docunent does not define any mechani snms for cryptographic
verification or provenance validation of the header’s content.

I npl enentations that require trustworthy disclosure netadata SHOULD
rely on additional application-layer integrity mechani sns or signed
met adat a systems, such as those defined by C2PA [ C2PA- Spec] .

8. | ANA Consi der ations

I ANA is requested to register the Al-Di sclosure header field in the
"Hypertext Transfer Protocol (HTTP) Field Nanme Regi stry" naintained
at https://ww. i ana. org/assi gnnents/http-fields/
(https://wwv i ana. org/ assi gnnents/http-fields/), according to the
procedures outlined in [ RFC9110].
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b ool sy s sl et et o}
| Header | Appl i cabl e| St at us | Ref erence| Struct ur ed| Not es |
| Fi el d Name| Protocol | | | Type | |
[ gl s fum s pu g puty b pu s pefupety e poj ot - jj—pj—p—j—ty b pojfopj—p—j——r
| Al - | http | provisional |[this | Di ctionary| Di scl oses |
| Di scl osure] | | docunent] | | Al |
| | | | | | i nvol venent |
| | | | | |in content |
| | | | | | creation |
N N M R S —— N Fom e m oo - - +

Table 4
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