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Status O This Meno

The reader should be aware of several things in regard to what the
present docunent is up to. First and forenost, IT IS A PROPCSAL FOR
A STANDARD, NOT A STANDARD | TSELF. Next, it assunes that the
separate docunment, RFC 928, which is an introduction to the present
docunent, has been read before it is. Next, it should be understood
that "final cut" over this version of the docunment has been exercised
by the author of RFC 928, not by the primary author of the present
docunent, so any readers bothered by style considerations should fee
free to blame the forner, who's used to it, rather than the latter,
who may well be guiltless. (Editing at a distance finally becone too
hard to nmanage, so if I'mtyping it nyself I'"'mgoing to fiddle with
it nmyself too, including, but not linmted to, sticking my own section
on the Conceptual Mddel in before Joel’s words start, rather than
leaving it in the Introduction. NAP)

Finally, it should be noted that this is not a finished docunent.
That is, the intent is eventually to supply appendices for all of the
prot ocol offl oadi ngs, describing their uses of protocol idiosyncratic
paraneters and even their interpretations of the standard per-command
paraneters, but in order to get what we’'ve got into circulation we
haven't waited until all such appendi ces have been witten up. (W
do have notes on how to handle FTP, e.g., and UDP will be pretty
strai ghtforward, but getting themready woul d have del ayed t hi ngs
into still another cal endar year, which would have been very annoyi ng
not to say enbarrassing.) For that matter, it’s not even a
fini shed docunent with respect to what is here. Not only is it our
stated intention to revise the protocol based upon inplenentation
experience gai ned fromvolunteer test inplenentations, but it’'s also
the case that it hasn’t proven feasible to iron out all known
winkles in what is being presented. For exanple, the response codes
al most certainly need clarification and expansion, and at |east one
of us doesn’t think mandatory initial paraneters need control flags.
However, to try too hard for polish would be to stay in subcommittee
for the better part of forever, so what you see is what we’'ve got,
but certainly isn’'t neant to be what you or we are stuck with.

Thi s RFC suggests a proposed protocol for the ARPA-Internet

community, and requests discussion and suggestions for inprovenents.
Distribution of this meno is unlimted.
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Concept ual Model

There are two fundamental notivations for doing outboard processing.
One is to conserve the Hosts’ resources (CPU cycles and nenory) in a
resource sharing interconmputer network, by offloading as much of the
requi red networking software fromthe Hosts to Qutboard Processing
Envi ronnents (or "Network Front-Ends") as possible. The other is to
facilitate procurenent of inplenentations of the various

i nterconputer networking protocols for the several types of Host in
play in a typical heterogeneous interconmputer network, by enploying
comon i npl enmentations in the OPE. A third notivation, of basing a
networ k security approach on trusted mandatory OPEs, will not be
dealt with here, but is at |east worthy of nention

Nei t her notivation should be allowed to detract fromthe underlying,
assuned desire to performtrue interconputer networking, however.
Therefore, it is further assumed that OPEs will be attached to Hosts
via a flexible attachnent strategy, as described in [1]. That is, at
the software | evel an explicit Host-Front End Protocol (H-FP) wll be
enpl oyed bet ween Hosts and OPEs, rather than having OPEs enul ate

devi ces or device controllers already "known" to Host operating
systens (in order to avoid introducing new code into the Host).

For reasons discussed in the Introduction, an HFP resolves into
three layers. The Link |ayer enables the exchange of bhits between
Host and OPE. The Channel |ayer enables the bit streans to be
demul ti pl exed and flow controlled (both the Channel and Link |ayers
may use preexisting per-Host mechani zations, it should be recalled).
The Command (or "Service Access") layer is our primary concern at
present. It serves as the distributed processi ng nechani sm which
al | ows processes on Hosts to mani pul ate protocol interpreters (Pls)
in OPEs on their behalf; for convenience, it will be referred to as
"the HFP" here. (It should be noted that the Link and Channe

| ayers may be viewed as roughly equivalent to the inboard processing
i nvestment for a Host-comm subnet processor Pl and device driver, so
in practical terms the savings of resources achieved by outboard
processing come frommaking the HFP "small er"” than the inboard

i npl ementations of the protocols it allows to be offl oaded.)

The crucial property of the HFP conceptually is that it stands as
the interface between a (Host) process and a PI (which is actually
outboard). Usually, the nodel is that of a closed subroutine
interface, although in sone cases an interprocess comruni cation
mechani sm nodel nust be appealed to. That is, the interactions

bet ween cooperating HFP Pls in sone sense mmc subroutine or |PC
calls, fromthe perspective of Host processes calling upon their own
H FP Pl's, which in turn are of course interfacing via just such
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mechani sns t hensel ves. Another way of putting it is that "if the
protocols were inboard," the processes invoking HFP woul dn’t know
the difference. HFP, then, may be viewed as a roundabout way of

| etting Host processes "get at" various PIs.

Natural ly, the nechani zation of the desired concept cannot be
particularly literal. After all, the Hosts and the OPEs are
different processors, so we’'re not envisioning a passing through of
paraneters in an exact fashion. However, in broad terns the nodel is
just that of a somewhat funny interface between a process and a Pl.
(This should not be construed as ruling out the occurrence of events
which prompt the OPE to initiate an exchange of conmands with the
Host, though; see the Introduction for nore on the topic of
"Symetric Begins.")

Interaction Discipline

The interaction between the Host and the OPE nust be capabl e of
providing a suitable interface between processes (or protoco
interpreters) in the Host and the of f-|1oaded protocol interpreters in
the OPE. This interaction nust not, however, burden the Host nore
heavily than woul d have resulted from supporting the protocols

i nboard, |est the advantage of using an OPE be overri dden

Channel Level Interaction

As stated el sewhere, the Channel level protocol (implicitly in
conjunction with the Link |evel) provides two major functions. These
are denultiplexing the traffic fromthe Link level into distinct data
streans, and providing flow control between the Host and the OPE on a
per streambasis. These hold even if the Host-OPE attachnent is DVA

The data streans between the Host and the OPE are bidirectional. In
thi s docunent, the basic unit of data transferred by the Channe
level is referred to as a "chunk". The primary notivation for this

term nology is that the HFP pernmits the Channel |evel to be one of
several possible protocols, each with its own term nology. For
exanpl e, a chunk on an X. 25 Channel would be a packet, while a chunk
on the DTl H FP channel would be a nessage. While the Command | eve
is, in a sense, "nore efficient" when the chunk size is pernmitted to
be large, the flexibility permtted in the choice of protocols at the
Channel |evel precludes any assunptions about the chunk size.

Each data streamis fully asynchronous. A Channel protocol user can
send data at any time, once the channel has been properly opened.
(The Conmand | evel’s logic may render some actions neani ngl ess,
however.) The data transfer service provided by the Channel protoco
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is reliable; this entails delivery in the correct order, without
duplication, and checked for bit errors. Al retransm ssion, error
checking, and duplicate detection is provided by this protocol in a
way that is transparent to the user. (If the attachnent is DMA
streamidentification and chunk | ength nmust still be provided for.)

The flow control at the Channel level is provided to prevent the OPE
and the Host from overl oadi ng each other’s resources by excessive
transm ssions. In general, this flow control should not directly

af fect the outboard protocol interpreters’ operation. On the other
had, this flow control has the same effect as explicit interface
events that provide flow control between the user and the protoco
interpreter (e.g., the Allocate event of the interface specification
for TCP found in ML-STD 1778). Hence, such events do not need to be
conmmuni cated explicitly at the Command level. (If the attachnent is
DMA, flow control nust still be provided for.)

Shoul d Hosts require an OPE to be attached via a Link Level that

furni shes physical demultiplexing (e.g., a group of RS232 ports), any
attenpt to avoid furnishing reliability and explicit flow control, is
done at their peril; we have not chosen to assist such an
enterprise, but neither have we precluded it. (It would certainly
violate the spirit of the thing, however.)

Command Level Interaction

The approach chosen for this HFP is to base the interaction on a
smal | set of commands, separately applicable to a given Channel Leve
channel . The commands are sinmple, but sufficiently flexible to permt
the off-loading of the interpreters of the |arge nunmber of protocols
at various levels in the hierarchy. This flexibility is nmade
possible in part by the simlar nature of the interfaces to nost
protocols, conbined with the provision of "protocol idiosyncratic
paraneters". These paraneters are defined for each offl oaded protoco
interpreter in the OPE. The use of such paraneters does not
complicate the basic design of the OPE, since it nust be customn zed
for each off-|oaded protocol anyway, and all that is required of the
OPE for those paranmeters is to pass themto the off-Ioaded protocol
interpreter. Hence, an interface tailored to a particular protoco
can be created in a straightforward and cost-effective way.

The command dialog is nore or |ess asynchronous. Commands can be
i ssued at any particular tinme (except when there is a pending
command, which will be discussed below), and there is no need for
dummy traffic on a channel when no commands are issued.

Associ ated with each command is a response. The purpose of this
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response is to indicate, at sone |evel that depends in part on the
particular protocol interpreter that is offloaded to the OPE, whether
the conmand was successfully executed, and if unsuccessful, the
reason. Often, generating the response involves interaction with the
protocol interpreter before a response can be generat ed.

When a command is issued, the issuer nust wait for a response before
anot her command is issued. The nature of the comunication between
the Host and the OPE is thus a | ock step comrand/response dial og.
There are two nmj or exceptions to this principle, however. One
exception is the abrupt form of the End command, which can be issued
at any tine to cancel any previously issued comrands, and indicate
that services are no |onger desired. The other exception is the
Signal command. Since a Signal is out-of-band and usually of high

i nportance, forcing it to wait on a response woul d be undesirable.
Hence, a Signal command can be issued while commands (ot her than
Signal) are pending. However, a Signal command shoul d not be issued
before a successful response to the Begin comrand has been received.
Since it is possible for nore than one conmand of different types to
be pending at one tine, a nmechanismto distinguish responses is
needed. Since there are never two comands of the same type pendi ng,
i ncluding the command name in the response is sufficient to make this
di stinction.

A special case command is the Transmt command. Details of the
Transmit command are provided in the next section. Essentially, the
Transmit command is used to invoke the data transfer services of the
of f-1 oaded protocol (when issued by the Host) or to indicate the
arrival of new data fromthe network (when issued by the OPE). The
nature of specific protocol interfaces for these events varies w dely
bet ween protocols. Sone may block until the data is accepted by the
renote counterpart (or "peer") protocol interpreter, while others may
not. Hence, there is a special paraneter which indicates the nature
of the Transnit command interface. It can either require that the
response shoul d be generated i mredi ately after determ ning the
Transmt command is conplete and formed properly, or can indicate
that the response should not be generated until the appropriate
interface event is given by the renpte protocol interpreter. The
default action for all Transnit conmmands can be initialized using the
Begi n conmand and changed using the Condition command. Also, the
default action can be tenporarily overridden by specifying a
paraneter with the Transmit command. The net result of this mechani sm
is to allowthe Host to determne within reason just how | ock-stepped
transmissions are to be. (It is assuned that the usual case will be
to transfer the burden of buffering to the OPE by taking i nmedi ate
responses, provided that doing so "makes sense" with the particul ar
of f1 oaded protocol in play.)

Lili enkanp & Mandel |l & Padli psky [ Page 5]



RFC 929 Decenber 1984
Pr oposed Host-Front End Protoco

Sone protocols provide a bl ock-oriented data transfer service rather
than a streamoriented one. Wth such a service, the data associ ated
with a transfer request is viewed as an integral unit. For actua
networ k transm ssion, the protocol may permnmit these units to be
grouped or fragmented. However, the receiving end nmust deliver the
data in the original, integral units. Protocols that conformto this
nodel include sone datagram protocols such as IP and UDP, and al so
some connection protocols such as NBS TP

To cater to these types of protocols, it is a convention that
commands, their paranmeters, and any associated data be transferred
between the Host and the OPE in a single chunk. Any data associ ated
with an HFP command is viewed as an integral unit which is used in
the correspondi ng service request given to the outboard protoco
interpreter or delivered as a conplete unit to the process in the
Host. Operation of streamoriented protocols such as TCP will not be
adversely affected by this convention

To accommpdat e Channel protocols that do not provide for arbitrarily
| arge chunks, a nechanismat the Comand |evel is required to permt
the linking of nultiple chunks into a single command, in order to
transfer the burden of buffering as much as possible fromthe Host to
the OPE. The facility proposed here would consist of an indication
at the begi nning of each chunk which woul d distinguish integra
commands, fragnents of a command for which nore fragnents are yet to
arrive, and the final fragnent of a conmand. The details of this
mechani sm are discussed in the section on the syntax of comands and
responses.

It is a convention for this HFP that any data associated with a
command nust start on a word boundary (as defined by the |oca
system). Consequently, there is a need to provide padding within the
commands. Such padding is used only to fill to the next appropriate
boundary, and has no semantic significance to the command interpreter
(i.e., two commands that are identical except for the amount of
paddi ng shoul d behave identically). The details of this padding are
di scussed in the section on the syntax of commands and responses.
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Synt ax Rul es

At the Conmmand Level, comunication between the Host and the OPE
takes the form of comuands and responses. A command is a request for
some particular action, and the response indicates the success or
failure of performng the requested action

Al'l conmands and responses are coded in ASCI| characters. (Nothing
precl udes OPEs from accepting EBCDI C from Hosts that use it in native
nmode, but that is not required.) These characters are sent in sone
way convenient for the Host, and the OPE is sufficiently flexible to
interpret them (i.e., OPEs are expected to acconmodate Host

i di osyncracies in regard to such things as use of 7-bit ASCII in a
9-bit field.) This approach offers several advantages:

Adaptabilities in nmost Hosts: Mdst Hosts have the ability to
generate and interpret ASCI|I character streanms. Hence, integrating
HFP into a Host will not require difficult software.

Script generation: Generation of test and operational conmand
scripts will be sinplified, since they will not need to contain
speci al characters.

Term nal Operation: Using sinple command streans sinplifies the
conversion of an OPE to a generic virtual term nal support machine.
This is particularly useful during devel opnment and testing.

Testing: Testing will not require special hardware to interpret
commands and responses. A ternminal or data |line analyzer would be
adequat e.

The specific format for the conmands and responses will be di scussed
in the sections that follow. In those sections, the quote character
is used to indicate strings. The synbols "<" and ">" (referred to as
angl e brackets) are used as neta-characters.

Synt ax of Conmands

As alluded to in the section discussing the interaction discipline
between the Host and the OPE, a function is provided by which a chunk
can be used to carry either a conplete command or a fragnent of a
command. The nechani sm chosen to provide this function entails use
of the first character position in the chunk as a chunk usage
identifier. The character "C' in the first position indicates a
chunk containing a single, conplete conmand. "F" in the first
position indicates a chunk which is the first part of a nultichunk
command. "M in the first position indicates the chunk is a mddle
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part (neither the first nor the last chunk) of a command. Finally,
"L" indicates the chunk is the last chunk of a multi-chunk command.
Hence, the foll ow ng sequences of chunks (the letter corresponds to
the chunk usage identifier in each chunk, and the angle brackets
encl ose a chunk) are | egal

<C
<F><L>
<F><M><M><L>

g

ile the follow ng are not | egal

<L>
<Mb<L>
<F><C>

Tactics for handling multiple chunks with regard to OPE buffering
limts are left to the ingenuity of OPE builders. The spirit is to
take as nmuch as you can, in order to relieve the Host of the
necessity of buffering itself.

A command al ways begins inmediately follow ng the indicator
character, with possible intervening spaces. This inmplies a chunk
can contain at most one conpl ete command. The end of the comand
(not including the data) is signified by a newine (denoted as <nl>
in this docunent) that does not appear inside a quoted string (see
below). The end of the data is designated by the end of the |ast
chunk.

Conmands take the formof an ASCII string. The command identifier is

the first word of the chunk. It consists of at least the first two
letters of the command, in either upper or |ower case (e.g., the
sequences "BE", "Be", "bE"', and "be" all identify the Begin conmand).

Additional letters of the command nane can be included if desired to
aid readability of the comrand stream

Fol I owi ng the command identifier is a list of parameters. These
paraneters are al so represented as ASCI| strings, although the
specific format will depend on the particular paraneter. The data to
be transmitted is not considered a control parameter, however, and
need not be ASCI| data.

Paraneters are separated by one or nore spaces. Tabs, new ines, and
other white space are not |egal paranmeter separators.

Parameter strings nmay be quoted, using the character <">. Any
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characters between the <"> characters are a part of the paraneter
i ncludi ng spaces and newines. The character <"> that is part of the
paraneter is represented inside a quoted string as <"">

The order in which the paraneters appear within the command is
significant to their interpretation by the Host and by the OPE
Optional parameters nmay be skipped by using the characters ",," to
indicate a NULL paraneter. Such a NULL parameter takes its default
value. Alternatively, each paraneter has a MILTICS/ UNI X style
Control Argunent/Flag associated with it that can be used to identify
the paraneter, w thout placing NULL paranmeters for each paraneter
ski pped. This flag consists of one or two ASCI| characters, and

ei ther upper or |ower case nmay be used. For exanple, if the fourth
paraneter of a command had a flag of "-p" and the user w shed the
first three paraneters to be null, he could use:

command -p val ue
or
command - P val ue
i nst ead of
command ,, ,, ,, value

if it were nore convenient for the Host to do so. Flagged paraneters
must still appear in the correct sequence wthin the command,
however .

There may be data associated with some of the commands. Any such
data is placed into the chunk following all the paraneters and the
unquot ed new i ne. Paddi ng can be provided by placing spaces between
the end of the final paraneter string and the newine, so that data
begins on a word boundary. The OPE will always pad to a host word
boundary. Padding by hosts is optional

Synt ax of Responses

Responses are actually just a special formof a command. It is
anticipated that all responses would fit into a single channel chunk,
al t hough the mechani snms descri bed for multi chunk comrands can
certainly be used in responses. The ASCI| string used to uniquely
identify the response cormand is "RE" ("Re", "rE', and "re" are al so
permtted).

After the response command identifier is the original conmrand
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identifier, so the response can be associated with the proper
command. Following this identifier is a three ASCII digit response
code, a set of protocol idiosyncratic paraneters, and a textua
message. The protocol idiosyncratic paraneters are used to transfer
interface information between the Host and the OPE, and may not be
needed when off-1oading some protocol interpreters. The textua
message is intended for human interpretation of the response codes,
and is not required by the protocol. The three digits uniquely
identify the semantics of the response, at |east within the context
of a particular command and particul ar out boarded protocol
interpreter.

Responses are nunerically grouped by the type of information they
convey. The first digit identifies this group, and the last two
digits further qualify the reply. The following list illustrates
thi s grouping.

OXX Successful: The command was executed successfully. The
response code may contain further information

1XX Conditional Success: The conmmand was executed successfully,
but not exactly according to the service and flow contro
suggestions. |If those suggestions were particularly inportant
to the requester, he may wish to issue an End command. The
response code contains information on what suggestion or
suggesti ons coul d not be foll owed.

2XX Command Level Error: An error at the conmand | evel has
occurred. This could include requesting services of a
protocol not supported, or a problemin the way those services
were requested. This |evel does not include problens with the
syntax of the command or its paraneters

3XX Syntax and Paraneter Errors: An error in the syntax of the
command or a problemwi th one of its parameters has occurred.
A problemwi th a paraneter may be other than syntactical, such
as illegal address.

AXX O f -1 oaded Protocol Interpreter Problens: Sone problemwith
the particul ar off-1oaded protocol has occurred.

5XX Local OPE Internal Problens: Problens, such as insufficient
OPE resources, or problens with OPE to subnet interface.

6XX Security Problem Sone problemw th Host, network, or OPE

security has occurred. The response code indicates the
probl em
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7XX Reserved for Future Expansion
8XX Reserved for Future Expansion

9XX Protocol ldiosyncratic Errors: Sone error occurred that is
idiosyncratic to the particul ar off-loaded protocol being
used. The response code indicates the error

Description of the Conmands

As stated above, conmunication between the Host and the OPE at the
Conmand Level is accomplished using commands and responses. Commands
may be issued by either the Host or the OPE, and are used to
stinmulate activity in the other entity. Sonme commands may only have a
meani ngful interpretation in one direction, however. A response

i ndicates that the activity started by the command was conpl eted, and
a code indicates success or failure of the command, and perhaps other
information related to the command as wel | .

Associated with each command is a set of paraneters. The order in
whi ch the paraneters appear is significant to the correct operation
of the protocols. Mre information on the syntax of comrand
paraneters can be found in the syntax descriptions.

The commands are:

- Begin: initiate communication between a process in the Host and
an of f-1 oaded protocol interpreter in the OPE. (A Channel |eve
stream connection will typically have been opened as a prior step
Al'l other commands, except No-op, apply to a stream on which a
successful Begin has been done.)

- Transmit: transnit data between a process in the Host and an
of f-1 oaded protocol interpreter in the OPE

- Signal: cause an out-of-band signal to be sent by the
of f-1 oaded protocol interpreter to its peer, or indicate the
arrival of such a signal fromthe renpte side

- Condition: alter the off-loaded protocol interpreter’s
operational characteristics.

- Status: transfer status requests or information between a

process in the Host and an off-loaded protocol interpreter in the
OPE.
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- End: indicate that services fromthe off-loaded protoco
interpreter are no longer required, or will no | onger be provided.

- No-op: performs no operation, but facilitates testing.

These commands wi Il be discussed in the foll ow ng sections. Each of
these sections includes a discussion of the purpose of the command, a
description of each of the paraneters used with the command, a |i st

of responses for the command, an exanple of the conmand, and a set of
notes for the inplementor. (An appendix will eventually be furnished
for each protocol offloading, show ng the use of its protoco

i diosyncratic paranmeters as well as of the general parameters on a
per-comand basis. Initially, only representative offloadings wll
be treated in appendices, with others to be added after the protoco
gai ns accept ance.)

Begi n
Pur pose of the Begin Command

The purpose of a Begin conmand is to initiate comruni cation
bet ween the Host and the OPE on a particular streamor channe
(the channel is opened as a separate step, of course). The
interpretation of the command i s somewhat dependent upon
whether it was issued by the Host of the OPE

- If the command was issued by the Host, it means sonme process
in the Host is requesting services of a protocol that was
off-loaded to the OPE. The user request results in the

est abli shnent of a channel connection between the Host and the
OPE, and a Begin command to the Command interpreter in the OPE

- If the command was issued by the OPE, it neans sone protoco
interpreter in the OPE has data for some process in the Host
which is not currently known by the OPE. An exanple woul d be
an incom ng UDP datagramon a new port, or if no Begin for UDP
had been issued at all by the Host. (An incom ng TCP
connection request could be handl ed by a response to the user’s
Passi ve Open request, which had previously caused a Begin
request fromthe Host; an incom ng TCP connection request to a
port on which no Listen had been issued woul d cause an OPE
gener at ed Begi n, however.)

As indicated earlier, any particular Host is not required to
support two-way Begins.
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Par anet ers of the Begi n Conmand

The Begi n command has several paraneters associated with it.
These paraneters contain informati on needed by the of fl oaded
protocol to provide an adequate |level of network service. This
i nformation includes protocol, source and destination
addresses, and al so type of service and fl ow control advice.
These paraneters are discussed in detail bel ow

Pr ot ocol

The protocol paraneter identifies that off-loaded protocol in
the OPE to which Begin is directed, or which issued the Begin
to the Host. For exanple, if the user wished to utilize TCP
services, and the TCP software was off-1oaded into the OPE
then the Protocol paranmeter for the Begin command woul d be TCP

There are two categories of protocol parameters -- generic and
specific. A generic paraneter identifies a type of protoco
service required, but does not identify the actual protocol
Use of generic protocols allows a Host process to obtain
networ k services wi thout specific know edge of what protocol is
bei ng used; this could be appropriate for use in situations
where no specific aspect(s) of a specific protocol is/are
required. For exanple, the user nay select a generic
Host -t 0o- Host connection protocol, and (at sone point in the
future) may actually receive services fromeither TCP or the
NBS Transport Protocol, depending on the network (or even the
foreign Host) in question. A specific protocol paraneter
identifies some particular protocol, e.g., TCP, whose use is
required for the given channel

The valid entries for the protocol field include:

Generic Speci fic Comrent

GP I P Dat agram | nt er net wor k Prot oco
HHP TCP Connection Transport/ Host-Host Protoco
GDP ubP Dat agr am Tr ansport/ Host - Host Pr ot oco
VTP TEL Virtual Terminal (Telnet) Protoco
GFP FTP File Transfer Protoco
MAI L SMIP Mai | Transfer Protocol
PROX PROX Proxi mate Net Interface Protoco
(Note that the final line is nmeant to allow for a process in an

OPE' d Host’'s getting at the Pl of the Network Interface
Prot ocol for whatever the proximate network is. O course, so
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doi ng only nakes sense in specialized contexts. W conceive of
the desirability of "punping bits at a peripheral” on a LAN,

t hough, and don’t want to preclude it, even if it would be

i npossi ble on many LAN s to deal with the probl em of

di stinguishing traffic conming back on the LANin this "raw'
mode fromnormal, IP traffic. Indeed, in sone contexts it is
likely that adm nistrative considerations would preclude

avoi dance of IP even if technical considerations allowed it,
but it's still the case that "the protocol" should provide a
hook for going directly to the L | protocol in play.)

There is no default value for this parameter. |If it is not
present, the Begin command is in error. The control flag for
this paranmeter is -pr.

Acti ve/ Passi ve

The Active/ Passive paraneter indicates whether the issuer of
the Begin command desires to be the Active or Passive user of
the protocol. This paraneter is particularly relevant to
connection-oriented protocols such as TCP, where the user nmay
actively pursue connection establishnment, or else nay passively
wait for the renote entity to actively establish the
connection; it also allows sonme process to establish itself as
the Host "fielder"” of incoming traffic for a connectionless
protocol such as IP

Active is requested using the single character "A'. Passive is
i ndi cated using the character "P'. The default value of this
paraneter is "A'. Al so, when the OPE issues the Begin command,
the value nmust be "A'. The control flag for this paraneter is

- ap.

Forei gn Address Primary Conponent

The addressing structure supported by HFP is two | evel. Each
address has two conponents, the prinary and the secondary. The
exact interpretation of these two conponents is protoco
specific, but some generalities do apply. The primary
component of the address identifies where the protocol is to
deliver the informati on. The secondary component identifies
which recipient at that location is to receive the information
For exanple, the TCP primary address conponent is the Host’'s

I nternet Address, while the secondary address conponent is the
TCP port. Simlarly, IP s prinmary address conponent is the
Host’s Internet Address, and the secondary address conponent is
the IP ULP field. Sone protocols provide only a single |eve
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of addressing, or the secondary |evel can be deduced from sone
other information (e.g., Telnet). In these cases, only the
primary conponent is used. To cater to such cases, the
secondary conponent paraneter cones later in the paraneter
list.

The Foreign Address Primary Conponent paraneter contains the
primary conponent of the destination address. It may be in
either a nuneric or synbolic form (Note that this allows for
the OPE to exercise a Nane Server type of protocol if
appropriate, as well as freeing the Host fromthe necessity of
mai ntai ning an in-board name to address table.) The default
value for this paranmeter, although it only nakes sense for
Passive Begins, is "Any Host". The control flag for this
paraneter is -fp.

Medi ati on Level

The nedi ation | evel paraneter is an indication of the role the
Host wi shes the OPE to play in the operation of the protocol
The extreme ranges of this nmediation would be the case where
the Host wished to remain conpletely uninvolved, and the case
where the Host w shed to make every possi bl e decision. The
specific interpretation of this parameter is dependent upon the
particul ar of f-1oaded protocol

The concept of mediation |evel can best be clarified by means
of exanple. A full inboard inplenentation of the Tel net
protocol places several responsibilities on the Host. These
responsibilities include negotiation and provision of protoco
options, translation between |ocal and network character codes
and formats, and nonitoring the well-known socket for incom ng
connection requests. The nediation |evel indicates whether
these responsibilities are assigned to the Host or to the OPE
when the Telnet inplenentation is outboard. If no OPE

medi ation is selected, the Host is involved with al

negoti ati on of the Tel net options, and all format conversions.
Wth full OPE nmediation, all option negotiation and all fornat
conversions are perforned by the OPE. An internedi ate | evel of
medi ation ni ght have ordinary option negotiation, format
conversion, and socket nonitoring done in the OPE, while
options not known to the OPE are handl ed by the Host.

The paraneter is represented with a single ASCII digit. The
value 9 represents full OPE nediation, and the value O
represents no OPE nmedi ation. Oher values may be defined for
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sonme protocols (e.g., the internedi ate nedi ation | eve
di scussed above for Telnet). The default value for this
paraneter is 9. The control flag for this parameter is -m

Transmt Response Discipline

The Transmit Response Discipline paraneter is used to set the
desired action on the OPE's part for generating responses to
Transmit commands. Essentially the paraneter determ nes when
the OPE' s response to the transnmit conmand occurs (i.e.,

i medi ately or del ayed).

The Transmit Response Discipline value is represented by a
single ASCI|I character. The character "N' is used for

nonbl ocki ng Transmt conmands, which inplies that responses for
Transmit commands shoul d be generated as soon as the command
has been examined for correctness (i.e., that the syntax is
good and the paraneters appear reasonable). In other words,
the outboard protocol interpreter has the data in its queue,
but hasn't necessarily transnmitted it to the net. The
character "B" is used for blocking Transmt conmands, which
requests that the response not be generated until the protoco
interpreter has successfully transmitted the data (unless, of
course, the Transmit command was badly formed). The default
value for this paraneter is "N', or a nonblocking Transmt
command. The control flag for this paraneter is -tr.
(Dependi ng on the protocol in play, "successfully transnmitted"
mght well inmply that an acknow edgnent of some sort has been
received fromthe foreign Host, but for other protocols it

m ght only mean that the given collection of bits has been
passed fromthe OPE to the proximate net.)

Forei gn Address Secondary Conponent

The addressi ng mechani sms supported by this |l evel of HFP are
di scussed above. The Foreign Address Secondary Component
paraneter contains the value of the destination address’s
secondary conponent. Sone protocols do not require this
paraneter, or can obtain it fromother information. Therefore,
the default value for this paranmeter is NULL. A NULL secondary
component might be an error for some protocols, however. The
secondary conponent can be expressed either numerically or
synbolically. The control flag for this paraneter is -fs.
(Note that it is intended to be "legal" to specify a Secondary
Conponent ot her than the Well-Known Socket for the protocol in
play; in such cases, the result should be that the virtualizing
of the given protocol be applied to the stream in the
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expectation that that’s what the other side is expecting. This
is to cater to, for exanple, a Term nal -Term nal protocol that
merely "does Telnet" to a socket other than the usual Logger.)

Local Address Secondary Conponent

The Local Address Secondary Conponent paraneter contains the
val ue of the |ocal address’s secondary conponent. (The prinmary
conmponent is assuned to be the default for the Host, but can be
altered as well; see below. ) Some protocols do not require this
paraneter, or can obtain it fromother information. |n some
cases, the OPE may al ready know the value for this paraneter
and therefore not require it. The default value of this
paraneter is NULL. The |ocal address secondary conponent can
be expressed either nunerically or synbolically. The contro
flag for this paranmeter is -1Is.

Begi n Ti neout Interva

After a Begin command is issued, a tiner can be started. |If
the activity requested cannot be performed within sonme tined
interval, then the Begin conmand nmay expire. An expired Begin
command returns a response code indicating a Begin tineout
occurred. The Begin Timeout Interval paraneter contains the
length of tine the tinmer will run before the Begin tineout
occurs.

The paraneter is represented as a string of ASCII digits
indicating the tine interval in seconds. The default val ue of
this parameter is infinity (i.e., the Begin command will never
timeout). The control flag for this paraneter is -bt.

Type of Service Advice

The Type of Service Advice parameter contains information on
the service characteristics the user desires fromthe of fl oaded
protocol. Included in this paraneter is the precedence of the
data transfer, and al so indication of whether high throughput,
fast response tine, or lowerror rate is the prinmary goal

The format of this parameter is a letter imediately (i.e. no
i nterveni ng spaces) followed by a digit. The letter "T"

i ndi cates that high throughput is desired. The letter "R
indicates nmnimal response tinme is the goal. The letter "E"
indicates that low error rates are the goal. The letter "N
indicates there are no special service requirenents to be
conveyed. The digit inmediately follow ng the character
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i ndi cates the desired precedence |level, with zero being the

| owest, and nine being the highest. The specific
interpretation of this paraneter is dependent on what service
options are provided by the protocol. The default val ue of
this parameter is the | owest precedence (ROUTINE), and no
speci al service requests. The control flag for this parameter
is -ts.

Fl ow Control Advice

The Fl ow Control Advice parameter contains information on the
flow characteristics desired by the user. Sone applications
such as file transfer operate nore efficiently if the data is
transferred in large pieces, while other, nore interactive
applications are nore efficiently served if snaller pieces are
used. This parameter then indicates whether |arge or small
data bl ocks should be used. It is only relevant in stream or
connection-oriented protocols, where the user sends nore than a
singl e piece of data.

This paraneter is represented by a single ASCII digit. A value
0 neans the data should be sent in relatively small bl ocks
(e.g., character or line oriented applications), while a val ue
9 neans the data should be sent in relatively |arge bl ocks
(e.g., block or file oriented applications). O her val ues
represent sizes between those extrenes. The character "N

i ndi cates that no special flow control advice is provided. The
actual interpretation of this paranmeter is dependent on the
particul ar protocol in the OPE. The default value of this
paraneter is no flow control advice. In this case, the protoco
in the OPE will operate based only on information available in
the OPE. The control flag for this paraneter is -fc.

Local Address Primary Conponent

Thi s paraneter contains the | ocal address primary conponent. It
is anticipated that under nobst circunstances, this conponent is
known to both the Host and the OPE. Consequently, this
paraneter is seldomrequired. It would be useful if the Host
desired to select one of several valid addresses, however. The
control flag for this parameter is -Ip.

Security
The security paraneters contain a set of security |evel

compartment, community of interest, and handling restriction
information. Currently, security is provided by performng all
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processing at systemhigh level or at a single |evel
Consequently, these paraneters are probably redundant, since
the security information is known. In the future, however,
these paraneters may be required. Therefore a field is
provi ded. The control flag for this paraneter is -s.

Protcol Idiosyncratic Paraneters

The renmai ni ng paraneters are protocol idiosyncratic. That is,
each protocol that is off-1oaded may have a set of these
paraneters, which are docunmented with a description of the

of f-1 oaded protocol. The default value for these paranmeters is
NULL, unless otherw se specified by a particular offl oaded
protocol. The control flag for this set of paraneters is -pi

which identifies the first protocol idiosyncratic paraneters.
Control flags for other protocol idiosyncratic paraneters nust
be defined for each off-|oaded protocol

Dat a

After the Protocol Idiosyncratic Paraneters, if any, and the
required <nl>, if the protocol in play allows for it at this
juncture the rest of the chunk will be interpreted as data to
be transmitted. That is, in connection oriented protocols data
may or nmay not be permitted at connection initiation tinme, but
in connectionless protocols it certainly nakes sense to all ow
the HFP Begin command to convey data. (This will also be
useful when we get to the Condition commuand.)

Responses

The foll owi ng responses have been identified for the Begin
command:

000 Conmand conpl et ed successful ly

101 Thr oughput not avail abl e; usi ng maxi mum

102 Reliability not available; using maxi mum

103 Del ay not avail able; using mnimum

110 FIl ow Control advice not followed; snaller blocks used
111 Fl ow Control advice not followed; |arger blocks used

201 Fail ed; Begin not inmplenented in this direction
202 Fail ed; timeout

203 Fai |l ed; Begin command on al ready active channe
300 Problemw th nultiple chunks

301 Synt ax problemw th Begi n conmand

302 Prot ocol not supported in OPE/ Host

303 Active service not avail able
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304 Passi ve
305 Invalid
306 Invalid
307 Invalid
308 Invalid
309 Invalid
310 Invalid
311 Invalid
312 Invalid

401 Pr ot ocol

service not avail abl e

Forei gn Address Prinmary Conponent

Transmit Discipline

Forei gn Address Secondary Conponent
Local Address Secondary Conponent

Ti meout Interva

Type of Service Advice

FI ow control Advice

Local Address Primary Conponent
Interpreter in OPE not responding

402 Renote Protocol Interpreter not avail able
insufficient protocol interpreter resources

403 Fai | ed;
501 Fai | ed;
601 Request

i nsufficient OPE resources
viol ates security policy

602 Security paraneter problem

1984

Addi tionally, protocol idiosyncratic responses will be defined
for each off-|oaded protocol

Exanmpl e of Begi n Conmand

The Begi n comrand

is the nost conplex of the H FP Command

Level . When the off-1oaded protocol is TCP, the Begin command

is used to open TCP connecti ons.
Begi n conmand i ssued by an inboard Tel net

TCP connection to ISIA wth no begin tineout interval, is:
CBE TCP AISIA9 N23 ,, ,, NO S <nl>
VWher e:
TCP The code for the protocol TCP
A I ndi cates Active Begin
ISIA  The nane of a Host at USC-I S
9 Medi ation Level 9: Full OPE nediation
N Non- bl ocking transm t
23 Destination Tel net Port

' skip over paranmeters (Local Address Secondary,
Begi n Ti neout I|nterval)

NO Type of Service Advice: No special Advice,
Nor mal Precedence
S Fl ow Control Advice: use small bl ocks

This command wi | |

socket on Host ISIA. It also informs the OPE to do all TCP

One possi bl e exanple of a
interpreter to open a

cause the OPE to invoke the TCP interpreter
to generate the initial SYN packet to the well-known Tel net

rel ated processing via the Mediation Level, accepts default
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Local Address paraneters, and sets the Begin Tineout Interva
to infinity. The precedence of the TCP connection is Normal,
and the TCP interpreter is inforned that the data streamwl|
consist of primarily small bl ocks.

Notes to the | npl enentor

Response 203 night seemsilly to sone readers, but it's there
in case sonebody goofed in using the Channel Layer

Transm t

Pur pose of the Transmt Conmand

The purpose of the Transmit conmand is to pernmt the process in
the Host to send data using an off-loaded protocol interpreter
in the OPE, and also to permt the OPE to deliver data received
fromthe network destined for the process in the Host. The
Transmt command is particularly relevant to connection and
streamtype protocols, although it has applications for

connectionless protocols as well. After the Begin comuand is
i ssued successfully and the proper Response received, Transmt
commands can be issued on the given channel. The semantics of

the Transmt command depend on whether it was issued by the
Host or the OPE.

- If the Host issues the Transnit command, a process in the
Host wi shes to send the data to the destination specified to
the of f-1 oaded protocol interpreter that was established
(typically) by a previous Begin command on the given H FP
channel

- If the OPE issues the conmmand, the OPE has received data
destined for a process in the Host froma connection or stream
supported by the off-1|oaded protocol that was established by a
previ ous Begin command on the given H FP channel

Paranmeters of the Transmt Comrand

The Transnit command has one parameter associated with it. It
is an optional paranmeter, to tenporarily override the response
discipline for this particular transmt comuand. Sone protocol s
may have protocol -idiosyncratic paraneters as well. The
transmt command al so has data associated with it. Al
paraneters nust precede the data to be transnitted
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Response Discipline Override

The Response Discipline Override paranmeter indicates the
desired response discipline for that individual Transmt
Conmand, overriding the default response discipline. A single
ASCI| character is used to indicate the desired discipline.

The character "N' indicates that this Transmt command shoul d
not bl ock, and should return a response as soon as the data is
given to the protocol interpreter in the OPE. The character "B"
indicates that this Transmt conmand shoul d bl ock, neani ng that
a response shoul d not be generated until the data has been sent
to the destination. The default value of this parameter is the
currently defined Transmt Command response discipline. The
use of this paraneter does not alter the currently defined
Transnmit command response discipline; the default is changed
with the Condition command. The control flag for this
paraneter is -rd.

Prot ocol -1di osyncratic Paraneters
Any ot her paraneters to the Transnmit comuand are

protocol -idi osyncratic. That is, each protocol that is
of f-1 oaded has a set of these paraneters, which are docunented

with a description of the off-loaded protocol. The default
val ue for these paraneters is NULL, unless otherw se specified
by a particular off-|loaded protocol. The control flag for this

set of paraneters is -pi, which identifies the first
protocol -idi osyncratic paranmeters. Control flags for other
prot ocol -idi osyncratic paraneters must be defined for each
of f -1 oaded pr ot ocol

Responses

The foll owi ng responses for the Transmit command have been

i dentified:
000 Transmt Command conpl eted successfully
201 Transnmit Command not appropriate

300 Problemwi th multiple chunks
301 Syntax problemw th Transmt Conmand

302 Invalid Transmit Command Response Di scipline

401 Protocol Interpreter in OPE not responding

402 Failure in renpte protocol interpreter

403 Fail ed; insufficient protocol interpreter resources
501 Fail ed; insufficient OPE resources

601 Request viol ates security policy
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Additionally, protocol-idiosyncratic responses will be defined
for each off-|oaded protocol

Exanpl e of Transmt Comrand

The transmit command is used in TCP to provide the TCP wite
call. An exanple of such a transmt comand woul d be:

C TR N <nl > <DATA>

VWhere N indicates non-bl ocking transm ssion discipline, <nl>is
the required command-endi ng new i ne, and <DATA> is presuned to
be the user’s data that is to be transnitted.

Notes to the | npl enentor

If you get a 403 or a 501 response and have sent a multiple
chunk it probably nmakes sense to try a single chunk; if you ve
sent a single chunk, it makes sense to wait a while and try
again a few tines before giving up on the stream channel

Condi tion
Pur pose of the Condition Command

The primary purpose of the Condition command is to pernmit a
process to alter the characteristics that were originally set
up with the Begin conmand. (That is, "condition" is a verb.)
These characteristics include the addresses, the nediation

| evel, the type of service, and the flow control paraneters
fromBegin. They may al so include protocol-idiosyncratic
characteristics. (A though Condition is usually thought of as a
Host - >OPE comand, it nmay al so be used OPE->Host in sone
contexts.)

Condition is a generic conmmand that may find little use in sone
of f-1 oaded protocols. |In others, only some of the paraneters
identified may nake sense. For exanple, changing the
destination address of a TCP connection involves cl osing one
connecti on and openi ng another. Consequently, in may make nore
sense to first issue an End conmand, and then a Begin with the

new address. In other protocols, such as IP or UDP, changing
the address on each datagram woul d be a perfectly reasonabl e
thing to do.
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Paranmeters of the Condition Comrmand

The Condition command has the sanme parameters as the Begin
command. Any paraneters expressed in a Condition command

i ndi cate the new val ues of the characteristics to be altered;
all paranmeters not expressed retain the current val ue.

Al though it is possible to express the change of any of the
characteristics originally set up in the Begin comrand using
the Condition comuand, there are sonme characteristics that do
not nmake sense to alter, at least for some protocols. For
exanpl e, once a connection is opened, it does not make nuch
sense to change the Foreign Address Prinmary or Secondary
Conponents. Doing so is inconsistent with current versions of
TCP, and woul d require the closing of the existing connection
and opening a new one to another address. FEarlier versions of
TCP did permt connections to be noved. |If a protocol that
provi ded such a feature was inplenented in the OPE, the
changi ng the Secondary Address Conponents woul d be a reasonabl e
thing to do.

Responses

The responses to the Condition comrand are the same as those to
the Begi n conmand.

Exanpl e of Condition Comrand
The Conditi on Command can be quite conplex, and can be used for
many purposes. One conceived use of the condition comuand
woul d be to change the type of service advice associated with
the channel. An exanple of this (which also denonstrates the
ability to skip paraneters) is:

C-ts T <nl>

whi ch causes the offloaded Pl associated with the current
channel to attenpt to achieve high throughput (in its use of
the comm subnet(s) in play).

Notes to the | npl enentor
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Si gna
Pur pose of Signal Command

The purpose of the Signhal Command (inmplicitly at least) is to
permt the transfer of out-of-band signals or informtion

bet ween the Host and the OPE, in order to utilize (explicitly)
out - of -band signaling services of the off-|oaded protocol. The
semantics of the Signal command depend upon whether it was

i ssued by the Host or the OPE

- If the Signal command was issued by the Host, it neans a
process in the Host desires to send out-of-band data or an
out - of - band si gnal

- If the Signal conmand was issued by the OPE, it neans
out - of -band data or an out-of-band signal arrived for the
process associated with the channel in the Host.

Par aneters of the Signal Command
The basic usage of the Signal command is with no paraneters,

whi ch sends or reports the recei pt of an out-of-band signal
Sone protocols, such as the NBS Transport Protocol, permt the

user to send data with the out-of-band signal. Hence, data is
pernmitted to acconpany the Signal comrand. There may al so be
protocol -idi osyncratic paraneters for the Signal command. |If

this is the case, these paraneters would conme before the data.
Prot ocol -1di osyncratic Parameters

The paraneters for the Signal command are protoco

i diosyncratic. That is, each protocol off-loaded has a set of
these paraneters. The default value for these paraneters is
their previous values. Control flags for multiple

prot ocol -idi osyncratic paraneters mnmust be defined for each

of f -1 oaded pr ot ocol

Responses

The foll owi ng responses have been identified for the Signa
conmand:

000 Conmand conpl et ed successful ly
201 Conmand not appropriate

300 Problemwi th multiple chunks
301 Synt ax problem w th Command
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401 Protocol Interpreter in OPE not responding

402 Failure in renpte protocol interpreter

403 Fail ed; insufficient protocol interpreter resources
501 Fail ed; insufficient OPE resources

601 Request viol ates security policy

Additionally, protocol-idiosyncratic responses will be defined
for each of f-|oaded protocol

Exanpl e of Signal Conmand

The maj or perceived use for the Signal command when of fl oadi ng
a connection protocol is sending an out-of-band signal with no
data. In such a case, the appropriate signal command woul d be:

C Sl <nl>
Notes to the | npl enentor

Sone protocols nay allow only only one outstanding signhal at a
time. For these protocols, it is an inplementation issue

whet her the OPE will buffer several signals, but a good case
could be nade for the position that a scrupul ous OPE woul d
reflect a 202 response back to the Host in such cases.

There is sone question as to the proper handling of the
"expedited data" notion of sone (particularly 1SO protocols.
It might be nore appropriate to deal with such a thing as a
protocol idiosyncratic parameter on the Transmit comrand

i nstead of using the Signal command (even if it’s the cl osest
approxi mati on to an out-of-band signal in the given protocol).
If it's provided using the Signal command, the expedited data
shoul d not be passed as ASCI |, and should appear after the
conmand-termni nating new i ne character (and appropriate paddi ng
wi th space characters).

Status
Pur pose of Status Command
The purpose of the Status command is to pernit the Host to
request and obtain status information fromthe OPE, and vice
versa. This includes status request of a conventional protoco

interface (e.g., in TCP, there is a request to deternine the
state of a particular connection).
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The paraneters for the Status command indicate whether it is a
request or a response, and contain the status information.

Request / Report

Thi s paraneter indicates whether the command is a Status
request or a Status report. It consists of a single ASCI

character. Qindicates a request (query), and R indicates a
report. It should be noted that a report may be generated
as the result of a query, or may be generated as the result

of specific protocol nechani sns.
Prot ocol -1di osyncratic Paraneters

The paraneters to the status command are

protocol -idi osyncratic. That is, each protocol

of f-1 oaded has a

set of these paraneters. The default value for these
paraneters is their previous values. Anpbng these paraneters is
an identifier of the type of status information contained or
requested, and a value or set of values that contain the
particul ar status information. The status information itself
should be the last itemin the command. The control flag for
this set of paraneters is -pi, which identifies the first

protocol -idi osyncratic paraneters. Contro

flags for other

protocol -i di osyncratic paraneters must be defined for each

of f -1 oaded pr ot ocol

Responses

The foll owi ng responses have been identified for the Status

conmand:

000 Conmand conpl et ed successful ly
201 Conmand not appropriate

300 Problemw th nmultiple chunks
301 Synt ax problem w th Command

302 | nappropriate status request

303 I nappropriate status response

401 Protocol Interpreter in OPE not responding

402 Failure in renpote protocol interpreter

403 Fail ed; insufficient protocol interpreter resources
501 Fail ed; insufficient OPE resources

601 Request viol ates security policy

9xXx Protocol |diosyncratic status responses
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Exanmpl e of Status Command

The status command can be particularly conpl ex, depending on

the protocol and particular type of status information. One

possi bl e use of the status command when off-loading TCP is to
communi cate the status service request. For performng this

operation the status command woul d be:

C ST Q <nl >
Notes to the | npl enentor
End

Pur pose of the End Conmand
The purpose of the End conmand is to comunicate that services
of the off-1oaded protocol are not required. The semantics of
the End command depends upon whether it was issued by the Host
or the OPE.
- If the Host issues the End command, it means the process in
the Host no longer requires the services of the offl oaded
pr ot ocol
- If the OPE issues the End conmand, it neans the renote entity
has no nore data to send (e.g., the off-1oaded protocol is TCP
and the renpote user has issued a TCP cl ose).

Parameters of the End Conmmand

One paraneter is associated with the End Cormand. It indicates
whet her the termnation should be "graceful" or "abrupt" (see
bel ow) .

G acef ul / Abr upt

The Graceful / Abrupt paraneter indicates whether the End
shoul d be handl ed gracefully or abruptly. If it is handled
gracefully, then data in transit is allowed to reach its
destination before service is actually terminated. An
abrupt End occurs immediately; all data transmitted fromthe
Host but still pending in the OPE is discarded, and no new
incomng data is sent to the Host fromthe OPE
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The paraneter is indicated by a single ASCII character. The
character "G' denotes graceful, and "A" denotes abrupt. The
default value for this parameter is graceful

Responses

The foll owi ng responses have been identified for the End
command:

000 Conmand conpl et ed successful ly
201 Conmand not appropriate

300 Problemw th nultiple chunks
301 Synt ax problem w th Command

302 Il egal Type of End Command

401 Protocol Interpreter in OPE not responding

402 Failure in renpte protocol interpreter

403 Fail ed; insufficient protocol interpreter resources
501 Fail ed; insufficient OPE resources

601 Request viol ates security policy

Additionally, protocol idiosyncratic responses will be defined
for each off-Iloaded protocol

Exampl e of End Command
The syntax of the End command is relatively straightforward. It
consists of a chunk that contains only a chunk usage
identifier, the end command string, and the paraneter
i ndi cati ng whet her the end should be graceful or abrupt. A
possi bl e valid (abrupt) End command woul d be:

C EN A <nl >

Notes to the | npl enentor

Once an End has been issued in a given direction any other

commands on the channel in the sanme direction are in error and
shoul d be responded to appropriately.
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No- op

Pur pose of the No-op Command
The No-op commrand performs no operation. |Its purpose is to
permt the Host and OPE to participate in a dialog which does
not alter the state of communication activities, both for
debuggi ng purposes and to support features of certain protocols
(e.g., Telnet’'s Are You There comand).

Par amet ers of the No-op Conmand
There are no paraneters associated with the No-op command.

Responses

There are only two possible | egal responses to the No-op
command. They are:

000 No- op Conmand Conpl eted Correctly
300 Problemwi th multiple chunks

Exanpl e of No-op Command

Syntactically the No-op command is quite sinple. It consists
of a chunk that contains only the chunk usage identifier and
the string for the conmand, and the newine. One possible
valid No-op command is:

C NO <nl >
Notes to the | npl enentor
No- ops are included for use in testing and initial
synchroni zation. (The latter use is not mandatory, however.
That is, no exchange of No-ops is required at start-up time,

but it is conceivable that sone inplenentations mght want to
do it just for exercise.) They are also traditional
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APPENDI X

Per - Protocol O fl oadi ng Descriptions

1.

Command Level Interface to an Of-| oaded TCP

Thi s appendi x di scusses the use of the commands described in the
body of this docunent to provide an interface between a Host
process and an off-loaded interpreter of the DoD s Transm ssion
Control Protocol (TCP). The interface described here is
functionally equivalent to the interface found in the ML-STD 1778
specification of TCP. It is not, however, identical, in that sone
features of the interface are particularly relevant only in an

i nboard i npl enmentation

The first section describes the mappi ng between the interface
events of ML-STD 1778 and the comrands and responses of this

H FP, and hi ghlights the unique features of the interface. The
next sections discuss the details of each command. These details
i nclude the specialized usages of the command and the
protocol -i di osyncratic paraneters for that command

1.1. Rel ation to M L-STD 1778 Interface

Most of the requests and responses of the TCP interface
specified in ML-STD 1778 are napped directly to H FP Conmands
and responses. The exceptions are noted in the follow ng
descriptions.

1.1. 1. Requests

Unspeci fied Passive Open, Fully Specified Passive Open,
Active Qpen, and Active Open with Data requests are al

i mpl ement ed using variations of the Begin command. The

di stinction between Passive and Active Open is made using
the Active/ Passive paraneter of Begin. The distinction

bet ween unspecified and fully specified lies in the presence
or absence of the destination address fields. An active
open with data is identical to a normal active open, except
for the presence of data follow ng the conmand.

The Send Service Request is inplenented using the Transmt
command. Special protocol idiosyncratic paraneters are
provided for Urgent, Push, and changi ng the ULP ti neout
action and values. The response to the Transmt conmand

i ndi cates that the appropriate Send call has been nade.
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There is no correspondi ng response in the specified TCP
interface; its only significance is that the Host can issue
anot her Transnmit command.

The Allocate event is a specification feature of ML-STD
1778 to indicate the willingness of the user to accept
incom ng data across the interface. However, because this
is precisely the type of flow control provided by the
Channel level, the Allocate event woul d be a superfluous
mechani sm Thus, there is no direct analogy to that event
inthe HFP interface. A Host process indicates its

wi |l lingness to accept new data by inform ng the channel via
its flow control interface (if it has an explicit one).

Cl ose and Abort are provided by the End command. C ose uses
the graceful version of the End command, while Abort uses
the abrupt version. The response indicates that the End
command has been received and the correspondi ng Cl ose or
Abort was issued. There is no correspondi ng response in the
specified TCP interface.

Status is provided by using the query formof the Status
command. The response to the Status command contains the
i nformati on (see bel ow).

1.1. 2. Responses

The Open Id response is provided so that the user has a
short hand nane by which to refer to the connection. Wth an
out boarded TCP interpreter, there is a one-to-one mappi ng
bet ween TCP connections and H FP channels. Hence, the Open
Id event is not needed, since the channel IDis sufficient
to indicate the desired connection

The Open Failure and Open Success responses are provi ded
usi ng OPE-generated responses to Begi n conmands (which
provide the Active and Passive Service response primtives)

i ssued by the Host. The value of the response code

i ndi cat es whether the Begin command succeeded or failed, and
can be mapped to the appropriate Open Failure or Open
Success indication by the Host.

Deliver is provided by having the OPE i ssue a Transmt
command. As nentioned above, the "flow control" between the
TCP interpreter and the Host is provided by the Channe

| ayer, so no explicit interface events are needed. The
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response to the Transmt comand indicates the data was
received by the Host process. There is no correspondi ng
response in the specified TCP interface.

The C osing and Term nate service responses are provi ded
using the End command. Closing is indicated using the
graceful version of the command, while termnate is provided
usi ng the abrupt version. The response indicates the End
command was received by the Host process. There is no
correspondi ng response in the specified TCP interface.

St at us Response is provided by a response to the query
version of the Status command. The status information is
communi cat ed via protocol -idiosyncratic parameters follow ng
t he Response code.

Error messages are reported using the spontaneously
generated version of the Status command i ssued by the OPE
The error nessage is provided in a paraneter. The response
i ndicates the error nessage was received by the Host
process. There is no corresponding event in the specified
TCP interface.

The Begi n Conmand

The Begin conmmand is used in TCP in three nmajor ways:

1. To informthe OPE that a process in the Host w shes to
open a connection to a particular port on a internet
addr ess.

2. To informthe OPE that a process in the Host w shes to be
i nformed when a connection attenpt is nade to any or to a
specific port at this Host's internet address.

3. To informthe Host that a connection attenpt to the OPE
has arrived, and there was no Begin of the second type
(passi ve open) issued by the Host relevant to that
particul ar port.

1.2.1. Specialized Usage

There are four mmjor aspects to the specialized usage of the
Begin conmand and its paraneters. These paraneters are:

1. The meaning of the Mediation Level paraneter
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2. The sel ection of blocking treatment of Transmt
command

3. The neani ng of the address conponents

4. The selection of the TCP Active Open with Data
primtive.

The Medi ati on Level paraneter has only two possible val ues
when of fl oading TCP. These are "9" and "0". The nornma
usage of an off-1loaded TCP uses the value "9", which nmeans
the Host is in no way involved in the operation of TCP. The
val ue "0" indicates the Host wi shes to negotiate with the
TCP opti ons.

The normal TCP Send event is non-blocking. That is, when a
user issues the send conmand, it counts on the reliability
services of TCP, and is not explicitly notified when the
data has reached the other end of the connection and been
properly acknow edged. Hence, the default value for this
parameter with TCP is "N'. There are sone applications
where the user may not wish to receive a response to a
Transmit command until the data has been acknow edged by the
other end of the connection. In these cases, the value "B"
shoul d be used for this paraneter. |f such a feature is not
supported by the offl oaded TCP interpreter, then it is
acceptable to issue a 100 | evel Conditional acceptance

i ndi cating that blocking is not supported, but the Begin
command will proceed using non-bl ocking Transmts.

The primary address conponents of the local and renote
addresses refer to the internet addresses of (or a synbolic
Host nane for) the respective Hosts. The secondary
components refer to the particular sockets at those internet
addresses. Normally, the secondary conponents (ports) are
specified nunerically. They may, however, be specified by
nane if the port is a well-known service port. In an Active
Begi n conmand, the renote addresses prinmary and secondary
conmponents nust be specified. The |ocal address conponents
need not be specified, unless the user wishes to indicate
that the connection should be froma particular port or a
particular internet address of a nulti-honed Host. 1In a
Passi ve Begin conmand, the renote addresses are specified
only if connection attenpts fromone particul ar Host are of
interest. The l|ocal address secondary conponent nust be
used to indicate on which port to performthe Listen
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The way the TCP Active Open with data is provided is by
including the data with the Begin Conmand. This data is
included in the same Channel |evel chunk, imrediately
following the newine. |If the data is nore than a single
chunk can hold, then the multi-chunk command feature of the
H FP nust be used.

1.2.2. Protocol -ldiosyncratic Paraneters

The protocol -idi osyncratic paranmeter identified for the TCP
interface is the "ULP tineout" information. This

i nformation includes whether the offl oaded interpreter
shoul d abort the connection on a ULP tineout or report it to
the inboard user, and also the nunerical value of the
timeout interval. The format chosen for this paraneter is a
single letter followed i mediately (with no spaces) by an
ASClI | nunber. The letter can be either "R' or "A", and
indicates that the ULP tineout should cause a report or an
abort, respectively. The nunber is interpreted to be the
timeout interval in seconds.

1.2.3. Exanples of the Comrand

An exanpl e of an Active Begin conmand that m ght be issued
by an inboard user Telnet is:

CBE TCP AISIA9 N23 ,, 60 RO -pi R120 <nl >

ISIAis the destination Host, 23 is the well-known port
nunber for Tel net connections, a Begin tineout of 60 seconds
was chosen. The desired type of service is to strive for
good response tinme, the transm ssions are expected to be in
smal |l units, and protocol -idiosyncratic parameter R120
inplies that a ULP tinmeout of 120 seconds shoul d be

report ed.

An exanpl e of a Passive Begin Conmand that m ght be issued
by an inboard server Telnet is:

CBETCP P,, 9N,, 23 ,, RO -pi R120 <nl >
The maj or differences are that no renote address conponents
are specified, and the | ocal secondary address conponent is

identified as the socket on which the Listen is being
performed. Al so, the default ("infinite") timeout is taken
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1.3. The Transmt Conmmand

The Transnit command is used by the Host process to instruct
the of f-1oaded TCP interpreter to send data to a renpte site
via the TCP connection associated with the command’ s channel
It is used by the OPE to deliver incomng data fromthe
connection to the process in the Host.

1.3.1. Specialized Usage

The Transmit command rmust be capable of providing all the
speci al i zed features of the Send and Deliver Event. These
special features are Urgent, Push, and nodification of the
ULP Ti meout action and/or interval

Urgent is a neans to comuni cate that sone point upconming in
the data stream has been marked as URGENT by the sender.
VWil e the actual Urgent bit travels through the connection
out-of-band, it carries a pointer that is related to the
sequence nunbers of the in-band comunication. Hence, the
urgency nust be indicated in the Transmt comrand rather
than the Signal comrand

Push is a feature of the TCP Send Event that is used to
indicate that the data in the Transmt command shoul d be
sent immediately (within the flow control constraints),
rather than waiting for additional send commands or a
timeout. Push is indicated in the Transnit Command. The
push feature has the sane neani ng when sent fromthe OPE to
the Host. |If the Host inplenmentation does no interna

queui ng, the flag has no neaning.

The TCP Send event permts the user to nodify the "ULP
timeout action" and/or the "ULP tinmeout interval" associated
with that connection. Wen changed, the new val ues take
effect for the remainder of the connection, unless changed
|ater with another Send. This feature is provided in this
H FP using the Transmt Conmand.

1.3.2. Protocol -ldiosyncratic Paraneters

The three features identified above are provided using
protocol -i di osyncratic paraneters

The first such paraneter is the Ugent paraneter. Fromthe

poi nt of view of the interface, it is just a flag that
indicates the data is urgent (the actual Urgent pointer is a
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concern of the off-loaded TCP interpreter, which is keeping
track of the sequence nunbers). Wen issued by the Host
process, the Urgent flag neans the stream shoul d be marked.
When issued by the OPE, it nmeans the receiver should go to
(or remain in) the Urgent receive node. |If the flag is not
set in the Transmit issued by the OPE, then the receiver
should remain in (or return to) the non-urgent receive node
The val ue of this protocol -idiosyncratic paraneter is "U" if
the Urgent is set, or "N' if it is not set. The default
value for this paranmeter is "N'. Since this paraneter is
the first protocol -idiosyncratic paraneter for the Transmt
command, it requires no special flag, and can be indicated
using the flag -pi

The second protocol -idiosyncratic paraneter is the Push
flag. This parameter is only issued by the Host, since

there is no Push in the TCP Deliver event. |Its value is "P"
for push, or "N' for normal. The default value of this
paraneter is "N'. |Its control flag is -pu

The third protocol -idiosyncratic paraneter is the ULP

ti meout action and value paraneter. The action part

i ndi cates whether the offloaded interpreter should abort the
connection on a timeout or report it to the inboard user

The val ue part is the nunerical value of the tineout
interval. The format used for this paraneter is the sane as
in the Begin command, which is a single letter followed

i mediately (with no spaces) by an ASCI| nunber. The letter
can be either "R'" or "A", and indicates that the ULP tineout
shoul d cause a report or an abort, respectively. The nunber
is interpreted to be the timeout interval in seconds. The
default interpretation for this parameter is its previous
val ue. The control flag for this paraneter is -ul

1.3.3. Exanples of the Comand
An exanple of a Transmit conmand i ssued by a Host process is
C TR -pi N P R160 <nl > <DATA>
where <DATA> is the data contained within the chunk. This
command is for a non-urgent but pushed TCP Send event, that
al so resets the tinmeout action and interval to Report with a
val ue of 160 seconds. The response node (i.e., nonbl ocking)

is derived fromthe Begin conmand and not effected by
transmt.
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An exanple of a Transmit conmand i ssued by the OPE is
C TR -pi N <nl > <DATA>

where <DATA> is the data contained within the chunk. This
command is for a non-urgent delivery (presumably, after a
previ ous Urgent delivery)

1.4. The Condition Comand

The Condition command is used to nodify the transm ssion
characteristics of the connection. The parameters that nake
sense to nodify with TCP are the Transmt Response discipline,
the Type of Service, and the Fl ow Control Advice.

1.4.1. Specialized Usage

There is no usage of the Condition comand with an of fl oaded
TCP interpreter that is particularly specialized.

1.4.2. Protocol-ldiosyncratic Paraneters

There are no protocol -idiosyncratic paraneters for the
condition comrand for the off-loaded TCP. It woul d be
possi ble for the ULP tineout action values to be changed
with a condition conmand. However, this is acconplished
with the Transnit command, which nore closely nodels the
interface specified in ML-STD 1778. W propose that the
condition conmand not provide this capability.

1.4.3. Exanples of the Command

An exampl e of the Condition command to change the flow
control advice for a connection is

CCO-fc 1 <nl>

which indicates that relatively snmall transm ssion units are
now expect ed.
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1.5. The Signal Conmmand

As we currently understand it, TCP's URCGENT feature provides an
I Nband signal rather than a true out-of-band signal (and at

| east one of us deeply regrets this). The actual URGENT bit is
sent out-of-band, but it contains an URGENT poi nter which
relates the URGENT to its position in the data stream The
actual senmantics of the URGENT is left to the higher |evel
protocol (e.g., Telnet says to discard all data up to the
URGENT pointer). Since the Signal command is allowed to cross
a pending Transmt in the HFP channel, it would be potentially
dangerous to inplement the interface to TCP URGENT using the

Si gnal command since the wong sequence nunber coul d be used as
the urgent pointer. Barring persuasive argunents to the
contrary, it is proposed that Signal should not be used with
TCP.

1.6. The Status Command

The Status command nmaps directly into the TCP Status event when
i ssued by a Host process. It is also used for the TCP error
event when issued by the OPE. There is currently some question
as to how information froml| ower protocol levels (e.g., |ICW
error nessages) should be reported to TCP users. Wen these

i ssues are resolved, there may be other uses for the Status
command. W solicit other ideas for the Status conmand with
this report.

1.6.1. Specialized Usage

The nmaj or specialized usage of the Status command is to
provide the error reporting service. This usage is a form
of the Status generated by the OPE

1.6.2. Protocol -1diosyncratic Paraneters

When used as a TCP Status request (command issued by the
Host process), there are no protocol-idiosyncratic
paraneters associated with the Status comand. The OPE
response codes the TCP status.

When used as a TCP error report (comrand issued by the OPE)
there is one protocol-idiosyncratic paranmeter associated
with the Status command. It is an error description in the
formof a text string. It requires no special control flag
since the flag -pi is unanmbi guous and there are no other
prot ocol -i di osyncratic paraneters.

Lili enkanp & Mandel |l & Padli psky [ Page 40]



RFC 929

Decenber 1984

Pr oposed Host-Front End Protoco

1.

7

1.6.3. Exanples of the Command

An exanpl e of the Status conmand i ssued by the Host process
to request status information is

C ST Q <nl >

The status information is returned in the response to the
status command.

An exanpl e of the Status conmand i ssued by the OPE to report
an error fromthe TCP interpreter is

C ST R -pi "Connection already exists" <nl>

which is issued when a TCP open (HFP Begin) is issued to an
al ready opened (foreign) connection

The End Command

The End command is used to indicate that TCP services are no

| onger required. Thus, it can be nmapped into either the TCP
Graceful Close or the TCP Abort events. It is also used as the
TCP Cl osing response (as contrasted with the response by the
OPE to the close comand), when issued by the OPE

1.7.1. Specialized Usage

Because of the nature of the two-way cl ose provided by TCP
there is a possibility that the Host and the OPE wish to
gracefully term nate the connection at the sane instant. |If
this happens, then both the Host and the OPE would issue End
commands at the same time. To be prepared for this, it is
necessary to nmake this the normal graceful closing sequence.
In other words, both the Graceful C ose request and the

Cl osing response are mapped to End commands, and the
response to one of those comuands only indicates that the
command has been recei ved and executed, but not that the
connection is actually fully closed. The connection is
gracefully cl osed when both End commands have been issued,
and both successful responses have been received.

Wth an abrupt end, a two-way exchange is not necessary.
Only the Host or the OPE need issue it, for the connection
to be aborted.
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1.7.2. Protocol -ldiosyncratic Paraneters

There are no protocol -idiosyncratic paraneters for the End
command used with TCP

1.7.3. Exanples of the Command

An exanpl e of the End conmand used to indicate either a TCP
Cl ose request (fromthe Host process) or TCP d osing
response (fromthe OPE) is

C EN G <nl >

An exanpl e of the End conmand used as an Abort request (from
the Host process) or as a Termi nate response is

C EN A <nl >
2. Command Level Interface to an O f-|oaded Tel net

Thi s appendi x is provided to discuss the use of the conmands
described in the body of this document to provide an interface

bet ween a Host process and an off-1oaded interpreter of the Tel net
pr ot ocol

The interface described here is not based on a formal interface.
There are several reasons for this, including the |ack of a w dely
accepted standard interface to Telnet, and its headerl ess nature.
Consequently, the interface described here is very simlar to the
actual Telnet data stream

2.1. The Begi n Conmand

The Begin command is used with Telnet to initiate Tel net
connecti ons.

2.1.1. Specialized Usage

There are three mjor specialized usages to the Begin
command. They are the meaning of the Mediation Level
paraneter, the way the nunber of incom ng Tel net connections
are supported, and the meaning of the secondary address
conmponents.

The nmedi ation level is used in Telnet to control which of

the various Telnet activities are perforned by the OPE, and
which are controlled by the Host. It has been determ ned
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that all nonitoring of the Tel net Socket should be perforned
by the OPE. Mediation level 9, which is the default,

i ndi cates the Host desires to play no role in Tel net
operation. Level 5 neans that protocol-idiosyncratic
paraneters to this Begin comuand indicate which incon ng
options the Host wishes to handle; all other options, and
all NVT translations, are to be perforned by the OPE. Leve

0 indicates that the Host will handle all options, while al
NVT translations are to be perfornmed in the OPE (see Section
B.1.3).

The Host can either accept the connections by fielding OPE
generated Begins, or by issuing passive Begins to the OPE
The Host nmay wish to restrict the nunber of incom ng Tel net
connections that it will handle at any particular tinme. It
can do this by rejecting OPE-generated Begi ns above a
certain nunmber, or by limting the nunber of Host-issued
passi ve Begins. However, precedence constraints dictate
that the Host actually issue additional passive Begins or
accept additional Begins fromthe OPE beyond the maxi num
nunber it is normally willing to support, so that

hi gh-priority service requests can be acconmodat ed, possibly
by preenpting lower priority activities.

The secondary address conponent is used to refer to specific
ports. Normally, they are used only when the standard or
default ports are not used, such as special purpose
applications or testing.

2.1.2. Protocol-ldiosyncratic Parameters
The protocol -idiosyncratic paraneters to the Tel net Begin
command are the identifiers for the options which the host
wi shes to negotiate when using nediation level 5. On other
medi ation | evels, these paraneters are not used.

2.1.3. Exanpl es of the Command

An exampl e of a passive Begin for an outboard Tel net
protocol is:

CBETEL P,, 5 N-fc 0 -pi 9 <nl>
Where the paranmeters are
TEL Code for the Tel net Protoco

P Passi ve Begin
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Ski p the Foreign Address Prinary Conponent

5 Medi ation Level is 5

N Non Bl ocking Transnits

-fc Ski ps over paraneters up to Flow Control Advice

S Smal | Bl ocks are appropriate for Tel net

- pi Ski ps over paraneters to the Protocol Idiosyncratic

Li st of Options to be Handl ed by the Host.

9 Option Code for Line Length Option
Here, no renote address conponent was specified, since the
Host will accept connections fromany Host. Simlarly, no
| ocal addresses are specified, since the default well-known
socket for this Host is to be used. In this exanple, the
Host specifies it will handle the Iine | ength option (nurber

9). Oher options are handled in the OPE

An exanpl e of an active Begin for an outboard Tel net
protocol is:

CBE TEL AISIA5 N-fc 0 -pi 9 <nl>

This command is identical to the passive conmand, except
that a remote primary address conponent is specified to
identify the intended Host. No renote secondary conponent
is specified, since the well-known socket at that Host is to
be used. No |ocal secondary address conponents are
specified, since the connection can originate from any
avai | abl e socket of the appropriate type selected by the
OPE.

The Transmt Command

The Transmt Command is used to send data across a Tel net
connecti on.

2.2.1. Specialized Usage

The Transmit command is used to transnit data over the

Tel net connection. There is one specialized aspect of the
Transmit command used with an outboard Tel net interpreter
This is the provision of the Go Ahead feature of Tel net that
supports hal f-dupl ex devi ces.

Go Ahead is provided as a protocol idiosyncratic paraneter
to the Transmit. It is only used if the Host will support
it, however. It is our opinion that Go Ahead is probably
not a proper thing for the default case.
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Go Aheads are a matter between the Host and the termnal. It
is difficult to offload the generation of Go Aheads to the
OPE, since the OPE is not really cognizant of the semantics
of the conmunication between the Host and the terninal
Hence, the OPE does not know when the Host is done
transmtting and willing to pass "the turn" back to the
terminal. Simlarly when the renote site relinquishes
control, the OPE includes Go Ahead in its TR

We don’'t believe this Go Ahead problemto be an indictnent
agai nst outboard processing. It merely illustrates that
functionality not found in a Host cannot necessarily be
provided by the OPE. Hence, we provide this note to the
implementor: if the Host cannot generate the
protocol -i di osyncrati c Go Ahead paraneter, then the DO
Suppress Go Ahead must be issued i Mmediately after the
connection is established.

2.2.2. Protocol ldiosyncratic Paraneters
The protocol idiosyncratic paranmeter is the Go Ahead
i ndicator. When present, the character "G is used to nean
the Go Ahead can be sent to the other end of the connecti on,
but only after the data associated with that Transmt
command is sent. Wen the character is any other value, or
is absent, the Go Ahead shoul d not be sent.

2.2.3. Exanples of the Comrand
An exanpl e of the Transmit command isS:

C TR -pi G <nl > <DATA>

Wth this command, the Go Ahead is passed to the other side
after the data is sent.

2.3. The Condition Conmmand
The Condition comand is used with Telnet to nodify the
Transnmi ssion characteristics and to enabl e or disable Tel net
options on a Tel net connection

2.3.1. Specialized Usage

The Condition comand takes on specialized usage with
Telnet, in addition to its nornal usage. It is used to
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control the option selection and negotiati on process, when
such selection is perforned by the Host (currently, this is
done at nediation levels 5 and 1, but not at |evel 9).

A set of protocol-idiosyncratic paraneters has been defined
for this purpose. They are based heavily on the Tel net
negoti ati on and subnegotiati on nmechani sns. For sinple
negotiations there are two paraneters, a negotiation type
(fromthe set {DO DONT, WLL, WONT}) followed by the code
(nurmeric) or nane (synmbolic) for the desired option. The
codes for the options are identified below. A basic

di fference between the HHFP interface to Tel net and the
internal Telnet protocol is that additional paraneters are
included with the request (DO or WLL). The Tel net protoco
subnegotiation is used internally to comunicate that
information in the Tel net data stream Option-specific,
prot ocol -i di osyncratic paraneters are used for these

addi tional parameters

Both the Host and the OPE can issue these Condition
commands. Wen i ssued by the Host, it means the user w shes
to enable or disable a particular option. The OPE proceeds
to issue the appropriate negotiation commands (i.e., |IAC
<DO> <code>) in the Telnet data stream \Wen the results of
the option negotiation are available, a response is
generated by the OPE. For the types DO and WLL, a 000
Response indicates the appropriate acceptance (WLL or DO
respectively). A nonzero Response code may indicate
negotiation failure or negotiation rejection (anmong ot her
things). For the types DONT and WONT, a 000 Response
indicates the option will be disabled. A negotiation
rejection should not be expected in those cases.

When the Condition comrand is issued by the OPE, it neans
the other end of the connection is negotiating a change.
Here the response fromthe Host indicates the Host’s desired
action for the option negotiation. Again, valid requests to
di sabl e options (DONT and WONT requests) should al ways get a
000 Response.

2.3.2. Protocol-ldiosyncratic Parameters

There are two protocol -idiosyncratic parameters for primary
negoti ati on using the Condition command. These are the
negoti ati on type and the option code. The negotiation type
is one of the set of {DO DONT, WLL, WONT}. The option
code is a nuneric value used to identify the particul ar
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option being negotiated. The values for these codes are
i ndicated here, but are identical to the codes used in the
actual Tel net negotiation. The codes are:

Opti on Name Opti on Code Short Name
Transmt Binary 0 Bi nary
Echo 1 Echo
Suppress Co- Ahead 3 Suppr essGA
Approxi mat e Message Size 4 NANMS

Stat us 5 Stat us
Ti m ng Mark 6 Ti m ngMar k
RCTE 7 RCTE

Li ne Length 8 Li neLengt h
Page Size 9 PageSi ze
Carriage Return Disp 10 CRDi sp
Hori zont al Tabst ops 11 HTabSt ops
Hori zontal Tab Disp 12 HTabbi sp
For nfeed Di sposition 13 FFDi sp
Vertical Tabstops 14 VTabSt ops
Vertical Tab Disposition 15 VTabDi sp
Li nef eed Di sposition 16 LFDi sp

Ext ended ASC | 17 ExASC |
Logout 18 Logout
Data Entry Term nal 20 DET

Term nal Type 24 Ter mType
Ext ended options |ist 255 ExOpti ons

Options not |isted here may of course be used. The code
nunber should be the sanme as the option code used in Tel net
negoti ati on.

2.3.2.1. Sinple Options

Options that do not require additional paraneters use the
si mpl e negoti ati on nechani sns described briefly above and
in greater detail in the Tel net docunentation. No
additional paranmeters are required. These options
include the Transmit Binary, Echo, Suppress Go Ahead,
Status, Timing Mark, and Logout options.

2.3.2.2. Approxi mate Message Size Option
The Approxi mate Message Size option requires two
paraneters. The first indicates whether the approxinmate

message size being negotiated applies to the local or the
renote end of the connection. DS nmeans the size applies
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to the sender of the command (i.e., if the Host issues
the command, DS neans the |ocal end of the connection;

if issued by the OPE, DS neans the renote end of the
connection). DR neans the size applies to the receiver
of the conmand (i.e., if the Host issues the comand, DR
means the renote end; if issued by the OPE, DR neans the
| ocal end of the connection). This convention is
consistent with the Tel net subnegotiati on nechani sns.

The second character is an ASCI| encoded numeric val ue,
which is a character count of the nessage size.

2.3.3. Line Wdth and Page Size Options

The Line Wdth and Page Size Options require two additiona
paraneters. The first indicates whether the line width or
page size being negotiated applies to the local or the
renote end of the connection, and uses the DS and DR
conventi on descri bed above. The second paraneter is an
ASCI | encoded nuneric value, which is interpreted as foll ows
(assum ng the Condition command was issued by the Host):

0 The Host requests that it handle I ength or size
considerations for the direction indicated by
the first paraneter.

1 to 253 The Host requests that the renpte end handl e
the size or length considerations for the
direction indicated by the first paraneter, but
suggests that the value indicated be used as
the size or |ength.

254 The Host requests that the renpte end handl e
the size or length considerations for the
direction indicated by the first paraneter, but
suggests that the size or |length be considered
to be infinity.

255 The Host requests that the renpte end handl e
the tabstop considerations, and suggests
not hi ng about what the val ue shoul d be.

If the Condition command is issued by the OPE, then the
roles of the Host and the renpte end are reversed.
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2.3.4. Tabstop Options

The Hori zontal and Vertical Tabstops options require two
option specific parameters. The first is either DR or DS
as was described previously. The second is a list of one or
more ASCI | encoded numeric val ues separated by spaces which,
assuning the Condition command is issued by the Host, are
individually interpreted as:

0 The Host requests that it handl e tabstops for
the direction indicated by the first parameter.

1 to 250 The Host requests that the renpte end handl e
the tabstop considerations for the direction
indicated by the first paraneter, but suggests
that the value(s) indicated should be used as
the tabstops.

255 The Host requests that the renpte end handl e
the tabstop considerations for the direction
indicated by the first paraneter, and suggests
not hi ng about what the val ue shoul d be.

If the Condition command is issued by the OPE, then the
roles of the Host and the renpte end are reversed.

2.3.5. Character Disposition Options

The Carriage Return Disposition option, the Horizontal Tab
Di sposition option, the Fornfeed D sposition option, the
Vertical Tab Disposition option, and the Linefeed

Di sposition option are all considered character disposition
options fromthe perspective of HFP. Two option-specific
paraneters are required for the character disposition
options. The first is the DR or DS code, which was

descri bed previously. The second is a single ASCI1 encoded
nuneric value, which is interpreted as (assuning that the
Host issued the Condition comand):

0 The Host requests that it handle the character
di sposition for this connection

1 to 250 The Host suggests that the renpte end handl e
the character disposition considerations, but
suggests that the val ue indicated should be
taken as the nunmber of nulls which should be
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inserted in the data streamfoll ow ng the
particular format character being
subnegoti at ed.

251 The Host suggests that the renmpte end handl e
the character disposition considerations, but
recomends that it replace the character with
sonme sinplified character simlar to but not
identical with it (e.g., replace a tab with a
space, or a fornfeed with a newine).

252 The Host suggests that the renpte end handl e
the character disposition considerations, but
recommends that it discard the character

253 The Host suggests that the renmpte end handl e
the character disposition, but recomrends that
the effect of the character be sinmnulated using
ot her characters such as spaces or |inefeeds

254 The Host suggests that the renpte end handl e
the character disposition considerations, but
recormmends that it wait for additional data
bef ore sendi ng nore dat a.

255 The Host suggests that the renpte end handl e
the tabstop considerations, and suggests
not hi ng about what the val ue shoul d be.

Sonme of the codes between 251 and 254 are not used with sone
character disposition options. Refer to the ARPANET
docunentation for additional details.

If the Condition command is issued by the OPE, then the
roles of the Host and the renote end are reversed.

2.3.5.1. RCTE Option

The Renote Controlled Transm ssi on and Echoi ng option
requires parameters to indicate the sets of break
characters and transnmt characters. There are two
option-idiosyncratic paraneters for RCTE. The first is a
list of the character classes that nmake up the set of
break characters, as defined in the RCTE docunmentation
The second is a list of character classes that nmake up
the set of transmt characters, as defined in the RCTE
docunentation. Since the two classes are optional and
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can be of arbitrary length, it is necessary to precede
each list with a -bc (break characters) or -tc (transm't
characters). The character classes are defined as

1 Upper Case Letters A through Z

2 Lower Case Letters a through z

3 Digits O through 9

4 Format effectors <BS> <CR> <LF> <FF> <HT> <VT>
5 Non-format control codes, plus <ESC> and <DEL>
6 Punctuation . , ; : ?!

7 G oupi ng {[ (<>)1}

8Msc """/ \ @t & +-*F*=~r_| ~

9 <space>

2.3.5.2. Extended Option List

The Extended Option List option requires a parameter to
carry the nunber of the option on the extended list.
There is thus one option specific parameter to the

Condi tion command when used for this purpose, which is
the nunmber of the option on the extended option list. It
can be expressed in ASCI| using an octal, decinmal, or
hexadeci mal format.

2.3.5.3. Termnal Extension Options

The Extended ASCII, SUPDUP, and Data Entry Ternina
options of Telnet were all attenpts to extend the basic
capabilities of the Telnet data stream beyond the sinple,
scroll node term nal nodel that was the basis of the
original Tel net design

Al of these options have limtations to their

ef fecti veness. The Extended ASCI| option |acks a
standardi zed interpretation of the bit patterns into
extended ASCI| characters. The SUPDUP effort was
actual |y an i ndependent node where a different virtua
term nal protocol was used, and the option was there
merely to switch to and fromthis protocol. The Data
Entry Terminal option requires the excessive overhead of
subnegotiation for each use of extended features. Al of
these options lack the nore val uabl e asset of w despread
i mpl ement ati on and use.

The way these options should be handled is not detailed

in this appendix. It is clear that the Condition conmand
could be used for initiating and term nating the use of
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these options. The actual transm ssion of characters
related to the extended term nal features should be
provided by the Transnmit comand, either as part of the
normal Host-to-OPE data stream or by using

prot ocol -i di osyncratic paraneters.

A nore recent option, the Term nal Type option, should be
mentioned here. It permts one end of a connection to
request information about the term nal at the other end
or send information about the terminal at the l[ocal end.
This is convenient for systems that provide a w de
variety of term nal support, but it clearly does not
foll ow the nodel of reducing the MKN problem by use of a

virtual terminal. Its use is very straightforward in the
H FP context. It only requires sending the term nal type
to the other end, and activating the Binary Transm ssion
Opt i on.

2.3.5.4. Status Option

The Status option is enabled using the negotiation
mechani sm of Telnet. However, the nmeans to transfer
status informati on between OPE and the Host is provided
via the Status command. Therefore, details of status
negotiation are irrelevant to the interface to the

out board Tel net.

2.3.6. Exanples of the Comrand

The foll owi ng exanpl e shows the commuand i ssued by a Host to
the OPE, requesting that the OPE negotiate with the other
side so that renpote echo is perforned.

CCO-pi DO 1 <nl>

The nuneral 1 is the option code for ECHO fromthe table
above. Al of the sinple options |isted above use this sane
basic format.

The options with additional paraneters use straightforward
extensions of this syntax. For exanple, a possible usage of
Condition by the Host to set the approximte nessage size
is:

C CO -pi DO 4 DS 1024
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The 4 is the Option Code for the Approxi mate Message Size
option, the DS indicates that Host’'s nessage size should be
set, and 1024 is the desired size.

2.4. The Signal Comand

The Signal command is used with Telnet to provide the Tel net
Interrupt Process and Abort Qutput services.

2.4.1. Specialized Usage

The Signal command is used with an outboard Tel net
interpreter to interface to the Tel net synch nmechani sm
This mechanismis used with a protocol-idiosyncratic
paraneter, which indicates what particular comand is being
"synched." It is expected that nornmally, this Signa
mechanismw |l only be used with the Interrupt Process and
Abort Qutput Telnet signals. Wen the Signhal command is

i ssued by the Host, it goes through the Channe
(out-of-band) to the OPE, where the Telnet interpreter

i ssues the correspondi ng Tel net signal and synch sequence.
When such a sequence is received by the OPE, it imediately
issues a Signhal to the Host. It is expected that a Host or
OPE woul d not, in general, reject the Signal command unl ess
it is badly forned.

2.4.2. Protocol-1diosyncratic Paraneters
The Tel net protocol -idiosyncratic paraneter used with the
Signal command identifies which Telnet signal is begin
issued. Normally, it would have the value of either "IP" or
"AQ', for Interrupt Process or Abort Qutput. |If absent, the
default value is "IP".

2.4.3. Exanpl es of the Command

An exanpl e of a Telnet Signal Conmand (in this case, to send
an Interrupt Process signal) is:

CSl IP <nl>
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2.5. The Status Command

The Status comuand is used with Telnet to obtain information
about the Telnet connection and the options in effect.

2.5.1. Specialized Usage

The Status command has one specialized aspect when used to
interface to an outboard Telnet interpreter. That is to
send and receive the Tel net Protocol status request
subnegoti ati on message to and fromthe data stream |In
order to invoke the status command for this purpose,
however, the user nust have previously issued the Condition
Status command, which causes the ability to request status
to be negotiated. The OPE, when it receives a valid Status
request command, imredi ately responds to the user indicating
the status. The OPE can issue a status to request the
Host’ s negoti ated positions.

2.5.2. Protocol-ldiosyncratic Paraneters
There are no protocol -idiosyncratic paraneters to the Status
query command. The Status Response command has a single
protocol -idi osyncratic paranmeter. It is an ASCI| string
containing the status of the various options (not at their
default val ues).

2.5.3. Exanpl es of the Comrand
An exanple of a Status Query comand is

CSTQ

An exanpl e of a Status Response command i s:

F ST R"WLL ECHO DO SUPPRESS- GO- AHEAD
L WLL STATUS DO STATUS" <nl >

In the previous exanple, note the opening quote is in the

first chunk, and the closing quote is in the |ast chunk
This technique permts paraneters to span chunk boundari es.
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2.6. The End Comrand

The End command is used to term nate the Tel net connecti on,
ei ther gracefully or abruptly.

2.6.1. Specialized Usage
The graceful termination of a Tel net requires End conmands
to be issued by both the Host and the OPE. This specialized
usage is identical to that of the outboard TCP interface,
however .

2.6.2. Exanples of the Command
An exanpl e of the graceful End comand i s:

C EN G <nl >

The abrupt End conmmand is sinmlar.

2.7. The No-op Conmand

The No-op command is used with Tel net so the Host can determ ne
if the OPE is active, and vice versa

2.7.1. Specialized Usage
The No-op conmmand has one specialized usage when of fl oadi ng
Telnet. This is to provide the Telnet Are You There (AYT)
feature. When an (AYT) nessage is received by the OPE, it
i ssues a No-op command to the Host. Upon receiving the
response fromthe Host, the appropriate response is sent
back in the data stream

2.7.2. Protocol ldiosyncratic Parameters

There are no protocol -idiosyncratic paraneters to the No-op
command.

2.7.3. Exanples of the Comrand
An exanpl e of the No-op conmmand is:

C NO <nl >
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3. FTP O fl oadi ng
TBS
4. Mail O fl oading
TBS
5. Whatever O fl oadi ng
TBS
Where TBS nonminally = To Be Supplied, but really nmeans: We'll argue

through these once we get sufficiently positive feedback on the
others (and on the HFP as a whol e).
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