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Abst r act

Many sites connected to the Internet make use of |Pv4 addresses that
are not globally unique. Exanples are the addresses designated in
RFC 1918 for private use within individual sites.

Hosts shoul d never nornmally send DNS reverse-nmappi ng queries for
those addresses on the public Internet. However, such queries are
frequently observed. Authoritative servers are depl oyed to provide
authoritative answers to such queries as part of a |oosely

coordi nated effort known as the AS112 project.

Since queries sent to AS112 servers are usually not intentional, the
replies received back fromthose servers are typically unexpected.
Unexpect ed i nbound traffic can trigger alarnms on intrusion detection
systens and firewalls, and operators of such systens often m stakenly
believe that they are being attacked.

Thi s document provides background information and technical advice to
those firewal | operators.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Group (IESG. Not all docunents
approved by the |ESG are a candidate for any |evel of Internet

St andard; see Section 2 of RFC 5741.

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtained at
http://ww.rfc-editor.org/info/rfc6305
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Copyri ght Notice

Copyright (c) 2011 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1.

I ntroduction and Target Audi ence

Readers of this docunment may well have experienced an alarmfroma
firewall or an intrusion-detection system triggered by unexpected

i nbound traffic fromthe Internet. The traffic probably appeared to
originate fromone of several hosts discussed further bel ow

The published contacts for those hosts may well have suggested that
you consult this docunent.

If you are followi ng up on such an event, you are encouraged to
foll ow your normal security procedures and take whatever action you
consider to be appropriate. This docunent contains information that
may assi st you.

Pri vate- Use Addresses

Many sites connected to the Internet make use of address bl ocks
designated in [ RFC1918] for private use. One exanple of such
addresses is 10.1. 30. 20.

Because t hese ranges of addresses are used by many sites all over the
wor | d, each individual address can only ever have | ocal significance.
For exanple, the host numbered 192.168.18.234 in one site al nost
certainly has nothing to do with a host with the sane address | ocated
inadifferent site.

DNS Rever se Mappi ng

The Donmai n Nanme System (DNS) [ RFC1034] can be used to obtain a nane
for a particular network address. The process by which this happens
is as foll ows:

1. The network address is rearranged in order to construct a nane
that can be | ooked up in the DNS. For exanple, the |Pv4 address
10. 1. 30. 20 corresponds to the DNS nane 20.30.1.10.1 N ADDR. ARPA.

2. A DNS query is constructed for that name, requesting a DNS record
of the type "PTR'.

3. The DNS query is sent to a resol ver
4. |1f a response is received in response to the query, the answer
will typically indicate either the hostname corresponding to the

network address, or the fact that no hostnanme can be found.

This procedure is generally carried out automatically by software,
and hence is largely hidden fromusers and adm nistrators.
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Applications m ght have reason to ook up an I P address in order to
gather extra information for a log file, for exanple.

4. DNS Reverse Mapping for Private-Use Addresses

As noted in Section 2, private-use addresses have only | oca
significance. This nmeans that sending queries out to the Internet is
not sensible: there is no way for the public DNS to provide a usefu
answer to a question that has no gl obal neaning.

Despite the fact that the public DNS cannot provi de answers, many
sites have mi sconfigurations in the way they connect to the Internet;
this results in such queries relating to internal infrastructure
bei ng sent outside the site. Fromthe perspective of the public DNS,
these queries are junk -- they cannot be answered usefully and result
in unnecessary traffic being received by the nameservers which
underpin the operation of the reverse DNS (the so-called reverse
servers [RFC5855], which serve "IN ADDR ARPA").

To isolate this traffic and reduce the |load on the rest of the
reverse DNS infrastructure, dedicated servers have been depl oyed in
the Internet to receive and reply to these junk queries. These
servers are deployed in many places in a | cosely coordi nated effort
known as the "AS112 project”". Morre details about the AS112 project
can be found at <http://ww. asl1l12. net/>.

5. AS112 Nameservers

The naneservers responsible for answering queries relating to
private-use addresses are as follows:

0 PRI SONER. | ANA. ORG (192.175.48.1)

0 BLACKHOLE- 1.1 ANA. ORG (192. 175. 48. 6)

0 BLACKHOLE- 2.1 ANA. ORG (192.175. 48. 42)

A request sent to one of these servers will result in a response
being returned to the client. The response will typically be a UDP
datagram although it's perfectly valid for requests to be nade over

TCP. In both cases, the source port of packets returning to the site
that originated the DNS request will be 53.
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6

| nbound Traffic from AS112 Servers

VWhere firewalls or intrusion detection systens (1DSs) are configured
to block traffic received from AS112 servers, superficial review of
the traffic may seemalarnming to site adninistrators.

0 Since requests directed ultimately to AS112 servers are usually
triggered automatically by applications, review of firewall |ogs
may indicate a | arge nunber of policy violations occurring over an
ext ended period of tine.

0 \Where responses from AS112 servers are blocked by firewalls, hosts
will often retry, often with a relatively high frequency. This
can cause inbound traffic to be msclassified as a deni al - of -
service (DoS) attack. |In some cases, the source ports used by
i ndi vi dual hosts for successive retries increase in a predictable
fashion (e.g. nonotonically), which can cause the replies fromthe
AS112 server to resenble a port scan

0 Asite admnistrator may attenpt to perform active measurenent of
the renpte host in response to alarmnms raised by inbound traffic,
e.g. initiating a port scan in order to gather infornmation about
the host which is apparently attacking the site. Such a scan wll
usually result in additional inbound traffic to the site
perform ng the neasurenment, e.g., an apparent flood of |CwW
messages that may trigger additional firewall alarms and obfuscate
the process of identifying the originally problematic traffic.

Corrective Measures

A site that receives responses fromone of the nanmeservers listed in
Section 5 is probably under no i medi ate danger, and the traffic
associated with those responses probably requires no emergency action
by the site concerned. However, this docunent cannot aspire to
dictate the security policy of individual sites, and it is recognised
that many sites will have perfectly valid policies that dictate that
corrective measures should be taken to stop the responses from AS112
servers.

It should be noted, however, that the operators of AS112 naneservers,
whi ch are generating the responses described in this docunent, are
not ultimately responsible for the inbound traffic received by the
site: that traffic is generated in response to queries that are sent
out fromthe site, and so the only effective neasures to stop the

i nbound traffic is to prevent the original queries from being nmade.
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Possi bl e nmeasures that m ght be taken to prevent these queries
i ncl ude:

1. Stop hosts from making these DNS reverse-nmappi ng queries in the
first place. 1In sone cases, servers can be configured not to
perform DNS reverse-nmappi ng | ookups, for exanple. As a genera
site-wi de approach, however, this neasure is frequently difficult
to inmplenent due to the | arge nunber of hosts and applications
i nvol ved.

2. Block DNS reverse-mappi ng queries to the AS112 servers from
| eaving the site using firewalls between the site and the
Internet. Although this might appear to be sensible, such a
measur e m ght have uni ntended consequences: the inability to
receive an answer to DNS reverse-nmapping queries nmight lead to
| ong DNS | ookup timeouts, for exanple, which could cause
applications to mal function. (It may also lead to the beli ef
that the Internet or the local network is down.)

3. Configure all DNS resolvers in the site to answer authoritatively
for the zones corresponding to the private-use address bl ocks in
use. This should prevent resolvers fromever needing to send
these queries to the public DNS. GQuidance and recommendati ons
for this aspect of resolver configuration can be found in
[ RFC6303] .

4. Inplenent a private AS112 node within the site. Cuidance for
constructing an AS112 node may be found in [ RFC6304].

8. AS112 Contact Information

More information about the AS112 project can be found at
<http://ww. asll2. net/ >.

9. | ANA Consi derations

The AS112 naneservers are all naned under the domain | ANA ORG (see
Section 5). The IANA is the organisation responsible for the
coordi nation of many technical aspects of the Internet’s basic
infrastructure. The AS112 project naneservers provide a public
service to the Internet that is sanctioned by and operated in | oose
coordination with the | ANA
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10. Security Considerations

The purpose of this docunent is to help site adm nistrators properly
identify traffic received from AS112 nodes and to provi de background
information to all ow appropriate neasures to be taken in response to
it.
Hosts shoul d never normally send queries to AS112 servers: queries
relating to private-use addresses should be answered locally within a
site. Hosts that send queries to AS112 servers nay well |eak
information relating to private infrastructure to the public network;
this could represent a security risk
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