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Abst ract

The Extensible Authentication Protocol (EAP) describes a framework
that allows the use of multiple authenticati on nechanisns. This
docunent defines an authenticati on nechani smfor EAP cal | ed EAP- EKE
based on the Encrypted Key Exchange (EKE) protocol. This nethod
provi des nutual authentication through the use of a short, easy to
renenber password. Conpared with other commopn aut hentication

met hods, EAP-EKE is not susceptible to dictionary attacks. Neither
does it require the availability of public-key certificates.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Not all docunents
approved by the | ESG are a candidate for any |evel of Internet

St andard; see Section 2 of RFC 5741.

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc6124
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1. Introduction

The predonmi nant access nethod for the Internet today is that of a
human usi ng a usernanme and password to authenticate to a conputer
enforcing access control. Proof of know edge of the password

aut henticates the human to the computer.

Typically, these passwords are not stored on a user’s conputer for

security reasons and rmust be entered each tinme the hunman desires
network access. Therefore, the passwords nmust be ones that can be
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repeatedly entered by a human with a | ow probability of error. They

will likely not possess high entropy and it may be assuned that an
adversary with access to a dictionary will have the ability to guess
a user’'s password. It is therefore desirable to have a robust

aut hentication nmethod that is secure even when used with a weak
password in the presence of a strong adversary.

EAP- EKE i s an EAP nethod [ RFC3748] that addresses the probl em of
passwor d- based aut henticated key exchange, using a possibly weak
password for authentication and to derive an authenticated and
cryptographically strong shared secret. This problemwas first
described by Bellovin and Merritt in [BMB2] and [ BMP3].
Subsequently, a nunber of other solution approaches have been
proposed, for exanple [JAB96], [LUC97], [BMPOO], and others.

This proposal is based on the original Encrypted Key Exchange (EKE)
proposal, as described in [BW2]. Sone of the variants of the
ori gi nal EKE have been attacked, see e.g., [PA97], and inprovenents
have been proposed. None of these subsequent inprovenents have been
incorporated into the current protocol. However, we have used only
the subset of [BMB2] (nanely the variant described in Section 3.1 of
that paper) that has withstood the test of tinme and is believed
secure as of this witing.

2. Term nol ogy

Thi s docunent uses Encr(Ke, ...) to denote encrypted informtion, and
Prot(Ke, Ki, ...) to denote encrypted and integrity protected
i nformation.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

3. Protocol

EAP is a two-party protocol spoken between an EAP peer and an EAP
server (also known as "authenticator"). An EAP nethod defines the
specific authentication protocol being used by EAP. This neno
defines a particular nmethod and therefore defines the nessages sent
bet ween the EAP server and the EAP peer for the purpose of

aut henti cation and key derivati on.

3.1. Message Fl ows
A successful run of EAP-EKE consists of three nessage exchanges: an

Identity exchange, a Conmmt exchange, and a Confirm exchange. This
is shown in Figure 1.

Sheffer, et al. I nf or mat i onal [ Page 4]



RFC 6124

The EAP- EKE Met hod

February 2011

The peer and server use the EAP-EKE ldentity exchange to | earn each
other’s identities and to agree upon a ciphersuite to use in the
subsequent exchanges. In the Conmt exchange, the peer and server
exchange information to generate a shared key and al so to bind each

other to a particular guess of the password.

exchange, the peer and server prove |liveness and know edge of the

In the Confirm

password by generating and verifying verification data (note that the
second message of the Commit exchange already plays an essential part
inthis liveness proof).
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the original exchange as described in [BM2] (and with

Peer

Encr (Password, y_s) ->

<- Encr(Password, y _p), Encr(SharedSecret, Nonce_P)

Encr ( Shar edSecret, Nonce_S | Nonce P) ->
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Wher e:

o0 Password is a typically short string, shared between the server
and the peer. |In other words, the sane password is used to
authenticate the server to the peer, and vice versa.

0 y s and y_p are the server’s and the peer’s, respectively,
epheneral public key, i.e., y.s =g ™ x_s (nod p) and
y_p=49g”" x_p (nod p)

o0 Nonce_S, Nonce P are random strings generated by the server and
the peer as cryptographi c chall enges.

0 SharedSecret is the secret created by the Diffie-Hellman
al gorithm nanely SharedSecret = g*(x_s * x_p) (nod p). This
value is calculated by the server as: SharedSecret =y p ™ x_s
(mod p), and by the peer as: SharedSecret =y s » x_p (nod p).

The current protocol extends the basic cryptographic protocol, and
the regul ar successful exchange becones:

Message Server Peer
| D/ Request ID_S, GryptoProposals ->
| DY Response <- ID P, CryptoSel ection
Commi t / Request Encr (Password, y_s) ->
Conmi t / Response <- Encr(Password, y p), Prot(Ke, Ki, Nonce P)
Confi r m Request Prot (Ke, Ki, Nonce_S | Nonce P), Auth_S ->
Confirm Response <- Prot(Ke, Ki, Nonce S), Auth P

Where, in addition to the above term nol ogy:

o Encr nmeans encryption only, and Prot is encryption with integrity
protection.

0 Ke is an encryption key, and Ki is an integrity-protection key.

Section 5 expl ains the various cryptographic values and how they are
deri ved.
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As shown in the exchange above, the follow ng information el enents
have been added to the original protocol: identity values for both
protocol parties (ID.S, 1D P), negotiation of cryptographic
protocols, and signature fields to protect the integrity of the
negoti ated paraneters (Auth_S, Auth P). In addition, the shared
secret is not used directly. In this initial exposition, a few
details were omtted for clarity. Section 5 should be considered as
authoritative regardi ng nessage and field details.

4. Message Formats

EAP- EKE defines a small nunber of nessage types, each nessage

consi sting of a header followed by a payload. This section defines
the header, several payload formats, as well as the format of
specific fields within the payl oads.

As usual, all multi-octet strings MIST be laid out in network byte
order.

4.1. EAP-EKE Header

The EAP-EKE header consists of the standard EAP header (see Section 4
of [RFC3748]), followed by an EAP- EKE exchange type. The header has
the follow ng structure:

0 1 2 3
01234567890123456789012345678901
e i S T S S T T S i S S S S

| Code | Ildentifier | Length |
T S T T i it e S S S
| Type | EKE- Exch | Dat a ..

i T S T i s sl ol S S S Y

Fi gure 2: EAP-EKE Header
The Code, ldentifier, Length, and Type fields are all part of the EAP
header as defined in [RFC3748]. The Type field in the EAP header is
53 for EAP-EKE Version 1.
The EKE- Exch (EKE Exchange) field identifies the type of EAP-EKE
payl oad encapsulated in the Data field. This docunent defines the
follow ng values for the EKE-Exch field:
0 0x00: Reserved

0 O0x01: EAP-EKE-ID exchange

0 0x02: EAP-EKE-Commit exchange
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0 0x03: EAP- EKE- Confirm exchange
0 0x04: EAP-EKE-Fail ure nessage

Further values of this EKE-Exch field are avail able via | ANA
registration (Section 7.7).

4.2. EAP-EKE Payl oads
EAP- EKE nessages all contain the EAP-EKE header and information
encoded in a single payload, which differs for the different
exchanges.

4.2.1. The EAP-EKE-1D Payl oad

0 1 2 3
01234567890123456789012345678901

I S i o T s S S S e s s T

| NurProposals | Reserved | Pr oposal ..

R i T I e S e T S I T e sl e s ks SEIE I S S I SR S S
Pr oposal | | DType | ldentity

I S S i i I I T, St S S S S S e s +—:I-
Fi gure 3: EAP-EKE-1D Payl oad
The EAP-EKE-1D payl oad contains the follow ng fields:
NunPr oposal s:

The NunProposals field contains the nunber of Proposal fields
subsequently contained in the payload. In the EAP-EKE-| D Request
message, the NunProposals field MUST NOT be set to zero (0), and
in the EAP-EKE-I| D/ Response nessage, the NumProposals field MJST be
set to one (1). The offered proposals in the Request are |listed
contiguously in priority order, nost preferable first. The

sel ected proposal in the Response MJUST be fully identical with one
of the offered proposals.

Reserved

This field MIST be sent as zero, and MJST be ignored by the
reci pi ent.
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Pr oposal :
Each proposal consists of four one-octet fields, in this order:
Group Description:

This field s value is taken fromthe | ANA registry for Diffie-
Hel | man groups defined in Section 7.1.

Encrypti on:

This field s value is taken fromthe | ANA registry for
encryption algorithns defined in Section 7.2.

PRF:

This field s value is taken fromthe | ANA registry for pseudo-
random functions defined in Section 7.3.

MAC:

This field s value is taken fromthe | ANA registry for keyed
message di gest algorithns defined in Section 7.4.

| DType:
Denotes the Identity Type. This is taken fromthe | ANA registry
defined in Section 7.5. The server and the peer MAY use different
identity types. Al inplenmentations MJST be able to receive two
identity types: 1D NAl and | D _FQDN.

ldentity:

The neaning of the Identity field depends on the val ues of the
Code and | DType fi el ds.

*  EAP- EKE-| D/ Request: server |ID
*  EAP- EKE- | DY Response: peer ID

The I ength of the lIdentity field is conputed fromthe Length field
in the EAP header. Specifically, its length is

eap_header _length - 9 - 4 * nunber_of _proposal s.

This field, like all other fields in this specification, MJST be
octet-al i gned.
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4.2.2. The EAP-EKE-Conmit Payl oad

Thi s payload allows both parties to send their encrypted epheneral
public key, with the peer also including a Challenge.

In addition, a small anmount of data can be included by the server
and/ or the peer, and used for channel binding. This data is sent
here unprotected, but is verified |later, when it is signed by the
Aut h_S/ Aut h_P payl oads of the EAP- EKE- Confirm exchange.

0 1 2 3
01234567890123456789012345678901
L e i S e I S ek i S N SR S
| DHComponent _S/ DHConponent _P ~
B i s T T i i o S o T Ji I
i I S T S S i I S A SHE N SR
PNonce_P ~
I e I S T S S i S
B i s T T i i o S o T Ji I
CBVal ue (zero or nobre occurrences) ~
i I i S s S S S it M DR SR

T e L o o o e i i s it NN R SR S B S
Figure 4: EAP-EKE-Commit Payl oad

DHComnponent _S/ DHConponent _P:
This field contains the password-encrypted Diffie-Hell man public
key, which is generated as described in Section 5.1. Its size is
determ ned by the group and the encryption al gorithm

PNonce_P:
This field only appears in the response, and contains the
encrypted and integrity-protected chall enge val ue sent by the
peer. The field s size is determned by the encryption and MAC

al gorithms being used, since this protocol nandates a fixed nonce
size for a given choice of algorithns. See Section 5. 2.
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4.

2.

CBVal ue:

This structure MAY be included both in the request and in the
response, and MAY be repeated multiple tines in a single payl oad.
See Section 4.5. Each structure contains its own length. The
field is neither encrypted nor integrity protected, instead it is
protected by the AUTH payl oads in the Confirm exchange.

3. The EAP- EKE- Confirm Payl oad

Using this payl oad, both parties conplete the authentication by
generating a shared tenporary key, authenticating the entire
protocol, and generating key material for the EAP consumer protocol.

0 1 2 3
01234567890123456789012345678901
T T T A S T
| PNonce_ PS/ PNonce_ S

T T T S S T S S i S i S A S
i T s T i T S S I S i (T S S S e S

Auth_ S/ Auth_P
S S =

T T T S S T S SR S S i S S S S S S e SR

+ 1+ 0+ 1+

Fi gure 5: EAP- EKE- Confirm Payl oad
PNonce_PS/ PNonce_S:

This field ("protected nonce") contains the encrypted and
integrity-protected response to the other party’'s chall enge; see
Sections 5.3 and 5.4. Simlarly to the PNonce_P field, this
field s size is determ ned by the encryption and MAC al gorithns.

Aut h_S/ Aut h_P:

This field signs the precedi ng nmessages, including the lIdentity
and the negotiated fields. This prevents various possible
attacks, such as al gorithm downgrade attacks. See Section 5.3 and
Section 5.4. The size is determ ned by the pseudo-random function
negot i at ed.
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4.2.4. The EAP-EKE-Fail ure Payl oad

The EAP- EKE- Fail ure payl oad format is defined as follows:

0 1 2 3
01234567890123456789012345678901
BT T o e S e i i S T e e i s TTE P S S S
| Fai | ur e- Code |
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S

Fi gure 6: EAP-EKE-Failure Payl oad
The payl oad’ s size is always exactly 4 octets.

The foll owi ng Fail ure-Code val ues are defi ned:

R S o e m e e e e e e e e e e e m—— oo oo +
| Val ue | Nare | Meani ng |
oo oo e oo o e e e e e meeeaooo- +
0x00000000 Reserved
0x00000001 No Error This code is used for failure

acknow edgenent, see bel ow

I I I I
| | | |
| 0x00000002 | Protocol Error | Afailure to parse or understand a |
| | | protocol message or one of its |
| | | payl oads. |
| O0x00000003 | Password Not | A password could not be located for |
| | Found | the identity presented by the other

| | | protocol party, nmaking |
| | | authentication inpossible. |
| O0x00000004 | Authentication | Failure in the cryptographic |
| | Failure | computation, nost likely caused by

| | | an incorrect password or an |
| | | inappropriate identity type. |
| Ox00000005 | Authorization | Wile the password being used is |
| | Failure | correct, the user is not authorized

| | | to connect. |
| O0x00000006 | No Proposal | The peer is unwilling to select any |
| | Chosen | of the cryptographic proposals |
| | | offered by the server. |
R o e oo e m e e e e e e e e e e e e mm e mmmaa o - +

Addi tional values of this field are available via | ANA registrati on,
see Section 7.8.

When the peer encounters an error situation, it MJST respond wth

EAP- EKE- Fai | ure. The server MJST reply with an EAP-Fail ure nessage
to end the exchange.
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When the server encounters an error situation, it MJST respond with

EAP- EKE- Fai l ure. The peer MJST send back an EAP- EKE- Fai |l ure nessage
containing a "No Error" failure code. Then the server MJST send an

EAP- Fai | ure nmessage to end the exchange.

I mpl ement ati on of the "Password Not Found" code is not mandatory.
For security reasons, inplenmentations MAY choose to return

"Aut hentication Failure" also in cases where the password cannot be
| ocat ed.

4.3. Protected Fields

Several fields are encrypted and integrity-protected. They are
denoted Prot(...). Their general structure is as foll ows:

0 1 2 3
01234567890123456789012345678901
I S i o T s S S S e s s T
| Initialization Vector (IV) (optional) |
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| Encrypted Dat a ~
el i I e i it T e e e e i i T o S e e S e T R R
I S i o T s S S S e s s T
~ | Random Paddi ng |
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S

Integrity Check Value (ICV) |
el i I e i it T e e e e i i T o S e e S e T R R

Figure 7. Protected Field Structure
The protected field is a concatenation of three octet strings:

0 An optional 1V, required when the encryption al gorithnl node
necessitates it, e.g., for CBC encryption. The content and size
of this field are determ ned by the selected encryption al gorithm
In the case of CBC encryption, this field is a random octet string
havi ng the sane size as the algorithm s bl ock size

o0 The original data, followed if necessary by random padding. This
paddi ng has the mininmal length (possibly zero) required to
conplete the length of the encrypted data to the encryption
al gorithm s block size. The original data and the padding are
encrypted toget her.
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o |ICV, a Message Authentication Code (MAC) cryptographi c checksum of
the encrypted data, including the padding. The checksumis
comput ed over the encrypted, rather than the plaintext, data. |Its
length is determned by the MAC al gorithm negoti at ed.

W note that because of the requirement for an explicit ICV, this
speci fication does not support authenticated encryption al gorithns.
Such al gorithms may be added by a future extension

4.4. Encrypted Fields

Two fields are encrypted but are not integrity protected. They are
denoted Encr(...). Their format is identical to a protected field
(Section 4.3), except that the Integrity Check Value is onitted.

4.5. Channel Binding Val ues

This protocol allows higher-level protocols to transnmit limted
opaque informati on between the peer and the server. This information
is integrity protected but not encrypted, and nay be used to ensure
that protocol participants are identical at different protoco

| ayers. See Section 7.15 of [RFC3748] for nore information on the
rational e behind this facility.

EAP- EKE neither validates nor nmakes any use of the transmitted
information. The information MJUST NOT be used by the consuner
protocol until it is verified in the EAP-EKE-Confirm exchange
(specifically, until it is integrity protected by the Auth_ S, Auth P
payl oads). Consequently, it MJST NOT be relied upon in case an error
occurs at the EAP-EKE | evel

An unknown Channel Binding Val ue SHOULD be ignhored by the recipient.
Sone inplementations nmay require certain values to be present, and

will abort the protocol if they are not. Such policy is out of scope
of the current protocol
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Each Channel Binding Value is encoded using a TLV structure:

0 1 2 3
01234567890123456789012345678901
T I T S S i T T S AR

| CBType | Length |
I i I e i S I Sk i SR N SRR S
| Val ue ..

i T s T i T S S I S i (T S S S e S
Fi gure 8: Channel Binding Val ue
CBType:
This is the Channel Binding Value's type. This document defines
the val ue 0x0000 as reserved. Oher values are available for | ANA
al | ocati on, see Section 7.6.

Lengt h:

This field is the total length in octets of the structure,
i ncluding the CBType and Length fields.

This facility should be used with care, since EAP-EKE does not

provi de for nessage fragnentation. EAP-EKE is not a tunnel ed nethod
and shoul d not be used as a generic transport; specifically,

i mpl ementors should refrain fromusing the Channel Binding facility
to transmt posture information, in the sense of [RFC5209].

5. Protocol Sequence
Thi s section describes the sequence of nmessages for the Cormit and
Confirm exchanges, and lists the cryptographic operations perforned
by the server and the peer

5.1. EAP- EKE- Commi t / Request
The server conputes:

y_s =g " x_s (mod p),

where x_s is a randomy chosen nunber in the range 2 .. p-1. The
random y chosen nunber is the epheneral private key, and the
cal cul ated value is the correspondi ng ephenmeral public key. The

server and the peer MJST both use a fresh, random value for x_s and
the corresponding x_p on each run of the protocol
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The server conputes and transmits the encrypted field (Section 4.4)
temp = prf(0+, password)
key = prf+(temp, ID S| IDP)
DHConponent _S = Encr (key, y_s).

See Section 6.1 for the prf+ notation. The first argunent to "prf"
is a string of zero octets whose length is the output size of the
base hash algorithm e.g., 20 octets for HVAC-SHAL; the result is of
the sane length. The first output octets of prf+ are used as the
encryption key for the negotiated encryption algorithm according to
that algorithm s key | ength.

Since the PRF function is required to be an application of the HVAC
operator to a hash function, the above construction inplenents HKDF
as defined in [ RFC5869] .

When using bl ock ciphers, it may be necessary to pad y_s on the

right, to fit the encryption algorithms block size. In such cases,
random paddi ng MUST be used, and this randommess is critical to the
security of the protocol. Randommess recomendati ons can be found in

[ RFC4086]; al so see [ NI ST.800-90.2007] for additional reconmendations
on cryptographic-level randommess. Wen decrypting this field, the
real length of y s is determ ned according to the negotiated Diffie-
Hel | man group

If the password needs to be stored on the server, it is RECOVMENDED
to store a random zed password val ue as a password-equi val ent, rather
than the cleartext password. W note that inplenentations may choose
the output of either of the two steps of the password derivation
Usi ng the output of the second step, where the password is salted by
the identity values, is nore secure; however, it may create an
operational issue if identities are likely to change. See also
Section 8.5.

Thi s protocol supports internationalized, non-ASCI| passwords. The

i nput password string SHOULD be processed according to the rul es of
the [ RFC4013] profile of [RFC3454]. A password SHOULD be consi dered
a "stored string" per [RFC3454], and unassi gned code points are
therefore prohibited. The output is the binary representation of the
processed UTF-8 [RFC3629] character string. Prohibited output and
unassi gned code points encountered in SASLprep preprocessi ng SHOULD
cause a preprocessing failure and the output SHOULD NOT be used.
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5.2. EAP- EKE- Commi t/ Response

The peer conputes:

y_p =g " x_p (nod p)
Then comput es:

temp = prf(0+, password)

key = prf+(temp, ID S| IDP)

DHComponent _P = Encr (key, y_p)
formatted as an encrypted field (Section 4.4).
Both sides cal cul ate

SharedSecret = prf(0+, g ~ (x_s * x_p) (rmod p))
The first argunent to "prf" is a string of zero octets whose | ength
is the output size of the base hash algorithm e.g., 20 octets for
HVAC- SHAL; the result is of the sane length. This extra application
of the pseudo-random function is the "extraction step" of [RFC5869].
Note that the peer needs to conpute the SharedSecret val ue before
sendi ng out its response.
The encryption and integrity protection keys are conputed:

Ke | Ki = prf+(SharedSecret, "EAP-EKE Keys" | ID S| IDP)
And the peer generates the Protected Nonce:

PNonce P = Prot(Ke, Ki, Nonce_ P),
where Nonce P is a randomy generated binary string. The |ength of
Nonce_P MUST be the nmaxi num of 16 octets, and half the key size of
the negotiated prf (rounded up to the next octet if necessary). The
peer constructs this value as a protected field (Section 4.3),
encrypted using Ke and integrity protected using Ki with the
negoti ated encryption and MAC al gorithm
The peer now sends a nmessage that contains the two generated fields.
The server MUST verify the correct integrity protection of the

recei ved nonce, and MUST abort the protocol if it is incorrect, with
an "Authentication Failure" code.
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5. 3. EAP- EKE- Confi r mf Request
The server constructs:
PNonce PS = Prot(Ke, Ki, Nonce P | Nonce_9),

as a protected field, where Nonce_S is a randomy generated string,
of the same size as Nonce P.

It conputes:

Ka = prf+(SharedSecret, "EAP-EKE Ka" | IDS | IDP | Nonce P |
Nonce_S)

whose length is the preferred key length of the negotiated prf (see
Section 5.2). It then constructs:

Auth_S = prf(Ka, "EAP-EKE server" | EAP-EKE-I|D Request | EAP-EKE-
| Y Response | EAP- EKE- Commi t/ Request | EAP- EKE- Conmi t/ Response).

The nessages are included in full, starting with the EAP header, and
i ncludi ng any possi bl e future extensions.

This construction of the Auth_ S (and Auth_P) value inplies that any
future extensions MIUST NOT be added to the EAP-EKE-Confirm Request or
EAP- EKE- Confi r ml Response nmessages themsel ves, unl ess these extensions
are integrity-protected in sonme other nmanner.
The server now sends a nessage that contains the two fields.
The peer MUST verify the correct integrity protection of the received
nonces and the correctness of the Auth_S value, and MJST abort the
protocol if either is incorrect, with an "Authentication Failure”
code.
5.4. EAP- EKE- Confirnm Response

The peer conputes Ka, and generates:

PNonce S = Prot(Ke, Ki, Nonce_S)
as a protected field. It then conputes:

Auth_P = prf(Ka, "EAP-EKE peer" | EAP-EKE-ID/ Request | EAP-EKE-ID/
Response | EAP- EKE- Conmi t/ Request | EAP- EKE- Commi t/ Response)

The peer sends a nessage that contains the two fields.
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5.

6

6

The server MUST verify the correct integrity protection of the
recei ved nonce and the correctness of the Auth P val ue, and MJST
abort the protocol if either is incorrect, with an "Authentication
Fai | ure" code.

5. MSK and EMSK

Fol I owi ng the | ast message of the protocol, both sides conpute and
export the shared keys, each 64 bytes in |ength:

MBK | EMBK = prf+(SharedSecret, "EAP-EKE Exported Keys" | ID S |
ID P | Nonce P | Nonce_S)

VWhen the RADI US attributes specified in [ RFC2548] are used to
transport keying material, then the first 32 bytes of the MSK
correspond to Ms- MPPE- RECV-KEY and the second 32 bytes to Ms- MPPE-
SEND-KEY. |In this case, only 64 bytes of keying material (the MSK)
are used.

At this point, both protocol participants MJIST discard all

i ntermedi ate cryptographic values, including x_p, x_S, y_p, Y_sS, Ke,
Ki, Ka, and SharedSecret. Simlarly, both parties MJST i medi ately

di scard these val ues whenever the protocol terninates with a failure
code or as a result of timeout.

Cryptographic Details
1. Cenerating Keying Materi al

Keying material is derived as the output of the negotiated pseudo-
random function (prf) algorithm Since the anmount of keying material
needed nmay be greater than the size of the output of the prf
algorithm we will use the prf iteratively. W denote by "prf+" the
function that outputs a pseudo-random stream based on the inputs to a
prf as follows (where "|" indicates concatenation):

prf+ (K, S =T1 | T2 | T3 | T4

wher e:
Tl = prf(K, S| 0x01)
T2 = prf(K, T1 | S| 0x02)
T3 = prf(K, T2 | S| 0x03)
T4 = prf(K, T3 | S| 0x04)
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continuing as needed to conpute all required keys. The keys are
taken fromthe output string without regard to boundaries (e.g., if
the required keys are a 256-bit Advanced Encryption Standard (AES)
key and a 160-bit HVAC key, and the prf function generates 160 bits,
the AES key will cone from T1 and the beginning of T2, while the HVAC
key will come fromthe rest of T2 and the begi nning of T3).

The constant concatenated to the end of each string feeding the prf
is asingle octet. In this docunent, prf+ is not defined beyond 255
times the size of the prf output.

6.2. Diffie-Hellmn G oups
Many of the commonly used Diffie-Hell man groups are inappropriate for
use in EKE. Most of these groups use a generator that is not a
primtive element of the group. As a result, an attacker running a
dictionary attack would be able to learn at least 1 bit of
informati on for each decrypted password guess.
Any MODP Diffie-Hellman group defined for use in this protocol MJIST
have the follow ng properties to ensure that it does not |eak a
usabl e amount of information about the password:
1. The generator is a primtive elenent of the group.
2. The nost significant 64 bits of the prine nunber are 1.

3. The group’s order pis a "safe prime", i.e., (p-1)/2 is also
pri ne.

The last requirenment is related to the strength of the Diffie-Hellnman
al gorithm rather than the password encryption. It also makes it
easy to verify that the generator is primtive.

Suitabl e groups are defined in Section 7. 1.

6.3. Mandatory Al gorithns

To facilitate interoperability, the following algorithns are
mandatory to inpl enent:

0 ENCR _AES128 CBC (encryption algorithm
o PRF_HVAC SHA1l (pseudo-random functi on)
o MAC HVAC SHA1l (keyed nessage digest)

o DHGROUP_EKE_14 (DH group)
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7. | ANA Consi derati ons

| ANA has all ocated the EAP nmethod type 53 fromthe range 1-191, for
" EAP- EKE Version 1".

Per this docunent, |ANA created the registries described in the

foll owi ng sub-sections. Values (other than private-use ones) can be
added to these registries per Specification Required [ RFC5226], with
two exceptions: the Exchange and Failure Code registries can only be
ext ended per RFC Required [ RFC5226].

7.1. Diffie-Hellman G oup Registry
This section defines an | ANA registry for Diffie-Hellmn groups.

This table defines the initial contents of this registry. The Value
columm is used when negotiating the group. Additional groups may be
defined through | ANA allocation. Any future specification that
defines a non- MODP group MJST specify its use within EAP-EKE and MJST
demonstrate the group’s security in this context.

o e e e e oo R o e m e e e e e e e e e e e e mo oo +
| Nare | Val ue | Description |
o e e oo S o m e e e e e e e e e e e e aao o +
Reserved 0
DHGROUP_EKE 2 1 The prime nunber of the 1024-bit
G oup 2 [RFC5996], with the generator
5 (deci nal)
DHGROUP_EKE_5 2 The prime nunber of the 1536-bit
Goup 5 [ RFC3526], ¢g=31
DHGROUP_EKE_14 3 The prime nunber of the 2048-bit

I I I I
I I I I
I I I I
I I I I
I I I I
I I I I
I I I I
| | | Goup 14 [RFC3526], g=11 |
| DHGROUP_EKE 15 | 4 | The prime nunmber of the 3072-bit |
| | | Group 15 [ RFC3526], g=5 |
I I I I
I I I I
I I I I
I I I I
I I I I
I I I I
I I I I

DHGROUP_EKE_16 5 The prime nunber of the 4096-bit
Group 16 [ RFC3526], g=5
Avai |l abl e for 6-127
al l ocation via
| ANA
Reserved for 128- 255
Private Use
oo e e oo S o +

Sheffer, et al. I nf or mat i onal [ Page 21]



RFC 6124 The EAP- EKE Met hod February 2011

7.2. Encryption Al gorithm Registry

This section defines an I ANA registry for encryption al gorithns:

o e e e oo S o m e e e e e e e e mee oo s +
| Nare | Val ue | Definition |
o S o m m e e e e e e e e e e e eo oo s +
| Reserved | O | |
| ENCR_AES128 CBC | 1 | AES with a 128-bit key, CBC npde

| | 2-127 | Available for allocation via | ANA

| | 128-255 | Reserved for Private Use |
o e e oo S S +

7.3. Pseudo- Random Functi on Registry

This section defines an | ANA registry for pseudo-random function
al gorithns:

| Reserved | O | |
| PRF_HVAC SHA1 | 1 | HVAC SHA-1, as defined in [ RFC2104]

| PRF_HVAC SHA2 256 | 2 | HMAC SHA- 2- 256 [ SHA] |
| | 3 | Available for allocation via | ANA |
I | 1 I I

Reserved for Private Use

A pseudo-random function takes two paraneters K and S (the key and

i nput string respectively), and, to be usable in this protocol, mnust
be defined for all lengths of K between 0 and 65,535 bits
(inclusive).

Any future pseudo-random functi on MJUST be based on the HVAC

construct, since the security of HKDF is only known for such
functions.
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7. 4.

7.5.

She

Keyed Message Digest (MAC) Registry

This section defines an | ANA registry for keyed nessage di gest
al gorithms:

R S IR . e
| Nare | Val ue | Key Length | Definition

I I | (Cctets) I

o e e e o S R o e e - T
| Reserved | O | |

| MAC_HVAC_SHA1 | 1 | 20 | HMAC SHA-1, as

| | | | defined in [ RFC2104]
| MAC HVAC SHA2 256 | 2 | 32 | HMAC SHA- 2- 256

| Reserved | 3-127 | | Available for

| | | | allocation via | ANA

| Reserved | 128-255 | | Reserved for Private
I I I | Use
RIS S TR . e

ldentity Type Registry

This section defines an I ANA registry for identity types:

S S IR ST
| Nare | Val ue | Definition

N B et
| Reserved | O |

| 1D OPAQUE | 1 | An opaque octet string

| | D_NAI | 2 | A Network Access ldentifier, as defined in

| | | [RFC4282]

| 1D_IPv4 | 3 | An I Pv4 address, in binary format

| I'D_IPv6 | 4 | An I Pv6 address, in binary format

| IDFQDN | 5 | Afully qualified domain name, see note

| | | bel ow

| I'D DN | 6 | An LDAP Di stinguished Nane fornmatted as a

| | | string, as defined in [ RFC4514]

| | 7-127 | Available for allocation via | ANA

| | 128-255 | Reserved for Private Use

R S R oo e m e e e e e e e e e e e e e e e e e e e e e e e

An exanple of an ID FQDN is "exanple.cont'. The string MJUST NOT
contain any termnators (e.g., NULL, CR, etc.). Al characters in
the ID_FQDN are ASCII; for an internationalized domain nane, the
syntax is as defined in [ RFC5891], for exanple

"xn- -t nonesi ner kki - bf bb. exanpl e. net".
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7.6. EAP-EKE Channel Binding Type Registry

This section defines an I ANA registry for the Channel Binding Type
registry, a 16-bit long code. The value 0x0000 has been defined as
Reserved. Al other values up to and including Oxfeff are avail able
for allocation via | ANA.  The renmi ning values up to and includi ng
Oxffff are available for Private Use.

7.7. Exchange Registry

This section defines an | ANA registry for the EAP- EKE Exchange
registry, an 8-bit long code. Initial values are defined in
Section 4.1. Al values up to and including Ox7f are available for
all ocation via I ANA. The remi ning values up to and includi ng Oxff
are available for private use.

7.8. Failure-Code Registry

This section defines an | ANA registry for the Failure-Code registry,
a 32-bit long code. Initial values are defined in Section 4.2.4.
Al'l values up to and including Oxfeffffff are available for

all ocation via ANA. The remmi ning values up to and incl uding
oxffffffff are available for private use.

8. Security Considerations

Any protocol that clainms to solve the probl em of password-

aut henti cated key exchange nust be resistant to active, passive, and
dictionary attack and have the quality of forward secrecy. These
characteristics are discussed further in the follow ng paragraphs.

Resi stance to Passive Attack: A passive attacker is one that nerely
rel ays nessages back and forth between the peer and server,
faithfully, and without nodification. The contents of the
nmessages are available for inspection, but that is all. To
achi eve resistance to passive attack, such an attacker rnust not be
able to obtain any information about the password or anything
about the resulting shared secret from watching repeated runs of
the protocol. Even if a passive attacker is able to learn the
password, she will not be able to determ ne any information about
the resulting secret shared by the peer and server

Resi stance to Active Attack: An active attacker is able to nodify,
add, delete, and replay nessages sent between protoco
participants. For this protocol to be resistant to active attack,
the attacker nust not be able to obtain any information about the
password or the shared secret by using any of its capabilities.

In addition, the attacker nust not be able to fool a protoco
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participant into thinking that the protocol conpleted
successfully. It is always possible for an active attacker to
deny delivery of a nessage critical in conpleting the exchange
This is no different than dropping all nessages and is not an
attack agai nst the protocol

Resi stance to Dictionary Attack: For this protocol to be resistant
to dictionary attack, any advantage an adversary can gain nust be
directly related to the nunber of interactions she nmakes with an
honest protocol participant and not through conputation. The
adversary will not be able to obtain any information about the
password except whether a single guess froma single protocol run
is correct or incorrect.

Forward Secrecy: Conprom se of the password must not provide any
i nformati on about the secrets generated by earlier runs of the
pr ot ocol

[ RFC3748] requires that docunents describing new EAP net hods clearly
articulate the security properties of the method. In addition, for
use with wirel ess LANs, [RFC4017] mandates and reconmmends several of
these. The clains are:

1. Mechanism password.
2. daims:

* Mitual authentication: the peer and server both authenticate
each other by proving possession of a shared password. This
i s REQUI RED by [ RFC4017].

* Forward secrecy: conmprom se of the password does not revea
the secret keys (MSK and EMSK) fromearlier runs of the
pr ot ocol

* Replay protection: an attacker is unable to replay nessages
froma previous exchange either to |l earn the password or a key
derived by the exchange. Simlarly, the attacker is unable to
i nduce either the peer or server to believe the exchange has
successfully conpl eted when it hasn't.

* Key derivation: a shared secret is derived by performng a
group operation in a finite cyclic group (e.g.,
exponentiation) using secret data contributed by both the peer
and server. An MSK and EMSK are derived fromthat shared
secret. This is REQU RED by [ RFC4017].
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Dictionary attack resistance: an attacker can only make one
password guess per active attack, and the protocol is designed
so that the attacker does not gain any confirmation of her
guess by observing the decrypted y_ s or y p value (see bel ow).
The advant age she can gain is through interaction not through
conputation. This is REQU RED by [ RFC4017].

Sessi on i ndependence: this protocol is resistant to active and
passi ve attacks and does not enabl e conprom se of subsequent
or prior MSKs or EMSKs from either passive or active attacks.

Deni al - of -service resistance: it is possible for an attacker
to cause a server to allocate state and consune CPU. Such an
attack is gated, though, by the requirenment that the attacker
first obtain connectivity through a | ower-|ayer protoco
(e.g., 802.11 authentication followed by 802.11 associ ati on,
or 802.3 "link-up") and respond to two EAP nessages: the

EAP- | DY Request and t he EAP-EKE-I| D/ Request.

Man-in-the-M ddl e Attack resistance: this exchange is
resistant to active attack, which is a requirenent for

| aunching a man-in-the-mddle attack. This is REQU RED by
[ RFC4017] .

Shared state equival ence: upon conpl etion of EAP-EKE, the peer
and server both agree on the MSK and EMSK val ues. The peer
has authenticated the server based on the Server ID and the
server has authenticated the peer based on the Peer ID. This
is due to the fact that Peer ID, Server |ID, and the generated
shared secret are all conbined to nake the authentication

el ement that nust be shared between the peer and server for
the exchange to conplete. This is REQU RED by [ RFC4017].

Fragnmentation: this protocol does not define a technique for
fragnentation and reassenbly.

Resi stance to "Denni ng- Sacco" attack: |earning keys
distributed froman earlier run of the protocol, such as the
MBK or EMBK, will not help an adversary |earn the password.

3. Key strength: the strength of the resulting key depends on the
finite cyclic group chosen. Sufficient key strength is REQUI RED
by [RFC4017]. dearly, "sufficient" strength varies over ting,
dependi ng on comput ati on power assuned to be available to
potential attackers.
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4. Key hierarchy: MSKs and EMSKs are derived fromthe secret val ues
generated during the protocol run, using a negotiated pseudo-
random functi on.

5. Vulnerabilities (note that none of these are REQUI RED by
[ RFC4017] ) :

* Protected ciphersuite negotiation: the ciphersuite proposa
made by the server is not protected fromtanpering by an
active attacker. However, if a proposal was nodified by an
active attacker, it would result in a failure to confirmthe
message sent by the other party, since the proposal is bound
by each side into its Confirm nessage, and the protocol would
fail as a result. Note that this assumes that none of the
proposed ci phersuites enabl es an attacker to performreal-time
crypt anal ysi s.

* Confidentiality: none of the nessages sent in this protoco
are encrypted, though nany of the protocol fields are.

* Integrity protection: protocol nessages are not directly
integrity protected; however, the ID and Conmmt exchanges are
integrity protected through the Auth payl oads exchanged in the
Confi rm exchange.

* Channel binding: this protocol enables the exchange of
integrity-protected channel information that can be conpared
wi t h val ues comuni cated vi a out-of -band mechani sns.

* Fast reconnect: this protocol does not provide a fast
reconnect capability.

* Cryptographic binding: this protocol is not a tunnel ed EAP
met hod and therefore has no cryptographic information to bind.

* ldentity protection: the EAP-EKE-I1D exchange is not protected.
An attacker will see the server’s identity in the EAP-EKE-1D
Request and see the peer’s identity in EAP-EKE-ILD Response.
See al so Section 8. 4.

8.1. Cryptographic Analysis

When anal yzing the Conmit exchange, it should be noted that the base
security assunptions are different from"normal" cryptol ogy.

Normal Iy, we assunme that the key has strong security properties, and
that the data may have few or none. Here, we assune that the key has
weak security properties (the attacker may have a |ist of possible
keys), and hence we need to ensure that the data has strong
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8.

8.

8.

properties (indistinguishable fromrandomj. This difference may nean
that conventional wi sdomin cryptology mght not apply in this case.
Thi s al so i nposes severe constraints on the protocol, e.g., the
mandat ory use of random padding and the need to define specific
finite groups.

2. Diffie-Hellman G oup Considerations

It is fundamental to the dictionary attack resistance that the
Diffie-Hell man public values y s and y_p are indistinguishable froma
random string. |If this condition is not net, then a passive attacker
can do trial-decryption of the encrypted DHConponent P or
DHComnponent _S val ues based on a password guess, and if they decrypt
to a value that is not a valid public value, they know that the
password guess was incorrect.

For MODP groups, Section 6.2 gives conditions on the group to nake
sure that this criterion is nmet. For other groups (for exanple,
Elliptic Curve groups), sone other neans of ensuring this nust be
enpl oyed. The standard way of expressing Elliptic Curve public

val ues does not neet this criterion, as a valid Elliptic Curve X
coordi nate can be distinguished froma randomstring with probability
of approximately 0.5.

A future docunent mght introduce a group representation, and/or a
slight nmodification of the password encryption schene, so that
Elliptic Curve groups can be accommopdated. [BR02] presents severa
alternative solutions for this problem

3. Resistance to Active Attacks

An attacker, inpersonating either the peer or the server, can al ways
try to enunerate all possible passwords, for exanple by using a
dictionary. To counter this likely attack vector, both peer and
server MJST inplenent rate-limting nmechanisns. W note that | ocking
out the other party after a small nunber of tries would create a
trivial denial-of-service opportunity.

4. ldentity Protection, Anonymty, and Pseudonymty

By default, the EAP-EKE-1D exchange is unprotected, and an
eavesdropper can observe both parties’ identities. A future
extension of this protocol may support anonynity, e.g., by allow ng
the server to send a tenporary identity to the peer at the end of the
exchange, so that the peer can use that identity in subsequent
exchanges.
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8.

10.

10.

EAP-EKE differs in this respect fromtunnel ed net hods, which
typically provide unconditional identity protection to the peer by
encrypting the identity exchange, but reveal information in the
server certificate. It is possible to use EAP-EKE as the inner
met hod in a tunnel ed EAP nethod in order to achieve this |evel of
identity protection.

5. Password Processing and Long- Term St orage

Thi s docunent recommends that a password-equival ent (a hash of the
password) be stored instead of the cleartext password. Wile this
solution provides a neasure of security, there are al so tradeoffs
related to algorithmagility:

0 Each stored password nust identify the hash function that was used
to conpute the stored val ue.

0 Conpl ex deploynents and m grati on scenarios mght necessitate
mul tiple stored passwords, one per each algorithm

o0 Changing the algorithmcan require, in some cases, that the users
manual | y change their passwords.

The reader is referred to Section 10 of [ RFC3629] for security
considerations related to the parsing and processing of UTF-8
strings.
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