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Abst ract

It has often been the case that manageability considerations have
been retrofitted to protocols after they have been specifi ed,

st andardi zed, inplenented, or deployed. This is sub-optinal.
Simlarly, new protocols or protocol extensions are frequently
desi gned without due consideration of nanageability requiremnments.

The Operations Area has devel oped "Cui del i nes for Considering
Operations and Management of New Protocols and Protocol Extensions”
(RFC 5706), and those guidelines have been adopted by the Path
Conput ati on El enent (PCE) Wrking G oup.

Previously, the PCE Wrking Goup used the reconmendati ons contai ned
in this docunent to guide authors of Internet-Drafts on the contents
of "Manageability Considerations” sections in their work. This
docunent is retained for historic reference.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publi shed for the historical record.

Thi s docunent defines a Historic Docunent for the Internet comunity.
Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF conmmunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the ESG are a candidate for any |evel of Internet

St andard; see Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc6123.

Farrel Hi storic [ Page 1]



RFC 6123 Manageabi lity Sections in PCE Drafts February 2011

Copyri ght Notice

Copyright (c) 2011 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.

1. Introduction
Thi s docunent is produced for historic reference

When new protocol s or protocol extensions are developed, it is often
the case that not enough consideration is given to the manageability
of the protocols or to the way in which they will be operated in the
network. The result is that nmanageability considerations are only
under st ood once the protocols have been inplenented and soneti nes not
until after they have been depl oyed.

The resultant attenpts to retrofit nanageability mechani sns are not

al ways easy or architecturally pleasant. Furthernore, it is possible
that certain protocol designs nmake nmanageability particularly hard to
achi eve.

Recogni zi ng that manageability is fundanental to the utility and
success of protocols designed within the IETF, and that sinply
defining a M B nodul e does not necessarily provi de adequate

manageabi lity, this docunent was devel oped to define reconmendati ons
for the inclusion of Manageability Considerations sections in al
Internet-Drafts produced within the PCE Wrking Group. It was the
intention that neeting these reconmendati ons woul d ensure that proper
consi deration was given to the support of manageability at all stages
of the protocol devel opnent process from Requirenents and
Architecture through Specification and Applicability.

It is clear that the presence of such a section in an Internet-Draft
does not guarantee that the protocol will be well-designed or
manageabl e. However, the inclusion of this section will ensure that
the aut hors have the opportunity to consider the issues, and, by
reading the material in this docunent, they will gain sone guidance

Farr el Historic [ Page 2]



RFC 6123 Manageabi lity Sections in PCE Drafts February 2011

1.

1.

1.

2.

Thi s docunent was devel oped within the PCE Wrking Goup and was used
to help guide the authors and editors within the working group to
produce Manageability Considerations sections in the Internet-Drafts
and RFCs produced by the working group.

[ RFC5706] presents general guidance fromthe |ETF s Operations Area
for considering Operations and Managenent of new protocols and
protocol extensions. It has been adopted by the PCE Wrking Goup to
provi de gui dance to editors and authors within the working group, so
this docunment is no |longer required. However, the working group
considers that it will be useful to archive this docunent as Historic
for future reference.

Requi rements Not ati on

Thi s docunent is not a protocol specification. The key words "MJST",
"MUST NOT", "REQUI RED', "SHALL", "SHALL NOT", "SHOULD', "SHOULD NOT",
" RECOMMVENDED', "MAY", and "OPTIONAL" in this docunent are to be
interpreted as described in [ RFC2119] in order that the contents of a
Manageabi l ity Consi derations section can be clearly understood.

What |s Manageability?

In this context, "nanageability" is used to refer to the interactions
between a network operator (a human or an application) and the

net wor k conponents (hosts, routers, swtches, applications, and
protocol s) perforned to ensure the correct operation of the network.

Manageabi lity issues are often referred to under the collective
acronym FCAPS [ X. 700], which stands for the foll ow ng:

- Fault managenent
- Configuration

- Accounting

- Performance

- Security

Conventionally, Security is already covered an Internet-Draft inits
own Security Considerations section, and this docunment does not in
any way dimnish the need for that section. Indeed, as pointed out
in Section 6, a full consideration of other aspects of manageability
may increase the text that should be supplied in the Security

Consi derati ons secti on.

The aut hor of a Manageability Considerations section should certainly
consider all aspects of FCAPS. The author should reflect on how the
manageabil ity of a new protocol inpacts the nmanageability and
operation of the entire network. Specific optional subsections (see
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Section 2.3) should be added as necessary to describe features of
FCAPS that are pertinent but are not covered by the recommended
subsections. Mre discussion of what manageability is and what may
be included in a Manageability Considerations section can be found in
[ RFC5706] .

As part of docunenting the nmanageability considerations for a new
protocol or for protocol extensions, authors should consider that one
of the objectives of specifying protocols within the IETFis to
ensure interoperability of inplenentations. This interoperability
extends to the manageability function so that it is an ideal that
there shoul d be inplenentation i ndependence between nanagenent
applications and nanaged entities. This may be pronoted by the use
of standardi zed managenent protocols and by the specification of
standard i nformation nodel s.

Note that, in sone contexts, reference is made to the term
"managenent plane". This is used to describe the exchange of
managenment nessages through nanagenment protocols (often transported
by IP and by I P transport protocols) between managenent applications
and the managed entities such as network nodes. The nanagenent plane
may use di stinct addressing schenes, virtual links or tunnels, or a
physi cal |y separate nanagenent control network. The managenent pl ane
shoul d be seen as separate from but possibly overlapping with, the
control plane, in which signaling and routing nmessages are exchanged,
and the forwardi ng pl ane (sometines called the data pl ane or user

pl ane), in which user traffic is transported.

2. Presence and Pl acenent of Manageability Considerations Sections

Not e that exanples of the sections described here can be found in the
docunents listed in Appendi x A

2.1. Null Manageability Considerations Sections

In the event that there are no nanageability requirenents for an
Internet-Draft, the draft SHOULD still contain a Manageability

Consi derations section. The presence of this section indicates to
the reader that due consideration has been given to nmanageability and
that there are no (or no new) requirenents.

In this case, the section SHOULD contain a sinple statenent such as
"There are no new manageability requirenments introduced by this
docunent” and SHOULD briefly explain why that is the case with a
summary of manageability mechani sns that al ready exist.
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Note that a null Manageability Considerations section may take sone
effort to conpose. It is inportant to denmonstrate to the reader that
no additi onal manageability nechanisns are required, and it is often
hard to prove that sonething is not needed. A null Manageability
Consi derations section SHOULD NOT consist only of the sinple
statement that there are no new nmanageability requirenments.

If an Internet-Draft genuinely has no manageability inpact, it should
be possible to construct a sinple null Manageability Considerations
section that explains why this is the case.

2.2. Recommended Subsections

If the Manageability Considerations section is not null, it SHOULD
contain at |east the follow ng subsections. Guidance on the content
of these subsections can be found in Section 3 of this docunent.

- Control of Function through Configuration and Policy

- Informati on and Data Models, e.g., MB nodul es

- Liveness Detection and Monitoring

- Verifying Correct Operation

- Requirenents on O her Protocols and Functional Conponents
- Inpact on Network QOperation

In the event that one or nore of these subsections is not rel evant,
it SHOULD still be present and SHOULD contain a sinple statenent
expl ai ni ng why the subsection is not relevant. That is, null
subsections are allowed, and each should be formed foll owi ng the
advice in Section 2.1.

2.3. Optional Subsections
The list of subsections above is not intended to be prescriptively
limting. Oher subsections can and SHOULD be added according to the
requi renents of each individual Internet-Draft. |If a topic does not
fit confortably into any of the subsections listed, the authors
shoul d be rel axed about addi ng new subsections as necessary.

2.4. Placenent of Manageability Considerations Sections

The Manageability Considerations section SHOULD be placed i mredi ately
before the Security Considerations section in any Internet-Draft.
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3.

3.

3.

Gui dance on the Content of Subsections

Thi s section gives guidance on the information to be included in each
of the recomended subsections |isted above. Note that, just as

ot her subsections may be included, so additional information MAY al so
be included in these subsections.

1. Control of Function through Configuration and Policy

Thi s subsection describes the functional elenments that may be
controll ed through configuration and/or policy.

For exanple, many protocol specifications include tiners that are
used as part of the operation of the protocol. These tiners often
have default values suggested in the protocol specification and do
not need to be configurable. However, it is often the case that the
protocol requires that the tinmers can be configured by the operator
to ensure specific behavior by the inplenmentation

Even if all configurable items have been described within the body of
the docunent, they SHOULD be identified in this subsection, but a
reference to another section of the document is sufficient if there
is a full description el sewhere.

O her protocol elenments are anenable to control through the
application of |ocal or network-wide policy. It is not the intention
that this subsection should give details of policy inplementation
since that is covered by nore general policy framework specifications
such as [ RFC3060] and [ RFC3460]. Additionally, specific frameworks
for policy as applicable within protocol or functional architectures
are also normally covered in separate docunents, for exanple,

[ RFC5394] .

However, this section SHOULD identify which protocol elenents are
potentially subject to policy and shoul d give guidance on the
application of policy for successful operation of the protocol
Where this material is already described within the body of the
docunent, this subsection SHOULD still identify the issues and
reference the other sections of the docunent.

2. Information and Data Model s

Thi s subsection SHOULD describe the information and data nodel s
necessary for the protocol or the protocol extensions. This

i ncludes, but is not necessarily limted to, the M B nodul es

devel oped specifically for the protocol functions specified in the
docunent .
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Where new or extended M B nmodul es are recommended, it is helpful if
this section can give an overview of the items to be nodel ed by the
M B nodul es. This does not require an object-by-object description
of all of the information that needs to be nodeled, but it could
expl ain the high-level "object groupings" (perhaps to the |evel of
suggesting the MB tables) and certainly should explain the major
manageabl e entities. For exanple, a protocol specification might

i nclude separate roles for "sender" and "receiver" and m ght be

broken into a "session" and individual "transactions"; if so, this
section could list these functionalities as separate nanageabl e
entities.

[ RFC3444] may be useful in determ ning what information to include in
this section.

The description in this section can be by reference where other
docunents al ready exi st.

It should be noted that the significance of MB nodul es may be
decreasing, but there is still a requirenent to consider the nanaged
obj ects necessary for successful operation of the protocol or

protocol extensions. This nmeans that due consideration should be
given not only to what objects need to be managed but al so to what
management nodel shoul d be used. There are now several options,

i ncluding the M B/ SNWP (Sinple Network Managenent Protocol) nodel and
the Network Configuration Protocol (NETCONF) nodel, being devel oped
by the NETCONF Data Mddeling Language (NETMOD) Wor ki ng Group [ YANG .

3.3. Liveness Detection and Monitoring

Li veness detection and nonitoring apply both to the control plane and
the data pl ane.

Mechani sns for detecting faults in the control plane or for
monitoring its liveness are usually built into the control plane
protocols or inherited fromunderlying data plane or forwardi ng pl ane
protocols. These nechani sns do not typically require additiona
managenment capabilities but are essential features for the protoco

to be usabl e and manageabl e. Therefore, this section SHOULD

hi ghl i ght the nechanisns in the new protocol or protocol extensions
that are required in order to ensure |iveness detection and
monitoring wi thin the protocol

Further, when a control plane fault is detected, there is often a
requi renent to coordinate recovery action through managenent
applications or at least to record the fact in an event log. This
section SHOULD i dentify the managenent actions expected when the
protocol detects a control plane fault.
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Where the protocol is responsible for establishing data or user plane
connectivity, liveness detection and nonitoring usually need to be
achi eved t hrough other mechanisns. |In some cases, these mechani snms
al ready exist within other protocols responsible for maintaining

| ower |ayer connectivity, but it will often be the case that new
procedures are required so that failures in the data path can be
detected and reported rapidly, allowi ng renedial action to be taken
This section SHOULD refer to other nechanisns that are assuned to
provide monitoring of data plane |iveness and SHOULD identify
requirenents for new nechani sns as appropriate.

This section SHOULD descri be the need for |iveness and detection
moni t ori ng, SHOULD hi ghlight existing tools, SHOULD identify

requi renents and specifications for new tools (as appropriate for the
| evel of the docunent being witten), and SHOULD describe the

coordi nation of tools with each other, w th managenent applications,
and with the base protocol being specified.

3.4. Verifying Correct Operation

An inmportant function that Operations and Management (QAM can
provide is a toolset for verifying the correct operation of a
protocol. To sone extent, this may be achi eved through access to

i nformati on and data nodel s that report the status of the protoco
and the state installed on network devices. However, it may al so be
val uabl e to provide techniques for testing the effect that the
protocol has had on the network by sending data through the network
and observing its behavior.

Thus, this section SHOULD i nclude details of how the correct
operation of the protocols described by the Internet-Draft can be
tested, and, in as far as the Internet-Draft inpacts on the operation
of the network, this section SHOULD i nclude a di scussi on about how
the correct end-to-end operation of the network can be tested and how
the correct data or forwarding plane function of each network el enent
can be verifi ed.

There may be some overlap between this section and that describing
| iveness detection and nonitoring since the sane tools may be used in
some cases
3.5. Requirenments on QG her Protocols and Functional Conponents
The text in this section SHOULD describe the requirenments that the

new protocol puts on other protocols and functional conponents as
well as requirenents from other protocols that have been consi dered
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in designing the new protocol. This is pertinent to manageability
because those other protocols may al ready be depl oyed and operati ona
and because those other protocols also need to be managed.

It is not appropriate to consider the interaction between the new
protocol and all other protocols in this section, but it is inmportant
to identify the specific interactions that are assumed for the
correct functioning of the new protocol or protocol extensions.

3.6. Inpact on Network Operation

The introduction of a new protocol or extensions to an existing

protocol may have an inpact on the operation of existing networks.
Thi s section SHOULD outline such inmpacts (which nmay be positive),
i ncluding scaling concerns and interactions with other protocols.

For exanple, a new protocol that doubles the nunber of active,
reachabl e addresses in use within a network nmight need to be
considered in the light of the inpact on the scalability of the |IGPs
operating within the network.

A very inportant feature that SHOULD be addressed in this section is

backward conpatibility. |If protocol extensions are being introduced,
what inpact will this have on a network that has an earlier version
of the protocol deployed? WIIl it be necessary to upgrade all nodes

in the network? Can the protocol versions operate side by side? Can
the new version of the protocol be tunneled through the old version?
Can existing services be mgrated without causing a traffic hit or is
a "mai ntenance period" required to performthe upgrade? Wat are the
configuration inplications for the new and ol d protocol variants?

Where a new protocol is introduced, issues sinilar to backward
compatibility may exist and SHOULD be described. How is mgration
froman old protocol to the new protocol achieved? Do existing
protocols need to be interfaced to the new protocol ?

3.7. Oher Considerations

Anything that is not covered in one of the recomended subsections
descri bed above but is needed to understand the nanageability
situation SHOULD be covered in an additional section. This may be a
catch-all section named "Qt her Considerations" or may be one or nore
addi tional optional sections as described in Section 2.3.
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4. | ANA Consi derations

Thi s docunent does not introduce any new codepoi nts or nanme spaces
for registration with 1ANA. It nakes no request to | ANA for action.

Internet-Drafts SHOULD NOT introduce new codepoi nts, nanme spaces, or
requests for | ANA action within the Manageability Considerations
secti on.

5. Manageability Considerations

Thi s docunent defines Manageability Considerations sections
recommended for inclusion in all PCE Working Group Internet-Drafts.
As such, the whol e docurment is relevant to manageability.

Note that the inpact of the application of this docunent to Internet-
Drafts produced within the PCE Wrking G oup should be that PCE
protocol s and associ ated protocols are designed and extended with
manageability in nmind. This should result in nore robust and nore
easily depl oyed protocols.

However, since this docunment does not describe any specific protocol,
protocol extensions, or protocol usage, no manageability
consi derations need to be discussed here.

(This is an exanple of a null Mnageability Considerations section).
6. Security Considerations

Thi s docunent is Historic and describes the format and content of
Internet-Drafts. As such, it introduces no new security concerns.

However, there is a clear overlap between security, operations, and
managenent. The nmanageability aspects of security SHOULD be covered
within the nandatory Security Considerations of each Internet-Draft.
New security considerations introduced by the Manageability

Consi derations section MJST be covered in the Security Considerations
secti on.

Note that fully designing a protocol before it is inplenented
(including designing the nanageability aspects) is likely to result
in a nore robust protocol. That is a benefit to network security.
Retrofitting nanageability to a protocol can make the protocol nore
vul nerabl e to security attacks, including attacks through the new
manageabi lity facilities. Therefore, the use of this docunment is
RECOMVENDED in order to help ensure the security of all protocols to
which it is applied.
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7.

8.

8.
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