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Abst ract

This menmo defines Transport Layer Security (TLS) extensions and
associ ated semantics that allow clients and servers to negotiate the
use of OpenPGP certificates for a TLS session, and specifies howto
transport QOpenPCP certificates via TLS. It also defines the registry
for non-X 509 certificate types.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
published for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Not all docunents
approved by the |ESG are a candidate for any |evel of Internet

St andard; see Section 2 of RFC 5741

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it may be obtained at
http://ww.rfc-editor.org/info/rfc6091
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunments
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to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
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1. Introduction

The I ETF has two sets of standards for public key certificates: one
set for the use of X 509 certificates [ RFC5280], and one for OpenPGP
certificates [RFC4880]. At the tinme of this witing, TLS [ RFC5246]
standards are defined to use X 509 certificates. This document
specifies a way to negotiate the use of CpenPGP certificates for a
TLS session, and specifies howto transport OpenPGP certificates via
TLS. The proposed extensions are backward-conpatible with the
current TLS specification, so that existing client and server

i npl ement ations that nmake use of X. 509 certificates are not affected.

These extensions are not backward-compatible with [ RFC5081], and the
maj or differences are sumari zed in Appendi x A. Al though the OpenPGP
CertificateType value is being reused by this neno with the sane
nunber as that specified in [ RFC5081] but with different senantics,
we believe that this causes no interoperability issues because the
latter was not wi dely depl oyed.

2. Term nol ogy
The term "QpenPGP key" is used in this docunent as in the OpenPGP
specification [ RFC4880]. W use the term " CpenPGP certificate" to
refer to OpenPCGP keys that are enabl ed for authentication.

Thi s docunent uses the sane notation and term nol ogy used in the TLS
Pr ot ocol specification [ RFC5246].
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The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

3. Changes to the Handshake Message Contents

This section describes the changes to the TLS handshake nessage
contents when CpenPGP certificates are to be used for authentication

3.1. dient Hello

In order to indicate the support of nultiple certificate types,
clients MJST include an extension of type "cert_type" to the extended
client hello nmessage. The "cert_type" TLS extension is assigned the
value of 9 fromthe TLS ExtensionType registry. This value is used
as the extension nunmber for the extensions in both the client hello
message and the server hell o nessage. The hell o extensi on nechani sm
is described in [ RFC5246].

This extension carries a list of supported certificate types the
client can use, sorted by client preference. This extension MJST be
omtted if the client only supports X 509 certificates. The
"extension _data" field of this extension contains a
CertificateTypeExtension structure. Note that the
CertificateTypeExtension structure is being used both by the client
and the server, even though the structure is only specified once in
this document. Reusing a single specification for both client and
server is common in other specifications, such as the TLS protocol
itself [ RFC5246].

enum{ client, server } dientO ServerExtension;
enum { X 509(0), OpenPGP(1l), (255) } CertificateType;

struct {
sel ect (Cient O Server Ext ensi on) {
case client:
CertificateType certificate_types<l..2"8-1>;
case server:
CertificateType certificate_type;

}
} CertificateTypeExtension;
No new ci pher suites are required to use OpenPGP certificates. Al
exi sting cipher suites that support a key exchange nethod conpati bl e

with the key in the certificate can be used in conbination with
QpenPGP certificates.
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3.2. Server Hello

If the server receives a client hello that contains the "cert_type"
ext ensi on and chooses a cipher suite that requires a certificate,
then two outconmes are possible. The server MJST either select a
certificate type fromthe certificate types field in the extended
client hello or termnate the session with a fatal alert of type
"unsupported_certificate".

The certificate type selected by the server is encoded in a
CertificateTypeExtension structure, which is included in the extended
server hell o nmessage using an extension of type "cert _type". Servers
that only support X 509 certificates MAY omt including the
"cert_type" extension in the extended server hello.

3.3. Server Certificate

The contents of the certificate nessage sent fromserver to client
and vice versa are determ ned by the negotiated certificate type and
the selected cipher suite’' s key exchange al gorithm

If the OpenPCGP certificate type is negotiated, then it is required to
present an QpenPGP certificate in the certificate nessage. The
certificate must contain a public key that matches the sel ected key
exchange al gorithm as shown bel ow.

Key Exchange Al gorithm OpenPGP Certificate Type

RSA RSA public key that can be used for
encryption.

DHE_DSS DSA public key that can be used for
aut henti cati on.

DHE RSA RSA public key that can be used for
aut henti cati on.

An OpenPGP certificate appearing in the certificate message is sent
using the binary OpenPG format. The certificate MJST contain al
the elenents required by Section 11.1 of [RFC4880].

OpenPGP certificates to be transferred are placed in the Certificate
structure and tagged with the CpenPGPCert Descri ptor Type

"subkey cert". Since those certificates mght contain severa
subkeys, the subkey IDto be used for this session is explicitly
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specified in the OpenPGPKeyl D field. The key ID nmust be specified
even if the certificate has only a primary key. The peer, upon
receiving this type, has to either use the specified subkey or
termnate the session with a fatal alert of

"unsupported certificate".

The option is also available to send an CpenPGP fingerprint, instead
of sending the entire certificate, by using the
"subkey cert _fingerprint” tag. This tag uses the

QpenPGPSubKeyFi ngerprint structure and requires the primary key
fingerprint to be specified, as well as the subkey ID to be used for
this session. The peer shall respond with a
"certificate_unobtainable" fatal alert if the certificate with the
gi ven fingerprint cannot be found. The "certificate_unobtai nabl e"
fatal alert is defined in Section 5 of [ RFC6066].

I mpl enentati ons of this protocol MJST ensure that the sizes of key
IDs and fingerprints in the OpenPGPSubKeyCert and

OpenPGPSubKeyFi ngerprint structures conply with [ RFC4880]. Moreover,
it is RECOWENDED that the keys to be used with this protocol have
the authentication flag (0x20) set.

The process of fingerprint generation is described in Section 12.2 of
[ RFC4880] .

The enumerated types "cert_fingerprint" and "cert" of
OpenPGPCert Descri pt or Type that were defined in [RFC5081] are not used
and are marked as obsol ete by this docunent. The "enpty cert" type
has replaced "cert" and is a backward-conpatible way to specify an
enpty certificate; "cert fingerprint" MJUST NOT be used with this
updat ed specification, and hence that old alternative has been
renoved fromthe Certificate struct description
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enum {
enpty_cert (1),
subkey_cert(2),
subkey cert fingerprint(3),
(255)

} OpenPGPCert Descri pt or Type;

ui nt 24 CpenPGPEnptyCert = 0;

struct {
opaque OpenPGPKeyl D<8. . 255>;
opaque QpenPGPCert <0..2724-1>;
} OpenPGPSubKeyCert ;

struct {

opaque OpenPGPKeyl D<8. . 255>;

opaque QpenPGPCert Fi nger pri nt <20. . 255>;
} OpenPGPSubKeyFi ngerprint;

struct {
OpenPGPCert Descri pt or Type descri pt or Type;
sel ect (descriptorType) {
case enpty_cert: OpenPGPEmptyCert;
case subkey cert: OpenPGPSubKeyCert ;
case subkey_cert_fingerprint:
OpenPGPSubKeyCert Fi ngerprint;

}
} Certificate;
3.4. Certificate Request

The semantics of this nessage remain the sane as in the TLS
specification. However, if this message is sent, and the negoti ated
certificate type is QpenPGP, the "certificate authorities" |ist MJST

be enpty.
3.5. dient Certificate

This message is only sent in response to the certificate request
message. The client certificate nessage is sent using the sane
formatting as the server certificate nessage, and it is also required
to present a certificate that matches the negotiated certificate
type. |If OpenPGP certificates have been selected and no certificate
is available fromthe client, then a certificate structure of type
"empty_cert” that contains an CpenPGPEnptyCert val ue MJST be sent.
The server SHOULD respond with a "handshake failure" fatal alert if
client authentication is required.
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3.6. O her Handshake Messages

Al'l the other handshake nessages are identical to the TLS
speci fication.

4. Security Considerations

Al'l security considerations discussed in [RFC5246], [RFC6066], and

[ RFC4880] apply to this docunent. Considerations about the use of
the web of trust or identity and certificate verification procedures
are outside the scope of this docunent. These are considered issues
to be handl ed by the application |ayer protocols.

The protocol for certificate type negotiation is identical in
operation to cipher suite negotiation as described in the TLS
specification [ RFC5246], with the addition of default val ues when the
extension is omtted. Since those om ssions have a uni que neani ng
and the sanme protection is applied to the values as with cipher
suites, it is believed that the security properties of this
negotiation are the same as with cipher suite negotiation

When using OpenPGP fingerprints instead of the full certificates, the
di scussion in Section 5 of [ RFC6066] for "Client Certificate URLS"
appl i es, especially when external servers are used to retrieve keys.
However, a major difference is that although the
"client_certificate_ url" extension allows identifying certificates

wi t hout including the certificate hashes, this is not possible in the
protocol proposed here. In this protocol, the certificates, when not
sent, are always identified by their fingerprint, which serves as a
crypt ographi c hash of the certificate (see Section 12.2 of

[ RFC4880] ) .

The information that is available to participating parties and
eavesdroppers (when confidentiality is not available through a

previ ous handshake) is the nunber and the types of certificates they
hol d, plus the contents of the certificates.

5. | ANA Consi derati ons
Thi s docunent uses a registry and the "cert_type" extension

originally defined in [ RFC5081]. Existing | ANA references have been
updated to point to this docunent.
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the "TLS Certificate Types" registry established by

[ RFC5081] has been updated in the foll ow ng ways:

1. Values 0 (X.509) and 1 (OpenPGP) are defined in this docunent.

2. Values from 2 through 223 deci nal inclusive are assigned via "RFC
Requi red" [RFC5226].

3. Values from 224 deci mal through 255 deci mal inclusive are
reserved for Private Use [ RFC5226].
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Appendi x A.  Changes from RFC 5081

Thi s docunent incorporates a major change in the "Server Certificate"
and "Client Certificate" TLS nessages that will nake inplenentations
following this protocol inconpatible with those follow ng [ RFC5081].
This change requires the subkey IDs used for TLS authentication to be
mar ked explicitly in the handshake procedure. This was decided in
order to place no limtation on the OpenPGP certificates’ contents
that can be used with this protocol.

[ RFC5081] required that an OpenPGP key or subkey be narked with the
aut hentication flag; thus, authentication would have failed if this
flag was not set or if this flag was set in nore than one subkey.
The protocol in this memo has no such Iimtation.
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