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Abst ract

Thi s docunent describes the "envel ope-dsn", "redirect-dsn",

"envel ope-del i verby", and "redirect-deliverby" extensions to the
Sieve email filtering | anguage. The "envel ope-dsn” and "envel ope-
del i verby" extensions provide access to additional envel ope

i nformati on provided by the delivery status notification (DSN) and
Del i ver-By SMIP extensions, respectively. The "redirect-dsn" and
"redirect-deliverby" extensions extend Sieve's redirect action to
provi de control over delivery status notification and Deliver-By
paraneters, respectively.

Status of This Meno
This is an Internet Standards Track document.

This docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc6009
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1.

I nt roducti on

Si eve [RFC5228] is a language for filtering email nessages at or
around the tinme of final delivery. It is designed to be

i npl ementable on either a mail client or nail server. It is suitable
for running on a nail server where users nay not be allowed to
execute arbitrary prograns, such as on bl ack box Internet Message
Access Protocol [RFC3501] servers, as it has no user-controlled | oops
or the ability to run external prograns.

The base Sieve specification defines the envel ope extension and test
to access information in the nessage envelope. Only information
avail able in regular SMIP [ RFC5321] is provided; additiona

i nformati on added to the SMIP envel ope by SMIP extensi ons cannot be
accessed.

The "envel ope-dsn" extension extends the envel ope test to allow
access to the additional envelope fields defined by the SMIP
extension for delivery status notifications (DSNs) specified in
RFC 3461 [ RFC3461]. The "envel ope-deliverby" extension extends the
envel ope test to allow access to the additional envel ope fields
defined by the Deliver-By SMIP extension defined in [ RFC2852].

The base Sieve specification also defines the redirect action, which
sends the nessage to a different address. Redirect only allows
specification of the new recipient address. The "redirect-dsn"

ext ensi on extends redirect to allow specification of sone fields
defined by the delivery status notification SMIP extension
"redirect-deliverby" in turn provides the ability to set atine limt
for delivery as specified in RFC 2852 [ RFC2852] .

Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

The terms used to describe the various components of the Sieve

| anguage are taken from Section 1.1 of [RFC5228]. The nature and
handl i ng of Sieve errors are described in Section 2.10.6 of

[ RFC5228] .

Thi s docunent uses the ABNF notation specified in [ RFC5234], and
refers to the notify-esntp-val ue ABNF production defined in
Section 4.1 of [RFC3461].
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3. Capability ldentifiers

The capability strings associated with the extensions defined in this
docunent are "envel ope-dsn", "redirect-dsn", "envel ope-deliverby",
and "redirect-deliverby".

4. Envel ope-dsn Extension

The "envel ope-dsn" extension does not define any new tests or
actions; rather, it adds four values to the list of possible (case-
i nsensitive) envel ope-part strings defined in Section 5.4 of

[ RFC5228] :

notify - Match the list of notification conditions, or NOIlIFY
val ues, associated with the TO address used in the SMIP RCPT TO
command that resulted in this nessage getting delivered to this
user. Mre than one notification condition can be in effect at
once; each condition that is in effect is tested separately, and
any match causes the test to succeed. The syntax and senantics of
the NOTI FY paranmeter are defined in Section 4.1 of RFC 3461
[ RFC3461] . Currently, the possible notification condition val ues
are "NEVER', "SUCCESS', "FAILURE', and "DELAY'. Note that the
val ue "NEVER' is never conbined with any other val ue.

orcpt - Match the original recipient, or ORCPT, value associated
with the TO address used in the SMIP RCPT TO command that resulted
in this message getting delivered to this user, with xtext
encodi ng renoved. The syntax and semantics of the ORCPT paraneter
are defined in Section 4.2 of RFC 3461 [ RFC3461].

ret - Mtch the return of content, or RET, value given in the SMIP
MAI L FROM command. The syntax and semantics of the RET paraneter
are defined in Section 4.3 of RFC 3461 [ RFC3461]. The possible
return of content values are "FULL" and "HDRS'

envid - Mtch the envelope identifier, or ENVID, value in decoded
formgiven in the SMIP MAIL FROM command. The syntax and
semantics of the ENVID paraneter are defined in Section 4.4 of
RFC 3461 [ RFC3461].

The envel ope test fails unconditionally for each of these envel ope-

part strings if the specified envel ope paraneter does not exist for
the current message or recipient.
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The envel ope test’s ADDRESS- PART argument assunes the string being
tested has the syntax of an enmil address. None of the new envel ope
parts defined here have address syntax; accordingly, it is an error
to specify an ADDRESS- PART argument in conjunction with these new
envel ope parts.

The "rel ational" extension [ RFC5231] adds a match type called
":count". The count of an envel ope test with an envel ope-part of
"orcpt”, "ret", and "envid" is 1 if the correspondi ng SMIP paraneter
is present and 0 otherwise. The count of an envelope test with an
envel ope-part of "notify" is equal to the nunber of notification
conditions specified and O if the NOTIFY parameter is not present.

4.1. Exanpl es

The fact that the NOTIFY envel ope paraneter is multival ued and the
notify envel ope-part turns this into a list of values nakes it easy
to check to see if a given value is present without having to worry
about ot her val ues:

require ["envel ope", "envel ope-dsn”];

# Check whet her SUCCESS notifications were requested,
# irrespective of any other requests that were nade
i f envel ope "notify" "SUCCESS"

# do what ever
}

Checking to see if a given request is the only one present is a
little trickier, however:

require ["envel ope", "envel ope-dsn”, "relational",
"conparator-i;ascii-nuneric"];

# Check whether only FAILURE notifications were requested
if allof ( envelope "notify" "FAILURE",
envel ope :conparator "i;ascii-nuneric"
:count "eq" "notify" "1"
)

# do what ever
}

The orcpt envel ope-part always contains an address type indicator
prefix in addition to an address, which nmust be taken into account in
any tests:
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require ["envel ope", "envel ope-dsn"];

# See if the orcpt is an RFC822 address in the exanpl e.com
# domai n
i f envel ope :matches "orcpt" "rfc822;*@xanpl e. cont

# do what ever

5. Envel ope-deliverby Extension

The "envel ope-deliverby" extension does not define any new tests or
actions; rather, it adds four values to the list of possible (case-
i nsensitive) envel ope-part strings defined in Section 5.4 of

[ RFC5228] and an optional :zone tagged argunment. This updates the
usage description for envel ope to:

Usage: envel ope [ COWPARATOR] [ ADDRESS- PART]
[ MATCH TYPE] [:zone <tine-zone: string>]
<envel ope-part: string-list>
<key-list: string-list>

These new envel ope parts correspond to the new MAIL FROM paraneters
defined in Section 4 of [RFC2852]. They are:

byti neabsolute - Match the current value of the initial integer part
of the Deliver-By extension’s BY paraneter on the SMIP MAIL FROM
command, converted into an absolute tine represented in restricted
| SO 8601 format. The restricted | SO 8601 format is specified by
the date-time ABNF production given in [ RFC3339], Section 5.6,
with the added restrictions that the letters "T" and "Z" MJST be
in upper case, and a tine zone offset of zero MJST be represented
by "Z" and not "+00: 00".

bytinerelative - Match the current value of the initial integer part
of the Deliver-By extension's BY paraneter specified in the SMIP
MAI L FROM comrand.

bynode - Match a string conputed fromthe by-nobde part of the
Del i ver-By extension’s BY paraneter. The possible values are
"notify" and "return", which correspond to the BY paraneter node
specifier characters "N' and "R', respectively.

bytrace - Match the trace nodifier conputed fromthe by-trace
nmodi fier on the Deliver-By extension’s BY paraneter. The possible
val ues are "trace" and "" (the enpty string). These val ues
correspond to the presence or absence of the by-trace "T"
nodi fier, respectively.
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The envel ope test fails unconditionally for each of these envel ope-
part strings if the BY SMIP MAI L FROM paramet er does not exist for
the current message or recipient.

The new :zone argunent specifies a tine zone offset string that any
byti neabsolute value is to be shifted to prior to testing. :zone has
no ef fect on envel ope-parts other than bytineabsolute. The val ue of
the tinme zone offset string MUST be an offset relative to UTC with
the foll owi ng syntax:

time-zone = ( "+" [/ "-" ) 4DIAT

The "+" or "-" indicates whether the time-of-day is ahead of (i.e.,
east of) or behind (i.e., west of) UTC. The first two digits

i ndi cate the nunber of hours difference from Universal Time, and the
|last two digits indicate the nunber of mnutes difference from
Universal Time. Note that this agrees with the [RFC5322] fornmat for
time zone offsets, not the 1SO 8601 format. The local tinme zone MJUST
be used for bytimeabsolute if the :zone argunment is onitted.

The envel ope test’s ADDRESS- PART argunment assunes the string being
tested has the syntax of an enmail address. None of the new envel ope
parts defined here have address syntax; accordingly, it is an error
to specify an ADDRESS- PART argurent in conjunction with these new
envel ope parts.

The "rel ational " extension [ RFC5231] adds a match type call ed
":count". The count of an envel ope test with an envel ope-part of
"bytinme", "bynode", and "bytrace" is 1 if the BY paraneter is present
and 0 otherw se.

It is inportant to note that the Deliver-By by-tine is decrenented as
the message passes through the transport infrastructure.

Accordingly, it is not possible to tell what the nessage origi nator
set the value to; only the anmount of tinme renmining at the nonent the
sieve is run can be deternined. Additionally, note that
bytinerel ati ve val ues can be negative, making it necessary to either
perform addi ti onal checks or el se use a conparator that, unlike
i;ascii-nuneric, is capable of handling signed integers.

5.1. Exanples

As noted above, this extension does not provide access to the
originator’s initial by-time setting for the sinple reason that this
information is not part of the envelope. It can, however, be used to
check and see if the nmessage was delivered within the allotted tine.
Note the additional check to see if the value is negative:
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require ["envel ope", "envel ope-deliverby", "relational",
"conparator-i;ascii-nuneric"

# Check to see if this nmessage didn't nmake it in the tine allotted by
# the originator.
i f anyof (envelope :contains "bytinerelative" "-",
envel ope :value "eq" :conparator "i;ascii-numeric"
"bytimerel ative" "0")

# do what ever
}

Thi s operation can be done nore sinply if the date [ RFC5260] and
vari abl es [ RFC5229] extensions are avail abl e:

require ["envel ope", "envel ope-deliverby", "relational", "date",
"vari abl es"];

# Check to see if this nmessage didn't nmake it in the tine allotted by
# the originator.
if currentdate :matches "iso8601" "*" {
set "cdate" "${0}";
i f envel ope :value "ge" "bytineabsolute" "${cdate}" {
# do what ever
}

}

Note that there is no need to force the use of a particular tine zone
since both currentdate and the bytineabsolute value are required to
default to the local tinme zone. A similar check could be witten
using :zone if the action taken depends on having the by-tine
represented in a particul ar zone:

require ["envel ope", "envel ope-deliverby", "relational", "date",
"vari abl es"];

# If the nessage didn't make it in tine, file it according to when it
# shoul d have been received
i f envel ope :matches :zone "+0000" "bytinmeabsolute"” "*T*:*:*" {

set "bdate" "${0}";

set "bhour" "${2}";

if currentdate :zone "+0000" :value "It" "iso8601" "${bdate}")

fileinto "m ssed-${bhour}";
}
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6

6

6

redi rect -dsn Extension

The "redirect-dsn" extension does not define any new tests or
actions; rather, it adds two new argunents, NOTIFY and RET, to the
redirect action defined in Section 4.2 of [RFC5228]. This updates
the usage description for redirect to:

Usage: redirect [:notify "value"] [:ret "FULL"|"HDRS"]
<address: string>

The syntax for the NOTI FY and RET argunents are:

NOTI FY = ":notify" notify-val ue

notify-value = DQUOTE ("NEVER' / notify-esntp-list) DQUOTE
notify-esmp-list = notify-list-elenment *("," notify-list-elenent)
RET = ":ret" ret-value

ret-val ue = DQUOTE ("FULL" / "HDRS') DQUOTE

The notify-list-elenent ABNF production is defined in Section 4.1 of
[ RFC3461] .

When these argunents are specified, they set the correspondi ng NOTI FY
ESMIP RCPT TO and RET ESMIP MAI L FROM paraneters, respectively.

These argunments are only honored if the delivery status notification
(DSN) ESMIP extension is available. Wen the DSN extension is not
avai |l abl e, these argunments MJUST be ignored and MUST NOT cause an
error.

1. MAIL FROM Address Sel ection

RFC 5228 does not require that any particul ar envel ope sender address
be associated with redirected nessages. However, the redirect-dsn
extension isn't terribly useful if the place where the delivery
status notifications are sent isn't known. Accordingly, when either
cnotify or :ret is specified and the envel ope sender address isn't
enpty, inplenentations MJST set the envel ope sender address to the
address of the sieve owner.

2. Exanple

One possible use of :notify on redirect is to conbine the copy
extension [RFC3894] with the ability to suppress nondelivery
notifications to generate a private copy of selected messages with no
side effects or error notifications:
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require ["copy", "redirect-dsn"];

# Make a private copy of messages from user @xanpl e. com
if address "froni "user @xanpl e. cont

{
}

7. redirect-deliverby Extension

redirect :copy :notify "NEVER' "el sewher e@xanpl e. cont';

The "redirect-deliverby" extension does not define any new tests or
actions; rather, it adds three new argunents, BYTIME BYMODE, and
BYTRACE, to the redirect action defined in Section 4.2 of [RFC5228].
Thi s updates the usage description for redirect to:

Usage: redirect [:bytinerelative <rlimt: nunber> /
:bytineabsolute <alimt:string>
[:bynode "notify"|"return"] [:bytrace]]
<address: string>

cbytinerelative specifies the nunber of seconds w thin which the
message shoul d be delivered. This parameter does not allow
specification of negative values; it should not be necessary to
specify such values in this context. :bytinmeabsolute specifies an
absolute tine limt on delivery. The limt in this case is specified
in the restricted 1SO 8601 format specified by the date-time ABNF
production given in [ RFC3339].

:bynode specifies whether a notification should be sent or the
message sinply returned if the tine Iimt is exceeded. The default
is "return" if :bynmode is not specified. :bytrace, if specified,
activates message tracing.

The semantics of delivery tinme limts and these paraneters are
speci fied and di scussed at | ength in [ RFC2852].

It is an error to specify either :bynode or :bytrace w thout either
s bytineabsol ute or :bytinerelative.

When these argunents are specified, they are used to construct the
correspondi ng BY ESMIP MAI L FROM paraneter. The :byti meabsolute or
:bytinerelative value becones the by-tine, the :bynode becones the
by- node val ue, and :bytrace sets the by-trace nodifier. |If the

Del i ver-By extension is unavailable, the handling of the redirected
message MJUST conformto the semantics specified in [ RFC2852],
Section 4.1.4 for relaying to a server that does not support the
Del i ver-By SMIP ext ensi on.

Fr eed St andards Track [ Page 10]



RFC 6009 Si eve DSNs and Del i ver-By Extensions Cct ober 2010

7.1. MAIL FROM Address Sel ecti on

RFC 5228 does not require that any particul ar envel ope sender address
be associated with redirected nessages. However, the redirect-
deliverby extension, like the redirect-dsn extension, isn't terribly
useful if the place where any delivery status notifications are sent
isn"t known. Accordingly, when either :bytineabsolute or
bytinerelative is specified and the envel ope sender address isn't
enpty, inplenentations MIJST set the envel ope sender address to the
address of the sieve owner.

7.2. Exanple

The obvi ous use of "redirect-deliverby" is to specify alimt on
delivery attenpts for a redirected nessage

require ["copy", "redirect-deliverby"];

# Send a copy to ny cell phone, time out after 10 ninutes
if address "fronl "user @xanpl e. cont

{
}

Limts on delivery after a particular time of day may al so be
construct ed:

redirect :copy :bytinerelative 600 "cell phone@xanpl e. cont';

require ["copy", "redirect-deliverby", "date", "variabl es",
"relational", "conparator-i;ascii-nuneric"];

# Send a copy to my cell phone to be delivered before 10PM
if currentdate :value "It"

:conmparator "i;ascii-nuneric" "hour" "22"
{
if currentdate :matches "date" "*" {set "date" "${0}";}
if currentdate : matches "zone" "*" {set "zone" "${0}";}
redirect :copy :bytinmeabsol ute "${date}T20: 00: 00${zone}"
:bynode "return" "cell phone@xanpl e. cont';
}

8. Security Considerations

The envel ope-dsn and envel ope-deliverby extensions provide access to
addi ti onal nessage envel ope information. This is not believed to
rai se any additional security issues beyond those for the Sieve
"envel ope" test.
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The redirect-dsn extension allows specification of the delivery
status notification’s NOTIFY paraneter, which can cause the
generation of notification nessages that m ght otherw se not be
generated, especially if notification in the event of successfu
delivery is required. Sites that linmt the ability to request
success notifications will also need to restrict the ability to
request themusing the redirect-dsn extension

Simlarly, the redirect-deliverby extension is used to control how
long the transport infrastructure will continue to attenpt to deliver
a nmessage before giving up, which could result in the generation of
addi tional notification nmessages. Wile the underlying Deliver-By
ext ensi on does have a minimumby-tine Iimt, sites may wish to inpose
additional limts on the mnimmby-tinme allowed in a redirect

action.

Al'l of the security considerations given in the base Sieve
specification also apply to this extension

9. | ANA Consi der ati ons

The followi ng tenplate specifies the | ANA registration of the Sieve
extension specified in this docunent:

To: iana@ana. org
Subj ect: Registration of new Sieve extensions

Capabi lity name: envel ope-dsn

Descri pti on: The "envel ope-dsn" extension extends the envel ope
test to allow checking of information associ ated
with the DSN ESMIP extensi on defined in RFC 3461.

RFC nunber : RFC 6009

Cont act address: Sieve discussion |ist <sieve@etf.org>

Capabi l ity name: envel ope-deliverby

Descri pti on: The "envel ope-deliverby" extension extends the
envel ope test to all ow checking of information
associated with the Deliver-By ESMIP extension
defined in RFC 2852.

RFC nunber : RFC 6009

Cont act address: Sieve discussion |ist <sieve@etf.org>
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Capabi lity name: redirect-dsn

Descri pti on: The "redirect-dsn" extension extends the redirect
action to all ow specification of the NOIlIFY and
RET ESMIP paraneters associated with the DSN SMIP
extension defined in RFC 3461.

RFC nunber: RFC 6009

Cont act address: Sieve discussion |ist <sieve@etf.org>

Capabi lity name: redirect-deliverby

Descri ption: The "redirect-deliverby" extension extends the
redirect action to allow specification of the BY
ESMIP paraneter associated with the Deliver-By SMIP
ext ensi on defined in RFC 2852.

RFC nunber : RFC 6009

Cont act address: Sieve discussion |ist <sieve@etf.org>

This informati on has been added to the |list of Sieve extensions
avai l abl e fromhttp://ww.iana. org.
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