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Abst ract

This menmo updates the registry of properties in Authentication-

Resul ts: message header fields to allow a nmultiple-result report to

di stingui sh anong one or nore cryptographic signatures on a nessage,
thus associating specific results with the signatures they represent.
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1. Introduction

[ AUTHRES] defined a new header field for electronic mail nessages
that presents the results of a nessage authentication effort in a
machi ne-readabl e fornmat. Absent fromthat specification was the
means by which the results of two cryptographic signatures, such as
those provided by [DKIM, can both have results reported in an
unanbi guous nanner.

Fortunately, [AUTHRES] created | ANA registries of reporting
properties, enabling an easy renedy for this problem This meno thus
regi sters an additional reporting property allowing a result to be
associ ated with a specific digital signature.

2.  Keywords

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY"', and "OPTIONAL" in this
docunent are to be interpreted as described in [ KEYWORDS] .

3. Di scussi on

A nmessage can contain multiple signatures of a compn sender

aut henti cation mechanism such as [DKIM. For exanple, a Domai nKeys
Identified Mail (DKIM signer could apply signatures using two or
more di fferent nessage canonicalization algorithns to deternine the
resi stance of each to being broken in transit.
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By appl yi ng supported "ptype. property" conbinations (cf. the ABNF in
[AUTHRES] ), a result can be associated with a given signature

provi ded the signatures are all unique within one of the registered
val ues (e.g., all of them had unique "header.d" or "header.i"
values). This is not guaranteed, however; a single signing agent

m ght have practical reasons for affixing multiple signatures with
the same "d=" values while varying other signature paranmeters. This
means one coul d get a "dki mepass” and "dkimefail" result

simul taneously on verification, which is clearly anbi guous.

It is thus necessary either to create or to identify a signature
attribute guaranteed to be unique, such that it is possible to
unamnbi guously associate a result with the signature to which it
refers.

Col l'i sions during general use of SHAL and SHA256 are unconmobn (see

[ HASH- ATTACKS] ), and RSA key signing nmechanisns are resilient to
produci ng common substrings. Thus, the actual digital signature for
a cryptographic signing of the nmessage is an ideal property for such
a unique identification. It is not, however, necessary to include
the entire digital signature in an [AUTHRES] header field just to
identify which result goes with which signature; since the signatures
wi Il al nost al ways be substantially different, it is anticipated that
only the first several bytes of a signature will be needed for

di sanbi guating results.

4, Definition

This nmeno adds the "header.b" reporting itemto the | ANA "Enail

Aut henti cati on Methods" registry created upon publication of
[AUTHRES]. The value associated with this itemin the header field
MJUST be at |l east the first eight characters of the digital signature
(the "b=" tag froma DKIMSignature) for which a result is being

rel ayed, and MJST be | ong enough to be unique anpbng the results being
reported. Wiere the total length of the digital signature is fewer
than ei ght characters, the entire signature MJST be incl uded.

Mat ching of the value of this item against the signature itself MJST
be case-sensitive.

If an evaluating agent observes that, despite the use of this

di sanbi guating tag, unequal authentication results are offered about
the same signature fromthe same trusted authserv-id, that agent
SHOULD i gnore all such results.
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6

6
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| ANA Consi der ati ons

Per [I ANA-CONSID], the following itemis added to the "Email
Aut henti cati on Methods" registry:

Fom e e o - S T o a o o e e oo +
| Met hod | Defined | ptype | property | val ue |
Fomm e oo - Fomm oo - Fomm e - o - oo o - o e e e e oo - +
| dki m | RFC4871 | header | b | full or partial

| | | | | val ue of |
| | | | | signature "b" |
I I I I | tag I
T S R o a o o +

Security Considerations

[ AUTHRES] di scussed general security considerations regarding the use
of this header field. The follow ng new security considerations
appl y when addi ng or processing this new ptype/ property conbination:

1. Inprovenent

Rat her than introducing a new security issue, this can be seen to fix
a security weakness of the original specification: Useful information
can now be obtained fromresults that could previously have been

anbi guous and thus obscured or, worse, msinterpreted.

2. Result Forgeries

An attacker could copy a valid sighature and add it to a nessage in
transit, nodifying sone portion of it. This could cause two results
to be provided for the same "header.b" value even if the entire "b="
string is used in an attenpt to differentiate the results. This
attack coul d cause an anbi guous result to be relayed and possibly
neutralize any benefit given to a "pass" result that woul d have

ot herwi se occurred, possibly inpacting the delivery of valid
messages.

It is worth noting, however, that a false negative ("fail") can be
generated in this way, but it is extrenely difficult to create a
fal se positive ("pass") through such an attack. Thus, a cautious
i npl ementation could discard the fal se negative in that instance.

3. New Schenes with Snall Signatures
Shoul d a new signing schene be introduced with a signature whose

length is I ess than eight characters, Section 4 specifies that the
entire signature nmust be used. The obvious concern in such a case
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woul d be that the signature schenme is itself prone to collisions,
maki ng the value reported by this field not useful. In such cases,
the risk is created by the Iikelihood of collisions and not by this
mechani sm furthernore, Section 4 recomends the results be ignored
if that were to occur, preventing the application of an anbi guous

result.
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Appendi x A.  Aut hentication-Results Exanple

This section presents an exanmple of the use of this new item header
field to indicate unanbi guous authentication results.

Al. Miltiple DKIM Signatures with One Failure

A nmessage that had two DKI M signatures applied by the same domain,
one of which failed:

Aut henti cation-Results: nail-router.exanple.net;
dki mepass (good signhature) header.d=newyor k. exanpl e. com
header . b=ol NEGBhg;
dki m=fail (bad signature) header.d=nework. exanpl e.com
header . b=EToRSuvU
Recei ved: from newyork. exanpl e. com
(newyor k. exanpl e. com [ 192. 0. 2. 250])
by mail-router.exanple.net (8.11.6/8.11.6)
for <recipi ent @xanpl e. net >
with ESMIP id i 7PKOsH7021929;
Fri, Feb 15 2002 17:19:22 -0800
DKI M Si gnature: v=1; a=rsa-sha256; s=rashani;
d=newyor k. exanpl e. com
t=1188964191; c=rel axed/ si npl e;
h=Fr om Dat e: To: Message- | d: Subj ect ;
bh=sEu28nf s9f uZG&Y pSr 7ANysbY3j t da@XvIxPQ SOn=;
b=ol NEGBhgn/ gnunsg ... 9n9C0DSNFSDi j 3=
DKI M Si gnature: v=1; a=rsa-sha256; s=rashani;
d=newyor k. exanpl e. com
t=1188964191; c=si npl e/ sinple;
h=Fr om Dat e: To: Message- | d: Subj ect ;
bh=sEu28nf s9f uZG&Y pSr 7ANysbY3j t da@XvIxPQ SOn/=;
b=EToRSuvUf QVP3Bkz ... rTBOt 0gYnBVCM=
From sender @ewyor k. exanpl e. com
Date: Fri, Feb 15 2002 16:54:30 -0800
To: neeti ngs@xanpl e. net
Message-1d: <12345. abc@ewyor k. exanpl e. conm>
Subj ect: here’'s a sanple

Exanpl e 1: Header field reporting results fromnultiple signatures
added at initial signing

Here we see an exanple of a nessage that was signed twi ce by the

aut hor’ s ADm ni strative Managenent Domain (ADMD). One signature used
"rel axed" header canonicalization, and the other used "sinple" header
canoni cal i zation; both used "sinple" body canonicalization.
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Presunmably due to a change in one of the five header fields covered
by the two signatures, the forner signature passed, while the latter
signature failed to verify. |In particular, the "rel axed" header
canonicalization of [DKIM is resilient to changes in whitespace in
the header, while "sinple" is not, and the latter is the one that
failed in this exanple.

The itemregistered by this meno all ows an eval uati on nmodule to
determ ne which DKIMresult goes with which signature. Wthout the
"header.b" portion of the result, it is unclear which one passed and
whi ch one fail ed.
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