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Abst r act

Mobile IPv6 (M Pv6; RFC 3775) provides a nobile node with IP mobility
when it perforns a handover from one access router to another, and
fast handovers for Mbile IPv6 (FM Pv6) are specified to enhance the
handover performance in terns of |atency and packet loss. Wile

M Pv6 (and FM Pv6 as well) requires the participation of the nobile
node in the nobility-related signaling, Proxy Mpbile | Pv6 (PM Pv6;
RFC 5213) provides IP nobility to nodes that either have or do not
have M Pv6 functionality w thout such involvement. Nevertheless, the
basi c performance of PMPv6 in ternms of handover |atency and packet
loss is considered no different fromthat of M Pv6.

When the fast handover is considered in such an environnment, several
nmodi fi cations are needed to FM Pv6 to adapt to the network-based

mobi | ity managenent. This docunent specifies the usage of fast
handovers for Mbile IPv6 (FM Pv6; RFC 5568) when Proxy Mobile |IPv6
is used as the nobility managenent protocol. Necessary extensions
are specified for FMPv6 to support the scenari o when the nobil e node
does not have IP nmobility functionality and hence is not involved
with either MPv6 or FM Pv6 operati ons.
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Status of This Meno
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(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
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1. Introduction

Proxy Mobile I Pv6 (PM Pv6) [RFC5213] provides IP nobility to a nobile
node that does not support Mbile IPv6 (M Pv6) [RFC3775] nobil e node
functionality. A proxy agent in the network perforns the nobility
managenent signaling on behalf of the nobile node. This nodel
transparently provides nobility for nodes within a PM Pv6 donai n.
Nevert hel ess, the basic performance of PMPv6 in terns of handover

| at ency and packet loss is considered no different fromthat of

Mobi | e | Pv6.
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Fast handovers for Mobile I Pv6 (FM Pv6) [RFC5568] describes the
protocol to reduce the handover |atency for Mbile IPv6 by allow ng a
mobi | e node to send packets as soon as it detects a new subnet |ink
and by delivering packets to the nobile node as soon as its
attachnent is detected by the new access router. This docunent
extends FM Pv6 for Proxy M Pv6 operation to mninize handover del ay
and packet loss as well as to transfer network-resident context for a
PM Pv6 handover. [RFC5568] is normative for this docunent, except
where this docunment specifies new or revised functions and messages.

2. Requirenents Notation

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

3. Term nol ogy

Thi s docunent reuses term nol ogy from|[RFC5213], [RFC5568], and
[ RFC3775]. The following terns and abbreviations are additionally
used in this docunent.

Access Network (AN):
A network conposed of |ink-layer access devices such as access
poi nts or base stations providing access to a Mbile Access
Gat eway (MAG connected to it.

Previ ous Access Network (P-AN):
The access network to which the Mbile Node (MN) is attached
bef ore handover.

New Access Network (N-AN):
The access network to which the Mbile Node (MN) is attached after
handover .

Previ ous Mbile Access Gateway (PMAG :
The MAG that manages mobility-related signaling for the nobile
node before handover. |In this docunent, the MAG and the Access
Rout er are co-1locat ed.

New Mobi | e Access Gateway (NVAG :
The MAG that manages nobility-related signaling for the nobile
node after handover. In this docunent, the MAG and the Access
Router (AR) are co-located.
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Local Mobility Anchor (LMA):
The topol ogi cal anchor point for the nobile node’s hone network
prefix(es) and the entity that manages the nobil e node’s binding
state. This specification does not alter any capability or
functionality defined in [ RFC5213].

Handover i ndicati on:

A generic signaling nessage, sent fromthe P-AN to the PMAG that
i ndi cates a nobile node’s handover. Wiile this signaling is
dependent on the access technology, it is assunmed that Handover
indication can carry the information to identify the nobile node
and to assist the PMAG in resolving the NMAG (and the new access
poi nt or base station) to which the nobile node is noving. The
details of this message are outside the scope of this docunent.

4. Proxy-Based FM Pv6 Protocol Overview

Thi s specification describes fast handover protocols for the network-
based nobility nanagenment protocol called Proxy Mbile | Pv6 (PM Pv6)

[ RFC5213]. The core functional entities defined in PMPv6 are the
Local Mobility Anchor (LMA) and the Mbile Access Gateway (MAG. The
LMA is the topol ogical anchor point for the nobile node’'s hone
network prefix(es). The MAG acts as an access router (AR) for the
mobi | e node and perforns the nobility nmanagenment procedures on its
behal f. The MAG is responsible for detecting the nmobile node’s
movenents to and fromthe access link and for initiating binding

registrations to the mobile node’s local nobility anchor. [If the
MAGs can be informed of the detachnment and/or attachnent of the
mobil e node in a tinely manner via, e.g., lower-layer signaling, it

wi || become possible to optimze the handover procedure, which

i nvol ves establishing a connection on the new |ink and signaling
between mobility agents, conpared to the baseline specification of
PM Pv6.

In order to further inprove the performance during the handover, this
docunent specifies a bidirectional tunnel between the Previous MAG
(PMAG and the New MAG (NMAG to tunnel packets neant for the nobile
node. In order to enable the NMAG to send the Proxy Bindi ng Update
(PBU), the Handover Initiate (H') and Handover Acknow edge (HAck)
messages in [ RFC5568] are extended for context transfer, in which
paraneters such as the nobile node’'s Network Access ldentifier (NAl),
Hone Network Prefix (HNP), and | Pv4 Honme Address are transferred from
the PMAG New flags, 'P and 'F, are defined for the H and HAck
messages to distinguish fromthose in [ RFC5568] and to request packet
forwardi ng, respectively.
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In this docurment, the Previous Access Router (PAR) and New Access
Router (NAR) are interchangeable with the PMAG and NVAG

respectively. The reference network is illustrated in Figure 1. The
access networks in the figure (i.e., P-AN and N-AN) are conposed of
Access Points (APs) defined in [ RFC5568], which are often referred to
as base stations in cellular networks.

Since a mobile node is not directly involved with IP nmobility
protocol operations, it follows that the nobile node is not directly
involved with fast handover procedures either. Hence, the nessages

i nvol ving the nobile node in [ RFC5568] are not used when PMPv6 is in
use. More specifically, the Router Solicitation for Proxy
Advertisement (Rt SolPr), the Proxy Router Advertisement (PrRtAdv),
Fast Bi nding Update (FBU), Fast Bi ndi ng Acknow edgnment (FBack), and
the Unsolicited Nei ghbor Advertisenment (UNA) nessages are not
applicable in the PMPv6 context. A MAG that receives a R Sol Pr or
FBU nessage from a nobil e node SHOULD behave as if they do not

i mpl ement FM Pv6 as defined in [ RFC5568] at all -- continuing to
operate according to this specification within the network -- or
alternatively, start serving that particul ar nobil e node as specified
in [ RFC5568] .
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Figure 1. Reference Network for Fast Handover
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4.1. Protocol Qperation

There are two nodes of operation in FM Pv6 [ RFC5568]. In the

predi ctive node of fast handover, a bidirectional tunnel between the
PMAG (PAR) and NVMAG (NAR) is established prior to the nobile node’s
attachnent to the NMAG In the reactive node, this tunnel

establi shnent takes place after the nobile node attaches to the NMVAG
In order to alleviate the packet |oss during a nobile node’s handover
(especially when the mobile node is detached fromboth Iinks), the
downl i nk packets for the nobile node need to be buffered either at
the PMAG or NVAG dependi ng on when the packet forwarding is
performed. It is hence REQU RED that all MAGs have the capability
and enough resources to buffer packets for the nobil e nodes
acconmodat ed by them The buffer size to be prepared and the rate at
whi ch buffered packets are drained are addressed in Section 5.4 of

[ RFC5568]. Note that the protocol operation specified in the
docunent is transparent to the local nobility anchor (LMA); hence
there is no new functional requirement or change on the LMA

Unli ke MPv6, the nobile node in the PM Pv6 domain is not involved
with I[P nobility signaling; therefore, in order for the predictive
fast handover to work effectively, it is REQU RED that the nobile
node is capable of reporting | ower-layer information to the AN at a
short enough interval, and that the AN is capable of sending the
Handover indication to the PMAG at an appropriate timng. The
sequence of events for the predictive fast handover is illustrated in
Fi gure 2.

Yokota, et al. St andards Track [ Page 7]



RFC 5949 Pr oxy- Based Fast Handover Sept enber 2010

| | | (substitute for UNA)

PMAG NVAG
MN P- AN N- AN (PAR) ( NAR) LNA
| | | | | |
S T
| | Handover | | |
(b) | |------ i ndi cation------ >| | |
I I I I I I
| | | | | |
(c) | I I [----H---->] I
I I I I I I
I I I I I I
(d) | I I | <---HAck---| I
I I I I I I
| | | | | |
| | | | H / HAck(opti onal) |
(e) | I I |<- - - - -3 I
| | | #:|<:::::::::::::::::::
(f) | | | #====DL dat a=>|
| Handover | Handover | |
(g) |<-command--|<------ command--------- | |
~~= I I I I
~~= I I I I
| MN- AN connecti on | AN- MAG connecti on |
(h) |<---establishment---->|<----establishment----- >|
I
|

| | | |

(]) |:::::::::::::::::::UL data::::::::::::::::::::>|:

| | | #:|<::::::::::::#

| | | H========—========—==—===>
/ | | | | | \
| (k) | | | | | - - PBU-->| |
| | | | | | |
[ (1) | | | | | <--PBA--| |
| |<::::::::::::::::::DL data:::::::::::::::::::::l<:::::::|
| | | | | | | |
\ |:::::::::::::::::::UL data::::::::::::::::::::>|:::::::>| /

uL Upl i nk

DL Downl i nk

PBA Proxy Bi ndi ng Acknow edgnent

Figure 2: Predictive Fast Handover for PMPv6 (Initiated by PVMAG
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The detail ed descriptions are as foll ows:

(a) The nobile node detects that a handover is inmnent and reports
its identifier (MNID) and the New Access Point Identifier (New
AP | D) [RFC5568] to which the nobile node is nost likely to

move. The MN ID could be the NAlI, Iink-1ayer address, or any
other suitable identifier, but the MAG SHOULD be able to map any
access-specific identifier to the NAl as the MNID. In sone

cases, the previous access network (P-AN) will determ ne the New
AP ID for the nobile node. This step is access technol ogy
specific, and details are outside the scope of this docunent.

(b) The previous access network, to which the nobile node is
currently attached, indicates the handover of the nobile node to
the previous nobil e access gateway (PMAG, with the MN ID and
New AP ID. Detailed definition and specification of this
nmessage are outside the scope of this docunent.

(c) The previous MAG derives the new nobil e access gateway (NVAG
fromthe New AP ID, which is a simlar process to that of
constructing an [AP ID, AR Info] tuple in [ RFC5568]. The
previ ous MAG then sends the Handover Initiate (H') nessage to
the new MAG The H nessage MJUST have the 'P flag set and
include the MN ID, the HNP(s), and the address of the | ocal
mobility anchor that is currently serving the nobile node. |If
there is a valid (non-zero) M Link-layer Identifier (MN LL-1D),
that information MJST al so be included. Wth sone |ink |ayers,
the MN Link-1ocal Address Interface Identifier (MN LLA-11D) can
al so be included (see Section 6.2.3).

(d) The new MAG sends t he Handover Acknow edge (HAck) nessage back
to the previous MMGwith the 'P flag set.

(e) If it is preferred that the timng of buffering or forwarding
should be later than step (c), the new MAG MAY optionally
request that the previous MAG buffer or forward packets at a
| ater and appropriate time, by setting the 'U flag [ RFC5568] or
the "F flag in the H nmessage, respectively.

(f) If the '"F flag is set in the previous step, a bidirectional
tunnel is established between the previ ous MAG and new MAG and
packets destined for the nobile node are forwarded fromthe
previous MAG to the new MAG over this tunnel. After
decapsul ati on, those packets MAY be buffered at the new MAG If
the connection between the new access network and new MAG has
al ready been established, those packets MAY be forwarded towards
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the new access network, which then beconmes responsible for them
(e.g., buffering or delivering, depending on the condition of
the mobil e node’s attachnent); this is access technol ogy

speci fic.

(g) Wen handover is ready on the network side, the nobile node is
triggered to perform handover to the new access network. This
step is access technol ogy specific, and details are outside the
scope of this docunent.

(h) The nobil e node establishes a physical-layer connection with the
new access network (e.g., radi o channel assignnent), which in
turn triggers the establishnment of a |ink-layer connection
bet ween the new access network and new MAG i f not yet
established. An IP-layer connection setup may be perforned at
this tinme (e.g., PPP IPv6 Control Protocol) or at a later tine
(e.g., stateful or statel ess address autoconfiguration). This
step can be a substitute for the Unsolicited Nei ghbor
Advertisenent (UNA) in [RFC5568]. |If the new MAG acquires a
valid new MWN LL-1D via the new access network and a valid old MN
LL-1D fromthe previous MAG at step (c), these IDs SHOULD be
conpared to deternine whether the sane interface is used before
and after handover. \Wen the connection between the nobil e node
and new MAG is PPP and the sane interface is used for the
handover, the new MAG SHOULD confirmthat the sanme interface
identifier is used for the nobile node’'s |ink-Iocal address
(this is transferred fromthe previous MAG using the MN LLA-11D
option at step (c), and sent to the nobile node during the
Confi gur e- Request/ Ack exchange).

(i) The new MAG starts to forward packets destined for the nobile
node via the new access networKk.

(j) The uplink packets fromthe nobile node are sent to the new MAG
via the new access network, and the new MAG forwards themto the
previous MAG The previous MAG then sends the packets to the
|l ocal mobility anchor that is currently serving the nobile node.

(k) The new MAG sends the Proxy Binding Update (PBU) to the | oca
mobi l ity anchor, whose address is provided in step (c). Steps
(k) and (I) are not part of the fast handover procedure but are
shown for reference

(I') The local nobility anchor sends back the Proxy Bi nding
Acknowl edgrment (PBA) to the new MAG Fromthis tine on, the
packets to/fromthe nobile node go through the new MAG i nst ead
of the previous MAG
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According to Section 4 of [RFC5568], the previous MAG establishes a
bi ndi ng between the Previous Care-of Address (PCoA) and New Car e- of
Address (NCoA) to forward packets for the nobile node to the new MAG
and the new MAG creates a proxy nei ghbor cache entry to receive those
packets for the NCoA before the nobile node arrives. In the case of
PM Pv6, however, the only address that is used by the nobile node is
the Mobil e Node's Home Address (M\-HoA), so the PMAG forwards the
mobi | e node’ s packets to the NMAG i nstead of the NCoA. The NVAG t hen
simply decapsul ates those packets and delivers themto the nobile
node. FM Pv4 [ RFC4988] specifies forwarding when the nobil e node
uses the hone address as its on-link address rather than the care-of
address. The usage in PMPv6 is sinilar to that in FM Pv4, where the
address(es) used by the nobile node is/are based on its HNP(s).

Since the NVAG can obtain the |ink-layer address (MN LL-1D) and
HNP(s) via the H nessage (also the interface identifier of the
mobi |l e node’s link-local address (MN LLA-1D), if available), it can
create a nei ghbor cache entry for the Iink-local address and the
routes for the whole HNP(s), even before the nobile node perforns

Nei ghbor Di scovery. For the uplink packets fromthe nobil e node
after handover in step (j), the NMAG forwards the packets to the PMAG
through the tunnel established in step (f). The PMAG t hen

decapsul ates and sends themto the local nobility anchor

The timng of the context transfer and that of packet forwarding may
be different. Thus, a new flag 'F and Option Code values for it in
the H and HAck nessages are defined to request forwarding. To
request buffering, the 'U flag has already been defined in

[ RFC5568]. |If the PMAG receives the H nessage with the 'F flag
set, it starts forwarding packets for the nobile node. The H
message with the 'U flag set MAY be sent earlier if the timng of
buffering is different fromthat of forwarding. |f packet forwarding
is conpleted, the PMAG MAY send the H message with the 'F flag set
and the Option Code value set to 2. Via this nessage, the ARs on
bot h ends can tear down the forwardi ng tunnel synchronously.

The | P addresses in the headers of those user packets are sumari zed
bel ow.

In step (f),
I nner source address: | P address of the correspondent node

I nner destination address: HNP or Mobile Node's | Pv4 Hone Address
(1 Pv4- MN- HoA)

CQuter source address: | P address of the PMAG

Quter destination address: |P address of the NMAG
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In step (i),
Source address: | P address of the correspondent node
Desti nati on address: HNP or | Pv4- M\- HOA
In step (j),
- fromthe nobile node to the NVAG
Source address: HNP or | Pv4- M\- HOA
Destination address: |P address of the correspondent node
- fromthe NVAG to the PMAG
I nner source address: HNP or | Pv4- M\- HOA
I nner destination address: | P address of the correspondent node
Quter source address: | P address of the NMAG
Quter destination address: |P address of the PMAG
- fromthe PMAG to the LMA
I nner source address: HNP or | Pv4- M\- HOA
I nner destination address: |P address of the correspondent node
Quter source address: | P address of the PMAG
Quter destination address: | P address of the LMA
In the case of the reactive handover for PM Pv6, since the nobile
node does not send either the FBU or UNA, it would be nore natural
that the NVAG send the H nessage to the PMAG after the nobil e node
has nmoved to the new link. The NMAG then needs to obtain the
informati on of the PMAG beforehand. Such infornmation could be
provi ded, for exanple, by the nobile node sending the AP-1D on the
old Iink and/or by the | ower-layer procedures between the P-AN and
N-AN. The exact nmethod is not specified in this docunent. Figure 3

illustrates the reactive fast handover procedures for PM Pv6, where
the bidirectional tunnel establishnent is initiated by the NVAG
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PMAG NVAG
WN P- AN N- AN (PAR) (NAR) LVA
| | | | |
S N R |
M\- AN connection | AN- MAG connecti on |
(b) <--establishnent--><------- establ i shment------ >|

| | (substitute for UNA and FBU) |

|

|

|

| |

| | | |
(c) | | | | <----- Hi------- |

| | | | |

| | | | |
(d) | | | |----- HAck- - - - - >|

| | | | |

| | | | |
(e) | | | #:l <:::::::::::::::::::::::|

| | | #::::::::::::::::>| = |

| <====================P| dat a=====================c=§ |

| | | | | |
(f ) | =============—========_ dat a:::::::::::::::::::>| = |

| | | #:l <======—==—=—=—==—===c=$ |

| | | #:::::::::::::::::::::::::>|

| | | | | |
/ | | | | | |\
| (9) | | | | | --PBU-->| |
| | | | | | | |
| (h) | | | | | <--PBA--| |
| | <====================D|_ dat a::::::::::::::::::::l <:::::::| |
| | | | | | | |
\ | —=—=—=—==—=—=—=—=—=—=—=—=—=—=—=—===J|_ dat a:::::::::::::::::::>| :::::::>| /

Figure 3: Reactive Fast Handover for PMPv6 (Initiated by NVAG
The detailed descriptions are as foll ows:

(a) The nobil e node undergoes handover fromthe previ ous access
network to the new access network.

(b) The nobil e node establishes a connection (e.g., radio channel)
with the new access network, which triggers the establishment of
the connection between the new access network and new MAG  The
MN IDis transferred to the new MAG at this step for the
subsequent procedures. The AP-ID on the old link (Od AP ID),
which will be provided by either the nobile node or the new
access network, is also transferred to the new MAG to hel p
identify the previous MAG on the new link. This can be regarded
as a substitute for the UNA and FBU.
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(c) The new MAG sends the H nessage to the previous MAG  The Hi
message MJUST have the P flag set and include the MN ID. The
Cont ext Request option MAY be included to request additional
context information on the nobile node to the previous MAG

(d) The previous MAG sends the HAck nessage back to the new MAG with
the "P flag set. The HAck nmessage MJST include the HNP(s)
and/ or | Pv4- MN- HOA that corresponds to the MNID in the Hi
message and SHOULD include the MN LL-1D, only if it is valid
(non-zero), and the local nmobility anchor address that is
currently serving the nobile node. The context information
requested by the new MAG MUST be included. |If the requested
context is not available for some reason, the previous MAG MJST
return the HAck nmessage with the Code value 131. |If the 'F
flag is set in the H message at step (c) and forwarding is
nevert hel ess not executable for sone reason, the previous MAG
MUST return the HAck nessage with the Code val ue 132.

(e) If the '"F flag in the H nessage is set at step (c), a
bi directional tunnel is established between the previous MAG and
new MAG and packets destined for the nobile node are forwarded
fromthe previous MAG to the new MAG over this tunnel. After
decapsul ati on, those packets are delivered to the nobile node
via the new access network.

(f) The uplink packets fromthe nobile node are sent to the new MAG
via the new access network, and the new MAG forwards themto the
previous MAG  The previous MAG then sends the packets to the
| ocal nmobility anchor that is currently serving the nobile node.

Steps (g)-(h) are the sanme as steps (k)-(I) in the predictive fast
handover procedures.

In step (c), the I P address of the PMAG needs to be resolved by the
NMAG to send the H nessage to the PMAG  This infornation may cone
fromthe N-AN or sone database that the NVAG can access.

4.2. Inter-AR Tunneling Operation

When the PVMAG (PAR) or NMAG (NAR), depending on the fast handover
node, receives the H nessage with the "F flag set, it prepares to
send/ receive the nobile node’'s packets to/fromthe other MAG and
returns the HAck nessage with the sane sequence nunber. Both MAGs
SHOULD support the foll ow ng encapsul ati on nodes for the user
packets, which are also defined for the tunnel between the | ocal
mobi l ity anchor and MAG
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0 | Pv4-or-1Pv6-over-I|Pv6e [ RFC5844]

0 | Pv4-or-I1Pv6-over-I|Pv4 [ RFC5844]

0 |Pv4-or-1Pv6-over-I| Pv4- UDP [ RFC5844]
0 TLV-header UDP tunneling [ RFC5845]

0 Ceneric Routing Encapsulation (GRE) tunneling with or wthout GRE
key(s) [RFC5845]

The PMAG and the NMAG MUST use the sane tunneling nechanismfor the
data traffic tunnel ed between them The encapsul ati on node to be
enpl oyed SHOULD be configurable. It is RECOMVENDED t hat:

1. As the default behavior, the inter-MAG tunnel uses the same
encapsul ati on nechanismas that for the PM Pv6 tunnel between the
local mobility anchor and the MAGs. The PMAG and NVAG
automatically start using the same encapsul ati on nmechani sm
wi thout a need for a special configuration on the MAGs or a
dynami ¢ tunneling mechani sm negoti ati on between them

2. Configuration on the MAGs can override the default mechani sm
specified in scenario #1 above. The PMAG and NVAG MJST be
configured with the sane nechanism and this configuration is
most likely to be uniformthroughout the PM Pv6 domain. If the
packets on the PM Pv6 tunnel cannot be uniquely mapped on to the
configured inter-MAG tunnel, this scenario is not applicable, and
scenari o #3 bel ow SHOULD directly be appli ed.

3. Aninplicit or explicit tunnel negotiation mechani sm between the
MAGs can override the default mechani smspecified in scenario #1
above. The enpl oyed tunnel negotiati on nechanismis outside the
scope of this docunent.

The necessary information MJIST be transferred in the H/HAck nessages
to determ ne whether a nobile node’s packets should be forwarded
imediately or at a later tine. Such information includes the HNP(s)
(or I Pv4-MN-HoA) and/or GRE key(s). |In the case of GRE tunneling
with GRE keys being used, for each nobility session, the NVAG sel ects
the GRE key for the downlink packets, and the PMAG sel ects the GRE
key for the uplink packets. These GRE keys are exchanged between the
PMAG and the NMAG using the GRE Key option as described in [ RFC5845];

e.g., in the case of the reactive node as shown in Figure 3, the DL
GRE key is comrunicated in the H message while the UL GRE key is
sent in the HAck nessage. In the case of downlink packets, the PMAG

redirects the nobile node’'s packets fromthe local nobility anchor
towards the NMAG and if the nobile node is ready to receive those
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packets or the N-AN can handl e themregardl ess of the state of the
mobi | e node, the NMAG SHOULD i mredi ately send them towards the N- AN,
otherwi se, it SHOULD buffer themuntil the nobile node is ready. In
the case of uplink packets, the NVAG SHOULD reverse-tunnel themfrom
the nmobil e node towards the PMAG and the PMAG will then send themto
the local mobility anchor.

When the PMAG or NVAG receives the H message with the 'U flag set,
it prepares to buffer the nmobile node’ s packets and returns the HAck
message with the same sequence nunber. |t MJIST be foll owed by
another H nessage with the '"F flag set at an appropriate tine to
forward the buffered packets.

If the MAG that received the H message encounters an erroneous
situation (e.g., insufficient buffer space), it SHOULD i mredi ately
send the HAck nessage with the cause of the error and cancel all
tunnel i ng operati ons.

4.3. 1Pv4 Support Considerations

5.

The notivation and usage scenarios of |Pv4 protocol support by PM Pv6
are described in [ RFC5844]. The scope of |Pv4 support covers the
following two features:

0 |Pv4 Home Address Mobility Support, and
o |Pv4 Transport Support.

As for |Pv4 Home Address Mobility Support, the nobile node acquires
the |1 Pv4 Hone Address (IPv4-M\-HoA), and in the case of handover, the
PMAG needs to transfer |Pv4-MN-HOA to the NVAG which is the inner
destination address of the packets forwarded on the downlink. For
this purpose, the | Pv4 Address option described in Section 6.2.7 is
used. In order to provide |Pv4 Transport Support, the NVAG needs to
know the | Pv4 address of the local mobility anchor (IPv4-LMAA) to
send PM Pv6 signaling nessages to the local nobility anchor in the

I Pv4 transport network. For this purpose, a new option called the
LMA Address (LMAA) option is defined in Section 6.2.2 so as to convey
| Pv4- LMAA fromthe PVAG to the NVMAG

PM Pv6- Rel at ed Fast Handover | ssues

. 1. Manageability Considerations

Thi s specification does not require any additional |P-1evel
functionality on the local nobility anchor and the nobil e node
running in the PM Pv6 domain. A typical network interface that the
mobi | e node coul d be assuned to have is one with the cellular
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network, where the network controls the nmovenment of the nobil e node.
Different types of interfaces could be involved, such as different
generations (3G and 3.9G or different radi o access systens. This
specification supports a nobile node with the single radi o node,
where only one interface is active at any given tine. The assigned
| P address is preserved whether the physical interface changes or
not, and the mobile node can identify which interface should be used
if there are multiple ones.

5.2. Expedited Packet Transni ssion

The protocol specified in this docunent enables the NVAG to obtain
paranmeters that woul d ot herw se be available only by conmunicating
with the local nmobility anchor. For instance, the HNP(s) and/or

| Pv4- MN- HOA of a nobile node are made available to the NMAG t hrough
context transfer. This allows the NVAG to perform sone procedures
that may be beneficial. The NMAG for exanple, SHOULD send a Router
Advertisenent (RA) with prefix information to the nobil e node as soon
as its link attachnment is detected (e.g., via receipt of a Router
Solicitation message). Such an RA is recommended, for exanple, in
scenari os where the nobile node uses a newradio interface while
attaching to the NMAG since the nobile node does not have
informati on regarding the newinterface, it will not be able to

i mredi ately send packets w thout first receiving an RA with HNP(S).
Especially in the reactive fast handover, the NMAG gets to know t he
HNP(s) assigned to the nobile node on the previous link at step (d)
in Figure 3. In order to reduce the communication disruption tine,
the NVAG SHOULD expect the nobile node to keep using the sanme HNP and
to send uplink packets before that step upon the nobile node’s
request. However, if the HAck nessage fromthe PMAG returns a
different HNP or the subsequent PM Pv6 binding registration for the
HNP fails for sonme reason, then the NMAG MJUST withdraw t he adverti sed
HNP by sending another RA with zero prefix lifetine for the HNP in
question. This operation is the sane as that described in

Section 6.12 of [RFC5213].

The protocol specified in this docunent is applicable regardl ess of
whet her |ink-1ayer addresses are used between a mobile node and its
MAG. A nobil e node should be able to continue sendi ng packets on the
uplink even when it changes |ink. When link-layer addresses are
used, the nobile node perforns Nei ghbor Unreachability Detection
(NUD) [RFC4861], after attaching to a new |link, probing the
reachability of its default router. The new router should respond to
the NUD probe, providing its link-layer address in the solicited

Nei ghbor Advertisenent, which is common in the PM Pv6 domai n.

I npl enent ati ons should allow the nobile node to continue to send
upl i nk packets while it is perform ng NUD.
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6. Message Formats
Thi s docunent defines new Mbility Header nessages for the extended
H and HAck, and new nobility options for conveying context
i nformation.

6.1. Mobility Header

6.1.1. Handover Initiate (H)

This section defines extensions to the H nessage in [ RFC5568]. The
format of the Message Data field in the Mobility Header is as

fol | ows:
0 1 2 3
01234567890123456789012345678901
e +
| Sequence # |
S S S S o o m e e +
| S| Y P| F| Resv’ d | Code | |
S S S e ppep—— S + |
I I
Mobility options
I
o m m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mmmmem o +
(Note: P=1)
I P Fields:

Sour ce Address

The | P address of the PMAG or NMAG
Destinati on Address

The | P address of the peer MAG
Message Dat a:
Sequence # Sane as [ RFC5568].

'S flag Defined in [ RFC5568], and MJUST be set to zero in this
speci fication.

U flag Buffer flag. Same as [ RFC5568].
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P flag Proxy flag. Used to distinguish the message fromthat
defined in [ RFC5568], and MJST be set in all new nmessage
formats defined in this docunment when using this protoco
ext ensi on.

"F flag Forwarding flag. Used to request to forward the packets
for the nobil e node.

Reserved Sane as [ RFC5568].

Code [ RFC5568] defines this field and its values, 0 and 1. In
this specification, with the 'P flag set, this field can
be set to zero by default, or to the foll ow ng val ues:

2: Indicate the completion of forwarding
3: Al available context transferred

Code value 3 is set when the transfer of all necessary
context information is conpleted with this nessage. This
Code value is used both in cases where the context
information is fragnented into several pieces and the

| ast fragnent is contained in this nessage, and where the
whol e information is transferred in one piece.

Mobility options:

This field contains one or nore nobility options, whose encoding and
formats are defined in [ RFC3775].

Requi red option
In order to uniquely identify the target nobile node, the nobile
node identifier MJST be contained in the Mobile Node Identifier
opti on.
The transferred context MJST be for one nobile node per nmessage. In
addition, the NMAG can request necessary mobility options via the
Cont ext Request option defined in this docunent.
Cont ext Request Option
This option MAY be present to request context information,

typically by the NVAGto the PMAG in the NMAGinitiated fast
handover.
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6.1.2. Handover Acknow edge (HAck)

This section defines extensions to the HAck nmessage in

Sept enber 2010

[ RFC5568] .

The format of the Message Data field in the Mbility Header is as

fol |l ows:
0 1 2
01234567890123456789012345
o e e e e e e e e e e e e ==
| Sequence
B i SEp oo o e e e e o s
| U P| F| Reserved | Code |
B i T g oo +
I
. Mobility options
I
e e e e e e e e e e m e e e esmecsmemesmemsmemmsmemsmmmsmemsmsmmememem—m———=
(Note: P=1)
I P Fields:

Sour ce Address

Copi ed fromthe destination address of the Handover
message to which this nessage is a response

Desti nati on Address

Copi ed fromthe source address of the Handover Initi
whi ch this nessage is a response.

Message Dat a:

The usages of Sequence # and Reserved fields are exactl
those in [ RFC5568].

U flag Sane as defined in Section 6.1.1

P flag Sane as defined in Section 6.1.1. Used to
the nmessage fromthat defined in [ RFC5568],

3
6 78901
----------- +
# I
----------- +
I
|
----------- +
Initiate

ate nessage to

y the sane as

di stingui sh
and MJST be

set in all new nmessage formats defined in this docunent

when using this protocol extension.

"F flag Sane as defined in Section 6.1.1
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Code Code values 0 through 4 and 128 through 130 are defined
in [RFC5568]. Wen the 'P' flag is set, the meaning of
Code value 0 is as defined in this specification; 128
through 130 are reused; and 5, 6, 131, and 132 are newy
def i ned.

0: Handover Accepted or Successful
5: Context Transfer Accepted or Successful
6: Al available Context Transferred
128: Handover Not Accepted, reason unspecified
129: Admini stratively prohibited
130: Insufficient resources
131: Requested Context Not Avail able
132: Forwardi ng Not Avail abl e
Mobi lity options:
This field contains one or nore nobility options, whose encoding and
formats are defined in [RFC3775]. The nmobility option that uniquely
identifies the target nobile node MJST be copied fromthe
correspondi ng H nessage, and the transferred context MJST be for one
nmobi | e node per nessage.
Requi red option(s)
Al the context information requested by the Context Request
option in the H nessage SHOULD be present in the HAck nessage.
The ot her cases are described bel ow
In the case of the PMAG initiated fast handover, when the PMAG sends
the H nmessage to the NVAG with the context information and the NVAG
successfully receives it, the NVAG returns the HAck nmessage with Code
value 5. In the case of the NMAGinitiated fast handover, when the

NMAG sends the H nessage to the PMAG with or without the Context
Request option, the PMAG returns the HAck nessage with the requested

or default context information (if any). |If all avail able context
information is transferred, the PMAG sets the Code value in the HAck
message to 6. If nore context information is avail able, the PMAG
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sets the Code value in the HAck nessage to 5, and the NMAG MAY send
new H nessage(s) to retrieve the rest of the avail abl e context
information. |f none of the requested context information is

avai l abl e, the PMAG returns the HAck nessage with Code val ue 131

wi t hout any context information.

6.2. Mobility Options
6.2.1. Context Request Option

This option is sent in the H nessage to request context information
on the nmobile node. |If a default set of context information is
defined and always sufficient, this option is not used. This option
is nore useful to retrieve additional or dynamically sel ected context
i nformati on.

The Context Request option is typically used for the reactive (NMAG
initiated) fast handover node to retrieve the context information
fromthe PMAG When this option is included in the H nessage, all
the requested context information SHOULD be included in the HAck
message in the corresponding nobility option(s) (e.g., HNP, LMAA or
WMN LL-1D nobility options).

The default context information to request is the Home Network Prefix
option. |If the Mbile Node Iink |ayer is available and used, the
Mobi | e Node Link-layer Identifier option MIST al so be requested.

0 1 2 3
01234567890123456789012345678901
o o o o +
| Option-Type | Option-Length | Reserved |
Fom e e e oo - Fom e e e oo - o mm e e e e e e e e e e e memmao-- +
| Reg-type-1 | Reg-length-1 | Reg-type-2 | Reg-length-2 |
o o o e o e o o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e oo oo +
| Reg-type-3 | Reg-length-3 | Req- opti on-3 |
o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eeeo— o on +

Opt i on- Type 40

Option-Length The length in octets of this option, not including the
Option Type and Option Length fields.

Reserved This field is unused. |t MJST be initialized to zero
by the sender and MJST be ignored by the receiver.

Req-type-n The type value for the nth requested option.

Yokota, et al. St andards Track [ Page 22]



RFC 5949 Pr oxy- Based Fast Handover Sept enber 2010

Reg- | engt h-n The length of the nth requested option, excluding the
Req-type-n and Reqg-length-n fields.

Req- option-n The optional data to uniquely identify the requested
context for the nth requested option.

In the case where there are only Reg-type-n and Reqg-length-n fields,
the value of Reg-length-n is set to zero. |If additional information
besi des Reg-type-n is necessary to uniquely specify the requested
context, such information follows after Reqg-length-n. For exanple,
when the requested contexts start with the HNP option (type=22), the
MN Li nk-layer I D option (type=25), and the Vendor-Specific option
(type=19), the required option format | ooks as follows:

| Option-Type=CRQ Option-Length | Reserved |
. . . . +
| Reg-type-n=22 | Reg-length-n=0] Reqg-type-n=25 | Req-I|ength-n=0|
o m e e e oo - o m e e e oo - o e e e e e e e meme oo +
| Reg-type-n=19 | Reqg-I|ength-n=5| Vendor-1D |
o mm e e e e e e a— oo oo S S +
| Vendor -1 D | Sub- Type |

Not e: CRO = Context Request Option

The first two options can uniquely identify the requested contexts
(i.e., the HNP and MN Link-layer ID) by the Req-type, so the
Reqg-length is set to zero; however, the subsequent Vendor- Specific
option further needs the Vendor-ID and Sub-Type to identify the
requested context, so these paraneters follow, and the Reg-length is
set to 5. Note that the exact values in the Vendor-1D and Sub-Type
fol |l ow [ RFC5094] .

6.2.2. Local Mbility Anchor Address (LMAA) Option
This option is used to transfer the Local Mbility Anchor |Pv6
Address (LMAA) or its IPv4 Address (I Pv4-LMAA) with which the nobile

node is currently registered. The detailed definition of the LMAAis
described in [ RFC5213].
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1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Option-Type | Option-Length | Option-Code | Reserved |
i i i T i I S i e s o o i i
I

Opti on- Type
Option-Length

Opt i on- Code

Reserved

Local Mobility Anchor Address ... |
41
18 or 6
0 Reserved
1 1Pv6 address of the local mobility anchor (LMAA)

2 | Pv4d address of the local nobility anchor
(1 Pv4- LMAA)

This field is unused. It MJUST be initialized to zero
by the sender and MJST be ignored by the receiver.

Local Mobility Anchor Address

If the Option-Code is 1, the LMA | Pv6 address (LMAA)
is inserted. |If the Option-Code is 2, the LMA | Pv4
address (I Pv4-LMA) is inserted.

6.2.3. Mobile Node Link-Local Address Interface Identifier (MN LLA-11D)

Option

This option is used to transfer the interface identifier of the
mobi |l e node’ s | Pv6 Link-local Address that is used in the P-AN. In
depl oynents where the interface identifier is assigned by the network
or is known to the network, this option is used to transfer this
identifier fromthe PMAG to the NVAG

0

1 2 3

01234567890123456789012345678901

+-
I
+-
I
+

I
+-
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Opti on- Type
e b T S i i S S S S e e s S i T T i S S

| Option-Length | Reserved |

I
Interface ldentifier +
I
+
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Opti on- Type 42
Option-Length 10

Reser ved This field is unused. It MJST be initialized to zero
by the sender and MJST be ignored by the receiver

Interface ldentifier

The Interface Identifier value used for the nobile
node’s | Pv6 Link-1ocal address in the P-AN

6.2.4. Home Network Prefix Option

This option, as defined in [ RFC5213], is used to transfer the hone
network prefix that is assigned to the nobile node in the P-AN

6.2.5. Link-Local Address Option

This option, as defined in [ RFC5213], is used to transfer the Iink-
| ocal address of the PMAG

6.2.6. GRE Key Option

This option is used to transfer the GRE Key for the nobile node’'s
data flow over the bidirectional tunnel between the PMAG and NMAG
The nessage format of this option follows that of the GRE Key option
defined in [ RFC5845]. The GRE Key val ue uniquely identifies each
flow, and the sender of this option expects to receive packets of the
flow fromthe peer AR with this val ue.

6.2.7. |1Pv4d Address Option

As described in Section 4.3, if the nobile node runs in |IPv4-only
nmode or dual -stack node, it requires the |IPv4 hone address

(I Pv4-MN-HoA). This option is used to transfer the | Pv4 hone address
if assigned on the previous link. The format of this option foll ows
that of the I Pv4 Hone Address Request option defined in [ RFC5844].

6.2.8. Vendor-Specific Mbility Option
This option is used to transfer any other information defined in this

docunent. The format and used val ues of this option follow those of
the Vendor-Specific Mbility option defined in [ RFC5094].
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7

Security Considerations

Security issues for this docunent follow those for PMPv6 [ RFC5213]
and FM Pv6 [ RFC5568]. |In PMPv6, the MAG and | ocal nobility anchor
are assunmed to share security associations. In FMPv6, the access
routers (i.e., the PMAG and NMAG in this docunent) are assuned to
share security associ ations.

The Handover Initiate (H') and Handover Acknow edge (HAck) nessages
exchanged between the PMAG and NVAG MJST be protected using end-to-
end security association(s) offering integrity and data origin

aut hentication. The PMAG and the NMAG MUST inpl ement | Psec [ RFC4301]
for protecting the H and HAck nmessages. |Psec Encapsul ating
Security Payl oad (ESP) [ RFC4303] in transport node with mandatory
integrity protection SHOULD be used for protecting the signaling
messages. Confidentiality protection SHOULD be used if sensitive
context related to the nobile node is transferred.

| Psec ESP [ RFC4303] in tunnel node SHOULD be used to protect the
mobi | e node’ s packets at the time of forwarding if the |ink between
the PMAG and NMAG exposes the nobil e node’s packets to nore threats
than if they had followed their normal routed path.

| ANA Consi der ati ons

Thi s docunent defines new flags and status codes in the H and HAck
messages, as well as three new nmobility options. The Type val ues for
these nobility options are assigned fromthe sanme nunbering space as
that allocated for the other nobility options defined in [ RFC3775].
Those for the flags and status codes are assigned fromthe
correspondi ng nunmberi ng space defined in [ RFC5568], and have been
created as new tables in the I ANA registry (marked with asterisks).
New val ues for these registries can be allocated by Standards Action
or | ESG approval [RFC5226].

Mobility Options

Val ue Description Ref er ence
40 Cont ext Request Option Section 6.2.1
41 Local Mobility Anchor Address Option Section 6.2.2
42 Mobi | e Node Link-1ocal Address

Interface Identifier Option Section 6.2.3
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Handover Initiate Flags (*)

Regi stration Procedures: Standards Action or |ESG Approva
Flag Value Description Ref er ence
S 0x80 Assi gned Address Configuration flag [RFC5568]
U 0x40 Buf fer flag [ RFC5568]
P 0x20 Proxy flag Section 6.1.1
F 0x10 Forwardi ng fl ag Section 6.1.1

Handover Acknow edge Flags (*)

Regi stration Procedures: Standards Action or |ESG Approva
Flag Value Description Ref er ence
U 0x80 Buf fer flag Section 6.1.2
P 0x40 Proxy fl ag Section 6.1.2
F  0x20 Forwardi ng fl ag Section 6.1.2
Handover I nitiate Status Codes (*)
Regi stration Procedures: Standards Action or |ESG Approva
Code Description Ref erence
0 FBU with the PCoA as source | P address [ RFC5568]
1 FBU whose source | P address is not PCoA [ RFC5568]

Section 6.1.1
Section 6.1.1

2 I ndi cate the conpletion of forwarding
3 Al available context transferred
4- 255 Unassi gned

Handover Acknow edge Status Codes (*)

Regi stration Procedures: Standards Action or | ESG Approva
Code Descri ption Ref erence
0 Handover Accepted or Successfu
(when "P flag is set) Section 6.1.2
Handover Accepted with NCoA valid [ RFC5568]
1 Handover Accepted, NCoA not valid [ RFC5568]
2 Handover Accepted, NCoA assi gned [ RFC5568]
3 Handover Accepted, use PCoA [ RFC5568]
4 Message sent unsolicited [ RFC5568]
5 Cont ext Transfer Accepted or Successful Section 6.1.2
6 Al'l avail abl e Context Transferred Section 6.1.2
7-127 Unassi gned
128 Handover Not Accepted, reason unspecified [ RFC5568]
129 Admi ni stratively prohibited [ RFC5568]
130 I nsufficient resources [ RFC5568]
131 Request ed Context Not Avail abl e Section 6.1
132 Forwar di ng Not Avail abl e Section 6.1

133-255 Unassi gned
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Appendi x A.  Applicable Use Cases
A.1l. PMPv6 Handoff Indication

PM Pv6 [ RFC5213] defines the Handoff Indicator option and al so
descri bes the type of handoff and values that can be set for this
option. This docunment proposes one approach to determ ning the
handof f type by the NMAG when the handoff of the nobile node is
execut ed.

According to [ RFC5213], the follow ng handoff types are defined:
0) Reserved
1) Attachnment over a new interface
2) Handoff between two different interfaces of the nobile node
3) Handof f between nobil e access gateways for the sanme interface
4) Handoff state unknown
5) Handoff state not changed (Re-registration)

Assuming that there is a valid MN Link-layer Identifier (MN LL-1D),
the follow ng solution can be considered. Wen the NMAG receives the
MN LL-1D fromthe PMAG in the MN LL-ID option via the H or HAck
message, the NVAG conpares it with the new MN LL-1D that is obtained
fromthe nobile node in the NNAN. |f these two MN LL-1Ds are the
same, the handoff type falls into type 3 (defined above) and the
Handoff Indicator value is set to 3. |If these two MN LL-1Ds are
different, the handoff is likely to be type 2 (defined above) since
the H/HAck message exchange inplies that this is a handoff rather
than a multi hom ng, and therefore the Handoff |ndicator value can be
set to 2. |If there is no H/HAck exchange performed prior to the
network attachment of the nmobile node in the NNAN, the NMAG may i nfer
that this is a multi-homng case and set the Handoff |ndicator val ue
to 1. In the case of re-registration, the MAG to which the nobile
node is attached, can determine if the handoff state is not changed,
so the MAG can set the H value to 5 without any additiona
information. |f no handoff type can be assuned or if there is no
valid MN LL-1D avail able, the NVAG may set the value to 4.
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A. 2. Local Routing

As described in Section 6.10.3 of [RFC5213], if the

Enabl eMAGLocal Routing flag is set, when two nobil e nodes are attached
to one MAG the traffic between themnay be locally routed. |If one
nmobi | e node noves fromthis MAG (PMAG to another MAG (NMAG and if
the PMAG does not detect the nobile node’s detachnent, it wll
continue to forward packets locally forever. This situation is nore
likely to happen in the reactive fast handover with Wrel ess Local
Area Network (WL.AN) access, which does not have the capability to
detect the detachnent of the nobile node in a tinely nmanner. This
specification can be applied to handle this case. Wen the nobile
node attaches to the NMVAG the NMAG sends the H nessage to the PVMAG
with the "F flag set, which nakes the PMAG realize the detachment of
the mobil e node and establish the inter-MAG tunnel. The PMAG

i medi ately stops the local routing and sends the packets for the
nmobi | e node to the NMAG via that tunnel; the packets are then
delivered to the nobile node on the new |ink.
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