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Usi ng Trust Anchor Constraints during Certification Path Processing
Abst ract

Thi s docunent describes how to use information associated with a
trust anchor public key when validating certification paths. This
informati on can be used to constrain the usage of a trust anchor
Typically, constraints are used to limt the certificate policies and
names that can appear in certification paths validated using a trust
anchor .

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Not all docunents
approved by the |ESG are a candidate for any |evel of Internet

St andard; see Section 2 of RFC 5741

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtained at
http://ww.rfc-editor.org/info/rfc5937
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1. Introduction

Trust anchors are widely used to verify digital signatures and
validate certification paths [ RFC5280] [X.509]. They are required
when validating certification paths. The Trust Anchor Format (TAF)
specification [ RFC5914] defines a nmeans for liniting the scope in

whi ch a trust anchor may be used. [RFC5280] describes how to
validate a certification path. The algorithmrequires processing the
nane and key froma trust anchor. Usage of other information,

i ncludi ng enforcenent of constraints, is permtted but not required,
and the processing rules are not specified (see Section 6.2 of

RFC 5280).

Thi s docunent defines a nmechanismto identify constraints that shoul d
be enforced and the suppl ementary processing rules. The

suppl enentary rul es specify an additional input and extend the
initialization procedures in the [ RFC5280] path validation al gorithm
Post-initialization processing steps are not affected.

1.1. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

2. ldentifying Trust Anchor Constraints

TAF supports three fornmats for representing trust anchor infornmation
Trust Anchorinfo, Certificate, and TBSCertificate. 1In all three
cases, trust anchor constraints nmay be represented as extensions. In
the Trust Anchorlnfo structure, certificate policies, policy
constraints, name constraints, inhibit any policy, and basic
constraints do not appear as extensions and instead appear as part of
the CertPathControls field.

Ext ensi ons may be nmarked critical or not critical. Wen trust anchor
constraints are enforced, clients MJST reject certification paths
containing a trust anchor with unrecogni zed critical extensions.

VWhen trust anchor constraints are not enforced, clients MAY accept
certification paths containing a trust anchor w th unrecognized
critical extensions. Information appearing in the CertPathControls
field of a TrustAnchorlnfo object MJST be processed, ensuring
enforcenment of the constraints indicated by this field in all cases.

For some types of trust anchor constraints, there is a type m smatch
bet ween the input paraneters for the certification path validation
al gorithm and the extension that contains the constraint. The
certification path validation algorithmessentially defines the
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3.

3.

3.

initial-any-policy-inhibit, initial-policy-mapping-inhibit, and
initial-explicit-policy as Bool ean values. The inhibitAnyPolicy and
policyConstraints extensions that correspond to these inputs are
expressed as integer values. In the steps described bel ow, presence
of an inhibitAnyPolicy extension results in the initial-any-policy-
inhibit value being set to true. |If a policyConstraints extension is
present and contains a requireExplicitPolicy field, the initial-
explicit-policy value is set to true. |If a policyConstraints
extension is present and contains an inhibitPolicyMapping field, the
initial-policy-mapping-inhibit value is set to true.

Usi ng Trust Anchor Constraints during Certification Path Processing
1. Inputs

This al gorithm assunes that the nine inputs defined in Section 6.1.1
of RFC 5280 are provided to the path processing |ogic, plus one
addi tional variabl e:

o enforceTrust AnchorConstraints: indicates if trust anchor
constraints shoul d be enforced

Conformng inplenentations are not required to support the setting of
the enforceTrust AnchorConstraints input. |If a conform ng

i npl ement ati on does not support the setting of this flag, it MJST
validate all certification paths using a value of TRUE for

enf or ceTr ust Anchor Const r ai nt s.

2. Initialization

I f enforceTrust AnchorConstraints is false, no additiona
initialization steps are required.

I f enforceTrust AnchorConstraints is true, performthe follow ng
initialization steps described bel ow. These steps (or equival ent)
MJUST be performed prior to initialization steps described in

RFC 5280.

o |If no subject distinguished nanme is associated with the trust
anchor, path validation fails. The nane may appear in the subject
field of a Certificate or TBSCertificate structure or in the
taName field of CertPathControls in a TrustAnchorlnfo structure.

o If nane constraints are associated with the trust anchor, set the
initial-permtted-subtrees variable equal to the intersection of
the permtted subtrees fromthe trust anchor and the user-provided
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initial-permtted-subtrees. |f one of these two inputs is not
provided, the initial-permtted-subtrees variable is set to the
value that is available. [If neither is provided, the initial-

permtted-subtrees variable is set to an infinite set.

o |If name constraints are associated with the trust anchor, set the
initial-excluded-subtrees variable equal to the union of the
excl uded subtrees fromthe trust anchor and the user-provided

initial-excluded-subtrees. |If one of these two inputs is not
provided, the initial-excluded-subtrees variable is set to the
value that is available. |[|f neither is provided, the initial-

excl uded-subtrees variable is set to an enpty set.

o If certificate policies are associated with the trust anchor, set
the user-initial-policy-set variable equal to the intersection of
the certificate policies associated with the trust anchor and the

user-provided user-initial-policy-set. |f one of these two inputs
is not provided, the user-initial-policy-set variable is set to
the value that is available. |If neither is provided, the

user-initial-policy-set variable is set to any-policy.

o If an inhibit any policy value of true is associated with the
trust anchor (either in a CertPathControls or in an
i nhi bi t AnyPol i cy extension) and the initial-any-policy-inhibit
value is false, set the initial-any-policy-inhibit value to true.

o If arequire explicit policy value of true is associated with the
trust anchor (either in a CertPathControls or in a
Pol i cyConstraints extension) and the initial-explicit-policy value
is false, set the initial-explicit-policy value to true.

o If an inhibit policy mapping value of true is associated with the
trust anchor (either in a CertPathControls or in a
Pol i cyConstrai nts extension) and the initial-policy-napping-
inhibit value is false, set the initial-policy-mapping-inhibit
value to true

o If a basic constraints extension is associated with the trust
anchor and contains a pathLenConstraint value, set the
max_path _length state variable equal to the pathLenConstraint
val ue fromthe basic constraints extension
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3.3. Basic Certificate Processing

Thi s docunent does not require any augnentation of the basic
certificate processing steps described in Section 6.1.3 of RFC 5280.
However, some types of trust anchor constraints may have defined
addi tional steps, for exanple, CM5 Content Constraints or Authority
Cl earance Constraints.

3.4. Preparation for Certificate i+1

Thi s docunent does not require any augnentation of the steps to
prepare for processing of certificate i+1 described in Section 6.1.4
of RFC 5280. However, sone types of trust anchor constraints may
have defined additional steps, for exanple, CM5 Content Constraints
or Authority Cl earance Constraints.

3.5. Wap-Up Procedure

Thi s docunent does not require any augnentation of the wap-up
procedure steps described in Section 6.1.5 of RFC 5280. However,
some types of trust anchor constraints may have defined additiona
steps, for exanple, CM5 Content Constraints or Authority C earance
Constraints.

4. Relationship to RFC 5280

The processing descri bed above can be incorporated into an RFC 5280

i npl ementation or be inplenmented as pre-processing of RFC 5280 inputs
and post-processing of RFC 5280 outputs, i.e., as a wapper around an
RFC 5280 conpliant inplenmentation

For name constraints and policy-related constraints, pre-processing
can be used, provided the RFC 5280 i npl enentation all ows
configuration of the user-initial-policy-set, initial-policy-napping-
inhibit, initial-explicit-policy, initial-any-policy-inhibit,
initial-permtted-subtrees, and initial-excluded-subtrees input

val ues. RFC 5280 does not define an input for path length
constraints, so basic constraints cannot be inplenmented using
pre-processing. It can be inplenmented as post-processing, provided
the RFC 5280 i nplenentation returns the certification path to enable
the post-processor to performthe | ength check

Sone types of trust anchor constraints may inpose additiona

requi renents on an RFC 5280 i npl enentation to support pre-processing
or post-processing to enforce trust anchor constraints.
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Security Considerations

I mpl enent ati ons that do not enforce trust anchor constraints may
accept sone certification paths rejected by inplenmentations that do
enforce trust anchor constraints. For exanple, an application that
does not enforce a certificate policy constraint included in a trust
anchor may accept certificates issued under a certificate policy that
provi des a | ower-than-required-Ievel of assurance.

Trust anchor information nust be securely stored. Changes to trust
anchor information can cause acceptance of certificates that should
be rejected. For exanple, if a trust anchor definition is altered to
renove a name constraint, applications nmay accept certificates
cont ai ni ng nanmes that should only be trusted in certificates that
validate to a different trust anchor. Simlarly, addition of

i nappropriate trust anchors to a trust anchor store can result in
validation of certificates to a different trust anchor and with
different constraints than intended.

[ RFC5914] and [ RFC5934] provide additional security considerations
regardi ng the preparation, storage, and usage of trust anchors.

[ RFC5280] provides additional security considerations regarding the
usage of name constraints.
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