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1. Introduction

Thi s docunent describes an extension mapping for version 1.0 of the
Ext ensi bl e Provi sioning Protocol (EPP) described in RFC 5730

[ RFC5730]. This mappi ng, an extension of the domai n name nmappi ng
described in RFC 5731 [ RFC5731], is specified using the Extensible
Mar kup Language (XM.) 1.0 [WBC. REC-xm -20001006] and XML Schemma

not ati on ([ WBC. REC- xm schema- 1- 20010502]

[ WBC. REC- xml schenm- 2- 20010502] ) .

The EPP core protocol specification [RFC5730] provides a conplete
description of EPP command and response structures. A thorough
under st andi ng of the base protocol specification is necessary to
under st and the mappi ng described in this document. Familiarity with
the Domai n Nane System (DNS) described in RFC 1034 [ RFC1034] and
RFC 1035 [ RFC1035] and with DNS security extensions described in
RFC 4033 [ RFC4033], RFC 4034 [RFC4034], and RFC 4035 [RFC4035] is
required to understand the DNS security concepts described in this
docunent .

The EPP mappi ng described in this docunent specifies a mechanismfor
the provisioning and managenent of DNS security extensions in a
shared central repository. Information exchanged via this napping
can be extracted fromthe repository and used to publish DNSSEC

Del egation Signer (DS) resource records (RRs) as described in

RFC 4034 [ RFC4034].

Thi s docunent obsol etes RFC 4310 [ RFC4310]; thus, secDNS-1.1 as
defined in this docunment deprecates secDNS-1.0 [ RFC4310]. The
nmot i vati on behind obsol eti ng RFC 4310 [ RFC4310] i ncl udes:

- Addressing the issue with renoving DS data based on the non-uni que
<secDNS: keyTag> el ement. The client should explicitly specify the
DS data to be renmpbved, by using all four <secDNS: dsData> el enents
that are guaranteed to be uni que.

- Adding the ability to add and renmpove <secDNS: dsData> el ements in a
singl e conmand. This nakes it consistent with RFC 5731 [ RFC5731].

- Cdarifying and correcting the usage of the <secDNS: chg> el enent.
RFC 4310 [ RFC4310] defined the <secDNS:chg> el enent as a
repl acenent for the DS data. This is inconsistent with RFC 5731
[ RFC5731], where a <domain:chg> el enent is used to change the
val ues of the domain attributes.

- Adding support for the Key Data Interface described in Section 4.2

for "thick" DNSSEC servers that accept only key data and generate
the associated DS dat a.
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1.1. Conventions Used in This Docunent

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14, RFC 2119

[ RFC2119] .

In examples, "C. " represents lines sent by a protocol client, and
"S:" represents lines returned by a protocol server. "////" is used
to note el enent val ues that have been shortened to better fit page
boundaries. Indentation and white space in exanples is provided only
toillustrate elenment relationships and is not a mandatory feature of
this protocol

XM is case sensitive. Unless stated otherwi se, XM specifications
and exanpl es provided in this docunment MJUST be interpreted in the
character case presented in order to devel op a conform ng

i mpl ement ati on.

secDNS-1.0 is used as an abbreviation for
urn:ietf:params: xm:ns:secDNS-1.0, and secDNS-1.1 is used as an
abbreviation for urn:ietf:parans: xm :ns:secDNS-1.1

2. Mgrating fromRFC 4310

Thi s section includes inplenentation recomendations for clients and
servers to use in mgrating fromsecDNS-1.0 [ RFC4310] to secDNS-1.1

As this docunent deprecates RFC 4310 [ RFC4310], if a server announces
support for both secDNS-1.0 [RFC4310] and secDNS-1.1 in the EPP
greeting, clients supporting both versions SHOULD prefer secDNS-1.1.

A server SHOULD do the following to help clients mgrate from
secDNS-1.0 [ RFC4310] to secDNS-1.1 as defined in this docunent.

1. A server migrating fromsecDNS-1.0 [ RFC4310] to secDNS-1.1 SHOULD
support both versions (i.e., secDNS-1.0 and secDNS-1.1) for a
reasonabl e m gration peri od.

2. The version of the <secDNS:infData> el enent to be returned by the
server in the response to a <donmi n:info> response SHOULD depend
on the <extURI > el enents (indicating the secDNS extension) the
client included in the EPP <l ogi n> comuand using the follow ng

mappi ng:
- Return version secDNS-1.1 of the <secDNS:infData> el enent if

urn:ietf:paranms: xm:ns:secDNS-1.1 was included as an <ext URl >
element in the EPP <l ogi n> commuand, independent of whether
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urn:ietf:parans: xm :ns:secDNS-1.0 is al so included as an
<ext URI > el ement in the EPP <l ogi n> conmmand.

- Return version secDNS-1.0 of the <secDNS:infData> elenment if
urn:ietf:parans: xm:ns:secDNS-1.0 but not
urn:ietf:params: xm:ns:secDNS-1.1 was included as an <ext URl >
el ement in the EPP <l ogi n> command.

- Don’t return the <secDNS:infData> el enent if neither
urn:ietf:parans: xm:ns:secDNS-1.0 nor
urn:ietf:paranms: xm:ns:secDNS-1.1 was included as an <ext URl >
el ement in the EPP <l ogi n> command.

3. Object Attributes

Thi s extension adds additional elenents to the EPP donai n nane
mappi ng [ RFC5731]. Only those new el enents are described here.

3.1. Delegation Signer Information

Del egation Signer (DS) information is published by a DNS server to
indicate that a child zone is digitally signed and that the parent
zone recogni zes the indicated key as a valid zone key for the child
zone. A DS resource record (RR) contains four fields: a key tag
field, a key algorithmnunber octet, an octet identifying a digest
algorithm and a digest field. See RFC 4034 [ RFC4034] for specific
field formats.

3.1.1. Public Key Information

Public key information provided by a client nmaps to the DNSKEY RR
presentation field formats described in Section 2.2 of RFC 4034

[ RFC4034]. A DNSKEY RR contains four fields: flags, a protoco
octet, an algorithmnunber octet, and a public key.

3.2. Bool eans
Bool ean val ues MUST be represented in the XM. Schema format descri bed
in Part 2 of the WBC XML Schema reconmendati on
[ WBC. REC- xml schenm- 2- 20010502] .

3.3. Maximum Signature Lifetine
Maxi mum signature lifetime (maxSigLife) is an OPTIONAL child
preference for the nunmber of seconds after signature generation when

the parent’s signature on the DS information provided by the child
will expire. The maxSigLife value applies to the RRSI G resource
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record (RR) over the DS RRset. See Section 3 of RFC 4034 [ RFC4034]
for information on the RRSIG resource record (RR).

The maxi mum signature lifetinme is represented using the <secDNS
maxSi gLi fe> el enent. The maxSigLife val ue MJST be represented in
seconds, using an extended XML Schenma "int" format. The base "int"
format, which allows negative nunbers, is described in Part 2 of the
WBC XML Schema recommendati on [ WBC. REC- xm schema- 2- 20010502] .  Thi s
format is further restricted to enforce a m ni mum val ue of 1.

If maxSigLife is not provided by the client, or if the server does
not support the client-specified maxSigLife value, the default
signature expiration policy of the server operator (as deternmn ned
usi ng an out-of - band mechani sm appli es.

4. DS Data Interface and Key Data Interface

Thi s docunent describes operational scenarios in which a client can
create, add, and renove Del egation Signer (DS) information or key
data information for a domain nane. There are two different forns of
interfaces that a server can support. The first is called the "DS
Data Interface", where the client is responsible for the creation of
the DS information and is required to pass DS infornmati on when
perform ng adds and renoves. The server is required to pass DS

i nformati on for <domai n:info> responses. The second is the "Key Data
Interface," where the client is responsible for passing the key data
i nformati on when perform ng adds and renoves. The server is
responsi bl e for passing key data information for <dommi n:i nfo>
responses.

The server MJST support one formof interface within a single comrand
or response, where <secDNS: dsData> and <secDNS: keyDat a> MJUST NOT be
m xed, except for when <secDNS: keyData> is a child el enent of

<secDNS: dsDat a> for server validation. The server MJST support the
use of only one formof interface across all <secDNS:create>,

<secDNS: updat e>, and <secDNS:inf Data> el ements, except during a
transition period, during which the server MAY support both. For
instance, during a transition period, the server MAY support either
the DS Data Interface or the Key Data Interface on a per-domain basis
and allow the client to mgrate to the target interface. The client
can replace the interface used by utilizing the <secDNS: renr<secDNS
al | >true</secDNS: al | ></ secDNS: ren> el enent to renove all data of the
old interface, and by utilizing the <secDNS: add> to add data using
the new interface (<secDNS:dsData> for the DS Data |Interface and
<secDNS: keyDat a> for the Key Data Interface). The server MJST return
an EPP error result code of 2306 if the server receives a conmrand
usi ng an unsupported interface.
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4.

4.

1.

2

DS Data I nterface

The DS Data Interface relies on the use of the <secDNS: dsDat a>

el enent for creates, adds, renoves, and <donmain:info> responses. The
key data associated with the DS informati on MAY be provi ded by the
client, but the server is not obligated to use the key data. The
server operator MAY al so issue out-of-band DNS queries to retrieve
the key data fromthe regi stered domain’s apex in order to evaluate
the received DS information. It is RECOWENDED that the child zone
operator have this key data online in the DNS tree to allow the
parent zone administrator to validate the data as necessary. The key
data SHOULD have the Secure Entry Point (SEP) bit set as described in
RFC 3757 [ RFC3757] and RFC 4034 [ RFC4034].

The <secDNS: dsDat a> el ement contains the following child el ements:

- A <secDNS: keyTag> el enent that contains a key tag val ue as
described in Section 5.1.1 of RFC 4034 [RFC4034]. The <secDNS
keyTag> el enent is represented as an unsi gnedShort
[ WVBC. REC- xni schenma- 2- 20010502] .

- A <secDNS: al g> el ement that contains an al gorithmval ue as
described in Section 5.1.2 of RFC 4034 [ RFC4034].

- A <secDNS: di gest Type> el ement that contains a digest type val ue as
described in Section 5.1.3 of RFC 4034 [ RFC4034].

- A <secDNS: di gest> el enent that contains a digest value as
described in Section 5.1.4 of RFC 4034 [RFC4034]. The <secDNS
digest> elenent is represented as a hexBinary
[ WVBC. REC- xml schenm- 2- 20010502] .

- An OPTI ONAL <secDNS: keyDat a> el enent that describes the key data
used as input in the DS hash calculation for use in server
validation. The <secDNS: keyData> el enent contains the child
el ements defined in Section 4. 2.

Key Data Interface

The Key Data Interface relies on the use of the <secDNS: keyDat a>

el enent for creates, adds, renoves, and <donuin:info> responses. The
DS information is not provided by the client but is generated by the
server. The attributes used for DS generation are based on server
policy, where only key data is passed between the client and the
server.
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The <secDNS: keyDat a> el enent contains the following child el ements:

4. 3.

A <secDNS: fl ags> el enment that contains a flags field value as
described in Section 2.1.1 of RFC 4034 [ RFC4034].

A <secDNS: protocol > el enent that contains a protocol field value
as described in Section 2.1.2 of RFC 4034 [ RFC4034].

A <secDNS: al g> el enent that contains an al gorithm nunber field
val ue as described in Section 2.1.3 of RFC 4034 [ RFC4034].

A <secDNS: pubKey> el enent that contains an encoded public key
field value as described in Section 2.1.4 of RFC 4034 [ RFC4034].
The <secDNS: pubKey> el ement is represented as a base64Bi nary

[ WVBC. REC- xml schema- 2- 20010502] with a minimum | ength of 1.

Example DS Data Interface and Key Data Interface

Exanpl e use of the secDNS-1.1 DS Data Interface for a create:

<secDNS: dsDat a>

<secDNS: keyTag>12345</ secDNS: keyTag>
<secDNS: al g>3</ secDNS: al g>

<secDNS: di gest Type>1</ secDNS: di gest Type>

<secDNS: di gest >49FDA6E6CAB4A5C55D4AC</ secDNS: di gest >

</ secDNS: dsDat a>

Exanmpl e use of secDNS-1.1 DS Data Interface with option key data for
a create:

<secDNS: dsDat a>

<secDNS: keyTag>12345</ secDNS: keyTag>
<secDNS: al g>3</ secDNS: al g>
<secDNS: di gest Type>1</ secDNS: di gest Type>
<secDNS: di gest >49FDA46E6CAB45C55D4AC</ secDNS: di gest >
<secDNS: keyDat a>
<secDNS: f| ags>257</ secDNS: f | ags>
<secDNS: pr ot ocol >3</ secDNS: pr ot ocol >
<secDNS: al g>1</ secDNS: al g>
<secDNS: pubKey>AQPJ/ / | | 4Q==</ secDNS: pubKey>
</ secDNS: keyDat a>

</ secDNS: dsDat a>
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Exanpl e use of the secDNS-1.1 Key Data Interface for a create:

<secDNS: keyDat a>
<secDNS: f| ags>257</ secDNS: f| ags>
<secDNS: pr ot ocol >3</ secDNS: pr ot ocol >
<secDNS: al g>1</ secDNS: al g>
<secDNS: pubKey>AQPJ/ /| | 4Q==</ secDNS: pubKey>
</ secDNS: keyDat a>

5. EPP Conmand Mappi ng

A detail ed description of the EPP syntax and semantics can be found
in the EPP core protocol specification [RFC5730]. The conmand

mappi ngs descri bed here are specifically for use in provisioning and
managi ng DNS security extensions via EPP.

5.1. EPP Query Conmands

EPP provides three commands to retrieve object information: <check>
to determine if an object is known to the server, <info> to retrieve
detailed informati on associated with an object, and <transfer> to
retrieve object transfer status information.

5.1.1. EPP <check> Command

Thi s extensi on does not add any el enents to the EPP <check> command
or <check> response described in the EPP domai n mappi ng [ RFC5731].

5.1.2. EPP <info> Command

Thi s extension does not add any elenents to the EPP <i nfo> comrand
described in the EPP domai n mappi ng [ RFC5731]. However, additiona
el ements are defined for the <info> response.

When an <i nfo> conmmand has been processed successfully, the EPP
<resDat a> el ement MJST contain child el enments as described in the EPP
domai n mappi ng [ RFC5731]. In addition, the EPP <extension> el enent
SHOULD contain a child <secDNS:infData> el enent that identifies the
ext ensi on nanespace if the domain object has data associated with
this extension and based on server policy. The <secDNS:i nf Dat a>

el ement contains the follow ng child el enents:

- An OPTI ONAL <secDNS: maxSi gLife> el enent that indicates a child' s
preference for the nunmber of seconds after signhature generation
when the parent’s signature on the DS information provided by the
child will expire. maxSigLife is described in Section 3.3.
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- One or nore <secDNS: dsData> el ements or <secDNS: keyDat a> el enent s,
as defined in Section 4. The <secDNS: dsDat a>
el ements describe the Del egation Signer (DS) data provided by the

but not both,

client for the donain.

key data provided by the client for the donmain. Chi
the <secDNS: dsDat a> el ement are described in Section 4.1. Child
el ements of the <secDNS: keyDat a> el ement are described in

Section 4. 2.

Exanpl e <i nfo> Response for a Secure Del egation
Using the DS Data Interface:

S: <?xm version="1.0" encodi ng="UTF-8" standal one="no"?>

S: <epp xm ns="urn:ietf:paranms: xn : ns: epp-1. 0"

<response>

</result>
<r esDat a>

<dommi
<dommi
<dommi
<domai
<domai
<dommai
<dommi

<domai
<dommai
<dommi
<dommi
<dommi
<domai
<domai
<dommai
<dommi
<dommi

</ r esDat a>

DODLLDODDDDLDDDDDDDDLDDDDLDDLDLDDDWNWLWNN

Goul d & Hol | enbeck

5 5333 3535

5 3353353533535

<ext ensi on>
<secDNS: i nf Dat a

<result code="1000">
<msg>Command conpl et ed successful |l y</ nsg>

<domai n: i nf Dat a
xm ns: domai n="urn:ietf:parans: xn : ns: donai n-1. 0" >
n

nane>exanpl e. conk/ donai n: nane>

: r oi d>EXAMPLEL- REP</ dommi n: r oi d>
sstatus s="ok"/>

:regi strant>j d1234</ domai n: regi strant >

The <secDNS: keyDat a> el enents describe the

d el enents of

xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schemna- i nst ance" >

:contact type="adm n">sh8013</donai n: cont act >
:contact type="tech">sh8013</donai n: cont act >

. nNs>

host >ns1. exanpl e. conk/ domai n: host >

: host >ns2. exanpl e. conx/ domai n: host >
:cl I D>d i ent X</ domai n: cl | D>

:cr1D>d i ent Y</ domai n: crl D>

: cr Dat €>1999- 04- 03T22: 00: 00. 0Z</ dorrai n
:upl D>d i ent X</ domai n: upl D>

:upDat €>1999- 12- 03T09: 00: 00. 0Z</ dorai n:
: exDat €>2005- 04- 03T22: 00: 00. 0Z</ dorai n:
:t r Dat €>2000- 04- 08T09: 00: 00. 0Z</ dorai n:
:aut hl nf o>

<domai n: pw>2f 00BAR</ donai n: pw>
</ domai n: aut hl nf o>
</ domai n: i nf Dat a>

St andards Track

<dommi n: host Obj >ns1. exanpl e. conx/ domai n: host Chj >
<dormai n: host Obj >ns2. exanpl e. conx/ domai n: host Ghj >
</ domai n: ns>
n

cr Dat e>
upDat e>

exDat e>
tr Dat e>
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<trl D>

</[trl|D>
</ response>
S: </ epp>

CRGRYNORORORG RV ORORG RGO

EPP DNS Security Extensions Mapping

<cl TRI D>ABC- 12345</ cl TRI D>
<svTRI D>54322- XYZ</ svTRI D>

Exanpl e <i nfo> Response for a Secure Del egation
Using the DS Data Interface with OPTI ONAL Key Dat a:

S: <?xm version="1.0" encodi ng="UTF-8" standal one="no"?>

S: <epp xm ns="urn:ietf:parans: xnm : ns: epp-1. 0"

<response>

</result>
<r esDat a>

<dommi
<dommi
<domai
<domai
<dommai
<dommi
<dommi

<dommai
<dommi
<dommi
<dommi
<domai
<domai
<dommai
<dommi
<dommi

DODLLDLDDDLDDLDDDDDWLDDDWWL®NDNW

Goul d & Hol | enbeck

5 335335355

5 33533533355

<result code="1000">
<msg>Command conpl et ed successful |l y</ nmsg>

<domai n: i nf Dat a
xm ns: domai n="urn:ietf:parans: xnm : ns: donai n-1. 0" >
n
: r oi d>EXAMPLEL- REP</ dommai n: r oi d>
:status s="ok"/>
:regi strant>j d1234</ domai n: regi strant >
:contact type="adm n">sh8013</domai n: cont act >
:contact type="tech">sh8013</donai n: cont act >
i ns>
<dormai n: host Obj >ns1. exanpl e. conx/ domai n: host Gbj >
<domai n: host Obj >ns2. exanpl e. conx/ domai n: host Cbj >
</ domai n: ns>
n
: host >ns2. exanpl e. conx/ domai n: host >
:cl 1 D>d i ent X</ domai n: cl | D>
:cr1D>d i ent Y</ domai n: cr| D>
: cr Dat €>1999- 04- 03T22: 00: 00. 0Z</ donai n:
:upl D>d i ent X</ domai n: upl D>
:upbDat €>1999- 12- 03T09: 00: 00. 0Z</ dorai n:
: exDat €>2005- 04- 03T22: 00: 00. 0Z</ dorai n:
:tr Dat e>2000- 04- 08T09: 00: 00. 0Z</ donai n:

name>exanpl e. conx/ domai n: nane>

host >ns1. exanpl e. conk/ donai n: host >

St andards Track

May 2010

xm ns: secDNS="urn: i etf: params: xm : ns: secDNS-1. 1" >
<secDNS: dsDat a>
<secDNS: keyTag>12345</ secDNS: keyTag>
<secDNS: al g>3</ secDNS: al g>
<secDNS: di gest Type>1</ secDNS: di gest Type>
<secDNS: di gest >49FDA6E6CAB45C55D4AC</ secDNS: di gest >
</ secDNS: dsDat a>
</ secDNS: i nf Dat a>
</ ext ensi on>

xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance" >

cr Dat e>
upDat e>

exDat e>
tr Dat e>
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<domai n: aut hl nf 0>
<domai n: pw>2f 00BAR</ domai n: pw>
</ domai n: aut hl nf 0>
</ domai n: i nf Dat a>
</ resDat a>
<ext ensi on>
<secDNS: i nf Dat a
xm ns: secDNS="urn:ietf: parans: xm : ns: secDNS-1. 1" >
<secDNS: maxSi gLi f e>604800</ secDNS: maxSi gLi f e>
<secDNS: dsDat a>
<secDNS: keyTag>12345</ secDNS: keyTag>
<secDNS: al g>3</ secDNS: al g>
<secDNS: di gest Type>1</ secDNS: di gest Type>
<secDNS: di gest >49FD46E6CAB45C55D4AC</ secDNS: di gest >
<secDNS: keyDat a>
<secDNS: f| ags>257</ secDNS: f| ags>
<secDNS: pr ot ocol >3</ secDNS: pr ot ocol >
<secDNS: al g>1</ secDNS: al g>
<secDNS: pubKey>AQPJ/ /| | 4Q==</ secDNS: pubKey>
</ secDNS: keyDat a>
</ secDNS: dsDat a>
</ secDNS: i nf Dat a>
</ ext ensi on>
<trl D>
<cl TRI D>ABC- 12345</ cl TRI D>
<svTRI D>54322- XYZ</ svTRI D>
</tr|D>
</ response>
S: </ epp>

DODDDLDDLLDDDDDDDDLDDDWLDNUNWWY

Exanpl e <i nfo> Response for a Secure Del egation
Using the Key Data Interface:

. <?xm version="1.0" encodi ng="UTF-8" standal one="no" ?>
. <epp xm ns="urn:ietf:parans:xm:ns:epp-1.0"
xm ns: xsi ="http://ww.w3. org/ 2001/ XM_Schena- i nst ance" >
<r esponse>
<result code="1000">
<msg>Command conpl et ed successful |l y</ nmsg>
</result>
<r esDat a>

<domai n: i nf Dat a

xm ns: domai n="urn:ietf:params: xm : ns: domai n-1. 0" >
<domai n: nane>exanpl e. conk/ domai n: nanme>
<domai n: r oi d>EXAMPLEL- REP</ domai n: r oi d>
<donmai n: status s="ok"/>
<donmi n: regi strant >j d1234</ donmi n: r egi strant >
<donmi n: contact type="adni n">sh8013</donai n: cont act >

DODLLOLODDLDWLODDUNWWY
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<dommi
<dommi
<domai
<domai
<dommai
<dommai
<dommi
<dommi
<domai
<domai

</ resDat a>

<trl| D>

</tr|D>
</ response>
S: </ epp>

DODLDLDDDLDDDDDDDDLDDDLDLDDDDLDDNWWD®DN
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5 53353353535 353535

<ext ensi on>
<secDNS: i nf Dat a
xm ns: secDNS="urn:ietf:parans: xm : ns: secDNS-1. 1" >
<secDNS: keyDat a>
<secDNS: f| ags>257</ secDNS: f| ags>
<secDNS: pr ot ocol >3</ secDNS: pr ot ocol >
<secDNS: al g>1</ secDNS: al g>
<secDNS: pubKey>AQPJ/ / /| | AQ==</ secDNS: pubKey>
</ secDNS: keyDat a>
</ secDNS: i nf Dat a>
</ ext ensi on>

<dormmi n: cont act type="tech">sh8013</donuai n: cont act >
<donai n: ns>

<domai n: host Obj >ns1. exanpl e. conx/ domai n: host Cbj >

<donmi n: host Obj >ns2. exanpl e. conx/ domai n: host Chj >
</ domai n: ns>
n
s host >ns2. exanpl e. conx/ domai n: host >
:cl 1 D>d i ent X</ domai n: cl | D>
:crl D> i ent Y</ donai n: crl D>
: cr Dat €>1999- 04- 03T22: 00: 00. 0Z</ donai n: cr Dat e>
:upl D>d i ent X</ domai n: upl D>
s upDat €>1999- 12- 03T09: 00: 00. 0Z</ domnai n: upDat e>
- exDat e>2005- 04- 03T22: 00: 00. 0Z</ donwai n: exDat e>
:tr Dat e>2000- 04- 08T09: 00: 00. 0Z</ donai n: t r Dat e>
:aut hl nf o>

<donmi n: pw>2f 00BAR</ domai n: pw>

</ domai n: aut hl nf o>

</ domai n: i nf Dat a>

host >ns1. exanpl e. conx/ domai n: host >

<cl TRI D>ABC- 12345</ cl TRI D>
<svTRI D>54322- XYZ</ svTRI D>

An EPP error response MJST be returned if an <info> comrand cannot be
processed for any reason.

5.1.3. EPP <transfer> Command

Thi s extensi on does not add any elenents to the EPP <transfer>
command or <transfer> response described in the EPP domai n mappi ng

[ RFC5731] .

Goul d & Hol | enbeck
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5.2. EPP Transf orm Commands

EPP provides five commands to transform objects: <create> to create
an instance of an object, <delete> to delete an instance of an

obj ect, <renew> to extend the validity period of an object,
<transfer> to manage object sponsorship changes, and <update> to
change informati on associ ated with an object.

5.2.1. EPP <create> Command

This extension defines additional elements for the EPP <create>
command described in the EPP domai n mappi ng [ RFC5731]. No additiona
el ements are defined for the EPP <create> response.

The EPP <create> conmmand provides a transformoperation that allows a
client to create a domain object. In addition to the EPP command

el ements described in the EPP domai n mappi ng [ RFC5731], the command
MUST contain an <extension> el enent, and the <extension> el enent MJST
contain a child <secDNS: create> elenent that identifies the extension
nanespace if the client wants to associate data defined in this
extension to the domain object. The <secDNS:create> el enent contains
the following child el enents:

- An OPTI ONAL <secDNS: maxSi gLife> elenent that indicates a child s
preference for the nunmber of seconds after signhature generation
when the parent’s signature on the DS information provided by the
child will expire. maxSigLife is described in Section 3.3. |If the
server does not support the <secDNS: maxSi gLife> el ement, a 2102
error MUST be returned.

- Zero or nore <secDNS: dsData> el enents or <secDNS: keyDat a>
el ements, but not both, as defined in Section 4. Child elenents
of the <secDNS: dsData> el ement are described in Section 4.1
Child el enents of the <secDNS: keyDat a> el enent are described in
Section 4. 2.
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Exanpl e <create> Command for a Secure Del egation
Using the DS Data Interface:

C. <?xm version="1.0" encodi ng="UTF-8" standal one="no"?>
C. <epp xm ns="urn:ietf:parans: xn : ns: epp-1. 0"
. xm ns: xsi ="http://ww.w3. org/ 2001/ XM_Schena- i nst ance" >
<conmand>
<creat e>
<dommi n: create
xm ns: domai n="urn:ietf:parans: xnm : ns: donai n-1. 0" >
<donmi n: nane>exanpl e. conk/ donai n: nane>
<domai n: period unit="y">2</domai n: peri od>
<dormmai n: ns>
<domai n: host Obj >ns1. exanpl e. conx/ domai n: host Cbj >
<domai n: host Obj >ns2. exanpl e. conx/ domai n: host Cbj >
</ domai n: ns>
<donmi n: regi strant >j d1234</ donmi n: r egi strant >
<donmi n: cont act type="adni n">sh8013</donai n: cont act >
<dormmi n: cont act type="tech">sh8013</donuai n: cont act >
<dormai n: aut hl nf o>
<domai n: pw>2f 00BAR</ domai n: pw>
</ domai n: aut hl nf o>
</ domai n: cr eat e>
</create>
<ext ensi on>
<secDNS: create
xm ns: secDNS="urn:ietf: parans: xm : ns: secDNS-1. 1" >
<secDNS: maxSi gLi f e>604800</ secDNS: maxSi gLi f e>
<secDNS: dsDat a>
<secDNS: keyTag>12345</ secDNS: keyTag>
<secDNS: al g>3</ secDNS: al g>
<secDNS: di gest Type>1</ secDNS: di gest Type>
<secDNS: di gest >49FDA6E6CAB45C55D4AC</ secDNS: di gest >
</ secDNS: dsDat a>
</ secDNS: cr eat e>
</ ext ensi on>
<cl TRI D>ABC- 12345</ cl TRI D>
</ command>
. </ epp>

e

SEONONONONONONONONONONONO NSO NO NN SN O RO NONO N OO NO NN SN O O NN O N OS]

Goul d & Hol | enbeck St andards Track [ Page 15]



RFC 5910 EPP DNS Security Extensions Mapping May 2010

Exanpl e <create> Command for a Secure Del egation
Using the DS Data Interface with OPTI ONAL Key Dat a:

C. <?xm version="1.0" encodi ng="UTF-8" standal one="no"?>
C. <epp xm ns="urn:ietf:parans: xn : ns: epp-1. 0"
. xm ns: xsi ="http://ww.w3. org/ 2001/ XM_Schena- i nst ance" >
<conmand>
<creat e>
<dommi n: create
xm ns: domai n="urn:ietf:parans: xnm : ns: donai n-1. 0" >
<donmi n: nane>exanpl e. conk/ donai n: nane>
<domai n: period unit="y">2</domai n: peri od>
<dormmai n: ns>
<domai n: host Obj >ns1. exanpl e. conx/ domai n: host Cbj >
<domai n: host Obj >ns2. exanpl e. conx/ domai n: host Cbj >
</ domai n: ns>
<donmi n: regi strant >j d1234</ donmi n: r egi strant >
<donmi n: cont act type="adni n">sh8013</donai n: cont act >
<dormmi n: cont act type="tech">sh8013</donuai n: cont act >
<dormai n: aut hl nf o>
<domai n: pw>2f 00BAR</ domai n: pw>
</ domai n: aut hl nf o>
</ domai n: cr eat e>
</create>
<ext ensi on>
<secDNS: create
xm ns: secDNS="urn:ietf: parans: xm : ns: secDNS-1. 1" >
<secDNS: maxSi gLi f e>604800</ secDNS: maxSi gLi f e>
<secDNS: dsDat a>
<secDNS: keyTag>12345</ secDNS: keyTag>
<secDNS: al g>3</ secDNS: al g>
<secDNS: di gest Type>1</ secDNS: di gest Type>
<secDNS: di gest >49FDA6E6CAB45C55D4AC</ secDNS: di gest >
<secDNS: keyDat a>
<secDNS: f| ags>257</ secDNS: f| ags>
<secDNS: pr ot ocol >3</ secDNS: pr ot ocol >
<secDNS: al g>1</ secDNS: al g>
<secDNS: pubKey>AQPJ/ / | | 4Q==</ secDNS: pubKey>
</ secDNS: keyDat a>
</ secDNS: dsDat a>
</ secDNS: cr eat e>
</ ext ensi on>
<cl TRI D>ABC- 12345</ cl TRI D>
</ command>
: </ epp>

e

0000000000000 0000N00O0NOO00ONOOO0OOOO0O0OOO0O0O
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Exanpl e <create> Command for a Secure Del egation
Using the Key Data Interface:

C. <?xm version="1.0" encodi ng="UTF-8" standal one="no"?>
C. <epp xm ns="urn:ietf:parans: xn : ns: epp-1. 0"
. xm ns: xsi ="http://ww.w3. org/ 2001/ XM_Schena- i nst ance" >
<conmand>
<creat e>
<dommi n: create
xm ns: domai n="urn:ietf:parans: xnm : ns: donai n-1. 0" >
<donmi n: nane>exanpl e. conk/ donai n: nane>
<domai n: period unit="y">2</domai n: peri od>
<dormmai n: ns>
<domai n: host Obj >ns1. exanpl e. conx/ domai n: host Cbj >
<domai n: host Obj >ns2. exanpl e. conx/ domai n: host Cbj >
</ domai n: ns>
<donmi n: regi strant >j d1234</ donmi n: r egi strant >
<donmi n: cont act type="adni n">sh8013</donai n: cont act >
<dormmi n: cont act type="tech">sh8013</donuai n: cont act >
<dormai n: aut hl nf o>
<domai n: pw>2f 00BAR</ domai n: pw>
</ domai n: aut hl nf o>
</ domai n: cr eat e>
</create>
<ext ensi on>
<secDNS: create
xm ns: secDNS="urn:ietf: parans: xm : ns: secDNS-1. 1" >
<secDNS: keyDat a>
<secDNS: f| ags>257</ secDNS: f| ags>
<secDNS: pr ot ocol >3</ secDNS: pr ot ocol >
<secDNS: al g>1</ secDNS: al g>
<secDNS: pubKey>AQPJ/ / | | 4Q==</ secDNS: pubKey>
</ secDNS: keyDat a>
</ secDNS: cr eat e>
</ ext ensi on>
<cl TRI D>ABC- 12345</ cl TRI D>
</ comrand>
C. </ epp>

e

NSNS NP RO NONO NP NONONO NSNS RO NONO N OO NONON O NGNS NONO N ORONONON S

When a <create> comand has been processed successfully, the EPP
response is as described in the EPP domai n mappi ng [ RFC5731].

5.2.2. EPP <del et e> Conmand

Thi s extensi on does not add any el enents to the EPP <del ete> command
or <del ete> response described in the EPP donmai n mappi ng [ RFC5731].
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5.2.3. EPP <renew> Conmand

Thi s extensi on does not add any el enents to the EPP <renew> command
or <renew> response described in the EPP domai n mappi ng [ RFC5731].

5.2.4. EPP <transfer> Command

Thi s extensi on does not add any elenents to the EPP <transfer>
command or <transfer> response described in the EPP domai n mappi ng
[ RFC5731] .

5.2.5. EPP <updat e> Command

Thi s extension defines additional elenments for the EPP <update>
command described in the EPP domai n mappi ng [ RFC5731]. No additiona
el ements are defined for the EPP <update> response.

The EPP <update> command provides a transformoperation that allows a
client to nodify the attributes of a domain object. In addition to
the EPP command el enents described in the EPP domai n mappi ng, the
command MJUST contain an <extension> el enment, and the <extension>

el ement MUST contain a child <secDNS: update> el enent that identifies
the extension nanespace if the client wants to update the donmain
object with data defined in this extension. The <secDNS: update>

el ement contains a <secDNS: add> el ement to add security infornmation
to a delegation, a <secDNS:rent el enment to renove security
informati on froma del egati on, or a <secDNS:chg> el enent to change
existing security information. At |east one <secDNS: add>, <secDNS
renk, or <secDNS:chg> el enent MJUST be provided. The order of the
<secDNS: renmr and <secDNS: add> el enents is significant, where the
server MJST first renmove the existing elements prior to adding the
new el enents.

The <secDNS: update> el enment al so contains an OPTI ONAL "urgent"
attribute that a client can use to ask the server operator to

conpl ete and inplenent the update request with high priority. This
attribute accepts bool ean val ues as described in Section 3.2; the
default value is boolean false. "Hi gh priority" is relative to
standard server operator policies that are determ ned using an out-
of -band nmechanism A server MJST return an EPP error result code of
2102 if the "urgent" attribute is specified with a value of bool ean
true and the server does not support it. A server MJST return an EPP
error result code of 2306 if the server supports the "urgent"
attribute and an urgent update (noted with an "urgent" attribute

val ue of bool ean true) cannot be completed with high priority.
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The <secDNS: update> el ement contains the followi ng child el ements:

- An OPTIONAL <secDNS:renr el ement that contains a <secDNS: all >
el ement, or one or nore <secDNS: dsData> or <secDNS: keyDat a>
el ements that are used to renpve security data from a del egation

The <secDNS: all> elenment is used to renove all DS and key data
with a value of boolean true. A value of boolean false will do
not hing. Renoving all DS information can renove the ability of
the parent to secure the delegation to the child zone.

The <secDNS: dsData> elenment is part of the DS Data Interface and
is used to uniquely define the DS record to be renoved, by using

all four elenments -- <secDNS: keyTag>, <secDNS:al g>, <secDNS
di gest Type>, and <secDNS: di gest> -- that are guaranteed to be
uni que.

The <secDNS: keyDat a> el enent is part of the Key Data Interface and
is used to uniquely define the key data to be renoved, by using
all four elements -- <secDNS:flags> <secDNS: protocol > <secDNS

al g>, and <secDNS: pubKey> -- that are guaranteed to be uni que.
There can be nore than one DS record created for each key, so
renovi ng a key could renove nore than one DS record.

- An OPTI ONAL <secDNS: add> el enment that is used to add security
information to an existing set. The <secDNS: add> el emrent MJST
contain one or more <secDNS: dsDat a> or <secDNS: keyDat a> el enent s.
Child elements of the <secDNS: dsData> el ement are described in
Section 4.1. Child el enents of the <secDNS: keyDat a> el enent are
described in Section 4. 2.

- An OPTI ONAL <secDNS: chg> el ement that contains security
informati on to be changed. A <secDNS:chg> el enent contains the
followi ng child el enents:

- An OPTI ONAL <secDNS: mexSi gLife> el enment that indicates a
child s preference for the number of seconds after signature
generati on when the parent’s signature on the DS information
provided by the child will expire. maxSigLife is described in
Section 3.3. |If the server does not support the <secDNS
maxSi gLi fe> el enent, a 2102 error MJST be returned.
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Exanpl e <updat e> Command, Addi ng and Renovi ng DS
Data Using the DS Data Interface:

C. <?xm version="1.0" encodi ng="UTF-8" standal one="no"?>
C. <epp xm ns="urn:ietf:parans: xn : ns: epp-1. 0"
. xm ns: xsi ="http://ww.w3. org/ 2001/ XM_Schena- i nst ance" >
<conmand>
<updat e>
<domai n: updat e
xm ns: domai n="urn:ietf:parans: xnm : ns: donai n-1. 0" >
<donmi n: nane>exanpl e. conk/ donai n: nane>
</ domai n: updat e>
</ updat e>
<ext ensi on>
<secDNS: updat e
xm ns: secDNS="urn:ietf:parans: xm : ns: secDNS-1. 1" >
<secDNS: r en>
<secDNS: dsDat a>
<secDNS: keyTag>12345</ secDNS: keyTag>
<secDNS: al g>3</ secDNS: al g>
<secDNS: di gest Type>1</ secDNS: di gest Type>
<secDNS: di gest >38EC35D5B3A34B33C99B</ secDNS: di gest >
</ secDNS: dsDat a>
</ secDNS: renw
<secDNS: add>
<secDNS: dsDat a>
<secDNS: keyTag>12346</ secDNS: keyTag>
<secDNS: al g>3</ secDNS: al g>
<secDNS: di gest Type>1</ secDNS: di gest Type>
<secDNS: di gest >38EC35D5B3A34B44C39B</ secDNS: di gest >
</ secDNS: dsDat a>
</ secDNS: add>
</ secDNS: updat e>
</ ext ensi on>
<cl TRI D>ABC- 12345</ cl TRI D>
</ comrand>
: <[ epp>

e

NSNS NP RO NONO NP NONONO NSNS RO NONO N OO NONON O NGNS NONO N ORONONON S
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Exanpl e <updat e> Command,
Updating the maxSigLife:

C. <?xm version="1.0" encodi ng="UTF-8" standal one="no"?>
C. <epp xm ns="urn:ietf:parans: xn : ns: epp-1. 0"
. xm ns: xsi ="http://ww.w3. org/ 2001/ XM_Schena- i nst ance" >
<conmand>
<updat e>
<domai n: updat e
xm ns: domai n="urn:ietf:parans: xnm : ns: donai n-1. 0" >
<donmi n: nane>exanpl e. conk/ donai n: nane>
</ domai n: updat e>
</ updat e>
<ext ensi on>
<secDNS: updat e
xm ns: secDNS="urn:ietf:parans: xm : ns: secDNS-1. 1" >
<secDNS: chg>
<secDNS: maxSi gLi f e>605900</ secDNS: maxSi gLi f e>
</ secDNS: chg>
</ secDNS: updat e>
</ ext ensi on>
<cl TRI D>ABC- 12345</ cl TRI D>
</ command>
: <[ epp>

0000000000000 O0O00O0

@)
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Exanpl e <updat e> Command, Addi ng and
Renovi ng Key Data Using the Key Data Interface, and
Setting maxSigLife:

C. <?xm version="1.0" encodi ng="UTF-8" standal one="no"?>
C <epp xm ns="urn:ietf:parans: xm : ns: epp-1. 0"
xm ns: xsi ="http://ww.w3. org/ 2001/ XM_Schena- i nst ance" >
<comand>
<updat e>
<donmi n: updat e
xm ns: dormai n="urn:ietf:parans: xnm : ns: donai n-1. 0" >
<donmi n: nane>exanpl e. conk/ donai n: nanme>
</ domai n: updat e>
</ updat e>
<ext ensi on>
<secDNS: updat e
xm ns: secDNS="urn: i etf:parans: xm : ns: secDNS- 1. 1" >
<secDNS: r en>
<secDNS: keyDat a>
<secDNS: f | ags>257</ secDNS: f | ags>
<secDNS: pr ot ocol >3</ secDNS: pr ot ocol >
<secDNS: al g>1</ secDNS: al g>
<secDNS: pubKey>AQPJ/ /| | 4QQQ</ secDNS: pubKey>
</ secDNS: keyDat a>
</ secDNS: r ene
<secDNS: add>
<secDNS: keyDat a>
<secDNS: f| ags>257</ secDNS: f| ags>
<secDNS: pr ot ocol >3</ secDNS: pr ot ocol >
<secDNS: al g>1</ secDNS: al g>
<secDNS: pubKey>AQPJ/ /| | 4Q==</ secDNS: pubKey>
</ secDNS: keyDat a>
</ secDNS: add>
<secDNS: chg>
<secDNS: maxSi gLi f e>605900</ secDNS: maxSi gLi f e>
</ secDNS: chg>
</ secDNS: updat e>
</ ext ensi on>
<cl TRI D>ABC- 12345</ ¢l TRI D>
</ comrand>
. </ epp>

0000000000000 0NO0O000O00O0NOO0OOOOOO0
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Exanpl e <updat e> Command, Renoving DS Data with
<secDNS: dsDat a> Using the DS Data Interface:

C. <?xm version="1.0" encodi ng="UTF-8" standal one="no"?>
C. <epp xm ns="urn:ietf:parans: xn : ns: epp-1. 0"
. xm ns: xsi ="http://ww.w3. org/ 2001/ XM_Schena- i nst ance" >
<conmand>
<updat e>
<domai n: updat e
xm ns: domai n="urn:ietf:parans: xnm : ns: donai n-1. 0" >
<donmi n: nane>exanpl e. conk/ donai n: nane>
</ domai n: updat e>
</ updat e>
<ext ensi on>
<secDNS: updat e
xm ns: secDNS="urn:ietf:parans: xm : ns: secDNS-1. 1" >
<secDNS: r en>
<secDNS: dsDat a>
<secDNS: keyTag>12346</ secDNS: keyTag>
<secDNS: al g>3</ secDNS: al g>
<secDNS: di gest Type>1</ secDNS: di gest Type>
<secDNS: di gest >38EC35D5B3A34B44C39B</ secDNS: di gest >
</ secDNS: dsDat a>
</ secDNS: renw
</ secDNS: updat e>
</ ext ensi on>
<cl TRI D>ABC- 12345</ cl TRI D>
</ comrand>
. </ epp>

e

0000000000000 O00O0OOOO0O0
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Exanpl e <updat e> Command,
Renoving all DS and Key Data Using <secDNS:rens
with <secDNS: al | >:

C. <?xm version="1.0" encodi ng="UTF-8" standal one="no"?>
C <epp xm ns="urn:ietf:parans: xm : ns: epp-1. 0"
xm ns: xsi ="http://ww.w3. org/ 2001/ XM_Schena- i nst ance" >
<command>
<updat e>
<donmi n: updat e
xm ns: dormai n="urn:ietf:parans: xnm : ns: donai n-1. 0" >
<donmi n: nane>exanpl e. conk/ donai n: nanme>
</ domai n: updat e>
</ updat e>
<ext ensi on>
<secDNS: updat e urgent="true"
xm ns: secDNS="urn: i etf:parans: xm : ns: secDNS- 1. 0" >
<secDNS: renp
<secDNS: al | >t rue</ secDNS: al | >
</ secDNS: r enp
</ secDNS: updat e>
</ ext ensi on>
<cl TRI D>ABC- 12345</ cl TRI D>
</ comrand>
: <[ epp>

0000000000000 O000O0O0O0
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Exanpl e Urgent <update> Conmand,
Replacing all DS Data Using the DS Data Interface:

C. <?xm version="1.0" encodi ng="UTF-8" standal one="no"?>
C. <epp xm ns="urn:ietf:parans: xn : ns: epp-1. 0"
. xm ns: xsi ="http://ww.w3. org/ 2001/ XM_Schena- i nst ance" >
<comand>
<updat e>
<domai n: updat e
xm ns: domai n="urn:ietf:parans: xnm : ns: donai n-1. 0" >
<donmi n: nane>exanpl e. conk/ donai n: nane>
</ domai n: updat e>
</ updat e>
<ext ensi on>
<secDNS: updat e urgent="true"
xm ns: secDNS="urn:ietf:parans: xm : ns: secDNS-1. 1" >
<secDNS: r en>
<secDNS: al | >t rue</secDNS: al | >
</ secDNS: renw
<secDNS: add>
<secDNS: dsDat a>
<secDNS: keyTag>12346</ secDNS: keyTag>
<secDNS: al g>3</ secDNS: al g>
<secDNS: di gest Type>1</ secDNS: di gest Type>
<secDNS: di gest >38EC35D5B3A34B44C39B</ secDNS: di gest >
</ secDNS: dsDat a>
</ secDNS: add>
</ secDNS: updat e>
</ ext ensi on>
<cl TRI D>ABC- 12345</ cl TRI D>
</ command>
C. </ epp>

e

XSO NONORONONONPNONONONONONONONONORONONONONONONS

When an extended <update> command has been processed successfully,
the EPP response is as described in the EPP donmai n mappi ng [ RFC5731].

6. Formal Syntax

An EPP object mapping is specified in XM. Schema notation. The
formal syntax presented here is a conplete schema representation of
the object napping suitable for automated validation of EPP XM
instances. The BEG N and END tags are not part of the schenm; they
are used to note the begi nning and endi ng of the schema for UR

regi stration purposes.

Copyright (c) 2010 | ETF Trust and the persons identified as authors
of the code. All rights reserved.
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Redi stribution and use in source and binary forns, with or without
modi fication, are permitted provided that the foll ow ng conditions
are net:

- Redistributions of source code nust retain the above copyri ght
notice, this list of conditions and the follow ng disclainer.

- Redistributions in binary formnmust reproduce the above copyri ght
notice, this list of conditions and the follow ng disclainer in
the docunentation and/or other materials provided with the
di stribution.

- Neither the nane of Internet Society, |IETF or |IETF Trust, nor the
nanes of specific contributors, may be used to endorse or pronote
products derived fromthis software without specific prior witten
per m ssi on.

TH' S SOFTWARE | S PROVI DED BY THE COPYRI GHAT HOLDERS AND CONTRI BUTORS
"AS | S" AND ANY EXPRESS OR | MPLI ED WARRANTI ES, | NCLUDI NG, BUT NOT
LIMTED TO, THE | MPLI ED WARRANTI ES OF MERCHANTABI LI TY AND FI TNESS FOR
A PARTI CULAR PURPCSE ARE DI SCLAI MED. I N NO EVENT SHALL THE COPYRI GHT
OMER OR CONTRI BUTORS BE LI ABLE FOR ANY DI RECT, | NDI RECT, | NCI DENTAL,
SPECI AL, EXEMPLARY, OR CONSEQUENTI AL DAMAGES (| NCLUDI NG BUT NOT
LIMTED TO PROCUREMENT OF SUBSTI TUTE GOODS OR SERVI CES; LOSS OF USE,
DATA, OR PROFITS; OR BUSI NESS | NTERRUPTI ON) HOWEVER CAUSED AND ON ANY
THEORY OF LI ABILITY, WHETHER I N CONTRACT, STRICT LIABILITY, OR TORT
(1 NCLUDI NG NEGLI GENCE OR OTHERW SE) ARI SI NG I N ANY WAY OUT OF THE USE
OF THI S SOFTWARE, EVEN I F ADVI SED OF THE PGSSI Bl LI TY OF SUCH DAMAGE

BEA N

<?xm version="1.0" encodi ng="UTF-8""?>

<schena
t arget Nanespace="urn:ietf: params: xm : ns: secDNS-1. 1"
xm ns: secDNS="urn:ietf:parans: xm : ns: secDNS- 1. 1"
xm ns="http://ww. w3. org/ 2001/ XM_Schema"
el ement For mDef aul t ="qual i fi ed">

<annot ati on>
<documnent ati on>
Ext ensi bl e Provi sioning Protocol v1.0
donmmi n nane extensi on schenma
for provisioning DNS security (DNSSEC) extensions.
</ docunent ati on>
</ annot ati on>

<l--

Child el enments found in EPP commands.
-->
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<el enent nanme="create" type="secDNS: dsO KeyType"/>
<el enent name="update" type="secDNS: updateType"/>

<l--
Child el enents supporting either the
dsData or the keyData interface.
-->
<conpl exType nane="dsO KeyType" >
<sequence>
<el enment nanme="naxSi gLi fe" type="secDNS: maxSi gLi f eType"
m nCccurs="0"/>
<choi ce>
<el enent nane="dsDat a" type="secDNS: dsDat aType"
maxCccur s="unbounded"/ >
<el enent nanme="keyDat a" type="secDNS: keyDat aType"
maxQccur s="unbounded"/ >
</ choi ce>
</ sequence>
</ conpl exType>

<I--
Definition for the maxi mum signature lifetinme (nmaxSigLife)
-->
<si npl eType nanme="naxSi gLi f eType" >

<restriction base="int">

<m nl ncl usi ve val ue="1"/>

</restriction>

</ si npl eType>

<I--
Child elenments of dsData used for dsData interface
-->
<conpl exType nane="dsDat aType" >
<sequence>

<el enent nane="keyTag" type="unsi gnedShort"/>
<el enent nane="al g" type="unsi gnedByte"/>
<el enent nane="di gest Type" type="unsi gnedByte"/>
<el ement nane="di gest" type="hexBinary"/>
<el enent nanme="keyDat a" type="secDNS: keyDat aType"
m nCccurs="0"/>
</ sequence>
</ conpl exType>

<l--

Child el ements of keyData used for keyData interface
and optionally with dsData interface

-->

<conpl exType nane="keyDat aType" >
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<sequence>
<el enent nanme="fl ags" type="unsi gnedShort"/>
<el enent name="protocol" type="unsi gnedByte"/>
<el enent nane="al g" type="unsi gnedByte"/>
<el enent nane="pubKey" type="secDNS: keyType"/ >
</ sequence>
</ conpl exType>

<I--

Definition for the public key

-->

<si npl eType nane="keyType">
<restriction base="base64Bi nary">

<m nLength val ue="1"/>

</restriction>

</ si npl eType>

<I--

Child el enents of the <update> el ement.

-->

<conpl exType nane="updat eType" >
<sequence>

<el enent nanme="ren' type="secDNS: renType"

m nCccurs="0"/>

<el enent nanme="add" type="secDNS: dsOr KeyType"

m nCccurs="0"/>

<el enent name="chg

m nCccurs="0"/>

</ sequence>
<attribute name="urgent" type="bool ean" default="fal se"/>
</ conpl exType>

type="secDNS: chgType"

<l--
Child elenments of the <ren> command.
>
<conpl exType nane="renilype" >
<choi ce>
<el enent name="al |l " type="bool ean"/>

<el enent nanme="dsDat a" type="secDNS: dsDat aType"
maxQccur s="unbounded"/ >
<el enent nane="keyDat a" type="secDNS: keyDat aType"
maxCccur s="unbounded"/ >
</ choi ce>
</ conpl exType>

<l--

Child el enents supporting the <chg> el enent.
-->
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<conpl exType nane="chgType" >
<sequence>
<el enent nanme="maxSi gLi fe" type="secDNS: maxSi gLi f eType"
m nCccurs="0"/>
</ sequence>
</ conpl exType>

<I--

Child response el enents.
-->

<el enent nane="inf Data" type="secDNS: dsO KeyType"/ >

</ schema>
END

7. Internationalization Considerations
EPP is represented in XM., which provides native support for encoding
i nformati on using the Unicode character set and its nore conpact
representations including UTF-8 [RFC3629]. Conformant XM. processors
recogni ze both UTF-8 and UTF-16 [RFC2781]. Though XM i ncl udes
provisions to identify and use other character encodi ngs through use
of an "encoding" attribute in an <?xm ?> declaration, use of UTF-8 is
RECOMMVENDED i n envi ronnments where parser encodi ng support
incompatibility exists.
As an extension of the EPP domain mappi ng [ RFC5731], the
internationalization requirenents in the EPP domai n mappi ng [ RFC5731]
are followed by this extension. This extension does not override any
of the EPP domai n mapping [ RFC5731] internationalization features.

8. | ANA Consi derations

Thi s docunent uses URNs to describe XM. nanespaces and XM. schenas
conformng to a registry mechani sm described in RFC 3688 [ RFC3688] .
Two URI assignnents have been conpleted by the | ANA

Regi stration request for the extensi on namespace:

URI: urn:ietf:parans:xm :ns:secDNS-1.1

Regi strant Contact: |ESG

XM.: None. Nanespace URIs do not represent an XM. specification

Regi stration request for the extensi on XM. schena:

URI: urn:ietf:parans: xm:schema: secDNS-1.1
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Regi strant Contact: |ESG
XM.: See the "Formal Syntax" section of this docunent.
9. Security Considerations

The mappi ng extensions described in this docunent do not provide any
security services beyond those described by EPP [ RFC5730], the EPP
domai n nane mappi ng [ RFC5731], and protocol |ayers used by EPP. The
security considerations described in these other specifications apply
to this specification as well.

As with other donmmin object transforns, the EPP transform operations
described in this docunent MUST be restricted to the sponsoring
client as authenticated using the mechani snms described in

Sections 2.9.1.1 and 7 of RFC 5730 [RFC5730]. Any attenpt to perform
a transformoperation on a domain object by any client other than the
sponsoring client MJST be rejected with an appropriate EPP

aut hori zation error.

The provisioning service described in this docunment involves the
exchange of information that can have an operational inpact on the
DNS. A trust relationship MJST exist between the EPP client and
server, and provisioning of public key informati on MUST only be done
after the identities of both parties have been confirned using a
strong aut henticati on nechani sm

An EPP client mght be acting as an agent for a zone adm nistrator
who wants to send del egation information to be signed and published
by the server operator. Mn-in-the-niddle attacks are thus possible
as a result of direct client activity or inadvertent client data
mani pul ati on.

Acceptance of a fal se key by a server operator can produce
significant operational consequences. The child and parent zones

MJUST be consistent to secure the del egation properly. 1n the absence
of consistent signatures, the delegation will not appear in the
secure nanespace, Yyielding untrustworthy query responses. |If a key

is comprom sed, a client can either renove the conprom sed
informati on or update the delegation information via EPP conmands
using the "urgent" attribute.

Operational scenarios requiring quick renmoval of a secure domain

del egati on can be inplemented using a two-step process. First,
security credentials can be renobved using an "urgent" update as just
descri bed. The donmain can then be renoved fromthe parent zone by
changing the status of the domain to either of the EPP "clientHol d"
or "serverHol d" domain status values. The domain can also be renoved
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fromthe zone using the EPP <del ete> command, but this is a nore
drastic step that needs to be considered carefully before use.

Data validity checking and Del egati on Signer record creation at the
server require conputational resources. A purposeful or inadvertent
deni al -of -service attack is possible if a client requests sonme nunber
of update operations that exceed a server’'s processing capabilities.
Server operators SHOULD take steps to manage command | oad and command
processing requirements to mnimze the risk of a denial-of-service
att ack.

The signature lifetime values provided by clients are requests that
can be rejected. Blind acceptance by a server operator can have an
adverse inpact on a server’s processing capabilities. Server
operators SHOULD seriously consider adopting inplenmentation rules to
limt the range of acceptable signature lifetinme values to counter
potential adverse situations.
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Appendi x A.  Changes from RFC 4310

1.

10.

11.

12.

Added the notivation in obsoleting RFC 4310 [ RFC4310] to
Section 1.

Updated Section 1 to add an explicit statement about deprecation
of RFC 4310.

Added secDNS-1.0 and secDNS-1.1 abbreviation definitions in
Section 1.1.

Updated "Data validity checking at the server..." to "Data
validity checking and Del egation Signer record creation at the
server..." in Section 9.

Added Section 2.

Updat ed t he second paragraph of Section 7 to clarify that the
internationalization features of [ RFC5731] are foll owed.

Moved <secDNS:renr prior to <secDNS:add> to conformto the EPP
order semantics for supporting <secDNS:all> with <secDNS:ren> to
renove all data, and for supporting the replace semantics
previously supported by <secDNS: chg>

Added support for the use of the <secDNS: all > bool ean el enment
under <secDNS:ren> to renove all DS or key data in place of
usi ng <secDNS: chg/ >.

Updat ed <secDNS: add>, <secDNS:renp, and <secDNS:chg> to function
in a consistent way to the other EPP RFCs.

Renoved support for <secDNS:rens using just <secDNS: keyTag>

Moved the <secDNS: maxSi gLi fe> el ement out of the <secDNS: dsDat a>
and <secDNS: keyDat a> el enents and directly under the <secDNS
create> el enent, under the <secDNS:chg> el enent of the <secDNS
updat e> el ement, and under the <secDNS:i nf Data> el enent.

Section 3.3 el enent was updated to better describe the <secDNS
maxSi gLi fe> el enent, and references to the <secDNS: naxSi gLi f e>
el ement were updated throughout the docunent.

Repl aced references to urn:ietf:parans: xm : schema: secDNS- 1. 0
with urn:ietf:params: xm : schema: secDNS-1. 1, and repl aced "Two
URI assignnents have been conpleted by the 1ANA" with "Two URl
assi gnnents have been conpleted by the I ANA" in Section 8.
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13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

25.

26.
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Added "The <secDNS: keyTag> el enment is represented as an
unsi gnedShort [WBC. REC- xm schema- 2- 20010502] " in Section 4. 1.

Added "The <secDNS: di gest> elenent is represented as a hexBi nary
[ VBC. REC- xml schema- 2- 20010502]" in Section 4. 1.

Added "The <secDNS: pubKey> el enment is represented as a
base64Bi nary [ WBC. REC- xm schema- 2- 20010502] with a m ni mum
I ength of 1" in Section 4.2.

Conbi ned "the command MJUST contain an <extension> elenment” with
the followi ng sentence in Section 5.2.1 and Section 5.2.5.

Added sentence "If the server does not support the <secDNS:
maxSi gLi fe> el enent, a 2102 error MJST be returned" to
Section 5.2.1 and Section 5.2.5.

Added sentence "This docunent replaces RFC 4310. Pl ease see the
Acknowl edgenents section in that RFC for additional
acknow edgenents" in Section 10.

Added "Thi s docunent incorporates feedback frominpl ementers on
the PROVREG nail|l |ist and users" as well as "This docunent
obsol etes RFC 4310" in the Abstract.

Renpved all references to xsi:schenaLocation to be consi stent
with the other EPP RFCs.

Added the "DS Data Interface and Key Data Interface" section.

Moved the "create, add, renove, and replace Del egation Signer
(DS) information" paragraph fromthe "CObject Attributes"” section
to the "DS Data Interface" section.

Repl aced the el ement descriptions in the "EPP <info> Comrand"
section with a reference to the <secDNS: dsDat a> and <secDNS:
keyDat a> el ements described in the "DS Data Interface" and "Key
Data Interface" sections, respectively.

Updated the "EPP <i nfo> Conmand" section exanples to include
both the DS Data Interface and the Key Data Interface.

Updated the "EPP <create> Comand" section to refer to both the
use of <secDNS: dsDat a> and <secDNS: keyDat a> described in the "DS
Data Interface" and "Key Data Interface" sections, respectively.

Updated the "EPP <create> Command" section exanples to include
both the DS Data Interface and the Key Data Interface.
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section to describe the use

section exanples to include
Al so

<secDNS:

t he EPP
a child <secDNS: i nf Dat a>

27. Updated the "EPP <updat e> Command"
of <secDNS: add>, <secDNS:remp, and <secDNS: chg> toget her.

28. Updated the "EPP <update> Command"
both the DS Data Interface and the Key Data Interface.
i ncluded additional exanples of adding and renoving DS data or
key dat a.

29. Updated the "Formal Syntax" section with the updated XM. schema

30. Updated the Acknow edgenents section with a new |ist of
contributors.

31. Replaced references to RFC 3730 with references to RFC 5730.

32. Replaced references to RFC 3731 with references to RFC 5731

33. Added clarification on when the extension MJST be included for
each of the commands and responses (<secDNS:create>,
updat e>, <secDNS: i nf Dat a>) .

34. Changed "In addition, the EPP <extension> el ement MJST contain a
child <secDNS:infData> elenent” to "In addition,
<ext ensi on> el enent SHOULD contain
el ement” and added "and based on server policy".
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