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Abstract

The Network Tinme Protocol (NTP) is used in networks of all types and
sizes for time synchronization of servers, workstations, and other
net wor ked equi pnent. As tine synchronization is nore and nore a

m ssion-critical service, standardi zed neans for nonitoring and
managenent of this subsystem of a networked host are required to
al | ow operators of such a service to set up a nonitoring systemthat
is platform and vendor-independent. This docunent provides a
standardi zed coll ection of data objects for nonitoring the NTP entity
of such a network participant and it is part of the NTP version 4
standardi zati on effort.

5Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it may be obtained at
http://ww.rfc-editor.org/info/rfc5907
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Copyri ght Notice

Copyright (c) 2010 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

The NTPv4 M B nodule is designed to allow Sinple Network Managenent
Protocol (SNWP) to be used to nonitor and manage | ocal NTP [ RFC5905]
entities. It provides a collection of data objects that can be
queried using the SNMP protocol and represent the current status of
the NTP entity. This includes general information about the NTP
entity itself (vendor, product, version) as well as connectivity to
upstream NTP servers used as sources of reference time and to
hardware reference clocks |like radio clocks. The npbst inportant

val ues are included in order to be able to detect failures before
they can have an inpact on the overall tinme synchronization status of
the network. There are also a collection of notification objects to
i nform about state changes in the NTP entity. There are objects to
control these notifications as well.
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Conventions Used in This Docunent

The capitalized key words "MJST", "MJST NOT", "REQUI RED', "SHALL",
"SHALL NOT", "SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
[ RFC2119] .

The | nternet-Standard Management Framework

For a detail ed overview of the docunents that describe the current
I nt ernet - Standard Managenment Framework, please refer to section 7 of
RFC 3410 [ RFC3410].

Managed obj ects are accessed via a virtual information store, terned
the Managenent Information Base or MB. MB objects are generally
accessed t hrough the Sinple Network Management Protocol (SNWVP).
ojects in the MB are defined using the nechanisns defined in the
Structure of Managenent Information (SM). This neno specifies a MB
modul e that is conpliant to the SMv2, which is described in STD 58,
RFC 2578 [ RFC2578], STD 58, RFC 2579 [RRFC2579] and STD 58, RFC 2580

[ RFC2580] .

Techni cal Description

The NTPv4 M B nodule is divided into sections for general server
information, current NTP entity status, status information of al
mobi | i zed associations (e.g., unicast upstreamtinme servers,

mul ticast or broadcast, time references, and hardware cl ocks), NIP
entity control objects, NTP objects used only for notifications, as
well as SNWP notification definitions for core events.

The general server information section contains static information
and can be queried to identify which NTP inplenmentation is running on
a host. This includes the vendor and product nane of the running NTP
software as well as version information, hardware/os platform
identity, and the time resolution of the underlying OS

Section 2 (current NTP status) includes data objects that represent
the current operational status of the NIP entity.

The third section contains data objects that represent the set of
time references ("associations") with which the NTP entity is
currently worKking.

The fourth section contains objects that can be used to control the
NTP entity. The currently defined objects control how often the
heartbeat interval notification is sent out and which notifications
are enabl ed.
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The fifth section contains objects that are only used as varbinds in
notifications. There is currently only one object in this section --
a message that adds a cleartext event nessage to notifications.

Certain inportant events can occur while the NTP entity is running.
The notification section defines SNVP notifications for a collection
of the npbst inportant ones ("core events") and additionally provides
a heartbeat notification as well as a test notification to all ow
managenent systems to test the reception of NIP-related notifications
as well as enabl e hearthbeat-based nonitoring systens to assure that
the NTP entity is still up and running.

Some val ues are included both in nuneric and in human-readabl e
(string) format. This has been done to sinplify the representation
of a status information. |If the two representations of a certain
value differ, the nuneric representation takes precedence.

5. M B Definition

Rk R S I I R R R kb R Rk o R R S O Rk I O

-- The Network Tinme Protocol Version 4
-- Managenent | nformati on Base (M B)

-- Aut hors: Hei ko Gerstung (hei ko. gerstung@rei nberg. de)
-- Chris Elliott (chelliot@obox.com

-- for the Internet Engi neering Task Force (IETF)
-- NTP Wor ki ng Group (ntpwg)

Rk R S S I R R R O b S kI Rk S R R S O S I Rk I I R

-- Rev 1.00
-- Publ i shed as RFC 5907

SRR R I R R I R I R R I R R R R I R R R R I R R R R S O

NTPv4-M B DEFINITIONS ::= BEG N

| MPORTS
MODULE- | DENTI TY, OBJECT-TYPE , m b-2, Integer32, NOTIFI CATI ON- TYPE,
Unsi gned32, Counter32, TinmeTicks
FROM SNWVPv2-SM -- RFC 2578
MODULE- COVPLI ANCE, OBJECT- GROUP, NOTI FI CATI ON- GROUP
FROM SNMPv2- CONF -- RFC 2580
Di spl ayString, TEXTUAL- CONVENTI ON
FROM SNWPv2- TC -- RFC 2579
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I net Addr essType, | net Address

FROM | NET- ADDRESS-M B -- RFC 4001
Ut f8String

FROM SYSAPPL-M B; -- RFC 2287

nt pSnnpM B MODULE- | DENTI TY
LAST- UPDATED "201005170000Z2" -- My 17, 2010
ORGANI ZATI ON "The | ETF NTP Worki ng G oup (ntpwg)"
CONTACT- | NFO
" WG Emai | : ntpwg@ists.ntp.isc.org
Subscri be:
https://lists.ntp.isc.org/mailman/listinfo/ntpwy

Hei ko Gerstung

Mei nber g Funkuhren Grbh & Co. KG
Lange Wand 9

Bad Pyrmont 31812

Ger many

Phone: +49 5281 9309 25
Emai | : hei ko. ger st ung@rei nber g. de

Chris Elliott
1516 Kent St.
Durham NC 27707
USA

Phone: +1-919-308-1216
Enmai | : chel | i ot @obox. com

Bri an Haber man

11100 Johns Hopki ns Road
Laurel, MD 20723

USA

Phone: +1-443-778-1319
Emai | : brian@ nnovati onsl ab. net”
DESCRI PTI ON
"The Managenent Information Base for NTP tine entities.

Copyright (c) 2010 | ETF Trust and the persons identified as
authors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with or

wi t hout nodification, is permtted pursuant to, and subject
to the license terns contained in, the Sinplified BSD License
set forth in Section 4.c of the | ETF Trust’s Legal Provisions
Rel ating to | ETF Documents
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(http://trustee.ietf.org/license-info)."
REVI SI ON "201005170000Z"
DESCRI PTI ON
"This revision of the MB nodul e is published as RFC 5907."

i={ mb-2 197 }

nt pSnnpM BObj ects OBJECT IDENTIFIER ::= { ntpSnnpMB 1 }

-- MB contains 6 groups

nt pEnt I nfo OBJECT IDENTIFIER ::= { ntpShmpM Bbj ects 1 }
nt pEnt St at us OBJECT IDENTIFIER ::= { ntpShmpM Bbj ects 2 }
nt pAssoci ati on OBJECT IDENTIFIER ::= { ntpSnhmpM Bbj ects 3 }
nt pEnt Cont r ol OBJECT IDENTIFIER ::= { ntpSnnpM Bbj ects 4 }
nt pent Noti f Cbj ects OBJECT I DENTIFIER ::= { ntpSnnpM Bbj ects 5 }

-- Textual Conventions

Nt pStratum :: = TEXTUAL- CONVENTI ON
DI SPLAY- HI NT "d"

STATUS current
DESCRI PTI ON
"The NTP stratum w th 16 representing no stratum?”
SYNTAX Unsi gned32 (1..16)
Nt pDat eTi me :: = TEXTUAL- CONVENTI ON
DI SPLAY- HI NT "4d: 4d: 4d. 4d"
STATUS current
DESCRI PTI ON
"NTP date/tinme on the device, in 128-bit
NTP date format. |If tine is not syncronized, this

field shall be a zero-length string.

This trusted certificate (TC) is not to be used for objects
that are used to set the time of the node querying this
object. NIP should be used for this -- or at |east SNTP."
REFERENCE " RFC 5905, section 6"
SYNTAX OCTET STRING (SIZE (0 | 16))

-- Section 1: General NTP Entity information objects
-- (relatively static information)
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nt pEnt Sof t war eNanme OBJECT- TYPE
SYNTAX Ut f8String
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The product name of the running NTP version, e.g., 'ntpd ."
:={ ntpEntinfo 1}

nt pEnt Sof t war eVer si on OBJECT- TYPE
SYNTAX U f8String
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The software version of the installed NTP inplenentation
as a full version string, e.g., 'ntpd-4.2. 0b@.1433 ...""
::={ ntpEntinfo 2}

nt pEnt Sof t war eVendor OBJECT- TYPE
SYNTAX Utf8String
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The vendor/author of the installed NTP version."
:={ ntpeEntinfo 3}

nt pEnt Syst enifype OBJECT- TYPE
SYNTAX Ut f8String
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"General hardware/os platforminformation,
e.g., 'Linux 2.6.12 / x86"."
-- freely configurable, default is OS Version / Hardware platform
::={ ntpeEntinfo 4}

nt pEnt Ti meResol uti on OBJECT- TYPE
SYNTAX Unsi gnhed32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The time resolution in integer format, where the resolution

is represented as divisions of a second, e.g., a value of 1000

translates to 1.0 ns."
c:={ ntpEntinfo 5}
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nt pEnt Ti mePr eci si on OBJECT- TYPE

SYNTAX I nt eger 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The entity’'s precision in integer format, shows the precision.
A value of -5 would nmean 27~-5 = 31.25 ns."
:={ ntpEntinfo 6 }

nt pEnt Ti meDi st ance OBJECT- TYPE

SYNTAX Di splayString

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The distance fromthis NIP entity to the root time reference
(stratum 0) source including the unit, e.g., '13.243 ns’ ."

::={ ntpEntinfo 7}

-- Section 2: Current NTP status (dynam c information)

nt pEnt St at usCurr ent Mode OBJECT- TYPE
SYNTAX | NTEGER {

not Runni ng(1),
not Synchr oni zed( 2),
noneConfi gur ed(3),
syncTolLocal (4),
syncToRef cl ock(5),
syncToRenot eSer ver ( 6),
unknown( 99)

}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The current node of the NTP. The definition of each possible
val ue is:
not Runni ng(1) - NTP is not running.
not Synchroni zed(2) - NIP is not synchronized to any tine
source (stratum = 16).
noneConfigured(3) - NTP is not synchroni zed and does not
have a reference configured
(stratum = 16).
syncTolLocal (4) - NTP is distributing time based on its
| ocal clock (degraded accuracy and/or
reliability).
syncToRef cl ock(5) - NTP is synchronized to a | ocal
hardware refclock (e.g., GPS).
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syncToRenot eServer (6) - NTP is synchronized to a renote
NTP server (’upstream server).
unknown(99) - The state of NTP is unknown."
::={ ntpEntStatus 1 }

nt pEnt St at usSt r at um OBJECT- TYPE

SYNTAX Nt pSt rat um

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The NTP entity's own stratum value. Should be a stratum of
syspeer + 1 (or 16 if no syspeer)."

:={ ntpEntStatus 2 }

nt pEnt St at usAct i veRef Sour cel d OBJECT- TYPE
SYNTAX Unsi gned32 ( 0..99999 )
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The association ID of the current syspeer."
:={ ntpEntStatus 3}

nt pEnt St at usAct i veRef Sour ceNane OBJECT- TYPE
SYNTAX Utf8String
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The hostnane/ descriptive nanme of the current reference source
sel ected as syspeer, e.g., 'ntpl.ptb.de’ or 'GPS or
:={ ntpEntStatus 4 }

nt pEnt St at usActi veOf f set OBJECT- TYPE

SYNTAX Di splayString

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The time offset to the current selected reference tine source
as a string including unit, e.g., '0.032 ms’ or "1.232 s’."

::={ ntpEntStatus 5 }

nt pEnt St at usNunmber O Ref Sour ces OBJECT- TYPE
SYNTAX Unsi gned32 (0..99)
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The nunber of reference sources configured for NTP."
:={ ntpEntStatus 6 }
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nt pEnt St at usDi sper si on OBJECT- TYPE
SYNTAX Di spl ayString
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The root dispersion of the running NTP entity, e.g., '6.927" ."
:={ ntpEntStatus 7 }

nt pEnt St at usEntityUpti ne OBJECT- TYPE

SYNTAX Ti meTi cks

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The uptine of the NTP entity, (i.e., the time since ntpd was

(re-)initialized not sysUptinel). The tine is represented in
hundreds of seconds since Jan 1, 1970 (00: 00: 00.000) UTC "

::={ ntpEntStatus 8 }

nt pEnt St at usDat eTi mre OBJECT- TYPE

SYNTAX Nt pDat eTi me
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The current NTP date/time on the device, in 128-bit
NTP date format. |If time is not syncronized, this

field shall be a zero-length string.

Thi s object can be used to tinmestanp events on this
node and all ow a nanagenent station to correlate
different tinme objects. For exanple, a nanagenent
station could query this object and sysUpTine in
the sane operation to be able to relate sysUpTi e
to NTP time.

This object is not to be used to set the tine of
the node querying this object. NTP should be used
for this -- or at |east SNTP."

REFERENCE " RFC 5905, section 6"

:={ ntpEntStatus 9 }

nt pEnt St at usLeapSecond OBJECT- TYPE
SYNTAX Nt pDat eTi e
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Date the next known |eap second will occur. |If thereis
no | eap second announced, then this object should be 0."
::={ ntpEntStatus 10 }
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nt pEnt St at usLeapSecDi recti on OBJECT- TYPE

SYNTAX Integer32 (-1..1)
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Direction of next known | eap second. |If there is no

| eap second announced, then this object should be 0."
::={ ntpEntStatus 11 }

nt pEnt St at usl nPkt s OBJECT- TYPE

SYNTAX Count er 32
UNI TS "packet s"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total nunber of NTP nmessages delivered to the

NTP entity fromthe transport service.

Di scountinuities in the value of this counter can occur
upon cold start or reinitialization of the NTP entity, the
managenment system and at other tines as indicated by
discontinuities in the value of sysUpTine."

::={ ntpEntStatus 12 }

nt pEnt St at usQut Pkt s OBJECT- TYPE

SYNTAX Count er 32
UNI TS "packet s
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total nunber of NTP nessages delivered to the
transport service by this NTP entity.
Di scountinuities in the value of this counter can occur
upon cold start or reinitialization of the NTP entity, the
managenment system and at other tines as indicated by
di scontinuities in the value of sysUpTine."
c:={ ntpEntStatus 13 }

nt pEnt St at usBadVer si on OBJECT- TYPE

SYNTAX Count er 32
UNI TS "packet s"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total nunber of NTP nessages that were delivered
to this NTP entity and were for an unsupported NTP
ver si on.

Gerstung, et al. St andards Track [ Page 11]



RFC 5907 Definitions of Managed Objects for NTPv4 June 2010

Di scountinuities in the value of this counter can occur
upon cold start or reinitialization of the NTP entity, the
managenent system and at other tines as indicated by
discontinuities in the value of sysUpTine."

::={ ntpEntStatus 14 }

nt pEnt St at usPr ot ocol Error OBJECT- TYPE

SYNTAX Count er 32
UNI TS "packet s
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total nunber of NTP nessages that were delivered
to this NTP entity and this entity was not able to
process due to an NTP protocol error.
Di scountinuities in the value of this counter can occur
upon cold start or reinitialization of the NTP entity, the
managenment system and at other tines as indicated by
di scontinuities in the value of sysUpTine."
::={ ntpEntStatus 15 }

nt peEnt St at usNot i fi cati ons OBJECT- TYPE

SYNTAX Count er 32

UNI TS "notifications"
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

"The total nunmber of SNWMP notifications that this NTP
entity has generat ed.
Di scountinuities in the value of this counter can occur
upon cold start or reinitialization of the NTP entity, the
managenment system and at other tines as indicated by
discontinuities in the value of sysUpTine."

::={ ntpEntStatus 16 }

nt pEnt St at Pkt ModeTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Nt pEnt St at Pkt MbdeEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The nunber of packets sent and received by packet node.
One entry per packet node."
:={ ntpEntStatus 17 }

nt pEnt St at Pkt ModeEnt ry OBJECT- TYPE

SYNTAX Nt pEnt St at Pkt MbdeEntry
MAX- ACCESS not-accessi bl e
STATUS current
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DESCRI PTI ON
"A statistical record of the nunber of packets sent and
recei ved for each packet node.”
I NDEX { nt pEnt St at Pkt Mode }
;.= { ntpEnt St at Pkt ModeTable 1 }

Nt pEnt St at Pkt ModeEnt ry 11 = SEQUENCE ({
nt pEnt St at Pkt Mode | NTECER,
nt pEnt St at Pkt Sent Count er 32,
nt pEnt St at Pkt Recei ved Count er 32
}
nt pEnt St at Pkt Mode OBJECT- TYPE
SYNTAX I NTEGER {

symetricactive(l),
synet ri cpassive(2),
client(3),
server(4),
br oadcast server(5),
br oadcast cl i ent (6)

}
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The NTP packet node."
::={ ntpEnt St at Pkt ModeEntry 1 }

nt pEnt St at Pkt Sent OBJECT- TYPE

SYNTAX Count er 32

UNI TS "packet s"

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The nunber of NTP packets sent with this packet node.

Di scountinuities in the value of this counter can occur
upon cold start or reinitialization of the NTP entity, the
managenment system and at other tines as indicated by
discontinuities in the value of sysUpTine."

;.= { ntpEnt St at Pkt ModeEntry 2 }

nt pEnt St at Pkt Recei ved OBJECT- TYPE
SYNTAX Count er 32
UNI TS "packet s"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The nunber of NTP packets received with this packet node.

Gerstung, et al. St andards Track [ Page 13]



RFC 5907 Definitions of Managed Objects for NTPv4 June 2010

Di scountinuities in the value of this counter can occur
upon cold start or reinitialization of the NTP entity, the
managenent system and at other tines as indicated by
discontinuities in the value of sysUpTine."

::= { ntpEntStat Pkt ModeEntry 3 }

-- Section 3: The status of all currently nobilized associ ations

nt pAssoci ati onTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Nt pAssoci ati onEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The table of currently nobilized associations."
::={ ntpAssociation 1}

nt pAssoci ati onEntry OBJECT- TYPE

SYNTAX Nt pAssoci ati onEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The table entry of currently nobilized associations.”
I NDEX { ntpAssocld }
::={ ntpAssociationTable 1 }
Nt pAssoci ati onEntry ;1 = SEQUENCE ({
nt pAssocl d Unsi gned32,
nt pAssocNane Ut f8String,
nt pAssocRef | d Di spl ayString,
nt pAssocAddr essType I net Addr essType,
nt pAssocAddr ess | net Addr ess,
nt pAssoc f set Di splayString,
nt pAssocStrat um Nt pSt rat um
nt pAssocStatusJitter Di spl ayString,
nt pAssocSt at usDel ay Di spl ayString,
nt pAssocSt at usbDi sper si on Di spl ayString
}
nt pAssocld OBJECT- TYPE
SYNTAX Unsi gned32 ( 1..99999 )
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The association ID. This is an internal, unique ID."
::={ ntpAssociationEntry 1}
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nt pAssocNane OBJECT- TYPE
SYNTAX Ut f8String
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The hostnane or other descriptive name for the association."
::={ ntpAssociationEntry 2 }

nt pAssocRef | d OBJECT- TYPE
SYNTAX Di spl ayString
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The refclock driver ID, if available."
-- arefclock driver IDIlike "127.127.1.0" for non
-- uni/multi/broadcast associ ations
::={ ntpAssociationEntry 3 }

nt pAssocAddr essType OBJECT- TYPE
SYNTAX I net AddressType { ipv4(l), ipv6(2), ipv4az(3), ipv6z(4) }
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The type of address of the association. Can be either |IPv4 or
I Pv6 (both with or without zone index) and contains the type of
address for unicast, multicast, and broadcast associations."
::={ ntpAssociationEntry 4 }

nt pAssocAddr ess OBJECT- TYPE

SYNTAX I net Address (Sl ZE (4] 8| 16| 20))

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The I P address (1Pv4 or IPv6, with or without zone index) of

the association. The type and size depends on the
nt pAssocAddr essType object. Represents the |IP address of a
uni /mul ti/broadcast association."

::={ ntpAssociationEntry 5 }

nt pAssocOf fset OBJECT- TYPE
SYNTAX Di splayString
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The time offset to the association as a string."
-- including unit, e.g., "0.032 ns" or "1.232 s"
::={ ntpAssociationEntry 6 }
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nt pAssocSt rat um OBJECT- TYPE
SYNTAX Nt pSt rat um
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The association stratum val ue."
::= { ntpAssociationEntry 7 }

nt pAssocSt atusJitter OBJECT- TYPE

SYNTAX Di spl ayString
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The jitter in mlliseconds as a string."

::={ ntpAssociationEntry 8 }

nt pAssocSt at usDel ay OBJECT- TYPE
SYNTAX Di splayString
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The network delay in mlliseconds as a string."
::={ ntpAssociationEntry 9 }

nt pAssocSt at usbDi spersi on OBJECT- TYPE
SYNTAX Di spl ayString
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The root dispersion of the association.”
-- e.g., "6.927"
::={ ntpAssociationEntry 10 }

nt pAssoci ati onStati sticsTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Nt pAssoci ationStatisticsEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The table of statistics for current associations."
::={ ntpAssociation 2 }

nt pAssoci ationStati sti cseEntry OBJECT- TYPE

SYNTAX Nt pAssoci ationStatisticsEntry
MAX- ACCESS not -accessi bl e
STATUS current
DESCRI PTI ON
"The table entry of statistics for current associations."
I NDEX { ntpAssocld }
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::={ ntpAssociationStatisticsTable 1 }

Nt pAssoci ati onStati sticsEntry 11 = SEQUENCE ({
nt pAssocSt at | nPkt s Count er 32,
nt pAssocSt at Qut Pkt s Count er 32,

}

nt pAssocSt at Pr ot ocol Error Count er 32

nt pAssocSt at | nPkt s OBJECT- TYPE

SYNTAX Count er 32
UNI TS "packet s"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total nunber of NTP nmessages delivered to the
NTP entity fromthis association.
Di scountinuities in the value of this counter can occur
upon cold start or reinitialization of the NTP entity, the
managenment system and at other tines as indicated by
discontinuities in the value of sysUpTine."

::={ ntpAssociationStatisticsEntry 1 }

nt pAssocSt at Qut Pkt s OBJECT- TYPE

SYNTAX Count er 32
UNI TS "packet s"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total nunber of NTP nmessages delivered to the
transport service by this NTP entity for this
associ ati on.
Di scountinuities in the value of this counter can occur
upon cold start or reinitialization of the NTP entity, the
managenment system and at other tines as indicated by
di scontinuities in the value of sysUpTine."

::={ ntpAssociationStatisticsEntry 2 }

nt pAssocSt at Pr ot ocol Error OBJECT- TYPE
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SYNTAX Count er 32
UNI TS "packet s"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total nunber of NTP nessages that were delivered
to this NTP entity fromthis association and this entity
was not able to process due to an NTP protocol error.



RFC 5907 Definitions of Managed Objects for NTPv4 June 2010

Di scountinuities in the value of this counter can occur
upon cold start or reinitialization of the NTP entity, the
managenent system and at other tines as indicated by
discontinuities in the value of sysUpTine."

::={ ntpAssociationStatisticsEntry 3 }

-- Section 4: Control objects

nt pEnt Hear t beat | nt erval OBJECT- TYPE

SYNTAX Unsi gnhed32

UNI TS "seconds"”

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"The interval at which the ntpEntNotifHeartbeat notification
shoul d be sent, in seconds. |If set to O and the

entNoti fHeartbeat bit in ntpEntNotifBits is 1, then
nt peEnt Not i f Heart beat i s sent once.
This value is stored persistently and will be restored to its
| ast set value upon cold start or restart."
DEFVAL { 60 }
::={ ntpEntControl 1 }

nt pEnt Noti fBits OBJECT- TYPE
SYNTAX BI TS {

not Used(0), -- Used to sync up bit and notification
-- indices

ent Not i f ModeChange( 1),

ent Noti f St rat unChange(2),

ent Not i f Syspeer Changed(3),

ent Not i f AddAssoci ation(4),

ent Not i f RenoveAssoci ati on(5),

ent Not i f Confi gChanged(6),

ent Not i f LeapSecondAnnounced(7),

ent Not i f Hear t beat ( 8)

}
MAX- ACCESS read-write
STATUS current
DESCRI PTI ON
"A bit for each notification. A 1 for a particular bit enables
that particular notification, a O disables it.
This value is stored persistently and will be restored to its
| ast set value upon cold start or restart."
::={ ntpEntControl 2}
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-- Section 5: Notification objects

nt peEnt Not i f Message OBJECT- TYPE

SYNTAX Utf8String

MAX- ACCESS accessible-for-notify
STATUS current

DESCRI PTI ON

"Used as a payload object for all notifications. Holds a
cl eartext event nessage.”

DEFVAL { "no event" }

c:={ ntpEntNotifCbjects 1}

-- SNWP notification definitions

nt pEnt Noti ficati ons OBJECT IDENTIFIER ::= { ntpShnnpMB 0 }
nt pEnt Not i f ModeChange NOTI FI CATI ON- TYPE

OBJECTS { ntpEnt St at usCurr ent Mbde }

STATUS current

DESCRI PTI ON

"The notification to be sent when the NTP entity changes node,
including starting and stopping (if possible).”
:={ ntpEntNotifications 1}

nt peEnt Not i f St r at untChange NOTI FI CATI ON- TYPE

OBJECTS { ntpEnt StatusDateTi me, ntpEnt StatusStratum
nt pEnt Not i f Message }

STATUS current

DESCRI PTI ON

"The notification to be sent when stratum|level of NIP changes."
::={ ntpEntNotifications 2 }

nt pEnt Not i f Syspeer Changed NOTI FI CATI ON- TYPE
OBJECTS { ntpEnt St at usDat eTi me, nt pEnt St at usActi veRef Sour cel d,
nt pEnt Not i f Message }
STATUS current
DESCRI PTI ON
"The notification to be sent when a (new) syspeer has been
sel ected.”
:={ ntpEntNotifications 3}

nt peEnt Not i f AddAssoci ati on NOTI FI CATI ON- TYPE

OBJECTS { ntpEnt StatusDateTi me, ntpAssocNanme, ntpEnt NotifMessage }
STATUS current
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DESCRI PTI ON
"The notification to be sent when a new association is
mobi | i zed. "
::={ ntpEntNotifications 4 }

nt pEnt Not i f RenmbveAssoci ati on NOTI FI CATI ON- TYPE
OBJECTS { ntpEnt StatusDat eTi me, ntpAssocNane, ntpEntNotifMessage }
STATUS current
DESCRI PTI ON
"The notification to be sent when an association is
denobi | i zed. "
::={ ntpEntNotifications 5}

nt pEnt Not i f Conf i gChanged NOTI FI CATI ON- TYPE

OBJECTS { ntpEnt St at usDat eTi me, nt pEnt Noti f Message }
STATUS current
DESCRI PTI ON

"The notification to be sent when the NTP configuration has
changed, e.g., when the system connected to the Internet and
was assigned a new | P address by the | SPs DHCP server."

:={ ntpEntNotifications 6 }

nt pent Not i f LeapSecondAnnounced NOTI FI CATI ON- TYPE

OBJECTS { ntpEnt StatusDat eTi me, ntpEnt NotifMessage }
STATUS current
DESCRI PTI ON
"The notification to be sent when a | eap second has been
announced. "

;= { ntpEntNotifications 7 }

nt pEnt Not i f Hear t beat NOTI FI CATI ON- TYPE

OBJECTS { ntpEnt St at usDat eTi me, nt pEnt St at usCurr ent Mode,
nt peEnt Heart beat I nterval , nt pEnt Noti f Message }

STATUS current

DESCRI PTI ON

"The notification to be sent periodically (as defined by
nt pEnt Heart beat I nterval) to indicate that the NTP entity is
still alive."
::={ ntpEntNotifications 8 }

-- Confornmance/ Conpl i ance statenents

nt pEnt Conf or mance OBJECT | DENTI FI ER :

{ ntpShmpM B 2 }

nt peEnt Conpl i ances OBJECT | DENTI FI ER : :
nt pEnt G oups OBJECT | DENTI FI ER : :

{ nt pEnt Confornance 1 }
{ nt pEnt Conf or mance 2 }
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nt pEnt NTPConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statenment for SNWP entities that use NTP and
i npl ement the NTP MB."
MODULE -- this nodul e
MANDATORY- GROUPS {
nt pEnt Cbj ect sG oupl
}

::={ ntpEntConpliances 1}

nt pEnt SNTPConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The compliance statenment for SNVP entities that use SNTP and
i npl ement the NTP MB."
MODULE -- this nodul e
MANDATORY- GROUPS {
nt pEnt Obj ect sG oupl
}

GROUP nt pEnt Obj ect sG oup?2
DESCRI PTI ON
"Optional object group."
GROUP nt pEnt Not i f G oup
DESCRI PTI ON
"Optional notifications for this MB."
::={ ntpEnt Conpliances 2 }

nt peEnt bj ect sGroupl OBJECT- GROUP
OBJECTS {

nt pEnt Sof t war eNane,
nt pEnt Sof t war eVer si on,
nt pEnt Sof t war eVendor ,
nt pEnt Syst enflype,
nt pEnt St at usEnti tyUpti e,
nt pEnt St at usDat eTi ne,
nt pAssocNane,
nt pAssocRef | d,
nt pAssocAddr essType,
nt pAssocAddr ess

}
STATUS current
DESCRI PTI ON
"A collection of objects for the NTP MB."
= { ntpEntGoups 1}

nt pEnt Obj ect sGroup2 OBJECT- GROUP
OBJECTS {
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nt pEnt Ti meResol uti on,

nt pEnt Ti mePr eci si on,

nt pEnt Ti meDi st ance,

nt pEnt St at usCur r ent Mode,

nt pEnt St at usSt rat um

nt pEnt St at usAct i veRef Sour cel d,
nt pEnt St at usAct i veRef Sour ceNane,
nt pEnt St at usActi veOf f set

nt pEnt St at usNunber Of Ref Sour ces,
nt pEnt St at usDi sper si on,

nt pEnt St at usLeapSecond,

nt pEnt St at usLeapSecDi recti on,
nt pEnt St at usl nPkt s,

nt pEnt St at usQut Pkt s,

nt pEnt St at usBadVer si on,

nt pEnt St at usPr ot ocol Error,

nt pEnt St at usNot i fi cati ons,

nt pEnt St at Pkt Sent ,

nt pEnt St at Pkt Recei ved,

nt pAssocO f set ,

nt pAssocStratum

nt pAssocStatuslJitter,

nt pAssocSt at usDel ay,

nt pAssocSt at usbDi sper si on,

nt pAssocSt at | nPkt s,

nt pAssocSt at Qut Pkt s,

nt pAssocSt at Pr ot ocol Error,

nt pEnt Heart beat I nt erval ,

nt pEnt Noti fBits,

nt pEnt Not i f Message

}
STATUS current
DESCRI PTI ON
"A collection of objects for the NTP MB. "
::={ ntpEntGoups 2}

nt pEnt Not i f G oup NOTI FI CATI ON- GROUP
NOTI FI CATI ONS {

nt pEnt Not i f ModeChange,
nt pEnt Not i f St r at untChange,
nt pEnt Not i f Syspeer Changed,
nt pEnt Not i f AddAssoci ati on,
nt pEnt Not i f RenoveAssoci ati on,
nt pEnt Not i f Conf i gChanged,
nt pEnt Not i f LeapSecondAnnounced,
nt peEnt Not i f Heart beat

}
STATUS current
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DESCRI PTI ON
"A collection of notifications for the NTP M B"
:={ ntpEntGoups 3}

END

6

| ANA Consi der ati ons

The M B nodule in this docunent uses the foll ow ng | ANA-assi gned
OBJECT | DENTI FI ER val ues recorded in the SM Nunbers registry:

Descri pt or OBJECT | DENTI FI ER val ue

nt pSnnp { mb-2 197 }
Security Considerations

There are currently two nmanagenent objects defined in this MB nodul e
with a MAX- ACCESS cl ause of read-wite and/or read-create. Such

obj ects may be considered sensitive or vulnerable in some network
environments. The support for SET operations in a non-secure

envi ronment w t hout proper protection can have a negative effect on
networ k operations. These are the objects and their sensitivity/

vul nerability:

nt peEnt Heart beat I nterval controls the interval of heartbeat

notifications. |If set to 1, this will cause the NTP entity to send
one notification each second. This is the maximumrate (1/s) that
can be generated automatically. If it is set to 0, then one single

hearbeat notification will be created and no further automatically

generated notification is sent. This functionality can be used to

create notifications at a higher rate (as high as the object can be
witten).

nt pEnt Noti fBits enabl es/ di sabl es notifications. Could be used to
switch off notifications in order to delay or elimnate the
notification for critical and inportant events.

Sone of the readable objects in this MB nodule (i.e., objects with a
MAX- ACCESS ot her than not-accessible) may be considered sensitive or
vul nerabl e in sone network environnents. It is thus inportant to
control even CET and/or NOTIFY access to these objects and possibly
to even encrypt the values of these objects when sending them over
the network via SNVP. These are the tables and objects and their
sensitivity/vulnerability:
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9

9

nt pEnt Sof t war eName, nt pEnt Sof t war eVer si on, nt pEnt Sof t war eVendor, and
nt peEnt Syst enifype all can be used to identify software and its version
as well as the operating systemand hardware platform This m ght
help a potential attacker to find security problens and therefore can
be used in the preparation of an attack

SNWVP versions prior to SNMPv3 did not include adequate security.

Even if the network itself is secure (for example by using IPsec),
even then, there is no control as to who on the secure network is

all oned to access and GET/ SET (read/change/create/ del ete) the objects
inthis MB nodule. It is RECOMVENDED that inplenenters consider the
security features as provided by the SNMPv3 framework (see RFC 3410

[ RFC3410], section 8), including full support for the SNWPv3

crypt ographi ¢ nechani sns (for authentication and privacy). Further,
depl oynent of SNWMP versions prior to SNMPv3 is NOT RECOVVENDED.
Instead, it is RECOMVENDED to depl oy SNMPv3 and to enabl e
cryptographic security. 1t is then a custoner/operator
responsibility to ensure that the SNWP entity giving access to an
instance of this MB nodule is properly configured to give access to
the objects only to those principals (users) that have legitimte
rights to indeed GET or SET (change/create/delete) them
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