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Abst r act
Thi s docunent describes a set of heuristics for distinguishing |Psec

ESP- NULL (Encapsul ating Security Payl oad without encryption) packets
fromencrypted ESP packets. These heuristics can be used on

i ntermedi ate devices, like traffic analyzers, and deep-inspection
engi nes, to quickly decide whether or not a given packet flowis
encrypted, i.e., whether or not it can be inspected. Use of these

heuristics does not require any changes made on existing | Psec hosts
that are conpliant with RFC 4303.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publi shed for informational purposes.

This docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Not all docunents
approved by the I ESG are a candidate for any |evel of Internet

St andard; see Section 2 of RFC 5741.

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc5879
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1.

I nt roducti on

The ESP (Encapsul ating Security Payl oad [ RFC4303]) protocol can be
used with NULL encryption [RFC2410] to provide authentication,
integrity protection, and optionally replay detection, but wthout
confidentiality. ESP without encryption (referred to as ESP-NULL)
offers similar properties to I Psec’s AH (Authenticati on Header

[ RFC4302]). One reason to use ESP-NULL instead of AHis that AH
cannot be used if there are NAT (Network Address Transl ati on) devices
on the path. Wth AH it would be easy to detect packets that have
only authentication and integrity protection, as AH has its own

prot ocol nunber and determ nistic packet length. Wth ESP-NULL, such
detection is nondeterministic, in spite of the base ESP packet fornat
bei ng fi xed.

In some cases, internediate devices would like to detect ESP-NULL
packets so they could perform deep inspection or enforce access
control. This kind of deep inspection includes virus detection, spam
filtering, and intrusion detection. As end nodes might be able to
bypass those checks by using encrypted ESP instead of ESP-NULL, these
ki nds of scenarios also require very specific policies to forbid such
ci rcumventi on.

These sorts of policy requirenents usually nean that the whole
network needs to be controlled, i.e., under the sane adm nistrative
domai n. Such setups are usually linted to inside the network of one
enterprise or organization, and encryption is not used as the network
i s considered safe enough from eavesdroppers.

Because the traffic inspected is usually host-to-host traffic inside
one organi zation, that usually means transport node |Psec is used.
Note, that most of the current uses of |Psec are not host-to-host
traffic inside one organization, but for the intended use cases for
the heuristics, this will nost likely be the case. Also, the tunne
node case is much easier to solve than transport node as it is nuch
easier to detect the | P header inside the ESP-NULL packet.

It should al so be noted that even if new protocol nodifications for
ESP support easier detection of ESP-NULL in the future, this docunent
will aid in the transition of older end-systens. That way, a
solution can be inplenented i mediately, and not after 5-10 years of
upgrade and depl oynent. Even with protocol nodification for end
nodes, the intermediate devices will need heuristics until they can
assune that those protocol nodifications can be found fromall the
end devices. To nmake sure that any solution does not break in the
future, it would be best if such heuristics are docunented -- i.e.,

Ki vi nen & McDonal d I nf or mat i onal [ Page 3]



RFC 5879 Heuristics for Detecting ESP-NULL May 2010

publi shing an RFC for what to do now, even though there m ght be a
new protocol coming in the future that will solve the same problemin
a better way.

1.1. Applicability: Heuristic Traffic |Inspection and Wapped ESP

There are two ways to enable internedi ate security devices to
di stingui sh between encrypted and unencrypted ESP traffic:

0 The heuristics approach has the internediate node inspect the
unchanged ESP traffic, to determne with extrenely high
probability whether or not the traffic streamis encrypted.

o The Wapped ESP (WESP) approach [ RFC5840], in contrast, requires
the ESP endpoints to be nodified to support the new protocol
VESP all ows the internediate node to distinguish encrypted and
unencrypted traffic determnistically, using a sinpler
i npl ementation for the intermedi ate node

Bot h approaches are bei ng docunented sinultaneously by the | PsecME
Worki ng Group, with WESP being put on Standards Track while the
heuristics approach is being published as an Infornmational RFC
Whi | e endpoints are being nodified to adopt WESP, both approaches

will likely coexist for years, because the heuristic approach is
needed to inspect traffic where at |east one of the endpoints has not
been nodified. |In other words, intermedi ate nodes are expected to

support both approaches in order to achi eve good security and
performance during the transition period.

1.2. Term nol ogy

Thi s docunent uses follow ng term nol ogy:

FI ow
A TCP/UDP or IPsec flowis a stream of packets that are part of
the same TCP/UDP or |Psec stream i.e., TCP or UDP flowis a
stream of packets having sane 5 tuple (source and destination IP
and port, and TCP/ UDP protocol). Note, that this kind of flowis
al so called microflowin sonme documents.

FI ow Cache
deep-inspection engines and sinilar devices use a cache of flows

goi ng through the device, and that cache keeps state of all flows
goi ng through the device.
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| Psec Fl ow

An I Psec flowis a stream of packets sharing the sanme source IP
destination IP, protocol (ESP/AH), and Security Paraneter |ndex
(SPI). Strictly speaking, the source |IP does not need to be a
part of the flowidentification, but it can be. For this reason,
it is safer to assunme that the source IP is always part of the
flow identification.

2. Oher Options

Thi s docunent will discuss the heuristic approach of detecting ESP-
NULL packets. There are sone other options that can be used, and
this section will briefly discuss them

2.1. AH

The nost | ogical approach woul d use the already defined protocol that
of fers authentication and integrity protection, but not
confidentiality, nanely AH. AH traffic is clearly marked as not
encrypted, and can always be inspected by internedi ate devi ces.

Using AH has two problens. First, as it also protects the IP
headers, it will also protect against NATs on the path; thus, it wll
not work if there is a NAT on the path between end nodes. In sone
environments this mght not be a problem but sone environnents,

i ncl ude heavy use of NATs even inside the internal network of the
enterprise or organization. NAT-Traversal (NAT-T, [RFC3948]) could
be extended to support AH al so, and the early versions of the NAT-T
proposals did include that, but it was left out as it was not seen as
necessary.

Anot her problemis that in the new | Psec Architecture [RFC4301] the
support for AH is now optional, neaning not all inplenentations
support it. ESP-NULL has been defined to be nmandatory to inplenent
by " Cryptographic Al gorithm | nplenentation Requirenments for

Encapsul ating Security Payl oad (ESP) and Aut hentication Header (AH)"
[ RFC4835] .

AH al so has quite conpl ex processing rules conpared to ESP when
calculating the Integrity Check Value (1CV), including things |ike
zeroing out nutable fields. Also, as AHis not as w dely used as
ESP, the AH support is not as well tested in the interoperability
events.
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2.2. Mandating by Policy

Anot her easy way to solve this problemis to nandate the use of ESP-
NULL with comopn paraneters within an entire organi zation. This
either renobves the need for heuristics (if no ESP-encrypted traffic
is allowed at all) or sinplifies them considerably (only one set of
paraneters needs to be inspected, e.g., everybody in the organization
who is using ESP-NULL must use HVAC- SHA-1-96 as their integrity
algorithm. This does work unless one of a pair of communicating
machi nes i s not under the sane adm nistrative domain as the deep-

i nspection engine. (lPsec Security Associations (SAs) nust be
satisfactory to all conmunicating parties, so only one comunicating
peer needs to have a sufficiently narrow policy.) Al so, such a
solution mght require sone kind of centralized policy managenent to
make sure everybody in an administrative domain uses the sane policy,
and that changes to that single policy can be coordinated throughout
the administrative domain.

2.3. Modifying ESP

Several docunents discuss ways of nmodifying ESP to offer internediate
devices information about an ESP packet’s use of NULL encryption

The foll owi ng net hods have been di scussed: adding an | P-opti on,
addi ng a new | P-protocol nunber plus an extra header [ RFC5840],
addi ng new | P-protocol nunbers that tell the ESP-NULL paraneters

[ AUTH- ONLY- ESP], reserving an SPI range for ESP-NULL [ ESP-NULL], and
usi ng UDP encapsul ation with a different format and ports.

Al'l of the aforenentioned docunents require nodification to ESP
which requires that all end nodes be nodified before intermediate
devi ces can assune that this new ESP format is in use. Updating end
nodes will require a lot of tine. An exanple of slow end-node

depl oynent is Internet Key Exchange Protocol version 2 (I1KEv2).

Consi dering an inplenentation that requires both I KEv2 and a new ESP
format, it would take several years, possibly as |long as a decade,
bef ore wi despread depl oynent.

3. Description of Heuristics

The heuristics to detect ESP-NULL packets will only require changes
to those internedi ate devices that do deep inspection or other
operations that require the detection of ESP-NULL. As those nodes
requi re changes regardl ess of any ESP-NULL net hod, updating

i ntermedi ate nodes is unavoi dable. Heuristics do not require updates
or nodifications to any other devices on the rest of the network,
including (especially) end nodes.
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In this docunent, it is assuned that an affected internedi ate node

will act as a stateful interception device, neaning it will keep
state of the IPsec flows -- where flows are defined by the ESP SP
and | P addresses formng an I Psec SA -- going through it. The

heuristics can also be used without storing any state, but
performance will be worse in that case, as heuristic checks will need
to be done for each packet, not only once per flow This will also
affect the reliability of the heuristics.

General ly, an internedi ate node runs heuristics only for the first
few packets of the new flow (i.e., the new | Psec SA). After those
few packets, the node detects paraneters of the IPsec flow, it skips
detection heuristics, and it can performdirect packet-inspecting
action based on its own policy. Once detected, ESP-NULL packets wl|l
never be detected as encrypted ESP packets, meaning that valid ESP-
NULL packets will never bypass the deep inspection.

The only failure node of these heuristics is to assunme encrypted ESP
packets are ESP-NULL packets, thus causing conpl etely random packet
data to be deeply inspected. An attacker can easily send random

| ooki ng ESP- NULL packets that will cause heuristics to detect packets
as encrypted ESP, but that is no worse than sendi ng non-ESP fuzz
through an internediate node. The only way an ESP-NULL flow can be
m staken for an encrypted ESP flowis if the ESP-NULL fl ow uses an
aut henti cation al gorithm of which the packet inspector has no

know edge.

For hardware inplenentations, all the flow | ookup based on the ESP
next header nunber (50), source address, destination address, and SP
can be done by the hardware (there is usually already sinilar
functionality there, for TCP/UDP flows). The heuristics can be

i mpl emented by the hardware, but using software will allow faster
updat es when new protocol nodifications come out or new protocols
need support.

As described in Section 7, UDP-encapsul ated ESP traffic nmay al so have
Net wor k Address Port Translation (NAPT) applied to it, and so there
is already a 5-tuple state in the stateful inspection gateway.

4. | Psec Flows

ESP is a stateful protocol, neaning there is state stored in both end
nodes of the ESP | Psec SA and the state is identified by the pair of
destination IP and SPI. Also, end nodes often fix the source IP
address in an SA unless the destination is a nmulticast group
Typically, nost (if not all) flows of interest to an internediate
device are unicast, so it is safer to assune the receiving node al so
uses a source address, and the intermediate device should therefore
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do the sane. In sone cases, this mght cause extraneous cached ESP
| Psec SA flows, but by using the source address, two distinct flows
will never be mixed. For sites that heavily use multicast, such
traffic is determnistically identifiable (224.0.0.0/4 for |1Pv4 and
ff00::0/8 for I1Pv6), and an inplenentation can save the space of
mul ti ple cache entries for a nulticast flow by checking the
destination address first.

When the internmedi ate device sees a new ESP I Psec flow, i.e., a new
fl ow of ESP packets where the source address, destination address,
and SPI nunber forma triplet that has not been cached, it will start
the heuristics to detect whether or not this flowis ESP-NULL. These
heuristics appear in Section 8.

VWhen the heuristics finish, they will |abel the flow as either
encrypted (which tells that packets in this flow are encrypted, and
cannot be ESP-NULL packets) or as ESP-NULL. This information, along
with the ESP-NULL paranmeters detected by the heuristics, is stored to
a flow cache, which will be used in the future when processing
packets of the sane flow

Bot h encrypted ESP and ESP-NULL flows are processed based on the

| ocal policy. In nornmal operation, encrypted ESP fl ows are passed

t hrough or dropped per local policy, and ESP-NULL fl ows are passed to
the deep-inspection engine. Local policy will also be used to

det ermi ne ot her packet-processing paraneters. Local policy issues
will be clearly marked in this docunment to ease inplenentation.

In sone cases, the heuristics cannot deternine the type of flow from
a single packet; and in that case, it nmght need nmultiple packets
before it can finish the process. In those cases, the heuristics
return "unsure" status. In that case, the packet processed based on
the local policy and flow cache is updated with "unsure" status.
Local policy for "unsure" packets could range from droppi ng (which
encour ages end-node retransm ssion) to queuing (which may preserve
delivery, at the cost of artificially inflating round-trip times if
they are nmeasured). Wen the next packet to the flow arrives, it is
heuristically processed again, and the cached flow may continue to be
"unsure", marked as ESP, or marked as an ESP-NULL fl ow.

There are several reasons why a single packet night not be enough to
detect the type of flow One of themis that the next header nunber

was unknown, i.e., if heuristics do not know about the protocol for
the packet, they cannot verify it has properly detected ESP-NULL
paraneters, even when the packet otherw se |ooks |ike ESP-NULL. If

the packet does not |ook |ike ESP-NULL at all, then the encrypted ESP
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status can be returned quickly. As ESP-NULL heuristics need to know
the sane protocols as a deep-inspection device, an ESP-NULL instance
of an unknown protocol can be handl ed the same way as a cl eartext

i nstance of the same unknown protocol

5. Deep-Ilnspection Engine

A deep-inspection engine running on an internmedi ate node usually
checks deeply into the packet and perforns policy decisions based on
the contents of the packet. The deep-inspection engine should be
able to tell the difference between success, failure, and garbage.
Success neans that a packet was successfully checked with the deep-

i nspection engine, and it passed the checks and is allowed to be
forwarded. Failure nmeans that a packet was successfully checked, but
the actual checks done indicated that packets shoul d be dropped,
i.e., the packet contained a virus, was a known attack, or sonething
simlar.

Gar bage nmeans that the packet’s protocol headers or other portions
wer e unparseable. For the heuristics, it would be useful if the
deep-inspection engine could differentiate the garbage and failure
cases, as garbage cases can be used to detect certain error cases
(e.g., where the ESP-NULL paraneters are incorrect, or the flowis
really an encrypted ESP flow, not an ESP-NULL fl ow).

If the deep-inspection engine only returns failure for all garbage
packets in addition to real failure cases, then a systemi npl enenting
the ESP-NULL heuristics cannot recover fromerror situations quickly.

6. Special and Error Cases

There is a small probability that an encrypted ESP packet (which

| ooks like it contains conpletely random bytes) will have pl ausible
bytes in expected | ocations, such that heuristics will detect the
packet as an ESP-NULL packet instead of detecting that it is
encrypted ESP packet. The actual probabilities will be conputed
later in this docunment. Such a packet will not cause problens, as
the deep-inspection engine will nost likely reject the packet and
return that it is garbage. |If the deep-inspection engine is
rejecting a high nunber of packets as garbage, it might indicate an
original ESP-NULL detection for the flow was wong (i.e., an
encrypted ESP fl ow was inproperly detected as ESP-NULL). [In that
case, the cached flow should be invalidated and di scovery should
happen agai n.

Each ESP-NULL fl ow shoul d al so keep statistics about how nany packets

have been detected as garbage by deep inspection, how many have
passed checks, or how many have failed checks with policy violations
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(i.e., failed because of actual inspection policy failures, not
because the packet |ooked |ike garbage). |If the nunber of garbage
packets suddenly increases (e.g., nmost of the packets start to | ook

| i ke garbage according to the deep-inspection engine), it is possible
the old ESP-NULL SA was replaced by an encrypted ESP SA with an
identical SPI. |If both ends use random SPI generation, this is a
very unlikely situation (1 in 2732), but it is possible that sone
nodes reuse SPI nunbers (e.g., a 32-bit nmenory address of the SA
descriptor); thus, this situation needs to be handl ed.

Actual limts for cache invalidation are |ocal policy decisions.
Sanpl e invalidation policies include: 50% of packets marked as
garbage within a second, or if a deep-inspection engi nhe cannot
differentiate between garbage and failure, failing nore than 95% of
packets in last 10 seconds. For inplenentations that do not

di stingui sh between garbage and failure, failures should not be
treated too quickly as an indication of SA reuse. Oten, single
packets cause state-related errors that bl ock otherw se nornal
packets from passing.

7. UDP Encapsul ation

The flow | ookup code needs to detect UDP packets to or from port 4500
in addition to the ESP packets, and performsimlar processing to
them after skipping the UDP header. Port-translation by NAT often
rewites what was originally 4500 into a different value, which nmeans
each uni que port pair constitutes a separate IPsec flow. That is,
UDP- encapsul ated | Psec flows are identified by the source and
destination I P, source and destination port nunber, and SPI nunber.
As devices nmight be using IKEv2 Mbility and Ml tihom ng (MBI KE)

([ RFC4555] ), that also neans that the flow cache should be shared

bet ween the UDP encapsul ated | Psec fl ows and non-encapsul ated | Psec
flows. As previously nmentioned, differentiating between garbage and
actual policy failures will help in proper detection inmrensely.

Because the checks are run for packets having just source port 4500
or packets having just destination port 4500, this night cause checks
to be run for non-ESP traffic too. Some traffic may randonly use
port 4500 for other reasons, especially if a port-translating NAT is
i nvol ved. The UDP encapsul ati on processing should al so be aware of
that possibility.

8. Heuristic Checks
Normal |y, HMAC- SHA1- 96 or HMAC- MD5-96 gives 1 out of 2796 probability
that a random packet will pass the Hashed Message Aut hentication Code

(HMAC) test. This yields a 99.999999999999999999999999998%
probability that an end node will correctly detect a random packet as
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being invalid. This nmeans that it should be enough for an

i ntermedi ate device to check around 96 bits fromthe input packet.
By conparing them agai nst known val ues for the packet, a deep-

i nspection engine gains nore or |less the sane probability as that
whi ch an end node is using. This gives an upper limt of how many

bits heuristics need to check -- there is no point of checking nuch
more than that many bits (since that same probability is acceptable
for the end node). |In nost of the cases, the intermedi ate device

does not need probability that is that high, perhaps sonething around
32-64 bits is enough

| Psec’s ESP has a wel | -understood packet |ayout, but its variabl e-
length fields reduce the ability of pure algorithnic matching to one
requiring heuristics and assigning probabilities.

8.1. ESP-NULL For mat
The ESP-NULL format is as foll ows:

0 1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S
| Security Parameter |ndex (SPl) |
R i T I e T S S e S TR S T e i I S e S e e e e o o
| Sequence Nunber |
i T s i o S i i S R I S I S S S M
| I'V (optional) |
B T S i T s i i e e SEI S
Payl oad Data (vari abl e)

I I
I+ T S S e T s s s oLt S S SO S S +-|+
| Paddi ng (0-255 bytes) |
i ok It S S R R I S i it HIE RIE R TR e
| | Pad Length | Next Header |
R i T I e T S S e S TR S T e i I S e S e e e e o o
| Integrity Check Value (variable) |
L- B e T T R T i i S i S S i S S +-L

Figure 1

The output of the heuristics should provide information about whether
the packet is encrypted ESP or ESP-NULL. In case it is ESP-NULL, the
heuristics should also provide the Integrity Check Value (I1CV) field

length and the Initialization Vector (I1V) |ength.
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The currently defined ESP authentication algorithns have 4 different
Il engths for the ICV field.

Different ICV lengths for different al gorithm

Al gorithm I CV Length
AUTH_HMAC_MD5_96 96
AUTH_HMAC_SHA1_ 96 96
AUTH_AES_XCBC 96 96
AUTH_AES_CMAC 96 96
AUTH_HMAC_SHA2_256_128 128
AUTH_HVMAC_SHA2_384_192 192
AUTH_HMAC SHA2_512_256 256
Figure 2

In addition to the ESP authentication algorithms |isted above, there
is also the encryption algorithm ENCR NULL_AUTH AES GVAC, whi ch does
not provide confidentiality but provides authentication, just |ike
ESP-NULL. This algorithmhas an ICV Length of 128 bits, and it al so
requires 8 hbytes of IV

In addition to the ICV length, there are also two possible values for
IV Ilengths: 0 bytes (default) and 8 bytes (for
ENCR_NULL_AUTH AES GVAC). Detecting the IV length requires
under st andi ng the payl oad, i.e., the actual protocol data (neaning
TCP, UDP, etc.). This is required to distinguish the optional IV
fromthe actual protocol data. How well the IV can be distingui shed
fromthe actual protocol data depends on howthe IV is generated. |If
the 1V is generated using a method that generates random| ooki ng data
(i.e., encrypted counter, etc.) then distinguishing protocol data
fromthe IVis quite easy. |If an IV is a counter or simlar non-
random val ue, then there are nore possibilities for error. |If the
protocol (also known as the, "next header") of the packet is one that
is not supported by the heuristics, then detecting the IV length is

i npossi bl e; thus, the heuristics cannot finish. |In that case, the
heuristics return "unsure" and require further packets.

Thi s docunent does not cover RSA authentication in ESP ([ RFC4359]),
as it is considered beyond the scope of this docunent.

8.2. Self Describing Paddi ng Check
Bef ore obtaining the next header field, the ICV |l ength nust be
measured. Four different I1CV lengths |ead to four possible places

for the pad |l ength and padding. |nplenentations nust be careful when
trying larger sizes of the ICV such that the inspected bytes do not
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belong to data that is not payload data. For exanple, a 10-byte | CWP
echo request will have zero-Iength paddi ng, but any checks for

256-bit 1CVs will inspect sequence nunber or SPI data if the packet
actually contains a 96-bit or 128-bit |CV.

I CV |l engt hs shoul d al ways be checked from shortest to longest. It is
much nore likely to obtain valid-1ooking padding bytes in the
cleartext part of the payload than fromthe ICV field of a | onger ICV
than what is currently inspected. For exanple, if a packet has a
96-bit ICV and the inplenentation starts checking for a 256-bit ICV
first, it is possible that the cleartext part of the payl oad contains
val i d-1ooking bytes. |If done in the other order, i.e., a packet
having a 256-bit 1 CV and the inplenentation checks for a 96-bit ICV
first, the inspected bytes are part of the longer ICV field, and
shoul d be indistingui shable fromrandom noi se

Each ESP packet always has between 0-255 bytes of paddi ng, and

payl oad, pad | ength, and next header are always right aligned within
a 4-byte boundary. Normally, inplenentations use a mninmal anount of
paddi ng, but the heuristics nethod woul d be even nore reliable if
some extra padding is added. The actual paddi ng data has bytes
starting fromO1l and ending at the pad length, i.e., exact padding
and pad length bytes for 4 bytes of padding would be 01 02 03 04 04.

Two cases of ESP-NULL padding are matched bytes (like the 04 04 shown
above), or the 0-byte padding case. In cases where there is one or
more bytes of padding, a node can performa very sinple and fast test
-- a sequence of NN in any of those four locations. G ven four
2-byte locations (assum ng the packet size allows all four possible

I CV lengths), the upper-bound probability of finding a random
encrypted packet that exhibits non-zero | ength ESP-NULL properties
is:

1 - (1 - 255/ 65536) ~ 4 == 0.015 == 1.5%

In the cases where there are 0 bytes of padding, a random encrypted
ESP packet has:

1-(1- 1/ 256) ~ 4 == 0.016 == 1.6%

Toget her, both cases yield a 3.1% upper-bound chance of
m scl assi fying an encrypted packet as an ESP-NULL packet.

In the matched bytes case, further inspection (counting the pad bytes
backward and downward fromthe pad-1ength match) can reduce the
nunber of msclassified packets further. A padding |ength of 255
means a specific 2567254 sequence of bytes nust occur. This
virtually elimnates pairs of 'FF FF as viable ESP-NULL paddi ng.
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Every one of the 255 pairs for padding length N has only a 1 / 256"N
probability of being correct ESP-NULL padding. This shrinks the
af orenmenti oned 1.5% of matched pairs to virtually not hing.

At this point, a maxi mum of 1.6% of possible byte values remain, so

the next header nunmber is inspected. |f the next header nunber is
known (and supported), then the packet can be inspected based on the
next header number. |f the next header number is unknown (i.e., not

any of those with protocol checking support) the packet is marked
"unsure", because there is no way to detect the IV | ength without
i nspecting the inner protocol payl oad.

There are six different next header fields that are in comon use
(TCP (6), UDP (17), ICWP (1), Stream Control Transm ssion Protoco
(SCTP) (132), IPv4 (4), and I1Pv6 (41)), and if IPv6 is in heavy use,
that nunber increases to nine (Fragnment (44), |1CwWPv6 (58), and | Pv6
options (60)). To ensure that no packet is misinterpreted as an
encrypted ESP packet even when it is an ESP-NULL packet, a packet
cannot be narked as a failure even when the next header nunber is one
of those that is not known and supported. 1In those cases, the
packets are marked as "unsure".

An internediate node's policy, however, can aid in detecting an ESP-
NULL fl ow even when the protocol is not a conmon-case one. By
counting how many "unsure" returns obtained via heuristics, and after
the receipt of a consistent, but unknown, next header nunber in sane
|l ocation (i.e., likely with the same I1CV |l ength), the node can
conclude that the flow has high probability of being ESP-NULL (since
it is unlikely that so nany packets would pass the integrity check at
the destination unless they are legitimate). The flow can be
classified as ESP-NULL with a known I CV | ength but an unknown |V

| engt h.

Fortunately, in unknown protocol cases, the IV | ength does not
matter. |f the protocol is unknown to the heuristics, it will nost
i kely be unknown by the deep-inspection engine also. It is

therefore inportant that heuristics should support at |east those
same protocols as the deep-inspection engine. Upon receipt of any

i nner next header nunber that is known by the heuristics (and deep-

i nspection engine), the heuristics can detect the IV |l ength properly.

8.3. Protocol Checks

Generic protocol checking is nmuch easier with preexisting state. For
exanpl e, when many TCP/ UDP fl ows are established over one IPsec SA a
rekey produces a new SA that needs heuristics to detect its
paraneters, and those heuristics benefit fromthe existing TCP/ UDP
flows that were present in the previous IPsec SA. |In that case, it
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is just enough to check that if a new | Psec SA has packets bel ongi ng
to the flows of some other |IPsec SA (previous |Psec SA before rekey),
and if those flows are already known by the deep-inspection engine,

it will give a strong indication that the new SAis really ESP-NULL.

The worst case scenario is when an end node starts up comuni cati on,
i.e., it does not have any previous flows through the device.
Heuristics will run on the first few packets received fromthe end
node. The |ater subsections mainly cover these start-up cases, as
they are the nost difficult.

In the protocol checks, there are two different types of checks. The

first check is for packet validity, i.e., certain |locations nust
contain specific values. For exanple, an inner |IPv4 header of an
I Pv4 tunnel packet must have its 4-bit version nunber set to 4. |If

it does not, the packet is not valid, and can be narked as a failure.
O her positions depending on ICV and IV |l engths nust al so be checked,
and if all of themare failures, then the packet is a failure. |If
any of the checks are "unsure", the packet is marked as such.

The second type of check is for variable, but easy-to-parse val ues.
For exanple, the 4-bit header length field of an inner |Pv4 packet.
It has a fixed value (5) as long as there are no inner |Pv4 options.
If the header-length has that specific value, the nunber of known
"good" bits increases. |If it has some other value, the known "good"
bit count stays the same. A local policy mght include reaching a
bit count that is over a threshold (for exanple, 96 bits), causing a
packet to be marked as valid.

8.3.1. TCP Checks

When the first TCP packet is fed to the heuristics, it is nost likely
going to be the SYN packet of the new connection; thus, it will have
| ess useful information than other |ater packets mi ght have. The
best valid packet checks include checking that header |ength and
flags have valid val ues and checki ng source and destinati on port
numbers, which in some cases can be used for heuristics (but in
general they cannot be reliably distinguished fromrandom nunbers
apart from sonme well-known ports |ike 25/80/110/143).

The nost obvious field, TCP checksum might not be usable, as it is
possi bl e that the packet has already transited a NAT box that changed
the I P addresses but assumed any ESP payl oad was encrypted and did
not fix the transport checksuns with the new | P addresses. Thus, the
I P nunbers used in the checksum are wong; thus, the checksumis
wong. |If the checksumis correct, it can again be used to increase
the valid bit count, but verifying checksuns is a costly operation,

t hus skipping that check m ght be best unless there is hardware to
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hel p the cal cul ation. Wndow size, urgent pointer, sequence nunber,
and acknow edgnent nunbers can be used, but there is not one specific
known val ue for them

One good nethod of detection is that if a packet is dropped, then the
next packet will nost likely be a retransnission of the previous
packet. Thus, if two packets are received with the sane source and
destination port nunbers, and where sequence nunbers are either the
same or right after each other, then it’'s likely a TCP packet has
been correctly detected. This heuristic is nost hel pful when only
one packet is outstanding. For exanple, if a TCP SYN packet is |ost
(or dropped because of policy), the next packet would al ways be a
retransm ssion of the same TCP SYN packet.

Exi sting deep-inspection engines usually do very good TCP fl ow
checking already, including flow tracking, verification of sequence
nunmbers, and reconstruction of the whole TCP flow. Simlar nethods
can be used here, but they are inplenentation dependent and not
descri bed here.

8.3.2. UDP Checks

UDP header has even nore problens than the TCP header, as UDP has
even | ess known data. The checksum has the sane problemas the TCP
checksum due to NATs. The UDP length field m ght not match the
overal | packet length, as the sender is allowed to include TFC
(traffic flow confidentiality; see Section 2.7 of "IP Encapsul ating
Security Payl oad" [RFC4303]) padding.

Wth UDP packets sinmilar nmultiple packet nmethods can be used as with
TCP, as UDP protocols usually include several packets using same port
nunbers going fromone end node to another, thus receiving nultiple
packets having a known pair of UDP port nunbers is good indication
that the heuristics have passed.

Some UDP protocols al so use identical source and destination port
nunbers; thus, that is also a good check

8.3.3. | CMP Checks

As | CWMP nessages are usually sent as return packets for other
packets, they are not very commobn packets to get as first packets for
the SA, the | CVP ECHO REQUEST message being a noteworthy exception

| CMP ECHO REQUEST has a known type, code, identifier, and sequence
nunber. The checksum however, m ght be incorrect again because of
NATSs.
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For I CMP error nessages, the | CVMP nessage contains part of the
original IP packet inside. Then, the sane rules that are used to
detect 1Pv4/1Pv6 tunnel checks can be used.

8.3.4. SCTP Checks

SCTP [ RFC4960] has a sel f-contai ned checksum which is conmputed over
the SCTP payl oad and is not affected by NATs unl ess the NAT is SCTP-
aware. Even nore than the TCP and UDP checksuns, the SCTP checksum
i s expensive, and may be prohibitive even for deep packet

i nspecti ons.

SCTP chunks can be inspected to see if their |lengths are consistent
across the total length of the I P datagram so long as TFC padding is
not present.

8.3.5. I1Pv4 and | Pv6 Tunnel Checks

In cases of tunneled traffic, the packet inside contains a full |Pv4
or | Pv6 packet. Many fields are usable. For |1Pv4, those fields

i nclude version, header length, total |length (again TFC paddi ng m ght
confuse things there), protocol nunber, and 16-bit header checksum
In those cases, the internedi ate device should give the decapsul at ed
| P packet to the deep-inspection engine. |Pv6 has fewer usable
fields, but the version nunber, packet length (nmodul o TFC confusion),
and next header all can be used by deep packet inspection

If all traffic going through the internediate device is either from
or to certain address bl ocks (for exanple, either to or fromthe
conpany intranet prefix), this can al so be checked by the heuristics.

9. Security Considerations

Attackers can al ways bypass ESP-NULL deep packet inspection by using
encrypted ESP (or some other encryption or tunneling nethod) instead,
unl ess the internedi ate node’s policy requires droppi ng of packets
that it cannot inspect. Utimately, the responsibility for
perform ng deep inspection, or allow ng intermedi ate nodes to perform
deep inspection, nust rest on the end nodes. That is, if a server
al | ows encrypted connections also, then an attacker who wants to
attack the server and wants to bypass a deep-inspection device in the
mddle, will use encrypted traffic. This nmeans that the protection
of the whole network is only as good as the policy enforcenment and
protection of the end node. One way to enforce deep inspection for
all traffic, is to forbid encrypted ESP conpletely, in which case
ESP- NULL detection is easier, as all packets nmust be ESP-NULL based
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10.

10.

10.

on the policy (heuristics may still be needed to find out the IV and
ICV lengths, unless further policy restrictions elimnate the
anbi guities).

Section 3 discusses failure nmodes of the heuristics. An attacker can
poi son flows, tricking inspectors into ignoring |legitinmte ESP-NULL
flows, but that is no worse than injecting fuzz.

Forcing the use of ESP-NULL everywhere inside the enterprise, so that
accounting, logging, network nmonitoring, and intrusion detection all
wor k, increases the risk of sending confidential information where
eavesdroppers can see it.
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Appendi x A. Exanpl e Pseudocode
This appendix is neant for the inplementors. It does not include all
the required checks, and this is just exanple pseudocode, so fina

A 1.

i npl ementation can be very different.

need to be d
their other

one, but
parts.

It nmostly lists things that

i npl ement ati ons can optin ze steps dependi ng on

For exanpl e,

i mpl ement ati on mi ght conbi ne

heuristics and deep inspection tightly together.

Fast path

The foll owi ng exanpl e pseudocode show the fastpath part of the packet

processing e

ngi ne.

This part

is usually inplemented in hardware.

PEETTELE LT rrrriirirri
/1 This pseudocode uses follow ng vari abl es:

11

/1 SPlI _offset: Nunber of bytes between start of protoco

11 data and SPI. This is 0 for ESP and

/1 8 for UDP-encapsul ated ESP (i.e, skipping

/1 UDP header).

I

[l 1V_len: Length of the IV of the ESP-NULL packet.

11

[l 1CV_len: Length of the I CV of the ESP-NULL packet.

I

[l State: State of the packet, i.e., ESP-NULL, ESP, or
I unsure.

11

/1 Also following data is taken fromthe packet:

11

/1 1P_total len Total |P packet |ength.

/1 1P_hdr_len: Header length of |IP packet in bytes.

[l 1P _Src_IP: Sour ce address of | P packet.

/1 1P _Dst_IP: Destination address of |P packet.

11

/1 UDP_Il en: Length of the UDP packet taken from UDP header
/1 UDP_src_port: Source port of UDP packet.

/1 UDP_dst_port: Destination port of UDP packet.

I

/1 SPI: SPI nunber from ESP packet.

11

/1 Protocol: Actual protocol nunber of the protocol inside
/1 ESP- NULL packet.

/1 Protocol _off: Calculated offset to the protocol payl oad data
/1 i nsi de ESP-NULL packet.
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FEEEEEEEE bbb bbb r b bbb rri
/1 This is the main processing code for the packet
/1 This will check if the packet requires ESP processing,
11
Process packet:
* |If IP protocol is ESP
* Set SPI_offset to O bytes
* CGoto Process ESP
* |f IP protocol is UDP
* Goto Process UDP
* |f | P protocol is WESP
/1 For information about WESP processing, see WESP
/1 specification.
* Continue WESP processing
* Continue Non-ESP processing

FEEEEEEErrr bbb bbb rrr b rrr b rrrrrr
[l This code is run for UDP packets, and it checks if the
/1 packet is UDP encapsul ated UDP packet, or UDP
/'l encapsul ated | KE packet, or keepalive packet.
/1
Process UDP
/'l Reassenbly is not nandatory here, we could
/1 do reassenbly also only after detecting the
/1 packet being UDP encapsul ated ESP packet, but
/1 that would conplicate the pseudocode here
/[l alot, as then we would need to add code
/1 for checking whether or not the UDP header is in this
/1 packet.
/'l Reassenbly is to sinmplify things
* |f packet is fragnent
* Do full reassenbly before processing
* |f UDP_src_port !'= 4500 and UDP_dst_port != 4500
* Continue Non-ESP processing
* Set SPI _offset to 8 bytes
If UDP_len > 4 and first 4 bytes of UDP packet are 0x000000
* Continue Non-ESP processing (pass |KE-packet)
* |f UDP_len > 4 and first 4 bytes of UDP packet are 0x000002
* Continue WESP processing
* |f UDP len == 1 and first byte is Oxff
* Continue Non-ESP processing (pass NAT-Keepal i ve Packet)
* Goto Process ESP

*
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FEEEEEEEE bbb bbb r b bbb rri
/[l This code is run for ESP packets (or UDP-encapsul ated ESP
/'l packets). This checks if IPsec flowis known, and

/1 if not calls heuristics. |If the IPsec flowis known
/1 then it continues processing based on the policy.
/1

Process ESP
* | f packet is fragnent
* Do full reassenbly before processing
* |f IP_total len < IP_hdr_len + SPI _offset + 4
/1 1f this packet was UDP encapsul at ed ESP packet then
/1 this mght be valid UDP packet that m ght
/1 be passed or dropped dependi ng on policy.
* Continue normal packet processing
* Load SPI fromIP_hdr_len + SPI_offset
* Initialize State to ESP
/1 In case this was UDP encapsul ated ESP, use UDP_src_port and
/1 UDP_dst port also when finding data from SPI cache.
* Find IP_Src_IP + IP_Dst_IP + SPI from SPI cache
* | f SPI found
* Load State, IV_len, I1CV_len from cache
* |f SPI not found or State is unsure
* Call Autodetect ESP paraneters (drop to sl owpath)
* |f State is ESP
* Continue Non-ESP-NULL processing
* CGoto Check ESP-NULL packet

FEEEEEEE bbb bbb rrriirrr
[l This code is run for ESP-NULL packets, and this
/1 finds out the data required for deep-inspection
/1 engine (protocol nunber, and offset to data)
/1 and calls the deep-inspection engine.
/1
Check ESP-NULL packet:
* |f IP_total len < IP_hdr_len + SPI _offset + IV_len + ICV_ |len
+ 4 (spi) + 4 (seq no) + 4 (protocol + padding)
/1 This packet was detected earlier as being part of
/1 ESP-NULL flow, so this neans that either ESP-NULL
/1 was replaced with other flow or this is an invalid packet.
/1 Either drop or pass the packet, or restart
/1 heuristics based on the policy
* Continue packet processing
* Load Protocol fromIP_total len - ICV Ilen - 1
* Set Protocol off to
IP_hdr _len + SPI _offset + IV_len + 4 (spi) + 4 (seq nho)
* Do normal deep inspection on packet.
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A 2.

Fi gure 3

Sl owpat h

The foll owi ng exanpl e pseudocode shows the actual heuristics
the packet processing engine. This part is usually inplenented in
sof tware

FEEEEEEEr bbb bbb bbb rrrrirrrrr

May 2010

part of

/1 This pseudocode uses follow ng vari abl es:
11
/1 SPI _offset, IV_len, ICV_len, State, SPI
/1 IP_total _len, IP_hdr_len, IP.Src_IP, IP Dst _IP
/1 as defined in fastpath pseudocode.
/1
/1 Stored Check Bits: Nunmber of bits we have successfully
/1 checked to contain acceptabl e val ues
/1 in the actual payload data. This value
11 is stored/retrieved from SPI cache.
I
/1 Check_Bits: Nunber of bits we have successfully
/1 checked to contain acceptabl e val ues
/1 in the actual payload data. This value
/1 i s updated during the packet
/1 verification
I
/1 Last_Packet Data: Contains selected pieces fromthe
/1 | ast packet. This is used to conpare
/1 certain fields of this packet to
11 sane fields in previous packet.
11
/1 Packet Dat a: Sel ected pieces of this packet, same
/1 fields as Last Packet _Data, and this
/1 is stored as new Last Packet Data to
/1 SPI cache after this packet is processed.
11
/] Test_ICV_len: Temporary I CV |l ength used during tests.
/1 This is stored to I CV_ I en when
/1 paddi ng checks for the packet succeed
/1 and the packet didn't yet have unsure
11 stat us.
11
[l Test _IV_Ilen: Temporary |V length used during tests.
I
/1 Pad_l en: Paddi ng | ength fromthe ESP packet.
I
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Pr ot ocol : Prot ocol number of the packet inside ESP
packet .
TCP. *: Fields from TCP header (from i nsi de ESP)
UDP. *: Fields from UDP header (from i nsi de ESP)

FEEEEEEE bbb bbb rrrrrrrrn
This code starts the actual heuristics.

During this the fastpath has already | oaded

State, ICV_ len, and IV_len in case they were

found fromthe SPI cache (i.e., in case the flow

had unsure status).

Aut odet ect ESP paraneters:

Ki vi

/1l First, we check if this is unsure flow, and
/1 if so, we check next packet against the
/1 already set IV/ICV_|en conbination.
* |f State is unsure
* Call Verify next packet
* |f State is ESP-NULL
* Goto Store ESP-NULL SPI cache info
* |f State is unsure
* Goto Verify unsure
/1 If we failed the test, i.e., State
/1 was changed to ESP, we check other
[l 1CV/IIV_len values, i.e., fall through
/1 1CV lengths are tested in order of |ICV | engths,
/1 fromshortest to | ongest.
* Call Try standard al gorithns
* | f State is ESP-NULL
* Goto Store ESP-NULL SPI cache info
Call Try 128bit al gorithns
If State is ESP-NULL
* Goto Store ESP-NULL SPI cache info
Call Try 192bit al gorithns
If State is ESP-NULL
* Goto Store ESP-NULL SPI cache info
* Call Try 256bit algorithns
* |f State is ESP-NULL
* Goto Store ESP-NULL SPI cache info
/1 AUTH DES MAC and AUTH KPDK MD5 are |l eft out from
/1 this docunent.
/1 If any of those test above set state to unsure
/1 we mark | Psec flow as unsure.
* |f State is unsure
* Goto Store unsure SPI cache info

* %

* %
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/1 Al of the test failed, neaning the packet cannot

/1 be ESP-NULL packet, thus we mark |Psec fl ow as ESP

* Goto Store ESP SPI cache info
FEEEEEEE bbb bbb rrriirrr
/] Store ESP-NULL status to the |Psec flow cache.
11
Store ESP-NULL SPI cache info:

* Store State, IV.len, ICV len to SPI cache

using IP_Src_IP + IP_Dst_IP + SPI as key
* Continue Check ESP-NULL packet

FEEEEEEErrr bbb bbb bbb rrr i rrrrrrrirr
/1 Store encrypted ESP status to the | Psec flow cache.
I
Store ESP SPI cache i nfo:
* Store State, IV.len, ICV len to SPI cache
using IP.Src IP + IP_Dst_ IP + SPI as key
* Continue Check non-ESP-NULL packet

LEETEEETPEE bbb bbbt rrriirn
/] Store unsure flow status to | Psec fl ow cache.
/1 Here we also store the Check Bits.
11
Store unsure SPI cache i nfo:
* Store State, IV_len, ICV_len,
Stored Check Bits to SPI cache
using IP_Src_IP + IP_Dst_IP + SPI as key
* Continue Check unknown packet

FEEEEEEErrr bbb bbb bbb rrr i rrrrrrrirr
/1 Verify this packet against the previously sel ected

/1 1CV_len and IV_len values. This will either

[l fail (and set state to ESP to mark we do not yet

/1 know what type of flowthis is) or wll

/1 increnment Check Bits.

Verify next packet:
/1l W already have IV_len, ICV len, and State | oaded
* Load Stored Check Bits, Last Packet Data from SPI Cache
Set Test ICV len to ICV len, Test IV.len to IV len
Initialize Check Bits to O
Call Verify paddi ng
If verify padding returned Failure
/1 Initial guess was wong, restart
* Set State to ESP
* Clear IV_len, ICV len, State,
Stored_Check Bits, Last_ Packet Data
from SPI Cache

* Ok X

*
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* Return
/1l Gk, padding check succeeded again
* Call Verify packet
* |f verify packet returned Failure
/1l Guess was wong, restart
* Set State to ESP
* Clear IV_len, ICV_len, State,
Stored Check Bits, Last Packet Data
from SPI Cache
* Return
/1 1t succeeded and updated Check Bits and Last_ Packet Data store
/1l themto SPI cache.
* I ncrement Stored_Check Bits by Check Bits
* Store Stored Check Bits to SPI Cache
* Store Packet Data as Last Packet Data to SPlI cache
* Return

FEEEEEEErrr bbb bbb bbb rrr i rrrrrrrirr
/1 This will check if we have already seen enough bits
/] acceptable fromthe payl oad data, so we can decide
/1 that this IPsec flowis ESP-NULL fl ow.
I
Verify unsure:
/'l Check if we have enough check bits.
* | f Stored_Check Bits > configured limt
/1 W have checked enough bits, return ESP-NULL
* Set State ESP-NULL
* Goto Store ESP-NULL SPI cache info
/1 Not yet enough bits, continue
* Continue Check unknown packet

LEETEEETPEE bbb bbbt rrriirn
/1 Check for standard 96-bit al gorithns.
I
Try standard al gorithns:
/1 AUTH HVAC MD5_96, AUTH HVAC SHA1l 96, AUTH_AES XCBC 96,
/1 AUTH_AES CMAC 96
* Set Test ICV len to 12, Test IV len to O
* CGoto Check packet

FEEEEEEErrr bbb bbb rrr b rrr i rrrrrrn
/1 Check for 128-bit algorithns, this is only one that
/1 can have 1V, so we need to check different 1V_|len val ues
/'l here too.
/1
Try 128bit al gorithns:

/1 AUTH HVAC SHA2_ 256_128, ENCR _NULL_AUTH _AES GVAC

* Set Test ICV len to 16, Test IV.len to O
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* |f IP_total _len < IP_hdr_len + SPI_offset
+ Test IV len + Test ICV_len
+ 4 (spi) + 4 (seq no) + 4 (protocol + padding)
* Return
Call Verify padding
If verify padding returned Failure
* Return
* |Initialize Check Bits to O
* Call Verify packet
* |f verify packet returned Failure
* Goto Try GVAC
/1l Ck, packet seenmed ok, but go now and check if we have enough
/] data bits so we can assune it is ESP-NULL
* Goto Check if done for unsure

*

*

FEEEEEEE bbb bbb rrriirrr
/1 Check for GVAC MACs, i.e., MACs that have an 8-byte |IW.
11
Try GVAC
/1 ENCR_NULL_AUTH AES GVAC
* Set Test IV.len to 8
* |f IP_total _len < IP_hdr_len + SPI_offset
+ Test IV len + Test ICV._ len
+ 4 (spi) + 4 (seq no) + 4 (protocol + padding)
* Return
* Initialize Check Bits to O
* Call Verify packet
* |f verify packet returned Failure
/1l Guess was wong, continue
* Return
/1l Ck, packet seemed ok, but go now and check if we have enough
/!l data bits so we can assune it is ESP-NULL
* CGoto Check if done for unsure

FEEEEEEErrr bbb bbb rrr b rrr b rrrirr
/1 Check for 192-bit algorithns.
11
Try 192bit al gorithns:
/1 AUTH HVAC SHA2 384 192
* Set Test ICV len to 24, Test IV.len to O
* Goto Check packet

FEEEEEErrrr bbb bbb rrrrrrr b rrr i rrrrrr
/1 Check for 256-bit algorithns.
/1
Try 256bit al gorithns:
/1 AUTH HVAC SHA2_ 512 256
* Set Test ICV len to 32, Test IVlento O
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* CGoto Check packet

FEEEEEEE bbbt rrriirn
/1 This actually does the checking for the packet, by
/1 first verifying the length, and then self describing
/1 padding, and if that succeeds, then checks the actua
/1 payl oad content.
I
Check packet:
* |f IP_total _len < IP_hdr_len + SPI_offset
+ Test IV len + Test ICV_len
+ 4 (spi) + 4 (seq no) + 4 (protocol + padding)
* Return
* Call Verify padding
* |f verify padding returned Failure
* Return
* |nitialize Check Bits to O
* Call Verify packet
* | f verify packet returned Failure
/1l Guess was wong, continue
* Return
/1l Ck, packet seened ok, but go now and check if we have enough
/'l data bits so we can assune it is ESP-NULL
* Goto Check if done for unsure

LEETEEETPEE bbb bbbt rrriirn
/1 This code checks if we have seen enough acceptabl e
/1 values in the payload data, so we can decide that this
/1 1Psec flowis ESP-NULL fl ow.
11
Check if done for unsure:
* | f Stored_Check Bits > configured limt
/1 W have checked enough bits, return ESP-NULL
* Set State ESP-NULL
* Set IV.len to Test IV len, ICV Ilen to Test ICV |len
* Clear Stored Check Bits, Last Packet Data from SPI Cache

* Return
/1l Not yet enough bits, check if this is first unsure, if so
/] store information. |In case there are multiple

/1 tests succeeding, we always assunme the first one
/1 (the one using shortest MAC) is the one we want to
/1 check in the future
* |f State is not unsure

* Set State unsure
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/'l These values will be stored to SPI cache if
// the final state will be unsure
* Set IV_len to Test IV.len, ICV len to Test ICV_len
* Set Stored Check Bits as Check Bits
* Return

FEEEEEEErrr bbb bbb bbb rrr b rrrrrrrrrr
/1 Verify self describing padding
/1
Verify paddi ng:
* Load Pad len fromIP_total len - Test ICV len - 2
* Verify padding bytes at
IP_total _len - Test ICV Ilen - 1 - Pad_len .
IP total len - Test ICV len - 2 are
1, 2, ..., Pad_len
* |f Verify of padding bytes succeeded
* Return Success
* Return Failure

FEEETIEEE bbb r bbb bbb rrrr
[l This will verify the actual protocol content inside ESP
/1 packet.
/1
Verify packet:
/1 W need to first check things that cannot be set, i.e., if any of
/1 those are incorrect, then we return Failure. For any
[/ fields that might be correct, we increnent the Check Bits
/1 for a suitable anount of bits. |If all checks pass, then
/1 we just return Success, and the upper layer will then
/1 later check if we have enough bits checked al ready.
* Load Protocol FromIP_total _len - Test ICV Ilen - 1
* | f Protocol TCP
* Coto Verify TCP
* | f Protocol UDP
* Coto Verify UDP
/1 Qther protocols can be added here as needed, nost |ikely sane
/1 protocols as deep inspection does.
/1 Tunnel node checks (protocol 4 for |IPv4 and protocol 41 for
/1 1Pv6) is also left out fromhere to make the docunment shorter
* Return Failure

FEEEEEEErrr bbb bbb bbb rrr i rrrrrrrirr
/1 Verify TCP protocol headers
I
Verify TCP
/1 First we check things that nmust be set correctly.
* |f TCP.Data Ofset field < 5
/1 TCP head length too snall
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* Return Failure
/1 After that, we start to check things that do not
/'l have one definitive value, but can have multiple possible
/1 valid val ues.
* |f TCP. ACK bit is not set, then check

that TCP. Acknow edgnent nunber field contains 0O

/1 If the ACK bit is not set, then the acknow edgnent

/1 field usually contains 0, but | do not think

/1l RFCs mandate it being zero, so we cannot make

/1 this a failure if it is not so.

* I ncrement Check Bits by 32
* |f TCP.URG bit is not set, then check

that TCP.Urgent_Pointer field contains O

/1 If the URG bit is not set, then urgent pointer

/1 field usually contains 0, but | do not think

/1l RFCs mandate it being zero, so we cannot make

/1 this failure if it is not so.

* Increment Check Bits by 16
* | f TCP.Data Offset field ==

* I ncrement Check Bits by 4
* |f TCP.Data Ofset field > 5

* |f TCP options format is valid and it is padded correctly

* I ncrement Check Bits accordingly
* |f TCP options format was garbage
* Return Failure

* | f TCP.checksumis correct

/1 This m ght be wong because packet passed NAT, so

/1 we cannot nake this failure case.

* I ncrement Check Bits by 16
/1 W can also do nornal deeper TCP inspection here, i.e.,
/1 check that the SYNNACK/ FIN RST bits are correct and state
/1 matches the state of existing flowif this is packet
/1l to existing flow, etc.
/1 If there is anything clearly wong in the packet (i.e.,
/1 sonme data is set to sonething that it cannot be), then
[l this can return Failure; otherwi se, it should just
[l increnment Check Bits matching the nunmber of bits checked.

/1 W can al so check things here conpared to the |ast packet
* |f Last_Packet Data. TCP.source port =
Packet Data. TCP. source_port and
Last Packet Data. TCP. destination port =
Packet Data. TCP. desti nati on port
* I ncrement Check _Bits by 32
* | f Last_Packet _Dat a. TCP. Acknowl edgenent _nunber =
Packet Data. TCP. Acknowl edgenent _nunber
* I ncrement Check Bits by 32
* | f Last_Packet Data. TCP. sequence_nhunber =
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Packet Dat a. TCP. sequence_nunber

* I ncrement Check Bits by 32
/1 W can do other sinmlar checks here
* Return Success

FEEEEEEErrr bbb bbb bbb rrr b rrrrrrrirr
/1 Verify UDP protocol headers
I
Verify UDP
/1 First we check things that nmust be set correctly.
* |f UDP.UDP_length > 1P total len - IP_hdr_len - SPlI_offset
- Test _IV.len - Test ICV len - 4 (spi)
- 4 (seq no) - 1 (protocol)
- Pad_len - 1 (Pad_l en)
* Return Failure
* | f UDP.UDP_length < 8
* Return Failure
/1l After that, we start to check things that do not
/1l have one definitive value, but can have nultiple possible
/1 valid val ues.
* | f UDP. UDP_checksumis correct
/1 This m ght be wong because packet passed NAT, so
/1l we cannot nake this failure case.
* Increment Check Bits by 16
* |f UDP.UDP_length = IP_total _len - IP_hdr_len - SPI_offset
- Test_IV.len - Test _ICV len - 4 (spi)
- 4 (seq no) - 1 (protocol)
- Pad len - 1 (Pad_| en)
/1 If there is no TFC paddi ng then UDP_| ength
/1 will be matching the full packet |ength
* I ncrement Check Bits by 16
/1 W can al so do normal deeper UDP inspection here.
/1 If there is anything clearly wong in the packet (i.e.,
/1 sonme data is set to sonething that it cannot be), then
/1 this can return Failure; otherwi se, it should just
[l increnment Check Bits nmatching the nunber of bits checked.

/1 W can al so check things here conpared to the |ast packet
* |f Last_Packet Data. UDP. source_port =

Packet Data. UDP. source_port and

Last _Packet Data.destination_port =

Packet Data. UDP. desti nati on_port

* I ncrement Check Bits by 32
* Return Success

Figure 4
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