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interpreted in the server ranking systemused by AFS. |t updates RFC
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1. Overview and Rational e

AFS (a registered trademark of |BM Corporation) is a distributed file
system (see [AFS1] and [AFS2]). Its nost widely used inplenentations
are [ OPENAFS] and [ ARLA].

AFS is organi zed adnministratively into cells. Each AFS cell consists
of one or nore Vol une Location Database (VLDB) servers, one or nore
Protection Service (PTS) servers, and one or nore file servers and
vol ume servers, plus possible additional services not relevant to
this docunent. Data stored in AFS is divided into collections of
files called volumes. An AFS protocol client, when accessing a file
within a specific AFS cell, first contacts a VLDB server for that

cell to determine the file server for the AFS volune in which that
file is located, and then contacts that file server directly to
access the file. Aclient may al so need to contact a PTS server for
that cell to register before accessing files in that cell or to query
protection database infornmation.

An AFS client therefore needs to determne, for a given AFS cell, the
VLDB and possibly the PTS servers for that cell. (Traditionally, the
VLDB and PTS servers are provided by the same host.) Once the client
is in contact with the VLDB server, it locates file and vol unme
servers through AFS protocol queries to the VLDB server. Oiginally,
VLDB server information was configured separately on each client in a
file called the Cell ServDB file. [RFCl1183] specified the DNS RR
(Resource Record) AFSDB to | ocate VLDB servers for AFS.

Subsequent to [RFC1183], a general DNS RR was defined by [ RFC2782]

for service location for any service. This DNS SRV RR has several
advant ages over the AFSDB RR
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0 AFSDB RRs do not support priority or ranking, |eaving AFS cel
adm nistrators without a way to indicate which VLDB servers
clients should prefer

0 AFSDB RRs do not include protocol or port information, inplicitly
assuning that all VLDB servers will be contacted over the standard
port and the UDP. Future changes to the AFS protocol nmay require
separate VLDB server lists for UDP and TCP traffic, and some uses
of AFS, such as providing VLDB service for nultiple cells fromthe
sanme systens, require use of different ports.

0o Cdients using AFSDB RRs nust assune that VLDB and PTS services are
provi ded by the same host, but it may be useful to separate VLDB
servers from PTS servers

o0 DNS SRV RRs are in wi despread use, whereas AFSDB RRs are a little-
known and little-supported corner of the DNS protocol

For those reasons, it is desirable to nove AFS service |ocation from
the AFSDB RR to DNS SRV RRs.

2. Scope

Thi s docunment describes the format and use of DNS SRV RRs for AFS
service location and deprecates the AFSDB RR It al so provides
gui dance for transition fromthe AFSDB RR to DNS SRV RRs and
recomrendat i ons for backward conpatibility.

Docurnent ati on of the AFS protocol, the exact purpose and use of the
VLDB and PTS services, and other information about AFS are outside
the scope of this docunent.

AFSDB RRs may al so be used for locating servers for the Open Software
Foundation’s (CSF's) Distributed Conputing Environment (DCE)

aut henti cated nami ng system as described in [RFC1183]. Service

| ocation for DCE servers is outside the scope of this docunent and is
not nmodified by this specification

3. Requirenents Notation
The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].
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4. DNS SRV RRs for AFS
The [ abel of a DNS SRV RR, as defined in [RFC2782], is:
_<servi ce>. _<proto>. <name>

The foll owi ng val ues for <service> advertise servers providing AFS
servi ces:

af s3-vl server: servers providing AFS VLDB services
af s3-prserver: servers providing AFS PTS servi ces.

O her AFS services, such as file and vol une managenent services, are
| ocated through the VLDB service and therefore do not use DNS SRV
RRs.

<prot o> MJST be "udp" for the current AFS protocol, which uses Rx
over UDP. Oher values may be used for future revisions of the AFS
prot ocol supporting other protocols, such as Rx over TCP

<nane> MUST be the AFS cell nane for which the identified server

provi des AFS services. Cients MJST query DNS SRV RRs only for a
<nanme> val ue exactly matching the AFS cell of interest. They MJST
NOT rempve | eadi ng conponents to search for nore general DNS SRV RRs.
The AFS cell "prod. exanple.com' and the AFS cell "exanple.com are
entirely different cells in the AFS protocol and VLDB servers for the
| atter cannot provide information for the forner.

NOTE: As with AFSDB RRs, this nmeans that DNS SRV RRs can only be
used to | ocate AFS services for cells whose naming nmatches the
structure of the DNS. This is not a requirement of the AFS
protocol, but sites creating new AFS cells SHOULD use nanes t hat
follow the structure of the DNS and that result in DNS SRV RRs
under their administrative control. This both pernits use of DNS
SRV RRs instead of client configuration and hel ps avoi d nam ng
conflicts between separate AFS cells.

DNS SRV RRs include a priority and a weight. As defined in the DNS
SRV RR specification [RFC2782], clients MJST attenpt to contact the
target host with the | owest-nunbered priority they can reach. AFS
clients that use a ranked algorithmto deternine which server to
contact MJST therefore assign a sufficiently distinct rank to targets
with different priorities such that targets with a hi gher-nunbered
priority are only contacted if all targets with a | ower-nunbered
priority are inaccessible. See Section 4.1 for nore infornmation
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If there are nultiple targets with an equal priority, the weight

val ue of the DNS SRV RR SHOULD be used as input to a weighted
algorithmfor selecting servers. As specified by [RFC2782], | arger
wei ghts SHOULD be given a proportionately higher probability of being
selected. In the presence of records containing weights greater than
0, records with weight 0 should have a very small chance of being
selected. A weight of 0 SHOULD be used if all targets with that
priority are weighted equally. AFS clients MAY take into account

net wor k performance and other protocol netrics along with SRV RR

wei ghts when sel ecting servers, thereby possibly selecting different
servers than a system based purely on the SRV RRs woul d indicate.
However, such information MUST NOT override the priority information
in the SRV RR

DNS SRV RRs, like all DNS RRs, have a time-to-live (TTL), after which
the SRV record information is no longer valid (see [RFCL034]). DNS
RRs SHOULD be discarded after their TTL, and after the DNS query
repeated. This applies to DNS SRV RRs for AFS as it does for any
other DNS RR. Any information derived fromthe DNS SRV RRs, such as
preference ranks, MJST be di scarded when the DNS SRV RR i s expired.

I npl enentations are not required to re-run the wei ghted server

sel ection algorithmfor each call. |Instead, they MAY reuse the
results of the algorithmuntil the DNS SRV RRs expire. Cients could
therefore use a specific server for the lifetime of the DNS SRV
records, which may affect the load distribution properties that DNS
SRV records provide. Server operators should account for this effect
when setting the TTL of those records.

AFS clients MAY renenber which targets are inaccessible by that
client and ignore those targets when determ ning which server to
contact first. dients that do this SHOULD have a nechanismto retry
targets that were previously inaccessible and reconsider them
according to their current priority and weight if they becone
accessi bl e again.

4.1. Interpretation as AFS Preference Ranks

Several AFS inplenentations use a ranking algorithmthat assigns
nunbers representing a preference rank to each server when the client
first contacts that AFS cell and then prefers the server with the

| owest rank unless that server goes down. dients using this

al gorithm SHOULD assign their ranks as foll ows:

1. Sort targets by priority and assign a base rank value to each
target based on its priority. Each base rank val ue MJST be
sufficiently different fromthe base rank assigned to any higher-
nunbered priority so that higher-nunbered targets will only be
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attenpted if | ower-nunbered targets cannot be reached. It MJST,
in other words, be farther fromthe base rank of any distinct
priority than any possible automatic adjustnent in the rank

When cal cul ati ng base ranks, observe that the numeric value of a
priority has no neaning. Only the ordering of distinct priority
val ues between multiple SRV RR targets needs to be reflected in
t he base ranks.

2. For each group of targets with the sane priority, follow the
algorithmin [RFC2782] to order those targets. Then, assign
those targets ranks fornmed by incrementing the base wei ght for
that priority such that the first selected target has the | owest
rank, the second selected target has the next-lowest rank, and so
on.

After assignnent of ranks, the AFS client MAY then adjust the ranks
dynani cal | y based on network perfornmance and ot her protocol netrics,
provi ded that such adjustnents are sufficiently snmall conpared to the
di fference between base ranks that they cannot cause servers with a
hi gher - nunbered priority to be contacted instead of a server with a

| ower - nunbered priority.

The TTL of the DNS SRV RRs MUST be honored by invalidating and
regenerating the server preference ranks with new DNS i nformation
once that TTL has expired. However, accumul ated network and protoco
metrics may be retained and reapplied to the new rankings.

AFS server preference ranks are conventionally nunbers between 1 and
65535. DNS SRV RR priorities are nunbers between 0 and 65535.

I mpl ementations following this algorithmcould therefore encounter
probl ems assigning sufficiently distinct base rank values in
exceptional cases of very large nunbers of DNS SRV RR targets with
different priorities. However, an AFS cell configuration with
thousands of DNS SRV RR targets for an AFS VLDB or PTS service with
meani ngful ly distinct priorities is highly inprobable. AFS client

i mpl ement ations encountering a DNS SRV RR containing targets with
more distinct priority values than can be correctly represented as
base ranks SHOULD fall back to generating ranks based solely on
priorities, ignoring other rank inputs, and disabling dynamc

adj ustnent of ranks. |Inplenentations MJIST be able to assign distinct
base ranks as described above for at least ten distinct priority
val ues.

5. Use of AFSDB RRs
Since many AFS client inplenmentations currently support AFSDB RRs but

do not support DNS SRV RRs, AFS cells providing DNS SRV RRs SHOULD
al so provide AFSDB RRs. However, be aware that AFSDB RRs do not

Al | bery St andards Track [ Page 6]



RFC 5864 DNS SRV RRs for AFS April 2010

provide priority or weighting information; all servers listed in
ASFDB RRs are treated as equal. AFSDB RRs al so do not provide port
i nformation.

An AFS cell using DNS SRV RRs SHOULD therefore al so provi de an AFSDB
RR listing all AFS servers for which the follow ng statenents are all
true:

o The server provides both VLDB and PTS service on the standard
ports (7003 and 7002, respectively).

0 The server provides these services via Rx over UDP

0 The server either has the | owest-nunbered priority of those listed
in the DNS SRV RRs or the AFS cell adm nistrator believes it
reasonabl e for clients using AFSDB RRs to use this server by
pr ef erence.

The above is a default recommendation. AFS cell adninistrators MAY
use different lists of servers in the AFSDB RRs and DNS SRV RRs i f
desired for specific effects based on | ocal know edge of which
clients use AFSDB RRs and which clients use DNS SRV RRs. However,
AFS servers SHOULD NOT be advertised with AFSDB RRs unl ess they
provi de VLDB and PTS services via UDP on the standard ports. (This
falls shy of MUST NOT because it may be useful in some unusua
circunstances to advertise, via an AFSDB RR, a server that provides
only one of the two services, but be aware that such a configuration
may confuse | egacy clients.)

An AFS cell SHOULD have at |east one VLDB and at |east one PTS server
provi ding service on the standard ports of 7003 and 7002,
respectively, since clients without DNS SRV RR support cannot |ocate
servers on non-standard ports.

Clients SHOULD query DNS SRV RRs by default but SHOULD then fall back
on AFSDB RRs if no DNS SRV RRs are found. In the absence of DNS SRV
RRs, an AFSDB RR of <subtype> 1 SHOULD be treated as equivalent to
the follow ng pair of DNS SRV RRs:

_afs3-vlserver. _udp.<cell> <ttl> IN SRV 0 0 7003 <host nane>
_afs3-prserver. _udp.<cell> <ttl> IN SRV 0 0 7002 <host nane>

<cell>is the |l abel of the AFSDB RR, <ttl> is its TTL and <host nane>

is the <hostname> value of the AFSDB RR as specified in [ RFC1183].
This is the fully-qualified domain name of the server
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6

Exanpl e

The foll owi ng exanpl e i ncl udes TCP AFS services, separation of a PTS
server froma VLDB server, and use of non-standard ports, al

features that either assune future AFS protocol devel opnent or are
not widely supported by current clients. This exanple is intended to
show the range of possibilities for AFS DNS SRV RRs, not as a
practical example for an existing cell. This is a part of the zone
file for a fictional exanple.comdomain with AFS services

$ORI G N exanpl e. com

@ SOA dns. exanpl e.com root.exanple.com (
2009100201 3600 3600 604800 86400 )
NS dns. exanpl e. com

_afs3-vlserver. _udp SRV 0 2 7003 afsdbl. exanpl e.com
_afs3-vlserver. _ udp SRV 0 4 7003 afsdbh2. exanpl e. com
_afs3-vlserver. udp SRV 1 0 65500 afsdb3. exanpl e.com
_afs3-vlserver. _tcp SRV 0 0 7003 afsdb3. exanpl e. com
_afs3-prserver. _udp SRV 0 0 7002 afsdbl. exanpl e.com

_afs3-prserver. tcp SRV 0 0 7002 afsdb3. exanpl e. com

@ AFSDB 1 af sdbl. exanpl e. com
dns A 192.0.2.9
af sdbl A 192.0.2.10
af sdb2 A 192.0.2.11
af sdb3 A 192.0.2.12

In this exanmple, the AFS cell name is exanple.com

af sdb1, afsdb2, and afsdb3 all provide VLDB service via UDP. The
first two have the sane priority but have wei ghts indicating that

af sdb1l shoul d get about twice as many clients as afsdb2. afsdb3
shoul d only be used for UDP VLDB service if afsdbl and afsdb2 are not
accessi bl e and provides that service on a non-standard port (65500).

Only one host, afsdbl, provides UDP PTS service.

af sdb3 provi des a hypothetical TCP version of AFS VLDB and PTS
service on the standard ports and is the only server providing these
services over TCP for this cell. Such a TCP-based AFS protocol did
not exist at the time this docunment was witten. This exanple only
shows what the record would | ook Iike in a hypothetical future if
such a protocol were devel oped.
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8.

8.

1.

An AFSDB RR is provided for backward conpatibility with ol der
clients. It lists only afsdbl, since only that host provides both
VLDB and PTS service over UDP on the standard ports.

Security Considerations

Use of DNS SRV RRs for AFS service |ocations poses the sane security
i ssues as the existing AFSDB RRs. Specifically, unless the integrity
and authenticity of the DNS response are checked, an attacker may
forge DNS replies and thereby direct clients at a VLDB or PTS server
under the control of the attacker. Fromthere, the attacker may
deceive an AFS client about the volunmes and file servers in a cel

and about the contents of files and directories in that cell. |If the
client uses cell data in a trusted way, such as by executing prograns
out of that AFS cell or using data fromthe cell as input to other
prograns, the attacker nay be able to further conprom se the security
of the client and trick it into taking action under the attacker’s
control

This attack can be prevented if the server is authenticated, since
the client can then detect a failure to authenticate the attacker’s
servers and thereby detect possible inpersonation. However, this
applies only to authenticated AFS access, and nuch AFS access is
unaut henticated. Furthernore, clients after failure to authenticate
may fall back to unauthenticated access, which the attacker’s servers
may permt.

Using an integrity-protected DNS system such as DNS Security (DNSSEC)
[ RFC4033] can prevent this attack via DNS. However, the underlying
vul nerability is inherent in the current AFS protocol and nmay be
exploited in ways other than DNS forgery, such as by forging the
results of VLDB queries for an AFS cell. Addressing it properly
requires changes to the AFS protocol allowing clients to al ways

aut henti cate AFS services and di scard unaut henticated data. Even in
the absence of a DNS systemwith integrity protection, addition of
DNS SRV RRs does not make this vulnerability nore severe, only opens
anot her equi val ent point of attack.
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