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Abstract

Thi s docunent describes howto use a Generic Security Service
Application ProgramlInterface (GSS-API) nechanismin the Sinple

Aut hentication and Security Layer (SASL) framework. This is done by
defining a new SASL nechanismfanily, called GS2. This mechani sm
famly offers a nunmber of inprovenents over the previous "SASL/
GSSAPI " mechanism it is nore general, uses fewer messages for the
aut henti cati on phase in sone cases, and supports negotiabl e use of
channel binding. Only GSS-API nechani sns that support channel

bi ndi ng and nutual authentication are support ed.

Status of This Meno
This is an Internet Standards Track docunent.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF conmmunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww.rfc-editor.org/info/rfc5801.
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1.

I nt roducti on

Generic Security Service Application ProgramlInterface (GSS-API)

[ RFC2743] is a franmework that provides security services to
applications using a variety of authentication nmechanisnms. Sinple
Aut hentication and Security Layer (SASL) [RFC4422] is a framework to
provi de aut hentication and security layers for connection-based
protocols, also using a variety of mechanisns. This docunent

descri bes how to use a GSS- APl mechani sm as though it were a SASL
mechanism This facility is called GS2 -- a noni ker that indicates
that this is the second GSS-API - >SASL nechani sm bridge. The origina
GSS- APl - >SASL nechani sm bri dge was specified by [RFC2222], now

[ RFC4752]; we shall sonetines refer to the original bridge as GS1 in
this docunent.

Al'l GSS-APlI nechanisns are inplicitly registered for use within SASL
by this specification. The SASL nechani sns defined in this docunent
are known as the GS2 fanmily of nechani sns.

The GS1 bridge failed to gain w de deployment for any GSS-API
mechani sm ot her than "The Kerberos Version 5 GSS-API Mechani sni

[ RFC1964] [ RFC4121], and has a number of problens that led us to
desire a new bridge. Specifically, a) GS1 was not round-trip
optinmized and b) GS1 did not support channel binding [ RFC5056].

These probl ens and the opportunity to create the next SASL password-
based mechani sm "Salted Chall enge Response Authenticati on Mechani sm
(SCRAM SASL and GSS- APl Mechani sns” [ RFC5802], as a GSS- API
mechani sm used by SASL applications via GS2, provide the notivation
for GS2.

In particular, the current consensus of the SASL comunity appears to
be that SASL "security layers" (i.e., confidentiality and integrity
protection of application data after authentication) are too conpl ex
and redundant because SASL applications tend to have an option to run
over a Transport Layer Security (TLS) [RRFC5246] channel. Use of SASL
security layers is best replaced with channel binding to a TLS
channel

GS2 is designed to be as sinple as possible. It adds to GSS-API
security context token exchanges only the bare mninumto support
SASL senantics and negotiation of use of channel binding.
Specifically, GS2 adds a small header (a few bytes plus the | ength of
the client-requested SASL authorization identity) to the initial GSS
APl context token and to the application channel binding data. GS2
uses SASL nechani sm negoti ation to inplenment channel binding
negotiation. Security-relevant GS2 plaintext is protected via the
use of GSS-APlI channel binding. Additionally, to sinmplify the
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i mpl ement ati on of GS2 nechani sns for inplenentors who will not
i mpl ement a GSS- APl framework, we conpress the initial security
cont ext token header required by [ RFC2743], Section 3.1

GS2 does not protect any plaintext exchanged outside GS2, such as
SASL mechani sm negoti ation plaintext, or application nessages

foll owi ng authentication. But using channel binding to a secure
channel over which all SASL and application plaintext is sent wll
cause all that plaintext to be authenticated.

2. Conventions Used in This Document

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

The docurent uses many terns and function nanes defined in [ RFC2743],
as updated by [ RFC5554].

3. Mechani sm Nane

There are two SASL nechani sm nanes for any GSS-APlI nechani sm used
through this facility. One denotes that the server supports channe
bi nding. The other denotes that it does not.

The SASL nechani sm nanme for a GSS-API nechanismis that which is
provi ded by that nechanismwhen it was specified, if one was
specified. This nane denotes that the server does not support
channel binding. Add the suffix "-PLUS" and the resulting nane
denotes that the server does support channel binding. SASL

i npl ementations can use the GSS_ | nquire_SASLnane_for_mech call (see
below) to query for the SASL mechani sm nane of a GSS- APl nechani sm

If the GSS I nquire_SASLnanme_for _nmech interface is not used, the GS2

i npl ement ati on needs sone ot her mechanismto map nmechani sm Obj ect
Identifiers (ODs) to SASL names internally. |In this case, the

i mpl erentati on can only support the mechanisnms for which it knows the
SASL nane. |If GSS_Inquire_SASLnane for_mech() fails and the GS2

i npl ementation cannot map the O D to a SASL mechani sm nane via some
ot her neans, then the GS2 inplenentati on MJST NOT use the given GSS-
APl mechani sm

3.1. Cenerating SASL Mechani sm Nanes from GSS- APl O Ds
For GSS- APl nmechani sms whose SASL nanes are not defined together with
the GSS- APl mechani smor in this docunent, the SASL mechani smnane is

concatenation of the string "GS2-" and the Base32 encodi ng [ RFC4648]
(with an uppercase al phabet) of the first 55 bits of the binary SHA-1
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hash [ FI PS. 180-1.1995] string computed over the ASN. 1 DER encodi ng

[ CCl TT. X690. 2002], including the tag and |l ength octets, of the GSS-
APl mechanismis (bject Identifier. The Base32 rul es on paddi ng
characters and characters outside of the Base32 al phabet are not
relevant to this use of Base32. |If any paddi ng or non-al phabet
characters are encountered, the nane is not a GS2 fanily nechani sm
nane. This name denotes that the server does not support channe

bi nding. Add the suffix "-PLUS" and the resulting name denotes that
the server does support channel binding.

A GS2 nechani smthat has a non-O D-derived SASL nechani sm nane is
said to have a "user-friendly SASL mechani sm name".

3.2. Computing Mechani sm Nanes ©Manual |y

The hash-derived GS2 SASL nechani sm nane may be conputed manual ly.
This is useful when the set of supported GSS-API nechani sns i s known
in advance. This elimnates the need to inplenent Base32, SHA-1, and
DER in the SASL nmechanism The conputed nechani sm name can be used
directly in the inplenmentation, and the inplenentation need not be
concerned if the nechanismis part of a nechanismfamly.

3.3. Exanples

The O D for the Sinple Public-Key GSS-API Mechani sm ( SPKM 1)

[ RFC2025] is 1.3.6.1.5.5.1.1. The ASN. 1 DER encoding of the O D
including the tag and length, is (in hex) 06 07 2b 06 01 05 05 01 01
The SHA-1 hash of the ASN. 1 DER encoding is (in hex) 1c f8 f4 2b 5a
of 80 fa e9 f8 31 22 6d 5d 9d 56 27 86 61 ad. Convert the first 7
octets to binary, drop the last bit, and re-group themin groups of
5, and convert them back to decimal, which results in these
comput ati ons:

hex:
1c f8 f4 2b 5a 9f 80

bi nary:
00011100 11111000 11110100 00101011 01011010
10011111 1000000

binary in groups of 5:
00011 10011 11100 01111 01000 01010 11010 11010
10011 11110 00000

deci mal of each group:
319 28 15 8 10 26 26 19 30 O
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base32 encodi ng:
DT4PI K22T6A

The | ast step translates each decimal value using table 3 in Base32
[ RFC4648]. Thus, the SASL nmechani sm nane for the SPKM 1 GSSAPI
mechani smis " GS2- DT4PlI K22T6A" .

The O D for the Kerberos V5 GSS-API mechani sm [ RFC1964] is
1.2.840.113554.1.2.2 and its DER encoding is (in hex) 06 09 2A 86 48
86 F7 12 01 02 02. The SHA-1 hash is 82 d2 73 25 76 6b d6 c8 45 aa
93 25 51 6a fc ff 04 b0 43 60. Convert the 7 octets to binary, drop
the last bit, and re-group themin groups of 5, and convert them back
to decimal, which results in these conputations:

hex:
82 d2 73 25 76 6b d6

bi nary:
10000010 11010010 01110011 00100101 01110110
01101011 1101011

binary in groups of 5
10000 01011 01001 00111 00110 01001 01011 10110
01101 01111 01011

deci mal of each group:
16 11 9 7 6 9 11 22 13 15 11

base32 encodi ng:
QLIJHGJLWNPL

The last step translates each decimal value using table 3 in Base32

[ RFC4648]. Thus, the SASL mechani sm nane for the Kerberos V5 GSS- API
mechani sm woul d be "GS2- QQIHGILWNPL" and (because this mechani sm
supports channel binding) "GS2- QQJJHGILWNPL- PLUS". Instead, the next
section assigns the Kerberos V5 nechani sm a non-hash-derived
mechani sm nane.

3.4. G andf at hered Mechani sm Nanes

Sone ol der GSS- APl nechani sms were not specified with a SASL GS2
mechani sm name. Using a shorter nane can be useful, nonetheless. W
speci fy the nanes "GS2- KRB5" and " GS2- KRB5- PLUS" for the Kerberos V5
mechanism to be used as if the original specification docunented it,
see Section 15.
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4. SASL Aut henticati on Exchange Message For mat

During the SASL authentication exchange for GS2, a nunber of nessages
following the following format are sent between the client and
server. On success, this nunber is the sane as the nunber of context
tokens that the GSS-API nechanismwould normally require in order to
establish a security context. On failures, the exchange can be

term nated early by any party.

When using a GS2 nechanismthe SASL client is always a GSS-API
initiator and the SASL server is always a GSS-APlI acceptor. The
client calls GSS Init_sec_context and the server calls
GSS_Accept _sec_cont ext.

Al'l the SASL aut hentication nmessages exchanged are exactly the sane
as the security context tokens of the GSS-API nechani sm except for
the initial security context token

The client and server MAY send GSS- APl error tokens (tokens output by
GSS Init_sec_context() or GSS Accept_sec_context() when the mgjor
status code is other than GSS S COWLETE or GSS_ S CONTI NUE_NEEDED) .
As this indicates an error condition, after sending the token, the
sendi ng side should fail the authentication

The initial security context token is nodified as follows:

o The initial context token header (see Section 3.1 of [RFC2743])
MUST be renoved if present. |If the header is not present, the
client MJUST send a "gs2-nonstd-flag" flag (see below). On the
server side, this header MJST be reconputed and restored prior to
passing the token to GSS _Accept _sec_context, except when the "gs2-
nonstd-flag" is sent.

0 A GS2 header MJST be prefixed to the resulting initial context
token. This header has the form "gs2-header" given bel ow in ABNF
[ RFC5234] .

The figure bel ow describes the permissible attributes, their use, and

the format of their values. Al attribute nanes are single US-ASClI
letters and are case sensitive.
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UTF8- 1- safe = %01-2B / %2D-3C /| Y%3E-7F

;7 As UTF8-1 in RFC 3629 except

;; NUL, "=", and ",".
UTF8- 2 = <as defined in RFC 3629 (STD 63) >
UTF8- 3 = <as defined in RFC 3629 (STD 63)>
UTF8- 4 = <as defined in RFC 3629 (STD 63) >

UTF8-char-safe UTF8-1-safe / UTF8-2 / UTF8-3 / UTF8-4

sasl nane
gs2-authzid

1*(UTF8-char-safe / "=2C" / "=3D")
"a=" sasl name

;7 GS2 has to transport an authzid since

;; the GSS-API has no equival ent

"

;o "F" means the nechanismis not a

;; standard GSS- APl nmechanismin that the
;7 RFC 2743, Section 3.1 header was m ssing
cb- nane = 1*(ALPHA / DIGT / "." [ "-")
., See RFC 5056, Section 7.

gs2-nonstd-fl ag

gs2-ch-flag = ("p=" cb-name) / "n" [ "y"
;7 GS2 channel binding (CB) flag
7 "p" -> client supports and used CB
;5 "n" ->client does not support CB
i "y" -> client supports CB, thinks the server
s does not
gs2- header = [gs2-nonstd-flag ","] gs2-cb-flag "," [gs2-authzid] ","

;7 The GS2 header is gs2-header.

When the "gs2-nonstd-flag" flag is present, the client did not find/
renove a token header ([RFC2743], Section 3.1) fromthe initial token
returned by GSS I nit_sec _context. This signals to the server that it
MUST NOT re-add the data that is normally renoved by the client.

The "gs2-cb-flag" signals the channel binding node. One of "p", "n",
or "y" is used. A "p" neans the client supports and used a channe

bi ndi ng, and the nanme of the channel binding type is indicated. An
"n" means that the client does not support channel binding. A "y"
means the client supports channel binding, but believes the server
does not support it, so it did not use a channel binding. See the
next section for nore details.

The "gs2-authzid" holds the SASL authorization identity. It is
encoded using UTF-8 [ RFC3629] with three exceptions:

o The NUL character is forbidden as required by section 3.4.1 of
[ RFC4422] .

0 The server MJST replace any "," (conmm) in the string with "=2C"
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0 The server MUST replace any "=" (equals) in the string with "=3D".

Upon receipt of this value, the server verifies its correctness
according to the used SASL protocol profile. Failed verification
results in a failed authentication exchange.

5. Channel Bi ndings

GS2 supports channel binding to external secure channels, such as
TLS. dients and servers may or may not support channel binding;
therefore, the use of channel binding is negotiable. However, GS2
does not provide security layers; therefore, it is inperative that
GS2 provide integrity protection for the negotiation of channe

bi ndi ng.

Use of channel binding is negotiated as foll ows:

0 Servers that support the use of channel binding SHOULD advertise

both the non-PLUS and PLUS-variant of each GS2 nechani sm nane. |f
the server cannot support channel binding, it SHOULD adverti se
only the non-PLUS-variant. |If the server would never succeed in

the aut hentication of the non-PLUS-variant due to policy reasons,
it MJST advertise only the PLUS-variant.

o If the client supports channel binding and the server does not
appear to (i.e., the client did not see the -PLUS name adverti sed
by the server), then the client MUST NOT use an "n" gs2-cb-fl ag.

o0 Cdients that support nechani smnegotiation and channel binding
MUST use a "p" gs2-cb-flag when the server offers the PLUS-vari ant
of the desired GS2 nechani sm

o If the client does not support channel binding, then it MJST use
an "n" gs2-cb-flag. Conversely, if the client requires the use of
channel binding then it MJST use a "p" gs2-ch-flag. dients that
do not support mechani sm negotiati on never use a "y" gs2-cb-fl ag,
they use either "p" or "n" according to whether they require and
support the use of channel binding or whether they do not,
respectively.

o The client generates the chan_bindings input paraneter for
GSS Init_sec_context as described bel ow

o Upon receipt of the initial authentication nmessage, the server
checks the gs2-cb-flag in the GS2 header and constructs a
chan_bi ndi ngs paraneter for GSS Accept _sec_context as descri bed
below. |If the client channel binding flag was "y" and the server
did advertise support for channel bindings (by advertising the
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PLUS-vari ant of the mechani sm chosen by the client), then the

server MJST fail authentication. |If the client channel binding

flag was "p" and the server does not support the indicated channe

bi nding type, then the server MJUST fail authentication

o If the client used an "n" gs2-ch-flag and the server requires the
use of channel binding, then the server MJST fail authentication

FLAG CLI ENT CB SUPPORT  SERVER CB SUPPORT DI SPOSI TI ON

n no support N A I f server disallows
non- channel - bound
aut henti cation, then
fail

y Yes, not required No Aut henti cati on may
succeed; CB not used

y Yes, not required Yes Aut henti cation rust fai

p Yes Yes Aut henti cati on may
succeed, with CB used

p Yes No Aut hentication will fai
N A Yes, required No Client does not even try

For nore discussion of channel bindings, and the syntax of the
channel binding data for various security protocols, see [RFC5056].

5. 1. Cont ent of GSS- CHANNEL- BI NDI NGS Structure

The calls to GSS Init_sec_context and GSS Accept _sec_context take a
chan_bi ndi ngs paraneter. The value is a GSS- CHANNEL- Bl NDI NGS
structure [ RFC5554].

The initiator-address-type and acceptor-address-type fields of the
GSS- CHANNEL- Bl NDI NGS structure MJST be set to 0. The initiator-
address and acceptor-address fields MJST be the enpty string.

The application-data field MUST be set to the gs2-header, excl uding
the initial [gs2-nonstd-flag ","] part, concatenated with, when a
gs2-ch-flag of "p" is used, the application’s channel binding data.
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5.2. Default Channel Binding

A default channel binding type agreenent process for all SASL
application protocols that do not provide their own channel binding
type agreenent is provided as follows.

"tls-unique’ is the default channel binding type for any application
that doesn't specify one.

Servers MJST inplenment the "tls-unique" [RFC5929] channel binding
type, if they inplenent any channel binding. Cients SHOULD

i npl ement the "tls-uni que" channel binding type, if they inplenent
any channel binding. dients and servers SHOULD choose the highest-
| ayer/innernost end-to-end TLS channel as the channel to which to

bi nd.

Servers MJST choose the channel binding type indicated by the client,
or fail authentication if they don’t support it.

6. Exanples

Exanpl e #1: a one round-trip GSS-APlI context token exchange, no
channel binding, optional authzid given

Request aut henticati on exchange

Empty Chal | enge

n, a=sonmeuser,<initial context token with standard
header renoved>

Send reply context token as is

Empty nmessage

Qut conme of authentication exchange

wow 00wo

Exampl e #2: a one and one half round-trip GSS-APlI context token
exchange, no channel bi nding.

Request aut henticati on exchange

Empty Chal | enge

n,,<initial context token wth standard
header renoved>

Send reply context token as is

Send reply context token as is

Qut come of authentication exchange

womw O0wo
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e #3: a two round-trip GSS-API context token exchange, no

channel binding, no standard token header.

Exanpl

Exanpl

Exanpl
negot i

Request aut henticati on exchange

Enpty Chal | enge

F,n,,<initial context token w thout
standard header >

Send reply context token as is

Send reply context token as is

Send reply context token as is

Enpty nmessage

Qut come of authentication exchange

Wonow O0no

e #4: using channel binding, optional authzid given

Request aut henticati on exchange

Enpty Chal | enge

p=t| s-uni que, a=soneuser, <initial context token wi th standard
header renmoved>

Send reply context token as is

w o ouno

e #5: using channel binding.

Request aut henticati on exchange

Empty Chal | enge

p=tls-unique,,<initial context token with standard
header renoved>

Send reply context token as is

w oo

e #6: using non-standard channel binding (requires out-of-band
ation).

C. Request authentication exchange

S: Enpty Chal | enge

C. p=tls-server-end-point,,<initial context token with standard
header renoved>

S: Send reply context token as is
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Exanpl e #7: client supports channel bindings but server does not,
optional authzid given.

C. Request authentication exchange

S: Enpty Chall enge

C. y,a=soneuser,<initia
context token with standard header renoved>

S: Send reply context token as is

GSS- APl authentication is always initiated by the client. The SASL
framework allows either the client or the server to initiate
authentication. 1In GS2, the server will send an initial enpty

chal  enge (zero-byte string) if it has not yet received a token from
the client. See Section 3 of [RFC4422].

7. Authentication Conditions

Aut henti cati on MJST NOT succeed if any one of the follow ng
conditions are true:

o |If GSS Init/Accept_sec_context returns anything other than
GSS_S_CONTI NUE_NEEDED or GSS_S_COWVPLETE.

o If the client’s initial GS2 header does not match the ABNF.

o In particular, if the initial character of the client nmessage is
anyt hi ng except "F', "p", "

n-, or

y".

o If the client’s GS2 channel binding flag was "y" and the server
supports channel bindings.

o If the client’s GS2 channel binding flag was "p" and the server
does not support the indicated channel binding.

o If the client requires use of channel binding and the server did
not advertise support for channel binding.

o |If authorization of client principal (i.e., src_nane in
GSS _Accept _sec_context) to requested authzid fail ed.

o If the client is not authorized to the requested authzid or an

aut hzid could not be derived fromthe client’s initiator principa
name.
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8.

10.

GSS- APl Par ameters

GS2 does not use any GSS- APl per-nessage tokens. Therefore, the per-
message token ret _flags fromGSS Init_sec_context() and

GSS Accept _sec_context() are irrelevant; inplenentati ons SHOULD NOT
set the per-nessage req_fl ags.

The nmutual req_flag MJST be set. dients MIST check that the
corresponding ret_flag is set when the context is fully established,
el se authentication MJST fail.

Use or non-use of deleg req flag and anon_req flag is an

i mpl emrent ation-specific detail. SASL and GS2 inpl enentors are
encouraged to provide programmng interfaces by which clients may
choose to del egate credentials and by which servers may receive them
SASL and GS2 inplementors are encouraged to provide progranm ng
interfaces that provide a good nmappi ng of GSS-API nani ng options.

Nami ng

There is no requirenent that any particul ar GSS-API name-types be
used. However, typically, SASL servers will have host-based acceptor
princi pal nanes (see [RFC2743], Section 4.1) and clients wll
typically have usernane initiator principal nanmes (see [ RFC2743],
Section 4.2). \Wen a host-based acceptor principal nane is used
("service@ostnane"), "service" is the service nane specified in the
protocol’s profile and "hostnane"” is the fully qualified host nane of
t he server.

GSS I nquire_SASLnanme_for_nech Call

We specify a new GSS-API utility function to all ow SASL
i mpl ementations to nore efficiently identify the GSS-API nmechanismto
which a particular SASL nechani sm nane refers.

I nput s:

o0 desired mech OBJECT | DENTI FI ER

Qut put s:

0 mmjor_status | NTEGER

0 mnor_status | NTEGER

o sasl_mech_nanme UTF-8 STRING -- SASL nane for this

mechani sm caller nust release with
GSS _Rel ease_buffer()
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o mech_nane UTF-8 STRING -- name of this nechanism possibly
| ocal i zed; caller must release with GSS_Rel ease_buffer()

o nech_description UTF-8 STRING -- possibly |ocalized
description of this mechanism caller nust release with
GSS _Rel ease_buffer()

Return maj or _st atus codes:

0 GSS S COWVPLETE i ndicates successful conpletion, and that
out put paraneters holds correct information.

0 GSS_S BAD MECH indicates that a desired_nech was unsupported
by the GSS-API inpl enentation.

0 GSS S FAILURE indicates that the operation failed for reasons
unspecified at the GSS-API |evel.

The GSS_ I nquire_SASLnane_for_nmech call is used to get the SASL
mechani sm name for a GSS-API nmechanism |t also returns a nane
and description of the mechanismin user-friendly form

The output variable sasl_nech _nane will hold the | ANA regi stered
mechani sm nane for the GSS-API nechanism or if none is

regi stered, a mechani sm name conputed fromthe O D as descri bed
in Section 3.1 of this docunent.

10.1. gss_inquire_sasl nanme_for_mech

The C binding for the GSS | nquire_SASLnane for _mech call is as
fol | ows.

As nentioned in [ RFC2744], routines may return GSS_S FAI LURE,

i ndicating an inplenentation-specific or nechani smspecific error
condition, further details of which are reported via the minor_status
par aneter.
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OM ui nt 32 gss_i nqui re_sasl name_f or _nmech(
OM ui nt 32 *m nor _st at us,

const gss_O D desired_mech

gss_buffer t sasl _mech_nane,
gss_buffer t mech_nane,

gss_buffer t mech_descri ption

) i)
Pur pose

Qut put the SASL nechani sm nane of a GSS- APl mechani sm
It also returns a nanme and description of the nmechanismin a
user-friendly form

Par anet ers:

m nor _st atus I nteger, nodify
Mechani sm speci fic status code.

desired_nech a D, read
ldentifies the GSS-API nechanismto query.

sasl _nmech_nane buffer, character-string, nodify, optiona
Buf fer to receive SASL nechani sm nane.
The application nmust free storage associ ated
with this nane after use with a call to
gss_rel ease_buffer().

mech_nane buffer, character-string, nodify, optiona
Buf fer to recei ve human-readabl e mechani sm nane.
The application nmust free storage associ ated
with this nane after use with a call to
gss_rel ease_buffer().

mech_description buffer, character-string, nodify, optiona
Buf fer to receive description of mechani sm
The application nmust free storage associ ated
with this nane after use with a call to
gss_rel ease_buffer().

Functi on val ue: GSS status code:

GSS_S COWPLETE Successful conpl etion.

GSS_S BAD MECH The desired_nmech O D is unsupported
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11. GSS_Inquire_mech_for_SASLnane Call
To allow SASL clients to nore efficiently identify to which GSS-API
mechani sm a particul ar SASL nechani sm nane refers, we specify a new
GSS- APl utility function for this purpose.
I nput s:
o0 sasl _nech_name UTF-8 STRING -- SASL nane of mechani sm
Qut put s:
0 major_status | NTEGER
0 mnor_status | NTEGER
o nech_type OBJECT IDENTIFIER -- nust be explicit nechani sm
and not "default" specifier. Caller should treat as read-only
and should not attenpt to rel ease.

Return maj or _stat us codes:

0 GSS S COWPLETE indicates successful conpletion, and that out put
paraneters holds correct information.

0 GSS_ S BAD MECH indicates that no supported GSS-API nechani sm
had the indicated sasl_nech_nane.

0 GSS S FAILURE indicates that the operation failed for reasons
unspecified at the GSS-API |evel.

The GSS_ I nquire_mech_for_SASLname call is used to get the GSS-API
mechani sm O D associated with a SASL nechani sm nane.
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11.1. gss_inquire_nech_for_sasl nanme

The C binding for the GSS | nquire_mech_for_SASLname call is as

foll ows.

As nentioned in [ RFC2744], routines may return GSS S FAI LURE
i ndicating an inplenentation-specific or mechani smspecific error
condition, further details of which are reported via the mnor_status

paraneter.

OM ui nt 32 gss_inquire_nmech_for_sasl namg(

OM ui nt 32

*m nor _st at us,

const gss_buffer _t sasl _mech_nane,

gss_AOD
);

Pur pose

Qut put GSS- API
sasl _mech_nane.

Par anet ers:

m nor _st atus
sasl _mech_nane

mech_type

Functi on val ue:
GSS_S COVPLETE

GSS_S_BAD_MECH

Josefsson & WIlians

*mech_t ype

mechani sm O D of mechani sm associ ated with given

I nteger, nodify
Mechani sm speci fic status code.

buffer, character-string, read
Buf fer with SASL mechani sm nane.

O D, nodify, optiona

Actual mechani smused. The O D returned via
this parameter will be a pointer to static
storage that should be treated as read-only.

In particular, the application should not attenpt
to free it. Specify NULL if not required.

GSS status code
Successful compl etion

There is no GSS- APl nechani sm known
as sasl _mech_nane.
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12. Security Layers

GS2 does not support SASL security layers. Applications that need
integrity or confidentiality protection can use either channe
binding to a secure external channel or another SASL nmechani smt hat
does provide security layers

13. Interoperability with the SASL GSSAPI Mechani sm

The Kerberos V5 GSS-API [ RFC1964] mechanismis currently used in SASL
under the nane GSSAPI, see [RFC4752]. The Kerberos V5 nechani sm may
al so be used with the GS2 fam|ly. This causes an interoperability
probl em which is discussed and resol ved bel ow.

13.1. The Interoperability Probl em

The SASL "GSSAPI" nechanismis not wire conpatible with the Kerberos
V GSS- APl nmechani sm used as a SASL GS2 mechani sm

If aclient (or server) only support Kerberos V5 under the "GSSAPI"
nane, and the server (or client) only support Kerberos V5 under the
GS2 famly, the nechanismnegotiation will fail.

13.2. Resolving the Problem

If the Kerberos V5 mechanismis supported under GS2 in a server, the
server SHOULD al so support Kerberos V5 through the "GSSAPI"
mechanism to avoid interoperability problenms with older clients.

Reasons for violating this recomendati on nay include security

consi derations regarding the absent features in the GS2 nechani sm
The SASL "GSSAPI" mechani sm | acks support for channel bindings, which
means that using an external secure channel may not be sufficient
protection against active attackers (see [ RFC5056] and [MTM).

13. 3. Additional Reconmendati ons
If the application requires SASL security layers, then it MJST use
the SASL "GSSAPI" mechani sm [ RFC4752] instead of "GS2-KRB5" or "GS2-
KRB5- PLUS" .
If the application can use channel binding to an external channel,

then it is RECOWENDED that it select Kerberos V5 through the GS2
mechani smrather than the "GSSAPI" nechani sm
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14. GSS- APl Mechani sns That Negotiate O her Mechani sns

A GSS- APl nmechani sm that negoti ates other nechanisns will interact
badly with the SASL nechani sm negotiation. There are two probl ens.
The first is an interoperability problemand the second is a security
concern. The problens are described and resol ved bel ow.

14.1. The Interoperability Problem

If aclient inplenments GSS-API nechanism X, potentially negotiated
through a GSS-API nechanism Y, and the server also inplenments GSS-API
mechani sm X negoti ated t hrough a GSS-API nechanism Z, the

aut henti cation negotiation will fail.

14.2. Security Problem

If aclient’s policy is to first prefer GSSAPI nechani sm X, then non-
GSSAPI nechani sm Y, then GSSAPI nechanism Z, and if a server supports
mechanisms Y and Z but not X, then if the client attenpts to

negoti ate nmechani sm X by using a GSS-API nechani smthat negotiates

ot her nechani sns (such as Sinple and Protected GSS-API Negotiation
(SPNEGD) [ RFC4178]), it may end up using nechanismZ when it ideally
shoul d have used mechanism Y. For this reason, the use of GSS-API
mechani snms that negoti ate ot her nmechanisms is disallowed under GS2.

14.3. Resolving the Probl ens

GSS- APl nechani sns that negotiate ot her mechani sns MUST NOT be used
with the GS2 SASL nechanism Specifically, SPNEGO [ RFC4178] MJST NOT
be used as a GS2 nmechanism To make this easier for SASL

i mpl ement ati ons, we assign a synbolic SASL nechani sm nanme to the
SPNEGO GSS- APl nechani sm "SPNEGO'. SASL client inplenentati ons MJST
NOT choose the SPNEGO mechani sm under any circunstances.

The GSS C MA MECH NEGO attribute of GSS Inquire attrs _for_nech
[ RFC5587] can be used to identify such nechani sns.
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15. | ANA Consi der ati ons

The 1 ANA has registered a SASL nmechanismfanmi |y as per [RFC4422]
using the follow ng infornmation.

Subj ect: Registration of SASL nechanismfanily GS2-*

SASL nechani sm prefix: GS2-

Security considerations: RFC 5801

Publ i shed specification: RFC 5801

Person & enmil address to contact for further infornation:
Si non Josef sson <si nmon@ osef sson. or g>

I nt ended usage: COVMON

Omner/ Change controller: iesg@etf.org

Note: Conpare with the GSSAPI and GSS- SPNEGO nechani sns.

The 1 ANA is advised that SASL nechani sm nanes starting with "GS2-"
are reserved for SASL nechanisns that conformto this docunent. The
I ANA has placed a statement to that effect in the SASL Mechani sms
registry.

The ANA is further advised that GS2 SASL nmechani sm nanes MJST NOT
end in "-PLUS" except as a version of another mechani sm nane sinply
suffixed with "-PLUS".

The SASL names for the Kerberos V5 GSS-API mechani sm [ RFC4121]
[ RFC1964] used via GS2 SHALL be "GS2-KRB5" and " GS2- KRB5- PLUS".

The SASL nanes for the SPNEGDO GSS- APl nechani sm used via GS2 SHALL be
"SPNEGO' and "SPNEGO- PLUS'. As described in Section 14, the SASL
"SPNEGO' and " SPNEGO- PLUS" MUST NOT be used. These nanmes are

provi ded as a conveni ence for SASL library inplenmentors.

16. Security Considerations
Security issues are al so discussed throughout this neno.

The security provided by a GS2 nmechani sm depends on the security of
the GSS- APl mechanism The GS2 nechani smfam |y depends on channel
bi ndi ng support, so GSS-APlI nechani sns that do not support channel
bi ndi ng cannot be successfully used as SASL nechani sns via the GS2
bri dge.

Because GS2 does not support security layers, it is strongly
RECOMVENDED t hat channel binding to a secure external channel be
used. Successful channel binding elimnates the possibility of nan-
in-the-mddle (MTM attacks, provided that the external channel and
its channel binding data are secure and that the GSS-API mechani sm
used is secure. Authentication failure because of channel binding
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failure may indicate that an M TM attack was attenpted, but note that
a real MTM attacker would likely attenpt to close the connection to
the client or sinulate network partition; thus, MTM attack detection
is heuristic.

Use of channel binding will also protect the SASL mechani sm
negotiation -- if there is no MTM then the external secure channe
wi Il have protected the SASL nechani sm negoti ati on.

The channel binding data MAY be sent (by the actual GSS-API mechani sm
used) without confidentiality protection and know edge of it is
assuned to provi de no advantage to an M TM (who can, in any case,
conpute the channel binding data independently). If the externa
channel does not provide confidentiality protection and the GSS-API
mechani sm does not provide confidentiality protection for the channe
bi ndi ng data, then passive attackers (eavesdroppers) can recover the
channel binding data, see [ RFC5056].

When constructing the input_name_string for GSS I nport_name with the
GSS_C _NT_HOSTBASED SERVI CE nane type, the client SHOULD NOT

canoni calize the server’s fully qualified domain nanme using an
insecure or untrusted directory service, such as the Donmmi n Nane
System [ RFC1034] without DNS Security (DNSSEC) [ RFC4033].

SHA-1 is used to derive SASL nechani sm nanmes, but no traditiona
cryptographic properties are required -- the required property is
that the truncated output for distinct inputs are different for
practical input values. GS2 does not use any other cryptographic
algorithm Therefore, GS2 is "algorithmagile", or, as agile as the
GSS- APl mechani sms that are avail able for use in SASL applications
via GS2.

GS2 does not protect agai nst downgrade attacks of channel binding
types. Negotiation of channel binding type was intentionally left
out of scope for this docunent.

The security considerations of SASL [ RFC4422], the GSS-API [ RFC2743],
channel bindi ng [ RFC5056], any external channels (such as TLS,

[ RFC5246], channel binding types (see the I ANA channel binding type
registry), and GSS-APlI nechani sns (such as the Kerberos V5 nechani sm
[ RFC4121] [ RFC1964]), al so apply.
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