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Abst ract

Thi s docunent obsol etes RFC 3330. It describes the global and other
speci al i zed |1 Pv4 address bl ocks that have been assigned by the

I nternet Assigned Nunmbers Authority (1ANA). It does not address |Pv4
address space assignhed to operators and users through the Regiona
Internet Registries, nor does it address |Pv4 address space assi gnhed
directly by I1ANA prior to the creation of the Regi onal Internet
Registries. It also does not address allocations or assignnments of

| Pv6 addresses or autononpbus system nunbers.

Status of This Meno
Thi s nenmo docunents an Internet Best Current Practice.

This docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
BCPs is available in Section 2 of RFC 5741

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc5735

Copyri ght Notice

Copyright (c) 2010 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust's Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunment nust
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include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

Throughout its history, the Internet has enployed a central Internet
Assi gned Nunbers Authority (1 ANA) responsible for the allocation and
assi gnnent of various identifiers needed for the operation of the
Internet [RFCL174]. 1In the case of the |IPv4 address space, the | ANA
all ocates parts of the address space to Regional Internet Registries
(RIRs) according to their established needs. These RIRs are
responsible for the registration of |IPv4 addresses to operators and
users of the Internet within their regions.

On an ongoi ng basis, the | ANA has been designated by the | ETF to make
assignnents in support of the Internet Standards Process [ RFC2860].
Section 4 of that docunment describes that assignment process.

Smal | portions of the |IPv4 address space have been allocated or
assigned directly by the 1 ANA for global or other specialized
purposes. These allocations and assi gnnments have been docunented in
a variety of RFCs and other docunents. This document is intended to
coll ect these scattered references and provide a current |ist of
speci al use | Pv4 addresses.

Thi s docunent is a revision of RFC 3330 [ RFC3330], which it
obsoletes; its primary purpose is to reflect the changes to the I|ist
of special |Pv4 assignnents since the publication of RFC 3330. It is
a conpanion to [ RFC5156], which describes special |Pv6 addresses.

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14, [RFC2119].

3. dobal and O her Specialized Address Bl ocks

0.0.0.0/8 - Addresses in this block refer to source hosts on "this"
network. Address 0.0.0.0/32 may be used as a source address for this
host on this network; other addresses within 0.0.0.0/8 may be used to
refer to specified hosts on this network ([RFCL122], Section
3.2.1.3).

10.0.0.0/8 - This block is set aside for use in private networKks.
Its intended use is docunmented in [RFC1918]. As described in that
RFC, addresses within this block do not legitimtely appear on the
public Internet. These addresses can be used wi thout any
coordination with 1ANA or an Internet registry.
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127.0.0.0/8 - This block is assigned for use as the Internet host

| oopback address. A datagram sent by a higher-1evel protocol to an
address anywhere within this block | oops back inside the host. This
is ordinarily inplenmented using only 127.0.0.1/32 for |oopback. As
described in [RFC1122], Section 3.2.1.3, addresses within the entire
127.0.0.0/8 block do not legitinmately appear on any network anywhere.

169.254.0.0/16 - This is the "link local" block. As described in
[ RFC3927], it is allocated for comruni cati on between hosts on a
single link. Hosts obtain these addresses by auto-configuration,
such as when a DHCP server cannot be found.

172.16.0.0/12 - This block is set aside for use in private networKks.
Its intended use is docunmented in [RFC1918]. As described in that
RFC, addresses within this block do not legitimtely appear on the
public Internet. These addresses can be used wi thout any
coordination with 1 ANA or an Internet registry.

192.0.0.0/24 - This block is reserved for |ETF protocol assignnents.
At the time of witing this docunent, there are no current
assignnents. Allocation policy for future assignments is given in

[ RFC5736] .

192.0.2.0/24 - This block is assigned as "TEST-NET-1" for use in
docunent ati on and exanple code. It is often used in conjunction with
domai n nanes exanpl e.com or exanpl e.net in vendor and protoco
docunentation. As described in [RFC5737], addresses within this

bl ock do not legitimately appear on the public Internet and can be
used w thout any coordination with ANA or an Internet registry. See
[ RFC1166] .

192.88.99.0/24 - This block is allocated for use as 6to4 rel ay
anycast addresses, in [RFC3068]. |In contrast with previously
descri bed bl ocks, packets destined to addresses fromthis block do
appear in the public Internet. |[RFC3068], Section 7, describes
operational practices to prevent the nmalicious use of this block in
routing protocols.

192.168.0.0/16 - This block is set aside for use in private networks.
Its intended use is docunmented in [RFC1918]. As described in that
RFC, addresses within this block do not legitimtely appear on the
public Internet. These addresses can be used wi thout any
coordination with I ANA or an Internet registry.

198.18.0.0/15 - This block has been allocated for use in benchnark

tests of network interconnect devices. [RFC2544] explains that this
range was assigned to minimze the chance of conflict in case a
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testing device were to be accidentally connected to part of the
Internet. Packets with source addresses fromthis range are not
meant to be forwarded across the Internet.

198.51.100.0/24 - This block is assigned as "TEST-NET-2" for use in
docunent ati on and exanple code. It is often used in conjunction with
domai n nanes exanpl e.com or exanpl e.net in vendor and protoco
docunentation. As described in [RFC5737], addresses within this

bl ock do not legitimately appear on the public Internet and can be
used wi thout any coordination with ANA or an Internet registry.

203.0.113.0/24 - This block is assigned as "TEST-NET-3" for use in
docunent ati on and exanple code. It is often used in conjunction with
domai n nanes exanpl e.com or exanpl e.net in vendor and protoco
docunentation. As described in [RFC5737], addresses within this

bl ock do not legitimately appear on the public Internet and can be
used wi thout any coordination with ANA or an Internet registry.

224.0.0.0/4 - This block, formerly known as the C ass D address
space, is allocated for use in IPv4d multicast address assignments.
The 1 ANA gui delines for assignnents fromthis space are described in
[ RFC3171] .

240.0.0.0/4 - This block, formerly known as the C ass E address
space, is reserved for future use; see [RFC1112], Section 4.

The one exception to this is the "limted broadcast" destination
address 255. 255. 255. 255. As described in [ RFC0919] and [ RFC0922],
packets with this destination address are not forwarded at the IP
| ayer.
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4. Summary Tabl e

Addr ess Bl ock Present Use Ref er ence
0.0.0.0/8 "Thi s" Net wor k RFC 1122, Section 3.2.1.3
10.0.0.0/8 Pri vat e- Use Networ ks RFC 1918
127.0.0.0/ 8 Loopback RFC 1122, Section 3.2.1.3
169. 254. 0. 0/ 16 Li nk Local RFC 3927
172.16.0.0/ 12 Pri vat e- Use Net wor ks RFC 1918
192.0. 0.0/ 24 | ETF Protocol Assignnments RFC 5736
192.0.2.0/ 24 TEST- NET- 1 RFC 5737
192. 88.99. 0/ 24 6t 04 Rel ay Anycast RFC 3068
192.168. 0.0/ 16 Pri vat e- Use Networks RFC 1918
198. 18. 0. 0/ 15 Net wor k | nt er connect
Devi ce Benchmark Testing RFC 2544
198. 51. 100. 0/ 24 TEST- NET- 2 RFC 5737
203.0.113.0/ 24 TEST- NET- 3 RFC 5737
224.0.0.0/ 4 Mul ti cast RFC 3171
240.0.0.0/ 4 Reserved for Future Use RFC 1112, Section 4
255. 255. 255. 255/ 32 Limted Broadcast RFC 919, Section 7

RFC 922, Section 7
5. Assignnents of |Pv4 Blocks for New Specialized Uses

The | ANA has responsibility for making assignments of protoco
paraneters used in the Internet according to the requirenents of the
" Menmor andum of Under st andi ng Concerni ng the Techni cal Wrk of the

I nternet Assigned Nunmbers Authority" [RFC2860]. Anobng other things,
[ RFC2860] requires that protocol parameters be assigned according to
the criteria and procedures specified in RFCs, including Proposed,
Draft, and full Internet Standards and Best Current Practice
docunents, and any other RFC that calls for | ANA assignnent.

The domain nane and | P address spaces involve policy issues (in
addition to technical issues) so that the requirenments of [RFC2860]
do not apply generally to those spaces. Nonetheless, the ANA is
responsi bl e for ensuring assignnments of |Pv4 addresses as needed in
support of the Internet Standards Process. Wen a portion of the

| Pv4 address space is specifically required by an RFC, the technica
requirenents (e.g., size, prefix length) for the portion should be
descri bed [ RFC5226]. |Immediately before the RFC is published, the
IANA will, in consultation with the Regional Internet Registries,
make the necessary assignnent and notify the RFC Editor of the
particulars for inclusion in the RFC as published.

As required by [RFC2860], the 1ANA will al so nake necessary

experinental assignnents of |Pv4 addresses, also in consultation with
the Regional Internet Registries.
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| ANA Consi der ati ons

Thi s docunent describes the 1ANA’'s past and current practices and
does not create any new requirenents for assignments or allocations
by the | ANA

Security Considerations

The particul ar assigned val ues of special use |Pv4 addresses
cataloged in this docunent do not directly raise security issues.
However, the Internet does not inherently protect agai nst abuse of
these addresses. |f you expect (for instance) that all packets from
a private address space such as the 10.0.0.0/8 block or the link

| ocal block 169.254.0.0/16 originate within your subnet, all routers
at the border of your network should filter such packets that
originate fromoutside your network. Attacks have been nounted that
depend on the unexpected use of sone of these addresses.

It should al so be noted that sone of these address spaces may be used
legitimately outside a single admnistrative domain, and nay appear
on the global Internet. Security policy SHOULD NOT blindly filter

all of these address spaces w thout due consideration, and network
operators are encouraged to review this docunent, and references
contai ned therein, and determ ne what security policies should be
associ ated with each of these address blocks within their specific
operating environnents.
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Appendi x A. Differences between This Docunent and RFC 3330

Address bl ocks that were reserved for a special purpose in RFC 3330
but are no longer reserved for any special purpose and are avail able
for allocation are no longer listed in Sections 4 or 5. The

foll owi ng bl ocks have become avail abl e:

14.0.0.0/8 is no longer set aside for assignnents to the
international system of Public Data Networks [RFCL1700], page 181
It is now available for allocation to RIRs in the normal way.

24.0.0.0/8 is no longer listed as the addresses in that block have
been managed by the American Registry for Internet Numbers (ARIN)
in the normal way since 2001

39.0.0.0/8 is no longer listed as it has been subject to
all ocation to an RIR for assignnment in the normal nanner since
2001.

128.0.0.0/16 is not reserved and is subject to future allocation
by a Regional Internet Registry for assignment in the nornal
manner .

191.255.0.0/16 is not reserved and is subject to future allocation
by a RIR for assignment in the normal nanner.

198.51.100.0/24 is assigned as "TEST-NET-2" for use in
docunent ati on and exanpl e code

203.0.113.0/24 is assigned as "TEST-NET-3" for use in
docunent ati on and exanpl e code

223.255.255.0/24 is not reserved and is subject to future
all ocation by an RIR for assignnment in the normal manner
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