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This meno defines a portion of the Management |nformati on Base (M B)
for use with network managenent protocols in |IPv6-based internets.

In particular, it defines objects for managi ng the Open Shortest Path
First (OSPF) Routing Protocol for |IPv6, otherw se known as OSPF
version 3 (OSPFv3).

Status of This Meno

Thi s docunent specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this nmeno is unlimted.
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Provisions Relating to | ETF Docunents in effect on the date of
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Thi s docunent may contain material from|ETF Documents or |ETF
Contri butions published or made publicly avail abl e before Novenber
10, 2008. The person(s) controlling the copyright in sone of this
mat eri al may not have granted the | ETF Trust the right to allow

nmodi fications of such material outside the | ETF Standards Process.
Wt hout obtaining an adequate |icense fromthe person(s) controlling
the copyright in such materials, this docunent may not be nodified
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not be created outside the | ETF Standards Process, except to fornat
it for publication as an RFC or to translate it into | anguages ot her
t han Engli sh.
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The | nternet-Standard Managenment Framework

For a detail ed overview of the docunments that describe the current
I nt ernet - Standard Managenment Framework, please refer to section 7 of
RFC 3410 [ RFC3410].

Managed objects are accessed via a virtual information store, terned
the Managenent Information Base or MB. MB objects are generally
accessed through the Sinple Network Managenment Protocol (SNWVP).
ohjects in the MB are defined using the nechanisns defined in the
Structure of Managenent Information (SM). This neno specifies a MB
modul e that is conpliant to the SMv2, which is described in STD 58,
RFC 2578 [ RFC2578], STD 58, RFC 2579 [RFC2579] and STD 58, RFC 2580

[ RFC2580] .

Overvi ew

This meno defines a portion of the Managenment |nformati on Base (M B)
for managi ng the Open Shortest Path First Routing Protocol for |Pv6
[ RFC5340], otherw se known as OSPF version 3 (OSPFv3). Though the
fundanmental mechani snms of OSPF version 2 (OSPFv2) [ RFC2328] remain
unchanged i n OSPFv3, sone changes were necessary due to differences
in | P address size and in protocol semantics between |Pv4 and | Pv6.
In many cases, where the protocol operations have not changed from
OSPFv2, the specification for OSPFv3 does not restate the details but
instead refers to the relevant sections in the OSPFv2 specification
This M B nodul e foll ows along the same lines and includes Reference
clauses referring to the OSPFv2 specification when applicable.

1. |Pv6 Interfaces

IPv6 interfaces attach to |inks [RFC2460]. A link is roughly defined
as the layer below IPv6 (e.g., Ethernet, I1Pv4 Tunnel). One or nore

| Pv6 prefixes can be associated with an I Pv6 interface. |Pv6
interfaces and the prefixes associated with those interfaces can be
configured via the IP-MB [RFC4293]. |Pv6 interfaces are configured
in the IPv6 Interface Table and | Pv6 prefixes are configured in the
Internet Address Prefix Table. An IPv6 interface is identified by a
uni que index value. |Pv6 Address Prefix Table entries associated
with an IPv6 interface reference the interface' s index.

Whereas an Interface Identifier in OSPFv2 is a |local |1Pv4 address or
M B-2 interface index, an OSPFv3 Interface ldentifier is an |Pv6
interface index. For exanple, the index value of an OSPFv3 Interface
Table entry is the IPv6 interface index of the IPv6 interface over

whi ch OSPFv3 is configured to operate.
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2.2. Addressing Semantics

Router ID, Area ID, and Link State ID remain at the OSPFv2 size of 32
bits. To ensure uniqueness, a router running both IPv4 and | Pv6
concurrently can continue to use a |ocal |Pv4 host address,
represented as an unsigned 32-bit value, as the OSPFv3 Router ID

O herwi se, the Router ID nust be selected using another method (e.g.,
adm ni stratively assigned).

Router ID, Area ID, and Link State I D do not have addressing
semantics in OSPFv3, so their syntax is changed to Unsigned32. The
Router ID index conponent cones before the Link State |D index
conponent in the OSPFv3 M B nodul e because the | ack of addressing
semantics in Link State | Ds makes them | ess unique identifiers than

the Router ID. It is nmore useful to do partial Object Identifier
(A D) |ookups extending to the Router ID rather than the Link State
I D.

2.3. Authentication

In OSPFv3, authentication has been renmoved fromthe protocol itself.
M B objects related to authentication are not carried forward from
the OSPFv2 M B nodul e.

2.4. Type of Service

OSPFv2 M B nodul e objects related to Type of Service (ToS) are not
carried forward to the GSPFv3 M B nodul e.

2.5. Flooding Scope

Fl oodi ng scope for link state adverti senents (LSAs) has been
generalized and is now explicitly encoded in the LSA's LS type field.
The action to take upon receipt of unknown LSA types is al so encoded
inthe LS type field [RFC5340]. The OSPFv3 M B nodul e defines three
Li nk State Database tables, one each for Area-scope LSAs, Link-scope
LSAs, and Autonompus System (AS)-scope LSAs.

2.6. Virtual Links

Si nce addressing semantics have been renpoved fromrouter-LSAs in
OSPFv3, virtual links now need to be assigned an Interface ID for
advertisenment in Hello packets and in router-LSAs. A read-only

obj ect has been added to the Virtual Interface Table entry to view
the assigned Interface |ID
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Nei ghbor s

The OSPFv3 Nei ghbor Table is a read-only table that contains
information | earned from Hell os received from nei ghbors, including
configured neighbors. The OSPFv3 Configured Nei ghbor Tabl e contains
entries for manual ly configured neighbors for use on non-broadcast
mul ti-access (NBMA) and Point-to-Miltipoint interface types.

OSPFv3 Counters

This M B nodul e defines several counters, nanely:

- ospfv3Ori gi nat eNewLsas and ospfv3RxNewLsas in the
ospfv3CGeneral G oup

- ospfv3AreaSpf Runs and ospfv3AreaNssaTransl at orEvents in the
ospf v3AreaTabl e

- ospfv3lfEvents in the ospfv3lfTable

- ospfv3VirtlifEvents in the ospfv3VirtlfTable

- ospfv3NbrEvents in the ospfv3NbrTabl e

- ospfv3VirtNborEvents in the ospfv3Virt NorTabl e
As a best practice, a managenent entity, when reading these counters,
shoul d use the discontinuity object, ospfv3Di scontinuityTine, to
determine if an event that would invalidate the nanagenent entity
under st andi ng of the counters has occurred. A restart of the OSPFv3
routing process is an exanple of a discontinuity event.
Mul tiple OSPFv3 I nstances
SNWVPv3 supports "contexts" that can be used to inplement MB views on
mul tiple OSPFv3 instances on the same system See [RFC3411] or its
successors for details.
0. Notifications
Notifications define a set of notifications, objects, and nmechani sns

to enhance the ability to nanage | P internetworks that use OSPFv3 as
their Interior Gateway Protocol (I1GP).
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2.11. Conventions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

3. OSPFv3 Notification Overview
3.1. Introduction

OSPFv3 is an event-driven routing protocol, where an event can be a
change in an OSPFv3 interface’s link-level status, the expiration of
an OSPFv3 tinmer, or the reception of an OSPFv3 protocol packet. Many
of the actions that OSPFv3 takes as a result of these events will
result in a change of the routing topol ogy.

As routing topol ogi es becone |arge and conplex, it is often difficult
to locate the source of a topol ogy change or unpredicted routing path
by polling a | arge nunber or routers. Because of the difficulty of
polling a | arge nunber of devices, a nore prudent approach is for
devices to notify a network manager of potentially critical OSPF
events using SNWMP notifications.

The ospfv3Notificati onEnabl e object provides a coarse |evel of

control over the generation of OSPFv3 notifications. It can be used
to conpletely enable or disable generation of OSPFv3 notifications.

Fi ne-grain control of individual notifications can be acconplished by
utilizing the objects defined in RFC 3413 [ RFC3413], specifically
those described in Section 6

3.2. lgnoring Initial Activity

The majority of critical events occur when OSPFv3 is enabled on a
router, at which tinme the Designated Router is elected and nei ghbor
adj acencies are forned. During this initial period, a potential
flood of notifications is unnecessary since the events are expected.
To avoid unnecessary notifications, a router should not originate
expected OSPFv3 interface-related notifications until two of that
interface’s dead tinmer intervals have el apsed. The expected OSPFv3
interface notifications are ospfv3lfStateChange,
ospfv3VirtlfStateChange, ospfv3NbrStateChange, and
ospfv3Vi rt Nor St at eChange.

3.3. Throttling Notifications
The nechanismfor throttling the notifications is simlar to the

mechani sm expl ai ned in RFC 1224 [ RFC1224]. The basic prem se of the
throttling mechanismis that of a sliding window, defined in seconds
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and with an upper bound on the nunber of notifications that may be
generated within this window Note that unlike RFC 1224,
notifications are not sent to informthe network nanager that the
throttling nechani sm has ki cked in.

A single wi ndow should be used to throttle all OSPFv3 notifications
types except for the ospfv3LsdbOverfl ow and the

ospf v3LsdbApproachi ngOverfl ow notifications, which should not be
throttled. For exanple, with a window time of 3, an upper bound of
3, and events to cause notifications 1, 2, 3, and 4 (4 notifications
within a 3-second period), the 4th notification should not be
gener at ed.

Appropriate values are 7 notifications with a window tinme of 10
seconds.

3.4. One Notification per OSPFv3 Event

Several of the notifications defined in this MB nodul e are generated
as the result of finding an unusual condition while parsing an OSPFv3
packet or processing a tiner event. There may be nore than one
unusual condition detected while handling the event. For exanple, a
Li nk State Update packet may contain several retransmtted link state
advertisenents (LSAs), or a retransnmtted database description packet
may contain several database description entries. To limt the
nunber of notifications and variabl es, OSPFv3 shoul d generate at npst
one notification per OSPFv3 event. Only the variables associ ated
with the first unusual condition should be included with the
notification. Simlarly, if nore than one type of unusual condition
is encountered while parsing the packet, only the first event will
generate a notification.

3.5. Polling Event Counters

Many of the tables in the OSPFv3 M B nodul e contain generalized event
counters. By enabling the notifications defined in this docunent, a
net wor k manager can obtain nore specific information about these
events. A network nanager may want to poll these event counters and
enabl e OSPFv3 notifications when a particul ar counter starts

i ncreasing abnornal ly.

4. Structure of the OSPFv3 M B Mdul e
The M B is conposed of the follow ng sections:
General Variabl es

Area Tabl e
Area- Scope Link State Database
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Li nk- Scope Link State Databases (non-virtual and virtual)
AS- Scope Link State Database
Host Tabl e
Interface Tabl e
Virtual Interface Table
Nei ghbor Tabl e
Confi gured Nei ghbor Tabl e
Virtual Nei ghbor Tabl e
Area Aggregate Table
Noti fi cati ons
4.1. Ceneral Variables
The General Variables are global to the OSPFv3 Process.
4.2. Area Table

The Area Data Structure describes the OSPFv3 Areas that the router
participates in.

4.3. Area-Scope, Link-Scope, and AS-Scope Link State Database

The Iink state databases are provided primarily to provide detail ed

i nformati on for network debugging. There are separate tables for

Li nk-scope LSAs received over non-virtual and virtual interfaces.
4.4. Host Table

The Host Table is provided to view configured Host Route information.

4.5. Interface Table

The Interface Tabl e describes the various |IPv6 |inks on which OSPFv3
is configured.

4.6. Virtual Interface Table
The Virtual Interface Tabl e describes virtual OSPFv3 |inks.
4.7. Neighbor, Configured Neighbor, and Virtual Nei ghbor Tabl es

The Nei ghbor Tabl e, the Configured Nei ghbor Table, and the Virtual
Nei ghbor Tabl e descri be the neighbors to the OSPFv3 Process.

4.8. Area Aggregate Table

The Area Aggregate Tabl e describes prefixes, which summarize routing
informati on for export outside of an Area.

Joyal & Manral St andards Track [ Page 8]



RFC 5643 OSPFv3 M B August 2009

4.9. Notifications

Notifications are defined for OSPFv3 events. Several objects are
defined specifically as variables to be used with notifications.

5. Definitions
OSPFV3-M B DEFINITIONS ::= BEGA N

| MPORTS
MODULE- | DENTI TY, OBJECT- TYPE, NOTI FI CATI ON- TYPE, ni b- 2,
Count er32, Gauge32, Integer32, Unsigned32
FROM SNWPv2- SM
TEXTUAL- CONVENTI ON, Trut hVal ue, RowSt at us, Ti neStanp
FROM SNWPv2- TC
MODULE- COVPLI ANCE, OBJECT- GROUP, NOTI FI CATI ON- GROUP
FROM SNWVPv2- CONF
I nterfacel ndex
FROM | F-M B
I net Addr essType, | net Address, | net AddressPrefi xLengt h,
I net Addr essl Pv6
FROM | NET- ADDRESS- M B
Metric, BigMetric, Status,
Hel | oRange, DesignatedRouterPriority
FROM CSPF- M B;

ospfv3M B MODULE- | DENTI TY
LAST- UPDATED "200908130000Z"
ORGANI ZATI ON "I ETF OSPF Wor ki ng G oup"
CONTACT- | NFO
"WG E-Mail: ospf@etf.org
WG Chairs: Acee Lindem
acee@ edback. com

Abhay Roy
akr @i sco. com

Edi t ors: Dan Joyal
Nort el
600 Technol ogy Park Drive
Billerica, MA 01821, USA
dj oyal @ortel.com

Vi shwas Manr al

| P I nfusion

Al nora, Utarakhand

I ndi a

vi shwas@ pi nf usi on. cont
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DESCRI PTI ON
"The M B nodul e for OSPF version 3.

Copyright (c) 2009 | ETF Trust and the persons
identified as authors of the code. All rights
reserved.

Redi stribution and use in source and binary forns, with
or without nodification, are permtted provided that
the following conditions are net:

- Redistributions of source code nust retain the above
copyright notice, this list of conditions and the
foll owi ng discl ai ner.

- Redistributions in binary form nust reproduce the
above copyright notice, this list of conditions and
the follow ng disclainer in the documentation and/or
other materials provided with the distribution.

- Neither the name of Internet Society, |ETF or |IETF
Trust, nor the nanes of specific contributors, may be
used to endorse or pronote products derived fromthis
software wi thout specific prior witten pernission

TH S SOFTWARE | S PROVI DED BY THE COPYRI GHT HOLDERS AND
CONTRI BUTORS " AS IS AND ANY EXPRESS OR | MPLI ED
WARRANTI ES, | NCLUDI NG BUT NOT LIMTED TGO, THE | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY AND FI TNESS FOR A

PARTI CULAR PURPOSE ARE DI SCLAI MED. | N NO EVENT SHALL
THE COPYRI GHT OANER OR CONTRI BUTCRS BE LI ABLE FOR ANY
DI RECT, | NDI RECT, | NCI DENTAL, SPECI AL, EXEMPLARY, OR
CONSEQUENTI AL DAMAGES (1 NCLUDI NG, BUT NOT LIM TED TGO,
PROCUREMENT COF SUBSTI TUTE GOODS OR SERVI CES; LOSS OF
USE, DATA, OR PRCFITS; OR BUSI NESS | NTERRUPTI ON)
HOWEVER CAUSED AND ON ANY THEORY OF LI ABILITY, WHETHER
I N CONTRACT, STRICT LIABILITY, OR TORT (I NCLUDI NG
NEGLI GENCE OR OTHERW SE) ARI SI NG I N ANY WAY OUT OF THE
USE OF TH S SOFTWARE, EVEN | F ADVI SED OF THE
PCSSI BI LI TY OF SUCH DAMAGE

This version of this MB nodule is part of RFC 5643;
see the RFC itself for full legal notices."

REVI SI ON "200908130000Z"
DESCRI PTI ON

"Initial version, published as RFC 5643"
o= { mb-2 191 }
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-- Textual conventions

Gspfv3UpToRef reshlnterval TC :: = TEXTUAL- CONVENTI ON
DI SPLAY-HI NT "d"
STATUS current
DESCRI PTI ON
"The val ues one might be able to configure for
vari abl es bounded by the Refresh Interval."

REFERENCE
"OSPF Version 2, Appendix B, Architectural Constants"
SYNTAX Unsi gned32 (1..1800)
Cspf v3Deadl nt er val RangeTC : : = TEXTUAL- CONVENTI ON
DI SPLAY- HI NT "d"
STATUS current
DESCRI PTI ON
"The range, in seconds, of dead interval value."
REFERENCE

"OSPF for |1 Pv6, Appendix C 3, Router Interface
Par anet er s"

SYNTAX Unsi gned32 (1..' FFFF' h)
Cspfv3Rout er I dTC : : = TEXTUAL- CONVENTI ON

DI SPLAY- HI NT "d"

STATUS current

DESCRI PTI ON

"A 32-bit, unsigned integer uniquely identifying the
router in the Autononbus System To ensure

uni queness, this may default to the val ue of one of
the router’s | Pv4 host addresses if IPv4d is
configured on the router.”

REFERENCE
"OSPF for 1Pv6, Appendix C 1, d obal Paraneters”
SYNTAX Unsi gned32 (1..’ FFFFFFFF h)
GCspfv3Lsl dTC :: = TEXTUAL- CONVENTI ON
DI SPLAY- HI NT "d"
STATUS current
DESCRI PTI ON

"A unique 32-bit identifier of the piece of the
routing donmain that is being described by a Iink

state advertisenent. |In contrast to OSPFv2, the
Link State ID (LSID) has no addressing semantics."
REFERENCE
"OSPF Version 2, Section 12.1.4, Link State |ID'
SYNTAX Unsi gned32 (1..’' FFFFFFFF h)
Cspfv3Areal dTC :: = TEXTUAL- CONVENTI ON
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DI SPLAY- H NT "d"

STATUS current

DESCRI PTI ON
"An OSPFv3 Area ldentifier. A value of zero
identifies the backbone area.”

REFERENCE
"OSPF for |1 Pv6, Appendix C 3 Router Interface
Par anet er s"

SYNTAX Unsi gned32 (0..’ FFFFFFFF h)
GCspfv3lflnstldTC :: = TEXTUAL- CONVENTI ON
DI SPLAY-HI NT "d"
STATUS current
DESCRI PTI ON
"An OSPFv3 Interface Instance ID."
REFERENCE

"OSPF for |1 Pv6, Appendix C 3, Router Interface
Par anet er s"

SYNTAX Unsi gned32 (0..255)
Gspfv3LsaSequenceTC :: = TEXTUAL- CONVENTI ON
DI SPLAY- HI NT "d"
STATUS current
DESCRI PTI ON
"The sequence nunber field is a signed 32-bit
integer. It is used to detect old and duplicate

link state advertisenents. The space of
sequence nunbers is linearly ordered. The

| arger the sequence nunber, the nore recent the
advertisenent."

REFERENCE
"OSPF Version 2, Section 12.1.6, LS sequence
nunmber”

SYNTAX I nt eger 32

Ospf v3LsaAgeTC :: = TEXTUAL- CONVENTI ON

DI SPLAY- HI NT "d"

STATUS current

DESCRI PTI ON

"The age of the link state advertisenent in
seconds. The high-order bit of the LS age
field is considered the DoNot Age bit for
support of on-demand circuits."
REFERENCE
"OSPF Version 2, Section 12.1.1, LS age;
Ext endi ng OSPF to Support Demand Circuits,
Section 2.2, The LS age field"
SYNTAX Unsi gned32 (0..3600 | 32768..36368)

Joyal & Manral St andards Track [ Page 12]



RFC 5643

OSPFv3 M B August 2009

-- Top-level structure of MB

ospfv3Notifications OBJECT IDENTIFIER ::= { ospfvdMB 0 }
ospfv3bj ects OBJECT IDENTIFIER ::={ ospfvaMB 1 }
ospf v3Conf or mance OBJECT IDENTIFIER ::= { ospfvaMB 2 }
-- OSPFv3 General Variables
-- These paraneters apply globally to the Router’s
-- OSPFv3 Process.
ospfv3CGeneral Goup OBJECT I DENTIFIER ::= { ospfv3Cbjects 1}
ospfv3Rout erl d OBJECT- TYPE

SYNTAX GCspfv3Router | dTC

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON

"A 32-bit unsigned integer uniquely identifying
the router in the Autononobus System To ensure
uni queness, this may default to the 32-bit

unsi gned i nteger representation of one of

the router’s IPv4 interface addresses (if |Pv4
is configured on the router).

This object is persistent, and when witten, the
entity SHOULD save the change to non-volatile
storage."
REFERENCE
"OSPF for | Pv6, Appendix C. 1, dobal Paraneters"”
::={ ospfv3Ceneral Goup 1 }

ospf v3Adm nSt at us OBJECT- TYPE

Joyal

SYNTAX St at us

MAX- ACCESS read-write
STATUS current
DESCRI PTI ON

"The adm ni strative status of OSPFv3 in the
router. The value ’'enabled denotes that the
OSPFv3 Process is active on at | east one
interface; 'disabled disables it on all

i nterfaces.

This object is persistent, and when witten, the
entity SHOULD save the change to non-volatile
storage."

::={ ospfv3Ceneral Goup 2 }

& Manr al St andards Track [ Page 13]
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ospfv3Versi onNunmber OBJECT- TYPE

SYNTAX I NTEGER { version3 (3) }
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The version nunber of OSPF for IPv6 is 3."
::= { ospfv3CGeneral Goup 3}

ospf v3AreaBdr Rt r St at us OBJECT- TYPE

SYNTAX Tr ut hval ue
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

August 2009

"A flag to denote whether this router is an area
border router. The value of this object is true (1)

when the router is an area border router."”
REFERENCE

"OSPF Version 2, Section 3, Splitting the ASinto

Ar eas"
::={ ospfv3Ceneral Goup 4 }

ospf v3ASBdr Rt r St at us OBJECT- TYPE

SYNTAX Tr ut hval ue
MAX- ACCESS read-write
STATUS current
DESCRI PTI ON

"A flag to note whether this router is

configured as an Autononobus System border router.

This object is persistent, and when witten,
entity SHOULD save the change to non-vol atile

storage."
REFERENCE

t he

"OSPF Version 2, Section 3.3, Cassification of

routers”
::= { ospfv3CGeneral Goup 5}

ospf v3AsScopelLsaCount OBJECT- TYPE

SYNTAX Gauge32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of AS-scope (e.g., AS-External)
advertisements in the link state database."
::={ ospfv3Ceneral Goup 6 }

ospf v3AsScopelLsaCksunSum OBJECT- TYPE
SYNTAX Unsi gned32

Joyal & Manral St andards Track
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MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The 32-bit unsigned sumof the LS checksuns of
the AS-scoped |ink state advertisenents
contained in the |ink state database. This sum
can be used to deternine if there has been a
change in a router’s link state database or
to conpare the link state database of two
routers.”

::={ ospfv3Ceneral Goup 7 }

ospfv3Ori gi nat eNewLsas OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The number of new | ink state advertisements

that have been originated. This nunber is
incremented each time the router originates a new
LSA.

Di scontinuities in the value of this counter
can occur at re-initialization of the nanagenent
system and at other tines as indicated by the
val ue of ospfv3Di scontinuityTime."

::={ ospfv3Ceneral Goup 8 }

ospf v3RxNewLsas OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of |link state advertisenents

received that are determined to be new
instantiations. This nunber does not include
newer instantiations of self-originated link state
adverti senments.

Di scontinuities in the value of this counter
can occur at re-initialization of the managenent
system and at other tines as indicated by the
val ue of ospfv3DbiscontinuityTinme."

::={ ospfv3Ceneral Goup 9 }

ospf v3Ext LsaCount OBJECT- TYPE

SYNTAX Gauge32
MAX- ACCESS read-only
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STATUS current
DESCRI PTI ON

"The nunmber of External (LS type 0x4005) in the
Iink state database."
{ ospfv3General Goup 10 }

ospf v3Ext ArealLsdbLi mt OBJECT- TYPE

SYNTAX Integer32 (-1..’ 7TFFFFFFF h)
MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON

"The maxi mum nunber of non-defaul t

AS-external -LSA entries that can be stored in the
link state database. If the value is -1, then
thereis nolimt.

When the nunber of non-default AS-external-LSAs
inarouter’s link state database reaches

ospf v3Ext ArealLsdbLimt, the router enters Overfl ow
state. The router never holds nore than

ospf v3Ext ArealLsdbLi mt non-default AS-external-LSAs
in its database. ospfv3ExtArealsdbLimt MJIST be set
identically in all routers attached to the OSPFv3
backbone and/or any regular OSPFv3 area (i.e.,
OSPFv3 stub areas and not-so-stubby-areas (NSSAs)
are excl uded).

This object is persistent, and when witten, the
entity SHOULD save the change to non-volatile
storage."

{ ospfv3General G oup 11 }

ospf v3Exi t Overfl owl nterval OBJECT- TYPE

Joyal

SYNTAX Unsi gned32
UNI TS "seconds"
MAX- ACCESS read-write
STATUS current
DESCRI PTI ON

& Manr al

"The nunmber of seconds that, after entering
Overflow state, a router will attenpt to | eave
Overflow state. This allows the router to again
originate non-default, AS-External-LSAs. Wen
set to 0, the router will not |eave Overfl ow
state until restarted.

This object is persistent, and when witten, the

entity SHOULD save the change to non-volatile
storage."
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::={ ospfv3Ceneral Goup 12 }

ospf v3DemandExt ensi ons OBJECT- TYPE

SYNTAX Tr ut hval ue
MAX- ACCESS read-write
STATUS current
DESCRI PTI ON

"The router’s support for demand circuits.
The value of this object is true (1) when
demand circuits are support ed.

This object is persistent, and when witten, the
entity SHOULD save the change to non-vol atile
storage."

REFERENCE
"OSPF Version 2; Extending OSPF to Support Denand
Circuits"

::={ ospfv3Ceneral Goup 13 }

ospf v3Ref er enceBandwi dt h OBJECT- TYPE

SYNTAX Unsi gned32

UNI TS "Kkilobits per second"
MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON

"Ref erence bandwidth in kilobits per second for
calculating default interface netrics. The
default value is 100,000 KBPS (100 MBPS).

This object is persistent, and when witten, the
entity SHOULD save the change to non-vol atile
storage."

REFERENCE
"OSPF Version 2, Appendix C 3, Router interface
par anmet er s"

DEFVAL { 100000 }

::={ ospfv3Ceneral Goup 14 }

ospf v3Rest art Support OBJECT- TYPE
SYNTAX | NTEGER { none(1),
pl annedOnl y(2),
pl annedAndUnpl anned( 3)

}
MAX- ACCESS read-write
STATUS current
DESCRI PTI ON
"The router’s support for OSPF graceful restart.
Options include no restart support, only planned
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restarts, or both planned and unpl anned restarts.

This object is persistent, and when witten, the
entity SHOULD save the change to non-volatile
storage."
REFERENCE " Graceful OSPF Restart, Appendix B.1, d obal
Par amet ers (M ni mum subset)"
::={ ospfv3Ceneral Goup 15 }

ospfv3Restartlnterval OBJECT- TYPE

SYNTAX Cspfv3UpToRef reshl nterval TC
UNI TS "seconds"

MAX- ACCESS read-write

STATUS current

DESCRI PTI ON

"Configured OSPF graceful restart timeout interval.

This object is persistent, and when witten, the
entity SHOULD save the change to non-vol atile
storage."
REFERENCE "G aceful OSPF Restart, Appendix B.1, @ obal
Par anet ers (M ni mum subset)"
DEFVAL { 120 }
::={ ospfv3Ceneral Goup 16 }

ospfv3Restart StrictLsaChecki ng OBJECT- TYPE

SYNTAX Tr ut hval ue
MAX- ACCESS read-write
STATUS current
DESCRI PTI ON

"Indicates if strict LSA checking is enabled for
graceful restart. A value of true (1) indicates that
strict LSA checking is enabl ed.

This object is persistent, and when witten,
the entity SHOULD save the change to non-volatile
storage.”
REFERENCE "G aceful OSPF Restart, Appendix B.2, d obal
Paranmeters (Optional)™
DEFVAL { true }
::={ ospfv3Ceneral Goup 17 }

ospfv3Restart St at us OBJECT- TYPE
SYNTAX I NTEGCER { notRestarting(l),
pl annedRest art (2),
unpl annedRest art ( 3)

}
MAX- ACCESS read-only
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STATUS current
DESCRI PTI ON

"The current status of OSPF graceful restart capability."
::={ ospfv3CGeneral Goup 18 }

ospf v3Rest art Age OBJECT- TYPE

SYNTAX Cspf v3UpToRef reshl nterval TC

UNI TS "seconds”

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Remaining time in the current OSPF graceful restart
interval ."

::={ ospfv3Ceneral G oup 19 }

ospfv3Rest art Exi t Reason OBJECT- TYPE
SYNTAX | NTEGER { none(1),
i nProgress(2),
compl eted(3),
timedQut (4),
t opol ogyChanged( 5)

}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Describes the outcome of the last attenpt at a
graceful restart.

none: no restart has yet been attenpted.

i nProgress: a restart attenpt is currently underway.
conpl et ed: the last restart conpleted successfully.
ti medQut: the last restart tinmed out.

t opol ogyChanged: the |ast restart was aborted due to
a topol ogy change."
::={ ospfv3Ceneral Goup 20 }

ospfv3Noti ficati onEnabl e OBJECT- TYPE
SYNTAX Trut hVal ue
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"This object provides a coarse |level of contro
over the generation of OSPFv3 notifications.

If this object is set to true (1), then it enables

the generation of OSPFv3 notifications. |If it is
set to false (2), these notifications are not
gener at ed.
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This object is persistent, and when witten, the
entity SHOULD save the change to non-volatile
st orage."

::={ ospfv3CGeneral Goup 21 }

ospf v3St ubRout er Support OBJECT- TYPE

SYNTAX Tr ut hval ue
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The router’s support for stub router functionality. An
obj ect value of true (1) indicates that stub router
functionality is supported.”

REFERENCE
"OSPF Stub Router Advertisenent”

::={ ospfv3CGeneral Goup 22 }

ospfv3St ubRout er Adverti senent OBJECT- TYPE
SYNTAX | NTEGER {
doNot Advertise(l),
advertise(2)

MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"This object controls the adverti senent of
stub LSAs by the router. The val ue
doNot Advertise (1) will result in the advertisenent
of standard LSAs and is the default val ue.

This object is persistent, and when witten,
the entity SHOULD save the change to non-volatile
storage."

REFERENCE
"OSPF Stub Router Advertisenent, Section 2, Proposed
Sol uti on"

DEFVAL { doNot Advertise }

::={ ospfv3Ceneral G oup 23 }

ospfv3Di scontinuityTi me OBJECT- TYPE

SYNTAX Ti meSt anp

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON

"The val ue of sysUpTime on the nost recent occasion

at which any one of this MB s counters suffered
a discontinuity.
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If no such discontinuities have occurred since the | ast
re-initialization of the |ocal management subsystem
then this object contains a zero value.”

;.= { ospfv3CGeneral Goup 24 }

ospfv3Restart Ti me OBJECT- TYPE

SYNTAX Ti meSt anp

MAX- ACCESS r ead- only

STATUS current

DESCRI PTI ON
"The val ue of sysUpTinme on the nobst recent occasion
at which the ospfv3RestartExit Reason was updated."

::={ ospfv3Ceneral Goup 25 }

-- The OSPFv3 Area Data Structure contains information
-- regarding the various areas. The interfaces and

-- virtual links are configured as part of these areas.
-- Area 0, by definition, is the backbone area.

ospf v3AreaTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF GCspfv3AreaEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Information describing the configured
paraneters and cunul ative statistics of the router’s
attached areas. The interfaces and

virtual links are configured as part of these areas.

Area 0, by definition, is the backbone area."
REFERENCE

"OSPF Version 2, Section 6, The Area Data

Structure"

1= { ospfv3bjects 2}

ospf v3AreaEntry OBJECT- TYPE

SYNTAX Cspfv3AreaEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"Information describing the configured
paraneters and cunul ative statistics of one of the
router’s attached areas.

The information in this table is persistent,
and when witten, the entity SHOULD save the a
change to non-vol atile storage."”

I NDEX { ospfv3Areald }

.= { ospfv3AreaTable 1 }
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GCspfv3AreaEntry ::= SEQUENCE {

ospf v3Areal d
Gspf v3Areal dTC,

ospf v3Areal nport AsExt ern
| NTEGER,

ospf v3Ar eaSpf Runs
Count er 32,

ospf v3Ar eaBdr Rt r Count
Gauge32,

ospf v3Ar eaAsBdr Rt r Count
Gauge32,

ospf v3Ar eaScopelLsaCount
Gauge32,

ospf v3Ar eaScopelLsaCksunSum
Unsi gned32,

ospf v3Ar eaSunmar y
| NTEGER,

ospf v3Ar eaRowst at us
RowSt at us,

ospf v3AreaSt ubMetric
Bi gvetri c,

ospf v3AreaNssaTr ansl at or Rol e
| NTEGER,

ospf v3Ar eaNssaTr ansl at or St at e
| NTEGER,

ospf v3Ar eaNssaTr ansl at or St abl nt er val
Unsi gned32,

ospf v3Ar eaNssaTr ansl at or Event s
Count er 32,

ospf v3AreaSt ubMetri cType
| NTEGER,

ospf v3Ar eaTEEnabl ed
Trut hval ue

}

ospfv3Areal d OBJECT- TYPE

Joyal

SYNTAX Cspfv3Areal dTC
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

2009

"A 32-bit unsigned integer uniquely identifying an area.

Area ID O is used for the OSPFv3 backbone. ™"
REFERENCE

"OSPF Version 2, Appendix C.2, Area paraneters"”
1= { ospfv3AreaEntry 1 }
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SYNTAX I NTEGER {
i mport External (1), -- nornmal area
i mport NoExternal (2), -- stub area
i mport Nssa(3) -- not-so-stubby-area
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"I'ndi cates whether an area is a stub area, NSSA, or
standard area. AS-scope LSAs are not inported into stub
areas or NSSAs. NSSAs inport AS-External data as NSSA

LSAs that have Area-scope."
REFERENCE

"OSPF Version 2, Appendix C. 2, Area paraneters”

DEFVAL { inportExternal }
::={ ospfv3AreaEntry 2 }

ospf v3Ar eaSpf Runs OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of tines that the intra-area route

tabl e has been cal culated using this area’s
link state database. This is typically done
using Dijkstra’ s al gorithm

Di scontinuities in the value of this counter

can occur at re-initialization of the nanagenent

system and at other tines as indicated by the

val ue of ospfv3Di scontinuityTime."
::={ ospfv3AreaEntry 3}

ospf v3AreaBdr Rt r Count OBJECT- TYPE

SYNTAX Gauge32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total nunber of area border routers

reachable within this area. This is initially zero,
and is calculated in each Shortest Path First (SPF)

pass."
DEFVAL { 0 }
::={ ospfv3AreaEntry 4 }
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ospf v3Ar eaAsBdr Rt r Count OBJECT- TYPE

SYNTAX Gauge32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total nunber of Autononbus System border
routers reachable within this area. This is
initially zero, and is calculated in each SPF
pass."

DEFVAL { 0 }

::={ ospfv3AreaEntry 5 }

ospf v3Ar eaScopelLsaCount OBJECT- TYPE

SYNTAX Gauge32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total nunber of Area-scope |link state
advertisenents in this area’s link state
dat abase. "

DEFVAL { 0 }

::={ ospfv3AreaEntry 6 }

ospf v3Ar eaScopelLsaCksunSum OBJECT- TYPE

SYNTAX Unsi gnhed32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The 32-bit unsigned sum of the Area-scope |link state
advertisenents’ LS checksuns contained in this
area’'s link state database. The sum can be used
to determine if there has been a change in a
router’s link state database or to compare the
link state database of two routers."

::={ ospfv3AreaEntry 7 }

ospf v3AreaSummary OBJECT- TYPE
SYNTAX | NTEGER {
noAr eaSummary(1),
sendAr eaSunmar y( 2)

}
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The variabl e ospfv3AreaSumary controls the
import of Inter-Area LSAs into stub and
NSSA areas. It has no effect on other areas.
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If it is noAreaSumary, the router will neither
originate nor propagate Inter-Area LSAs into the
stub or NSSA area. It will only advertise a
default route.

If it is sendAreaSummary, the router will both
summari ze and propagate Inter-Area LSAs."

DEFVAL { sendAreaSumary }
::={ ospfv3AreaEntry 8 }

ospf v3Ar eaRowsSt at us OBJECT- TYPE

SYNTAX Rowst at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This object permts managenent of the table by
facilitating actions such as row creation,
construction, and destruction.

The val ue of this object has no effect on
whet her other objects in this conceptual row can be
nodi fied. "

::={ ospfv3AreaEntry 9 }

ospf v3AreaSt ubMetri c OBJECT- TYPE

SYNTAX Bi gvetric
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The netric value advertised for the default route

2009

into stub and NSSA areas. By default, this equals the

|l east metric anmong the interfaces to other areas."

::={ ospfv3AreaEntry 10 }

ospf v3Ar eaNssaTr ansl at or Rol e OBJECT- TYPE

SYNTAX I NTECER { al ways(1), candidate(2) }
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"Indi cates an NSSA border router’s policy to
perform NSSA transl ati on of NSSA-LSAs into
AS- Ext ernal - LSAs. "

DEFVAL { candi date }
::={ ospfv3AreaEntry 11 }

ospf v3AreaNssaTr ansl at or St at e OBJECT- TYPE

Joyal & Manral

SYNTAX | NTEGER {

enabl ed(1),

St andards Track [ Page 25]



RFC 5643

OSPFv3 M B August
el ected(2),
di sabl ed( 3)
}
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON
"Indicates if and how an NSSA border router is
perform ng NSSA transl ati on of NSSA-LSAs into
AS- External -LSAs. Wen this object is set to
"enabl ed’, the NSSA border router’s

2009

ospf v3Ar eaNssaTr ansl at or Rol e has been set to 'al ways’.

When this object is set to 'elected', a candidate

NSSA border router is translating NSSA-LSAs into

AS- External -LSAs. Wen this object is set to

"disabled’, a candi date NSSA Border router is NOT

transl ati ng NSSA-LSAs into AS-External -LSAs."
::={ ospfv3AreaEntry 12 }

ospf v3Ar eaNssaTr ansl at or St abl nt erval OBJECT- TYPE

SYNTAX Unsi ghed32
UNI TS "seconds"”
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The stability interval defined as the nunber of
seconds after an elected translator determnes its
services are no longer required that it should
continue to performits translation duties."
DEFVAL { 40 }
c:={ ospfv3AreaEntry 13 }

ospf v3Ar eaNssaTr ansl at or Event s OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Indi cates the nunber of Translator state changes
that have occurred since the last start-up of the
OSPFv3 routing process.

Di scontinuities in the value of this counter
can occur at re-initialization of the nanagenent
system and at other tines as indicated by the
val ue of ospfv3Di scontinuityTime."

::={ ospfv3AreaEntry 14 }
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ospf v3AreaSt ubMetri cType OBJECT- TYPE

SYNTAX I NTEGER {
ospfv3Metric(l), -- OSPF Metric
conpar abl eCost(2), -- external type 1
nonConpar abl e( 3) -- external type 2
}

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"This variable assigns the type of netric
advertised as a default route."

DEFVAL

{ ospfv3Metric }

c:={ ospfv3AreaEntry 15 }

ospf v3Ar eaTEEnabl ed OBJECT- TYPE

SYNTAX Tr ut hval ue
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

DEFVAL

"I ndi cates whether or not traffic engineering

is enabled in the area. The object is set

to the value true (1) to enable traffic engineering.
Traffic engineering is disabled by default."

{ false }

1= { ospfv3AreaEntry 16 }

- OSPFv3 AS- Scope Link State Dat abase

ospfv3AsLsdbTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Ospfv3AsLsdbEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The OSPFv3 Process’s AS-scope link state database
(LSDB). The LSDB contains the AS-scope link state
advertisenents fromthroughout the areas that the
device is attached to."

1= { ospfv3bjects 3}

ospf v3AsLsdbEntry OBJECT- TYPE

Joyal

SYNTAX Cspfv3AsLsdbEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A single AS-scope |link state advertisenent."”

I NDEX { ospfv3AsLsdbType,
ospfv3AsLsdbRout erl d,
ospfv3AsLsdbLsid }
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::={ ospfv3AsLsdbTable 1 }

Ospfv3AsLsdbEntry ::= SEQUENCE {

ospf v3AsLsdbTypeKnown
Tr ut hval ue
}
ospfv3AsLsdbType OBJECT- TYPE
SYNTAX Unsi gned32(0. .’ FFFFFFFF' h)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

ospf v3AsLsdbType
Unsi gned32,
ospfv3AsLsdbRouterl d
GCspfv3Rout er I dTC,
ospfv3AsLsdbLsid
Cspf v3Lsl dTC
ospf v3AsLsdbSequence
Cspf v3LsaSequenceTC
ospfv3AsLsdbAge
Cspfv3LsaAgeTC,
ospf v3AsLsdbChecksum
I nt eger 32,
ospf v3AsLsdbAdverti senent
OCTET STRI NG,

"The type of the link state advertisenent.
Each link state type has a separate

advertisenent format. AS-scope LSAs not
by the router may be stored in the database."

::= { ospfv3AsLsdbEntry 1 }

ospf v3AsLsdbRout er1 d OBJECT- TYPE

SYNTAX GCspfv3Rout er 1 dTC
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

August 2009

recogni zed

"The 32-bit nunber that uniquely identifies the

originating router in the Autononous System"”

REFERENCE

"OSPF Version 2, Appendix C. 1, doba

::= { ospfv3AsLsdbEntry 2 }

ospf v3AsLsdbLsi d OBJECT- TYPE

Joyal

& Manr a

SYNTAX Cspf v3Lsl dTC
MAX- ACCESS not - accessi bl e
STATUS current

St andards Track
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DESCRI PTI ON
"The Link State IDis an LS type-specific field
containing a unique identifier;
it identifies the piece of the routing domain
that is being described by the advertisenent.
In contrast to OSPFv2, the LSID has no
addressi ng semantics."

::={ ospfv3AsLsdbEntry 3 }

Not e that the OSPF sequence nunber is a 32-bit signed
integer. It starts with the value 80000001 h

or -'7FFFFFFF' h, and increnents until ' 7FFFFFFF h.
Thus, a typical sequence nunber will be very negative.

ospf v3AsLsdbSequence OBJECT- TYPE

SYNTAX Cspf v3LsaSequenceTC

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The sequence nunber field is a signed 32-bit
integer. It is used to detect old and duplicate

link state advertisenents. The space of
sequence nunbers is linearly ordered. The
| arger the sequence nunber, the nore recent the
adverti senent."

REFERENCE
"OSPF Version 2, Section 12.1.6, LS sequence
nunmber "

;.= { ospfv3AsLsdbEntry 4 }

ospf v3AsLsdbAge OBJECT- TYPE

Joyal

SYNTAX Gspfv3LsaAgeTC
UNI TS "seconds"”

MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This field is the age of the link state
adverti senent in seconds. The high-order bit
of the LS age field is considered the DoNot Age
bit for support of on-demand circuits."”
REFERENCE
"OSPF Version 2, Section 12.1.1, LS age;
Ext endi ng OSPF to Support Demand Circuits,
Section 2.2, The LS age field."
::={ ospfv3AsLsdbEntry 5 }
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ospf v3AsLsdbChecksum OBJECT- TYPE

SYNTAX I nt eger 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This field is the checksum of the conplete

contents of the advertisenment, excepting the

age field. The age field is excepted so that

an advertisenment’s age can be increnented

wi t hout updating the checksum The checksum

used is the sane that is used for |SO

connectionl ess datagrans; it is conmonly

referred to as the Fletcher checksum™”
REFERENCE

"OSPF Version 2, Section 12.1.7, LS checksunft
::= { ospfv3AsLsdbEntry 6 }

ospf v3AsLsdbAdverti sement OBJECT- TYPE

SYNTAX OCTET STRING (SI ZE (1..65535))

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The entire link state advertisenent, including
its header."

c:= { ospfv3AsLsdbEntry 7 }

ospf v3AsLsdbTypeKnown OBJECT- TYPE

SYNTAX Tr ut hval ue
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The value true (1) indicates that the LSA type
is recognized by this router.”
::= { ospfv3AsLsdbEntry 8 }
-- OSPFv3 Area-Scope Link State Database

ospf v3AreaLsdbTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Ospfv3ArealsdbEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The OSPFv3 Process’s Area-scope LSDB.
The LSDB contains the Area-scope link state
adverti senents fromthroughout the area that the
device is attached to."

.= { ospfv3bjects 4}
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ospfv3ArealLsdbEntry OBJECT- TYPE

SYNTAX Gspf v3ArealsdbEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"A single Area-scope link state advertisenent."
| NDEX { ospfv3ArealLsdbAreal d,
ospf v3AreaLsdbType,

ospf v3AreaLsdbRout er 1 d,
ospf v3ArealLsdbLsid }
::={ ospfv3ArealLsdbTable 1 }

Cspfv3ArealsdbEntry ::= SEQUENCE {
ospf v3Ar eaLsdbAr eal d
Gspf v3Areal dTC,
ospf v3ArealLsdbType
Unsi gned32,
ospf v3ArealLsdbRout er | d
GCspfv3Rout er | dTC,
ospf v3ArealLsdbLsi d
Cspf v3Lsl dTC,
ospf v3Ar eaLsdbSequence
Gspf v3LsaSequenceTC,
ospf v3ArealLsdbAge
Cspfv3LsaAgeTC,
ospf v3Ar eaLsdbChecksum
| nt eger 32,
ospf v3Ar eaLsdbAdverti senent
OCTET STRI NG,
ospf v3AreaLsdbTypeKnown

Tr ut hval ue
}
ospf v3AreaLsdbAreal d OBJECT- TYPE
SYNTAX Cspfv3Areal dTC
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The 32-bit identifier of the Area from which the
LSA was received. "
REFERENCE
"OSPF Version 2, Appendix C 2, Area paraneters"”
::= { ospfv3ArealLsdbEntry 1 }

ospf v3AreaLsdbType OBJECT- TYPE

SYNTAX Unsi gned32(0. .’ FFFFFFFF' h)
MAX- ACCESS not - accessi bl e
STATUS current
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DESCRI PTI ON
"The type of the link state advertisenent.
Each link state type has a separate
advertisenent format. Area-scope LSAs unrecogni zed
by the router are also stored in this database."
::={ ospfv3ArealLsdbEntry 2 }

ospf v3ArealLsdbRout er1 d OBJECT- TYPE

SYNTAX Gspfv3Rout er I dTC
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The 32-bit nunber that uniquely identifies the

originating router in the Autononous System"
REFERENCE

"OSPF Version 2, Appendix C. 1, dobal paraneters”
::={ ospfv3ArealLsdbEntry 3 }

ospf v3ArealLsdblLsi d OBJECT- TYPE

SYNTAX Gspfv3Lsl dTC
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The Link State IDis an LS type-specific field
containing a unique identifier;
it identifies the piece of the routing domain
that is being described by the advertisenent.
In contrast to OSPFv2, the LSID has no
addressi ng semantics."

::={ ospfv3ArealLsdbEntry 4 }

-- Note that the OSPF sequence nunber is a 32-bit signed
-- integer. It starts with the value 80000001 h

-- or -'7FFFFFFF h, and increnents until '7FFFFFFF h.

-- Thus, a typical sequence nunber will be very negative.

ospf v3Ar eaLsdbSequence OBJECT- TYPE

SYNTAX Gspf v3LsaSequenceTC

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The sequence nunber field is a signed 32-bit
integer. It is used to detect old and

duplicate link state adverti senents. The space
of sequence nunbers is linearly ordered. The

| arger the sequence nunber, the nore recent the
advertisenent."
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REFERENCE
"OSPF Version 2, Section 12.1.6, LS sequence
nunmber”

::={ ospfv3ArealLsdbEntry 5 }

ospf v3ArealLsdbAge OBJECT- TYPE

SYNTAX Cspfv3LsaAgeTC
UNI TS "seconds"”

MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

"This field is the age of the link state
advertisenment in seconds. The high-order bit
of the LS age field is considered the DoNot Age
bit for support of on-demand circuits.”
REFERENCE
"OSPF Version 2, Section 12.1.1, LS age;
Ext endi ng OSPF to Support Demand Circuits,
Section 2.2, The LS age field."
::={ ospfv3ArealLsdbEntry 6 }

ospf v3Ar eaLsdbChecksum OBJECT- TYPE

SYNTAX I nt eger 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This field is the checksum of the conplete

contents of the advertisenent, excepting the

age field. The age field is excepted so that

an advertisenent’s age can be increnented

wi t hout updating the checksum The checksum

used is the same that is used for |1SO

connectionl ess datagrans; it is comonly

referred to as the Fletcher checksum"
REFERENCE

"OSPF Version 2, Section 12.1.7, LS checksuni
::= { ospfv3ArealLsdbEntry 7 }

ospf v3AreaLsdbAdverti sement OBJECT- TYPE

SYNTAX OCTET STRING (SIZE (1..65535))

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The entire link state advertisenent, including
its header."

::={ ospfv3ArealLsdbEntry 8 }
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ospf v3Ar eaLsdbTypeKnown OBJECT- TYPE

SYNTAX Tr ut hVval ue
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The value true (1) indicates that the LSA type is
recogni zed by this router."
::={ ospfv3ArealLsdbEntry 9 }

2009

-- OSPFv3 Link-Scope Link State Database, for non-virtual interfaces

ospf v3Li

ospf v3Li

Ospf v3Li

Joyal & Manral St andards Track [ Page

nkLsdbTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Ospf v3Li nkLsdbEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The OSPFv3 Process’s Link-scope LSDB for non-virtua

interfaces. The LSDB contains the Link-scope |ink
state advertisenents fromthe interfaces that the
device is attached to."

1= { ospfv3bjects 5}

nkLsdbEntry OBJECT- TYPE

SYNTAX Gspf v3Li nkLsdbEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"A single Link-scope link state advertisenent."
I NDEX { ospfv3Li nkLsdbl f I ndex,

ospf v3Li nkLsdbl flInstld,

ospf v3Li nkLsdbType,

ospf v3Li nkLsdbRout er 1 d,

ospf v3Li nkLsdbLsid }
::= { ospfv3LinkLsdbTable 1 }

nkLsdbEntry ::= SEQUENCE {
ospf v3Li nkLsdbl f | ndex
I nt erfacel ndex,
ospf v3Li nkLsdbl flInstld
GCspfv3lflnstldTC,
ospf v3Li nkLsdbType
Unsi gned32,
ospf v3Li nkLsdbRout er | d
GCspfv3Rout er | dTC,
ospf v3Li nkLsdbLsi d
Cspf v3Lsl dTC
ospf v3Li nkLsdbSequence
Cspfv3LsaSequenceTC
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ospf v3Li nkLsdbAge
Gspfv3LsaAgeTC

ospf v3Li nkLsdbChecksum
I nt eger 32,

ospf v3Li nkLsdbAdverti senent
CCTET STRI NG

ospf v3Li nkLsdbTypeKnown

Tr ut hVval ue
}
ospf v3Li nkLsdbl f | ndex OBJECT- TYPE
SYNTAX I nterfacel ndex
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The identifier of the |ink fromwhich the LSA
was received."
::= { ospfv3LinkLsdbEntry 1 }

ospf v3Li nkLsdbl flI nst1d OBJECT- TYPE

SYNTAX Cspfv3lflnst!dTC
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The identifier of the interface instance from
whi ch the LSA was received."
::={ ospfv3LinkLsdbEntry 2 }

ospf v3Li nkLsdbType OBJECT- TYPE

SYNTAX Unsi gned32( 0. .’ FFFFFFFF’ h)
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The type of the link state advertisenent.

Each link state type has a separate

advertisement format. Link-scope LSAs unrecogni zed

by the router are also stored in this database."
::={ ospfv3LinkLsdbEntry 3 }

ospf v3Li nkLsdbRout erl d OBJECT- TYPE

SYNTAX GCspfv3Rout er 1 dTC
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The 32-bit nunber that uniquely identifies the

originating router in the Autononous System"
REFERENCE

"OSPF Version 2, Appendix C 1, d obal paraneters"
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::={ ospfv3LinkLsdbEntry 4 }

ospf v3Li nkLsdbLsi d OBJECT- TYPE

SYNTAX Gspfv3Lsl dTC
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The Link State IDis an LS type-specific field
contai ning a unique identifier;
it identifies the piece of the routing domain
that is being described by the advertisenent.
In contrast to OSPFv2, the LSID has no
addressi ng semantics. However, in OSPFv3
the Link State I D al ways contains the flooding
scope of the LSA. "

;.= { ospfv3LinkLsdbEntry 5 }

Note that the OSPF sequence nunber is a 32-bit signed
integer. It starts with the value ’'80000001' h

or -'7FFFFFFF h, and increnments until ' 7FFFFFFF h.
Thus, a typical sequence nunber will be very negative.

ospf v3Li nkLsdbSequence OBJECT- TYPE

SYNTAX Cspfv3LsaSequenceTC

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The sequence nunber field is a signed 32-bit
integer. It is used to detect old and duplicate

link state advertisenents. The space of
sequence nunbers is linearly ordered. The
| arger the sequence nunber, the nore recent the
adverti senent.”

REFERENCE
"OSPF Version 2, Section 12.1.6, LS sequence
nunmber "

::= { ospfv3LinkLsdbEntry 6 }

ospf v3Li nkLsdbAge OBJECT- TYPE

Joyal

SYNTAX Cspfv3LsaAgeTC
UNI TS "seconds"

MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This field is the age of the link state
advertisenent in seconds. The high-order bit
of the LS age field is considered the DoNot Age
bit for support of on-demand circuits."”
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REFERENCE
"OSPF Version 2, Section 12.1.1, LS age;
Ext endi ng OSPF to Support Demand Circuits,
Section 2.2, The LS age field."
;.= { ospfv3LinkLsdbEntry 7 }

ospf v3Li nkLsdbChecksum OBJECT- TYPE

SYNTAX I nt eger 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This field is the checksum of the conplete

contents of the advertisenment, excepting the

age field. The age field is excepted so that

an advertisenment’s age can be increnented

wi t hout updating the checksum The checksum

used is the sane that is used for |SO

connectionl ess datagrans; it is conmonly

referred to as the Fletcher checksum"
REFERENCE

"OSPF Version 2, Section 12.1.7, LS checksunft
;.= { ospfv3LinkLsdbEntry 8 }

ospf v3Li nkLsdbAdverti sement OBJECT- TYPE

SYNTAX OCTET STRING (SI ZE (1..65535))

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The entire link state advertisenent, including
its header."

::= { ospfv3LinkLsdbEntry 9 }

ospf v3Li nkLsdbTypeKnown OBJECT- TYPE

SYNTAX Tr ut hval ue
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The value true (1) indicates that the LSA type is
recogni zed by this router.™
::= { ospfv3LinkLsdbEntry 10 }
-- OSPF Host Table

ospf v3Host Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Cspfv3HostEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
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"The Host/Metric Tabl e indicates what hosts are
directly attached to the router and their
correspondi ng netrics."

REFERENCE
"OSPF Version 2, Appendix C. 7, Host route
par anet er s"

::={ ospfv3bjects 6 }

ospfv3Host Ent ry OBJECT- TYPE

SYNTAX Cspfv3Host Entry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"A metric to be advertised when a given host is
r eachabl e.

The information in this table is persistent, and
when witten, the entity SHOULD save the change
to non-volatile storage.”
I NDEX { ospfv3Host Addr essType,
ospf v3Host Addr ess }
::={ ospfv3HostTable 1 }

Cspfv3Host Entry ::= SEQUENCE {
ospf v3Host Addr essType
| net Addr essType,
ospf v3Host Addr ess
| net Addr ess,
ospfv3Host Metric
Metri c,
ospf v3Host Rowst at us
RowsSt at us,
ospf v3Host Areal D
Cspfv3Areal dTC

}

ospf v3Host Addr essType OBJECT- TYPE
SYNTAX | net Addr essType
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The address type of ospfv3Host Address. Only | Pv6
gl obal address type is expected."
REFERENCE
"OSPF Version 2, Appendix C. 7, Host route
par anmet er s"
::={ ospfv3HostEntry 1 }
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ospf v3Host Addr ess OBJECT- TYPE

SYNTAX | net Addr ess
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The | Pv6 address of the host. Mist be an
| Pv6 gl obal address."

REFERENCE
"OSPF Version 2, Appendix C. 7, Host route
par anmet er s"

::={ ospfv3HostEntry 2 }

ospf v3Host Met ri ¢ OBJECT- TYPE

SYNTAX Metric
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The netric to be advertised."
REFERENCE

"OSPF Version 2, Appendix C. 7, Host route
par amet er s"
::={ ospfv3HostEntry 3 }

ospf v3Host Rowst at us OBJECT- TYPE

SYNTAX Rowst at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This object permts managenent of the table by
facilitating actions such as row creation,
construction, and destruction.

The val ue of this object has no effect on
whet her other objects in this conceptual row can be
nmodi fied."

::={ ospfv3HostEntry 4 }

ospf v3Host Areal D OBJECT- TYPE

SYNTAX Cspf v3Areal dTC
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The Area the host entry is to be found wi thin.
By default, the area for the subsum ng OSPFv3
interface, or Area 0 if there is no subsum ng
interface."

REFERENCE
"OSPF Version 2, Appendix C 2, Area paraneters"”
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::={ ospfv3HostEntry 5 }
-- OSPFv3 Interface Table

ospfv3l f Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Ospfv3IfEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The OSPFv3 I nterface Table describes the
interfaces fromthe vi ewpoi nt of OSPFv3."
REFERENCE
"OSPF for |1 Pv6, Appendix C 3, Router Interface
Par anet er s"
1= { ospfv3bjects 7 }

ospfv3lfEntry OBJECT- TYPE

SYNTAX Cspfv3lfEntry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"The OSPFv3 Interface Entry describes one
interface fromthe viewoint of OSPFv3.

The information in this table is persistent,
and when witten, the entity SHOULD save the
change to non-vol atil e storage."”
I NDEX { ospfv3lflndex,
ospfv3iflinstlid }
o= { ospfv3lfTable 1 }

GCspfv3lfEntry ::= SEQUENCE {
ospf v3l fl ndex
I nt erfacel ndex,
ospfv3lflinstld
GCspfv3lflnstldTC,
ospfv3lfAreald
GCspf v3Areal dTC,
ospfv3l f Type
| NTEGER,
ospfv3l f Admi nSt at us
St at us,
ospfv3lfRirPriority
Desi gnat edRout erPriority,
ospfv3l fTransitDel ay
Cspfv3UpToRef reshl nterval TC,
ospfv3l fRetransl nterval
GCspfv3UpToRef reshl nt erval TC,
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ospfv3lfHell ol nterva
Hel | oRange,
ospfv3l f Rt r Deadl nt erva
Cspf v3Deadl nt er val RangeTC,
ospfv3lfPolllnterva
Unsi gned32,
ospfv3lfState
| NTEGER,
ospf v3I f Desi gnat edRout er
GCspfv3Rout er I dTC,
ospf v3Il f BackupDesi ghat edRout er
GCspfv3Rout er | dTC,
ospfv3l fEvents
Count er 32,
ospf v3Il f Rowst at us
RowsSt at us,
ospf v3l f Demand
Trut hVal ue,
ospfv3lfMetricVal ue
Metric,
ospf v3I f Li nkScopeLsaCount
Gauge3?2,
ospf v3l fLi nkLsaCksunSum
Unsi gned32,
ospf v3I f DemandNbr Pr obe
Trut hVal ue,
ospf v3Il f DemandNor Pr obeRet r ansLi mi t
Unsi gned32,
ospf v3Il f DemandNbr Pr obel nt erva
Unsi gned32,
ospfv3l f TED sabl ed
Trut hVal ue,
ospf v3I f Li nkLSASuppr essi on
Trut hval ue
}

ospfv3l fl ndex OBJECT- TYPE

SYNTAX I nt erfacel ndex

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The interface index of this OSPFv3 interface.
It corresponds to the interface index of the
I Pv6 interface on which OSPFv3 is configured."

:={ ospfv3lfEntry 1 }
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ospfv3lflnstld OBJECT- TYPE

SYNTAX Cspfv3lflnstldTC
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"Enables nultiple interface instances of OSPFv3
to be run over a single link. Each interface
i nstance woul d be assigned a separate ID. This ID
has | ocal |ink significance only."
::={ ospfv3lfEntry 2 }

ospfv3l fAreal d OBJECT- TYPE

SYNTAX Cspfv3Areal dTC
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON

"A 32-bit integer uniquely identifying the area
to which the interface connects. Area ID
0 is used for the OSPFv3 backbone. "

DEFVAL { 0}

::={ ospfv3ifEntry 3}

ospfv3lf Type OBJECT- TYPE
SYNTAX | NTEGER {
broadcast (1),
nbma(2),
poi nt ToPoi nt (3),
poi nt ToMul ti poi nt (5)

}
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The OSPFv3 interface type."
::={ ospfv3lfEntry 4 }

ospfv3l f Admi nSt at us OBJECT- TYPE

SYNTAX St at us

MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The OSPFv3 interface' s adm nistrative status.
The value formed on the interface; the interface
will be advertised as an internal route to sone
area. The value 'disabled denotes that the
interface is external to OSPFv3.

Joyal & Manral St andards Track [ Page 42]



RFC 5643

OSPFv3 M B August

Note that a value of 'disabled for the object

ospfv3Adm nStatus will override a val ue of
"enabled’” for the interface.”
DEFVAL { enabled }

::={ ospfv3lfEntry 5}

ospfv3lIfRirPriority OBJECT-TYPE

SYNTAX Desi gnat edRout erPriority
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The priority of this interface. Used in
mul ti-access networks, this field is used in
the designated-router election algorithm The
value 0 signifies that the router is not
eligible to becone the Designated Router on this
particular network. 1In the event of atie in
this value, routers will use their Router ID as
a tie breaker."

DEFVAL {1}

::={ ospfv3IfEntry 6 }

ospfv3lfTransit Del ay OBJECT- TYPE

SYNTAX Cspf v3UpToRef reshl nterval TC
UNI TS "seconds"

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

2009

"The estimated nunber of seconds it takes to transmt
a Link State Update packet over this interface. LSAs

contained in the update packet nust have their age

incremented by this amount before transm ssion. This

val ue should take into account the transm ssion and
propagati on del ays of the interface."
REFERENCE
"OSPF for |1 Pv6, Appendix C 3, Router Interface
Par anmeters. "
DEFVAL {1}
::={ ospfv3lifEntry 7 }

ospfv3l fRetransl nterval OBJECT- TYPE

Joyal

SYNTAX Cspf v3UpToRef reshl nterval TC
UNI TS "seconds"

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The nunber of seconds between link state
adverti senent retransm ssions for adjacencies
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belonging to this interface. This value is
al so used when retransmtting database
description and Link State Request packets.™
DEFVAL {5}
::={ ospfv3lfEntry 8 }

ospfv3lfHellolnterval OBJECT- TYPE

SYNTAX Hel | oRange
UNI TS "seconds"”
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The length of time, in seconds, between the
Hel | o packets that the router sends on the
interface. This value nust be the sane for al
routers attached to a common network."

DEFVAL { 10}

o= { ospfv3lfEntry 9 }

ospfv3l f Rt r Deadl nt erval OBJECT- TYPE

SYNTAX Gspf v3Deadl nt er val RangeTC
UNI TS "seconds"

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The nunber of seconds that a router’s Hello
packets have not been seen before its
nei ghbors declare the router down on the interface.
This should be sone nultiple of the Hello interval
This value nust be the sane for all routers attached
to a comon network."

DEFVAL { 40 }

::={ ospfv3lIfEntry 10 }

ospfv3lfPolllnterval OBJECT- TYPE

SYNTAX Unsi gned32
UNI TS "seconds”
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The larger tine interval, in seconds, between

the Hell o packets sent to an inactive,
non- broadcast multi-access nei ghbor."
DEFVAL { 120 }
c:={ ospfv3lfEntry 11 }
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ospfv3lfState OBIJECT- TYPE
SYNTAX | NTEGER {

down(1),
| oopback(2),
wai ting(3),
poi nt ToPoi nt (4),
desi gnat edRout er (5) ,
backupDesi gnat edRout er ( 6) ,
ot her Desi gnat edRout er (7) ,
st andby( 8)

}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The OSPFv3 interface state. An interface may be

in standby state if there are nultiple interfaces

on the link and another interface is active. The

interface may be in Down state if the underlying

I Pv6 interface is down or if the admin status is

"disabled’ either globally or for the interface.”
c:={ ospfv3lfEntry 12 }

ospf v3l f Desi gnat edRout er OBJECT- TYPE

SYNTAX GCspfv3Router | dTC
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The Router ID of the Designated Router."
::={ ospfv3lfEntry 13 }

ospf v3Il f BackupDesi gnat edRout er OBJECT- TYPE

SYNTAX GCspfv3Rout er | dTC

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The Router ID of the Backup Designated
Rout er. "

::={ ospfv3lfEntry 14 }

ospfv3l fEvents OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of times this OSPFv3 interface has
changed its state or an error has occurred.
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Di scontinuities in the value of this counter
can occur at re-initialization of the managenent
system and at other tines as indicated by the
val ue of ospfv3DiscontinuityTinme."

::={ ospfv3lfEntry 15 }

ospf v3l f Rowst at us OBJECT- TYPE

SYNTAX RowsSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This object permts managenent of the table by
facilitating actions such as row creation,
construction, and destruction.

The val ue of this object has no effect on
whet her other objects in this conceptual row can be
nodi fied."

c:={ ospfv3lfEntry 16 }

ospf v3l f Demand OBJECT- TYPE

SYNTAX Tr ut hval ue
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"I ndi cat es whet her Demand OSPFv3 procedures
(Hell o suppression to FULL nei ghbors and
setting the DoNot Age flag on propagated LSAs)
shoul d be perfornmed on this interface."
DEFVAL { fal se }
c:={ ospfv3lfEntry 17 }

ospfv3lfMetricVval ue OBJECT- TYPE

SYNTAX Metric

MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The metric assigned to this interface.
The default value of the nmetric is
"Reference Bandwidth / ifSpeed’ . The val ue
of the reference bandwi dth can be set
in the ospfv3Ref erenceBandw dth object."
c:={ ospfv3lfEntry 18 }

ospf v3I f Li nkScopeLsaCount OBJECT- TYPE

SYNTAX Gauge32
MAX- ACCESS read-only
STATUS current
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DESCRI PTI ON
"The total nunber of Link-scope |link state
advertisenents in this link’s link state
dat abase. "

::={ ospfv3lfEntry 19 }

ospf v3l f Li nkLsaCksunSum OBJECT- TYPE

SYNTAX Unsi gnhed32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The 32-bit unsigned sum of the Link-scope |link state
advertisenents’ LS checksuns contained in this
link’s link state database. The sum can be used
to determine if there has been a change in a
router’s link state database or to conpare the
link state database of two routers."
o= { ospfv3lfEntry 20 }

ospf v3Il f DemandNbr Pr obe OBJECT- TYPE

SYNTAX Tr ut hval ue
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"I ndi cat es whether or not neighbor probing is
enabl ed to determ ne whet her or not the nei ghbor
is inactive. Neighbor probing is disabled by
default."

DEFVAL { false }

o= { ospfv3lfEntry 21 }

ospf v3Il f DemandNobr Pr obeRet ransLi mit OBJECT- TYPE

SYNTAX Unsi gnhed32
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The nunmber of consecutive LSA retransm ssions before
the nei ghbor is deened inactive and the nei ghbor
adj acency i s brought down."

DEFVAL { 10}

::={ ospfv3lfEntry 22}

ospf v3Il f DemandNbr Pr obel nt erval OBJECT- TYPE

SYNTAX Unsi gnhed32
UNI TS "seconds"”
MAX- ACCESS read-create
STATUS current

Joyal & Manral St andards Track [ Page 47]



RFC 5643 OSPFv3 M B August 2009

DESCRI PTI ON
"Defines how often the neighbor will be probed."
DEFVAL { 120 }

::={ ospfv3lfEntry 23 }

ospfv3l f TED sabl ed OBJECT- TYPE

SYNTAX Tr ut hval ue
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"I ndi cates whether or not traffic engineering
is disabled on the interface when traffic
engineering is enabled in the area where the
interface is attached. The object is set
to the value true (1) to disable traffic engineering
on the interface. Traffic engineering is enabl ed
by default on the interface when traffic engineering
is enabled in the area where the interface is
attached. "

DEFVAL { false }

::={ ospfv3lfEntry 24 }

ospf v3l fLi nkLSASuppr essi on OBJECT- TYPE

SYNTAX Tr ut hVal ue
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"Specifies whether or not link LSA origination is
suppressed for broadcast or NBMA interface types.
The object is set to value true (1) to suppress
the origination.”
REFERENCE
"OSPF for 1Pv6, Appendix C 3, Router Interface
Par amet er s"
DEFVAL { false }
o= { ospfv3lfEntry 25 }

-- OSPFv3 Virtual Interface Table

ospfv3VirtlfTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Gspfv3VirtlfEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Information about this router’s virtua
interfaces that the OSPFv3 Process is configured
to carry on."
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REFERENCE
"OSPF for |1 Pv6, Appendix C 4, Virtual Link
Par amet er s"

.= { ospfv3(bjects 8 }

rtlfEntry OBJECT- TYPE

SYNTAX Cspfv3VirtlfEntry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

August 2009

"Informati on about a single virtual interface.

The information in this table is persistent,
and when witten, the entity SHOULD save the
change to non-vol atil e storage."”
I NDEX { ospfv3VirtlfAreald,
ospfv3VirtlfNei ghbor }
o= { ospfv3VirtifTable 1 }

rtifEntry ::= SEQUENCE ({
ospfv3VirtlfAreald
Cspf v3Areal dTC,
ospfv3VirtlfNei ghbor
GCspfv3Rout er I dTC,
ospfv3Virtlflndex
I nt erfacel ndex,
ospfv3Virtlflnstld
GCspfv3lflnstldTC,
ospfv3VirtlfTransitDel ay
GCspfv3UpToRef reshl nt erval TC,
ospfv3VirtlfRetranslnterval
GCspfv3UpToRef reshl nt erval TC,
ospfv3VirtlfHell ol nterval
Hel | oRange,
ospfv3Virtlf Rt rDeadl nterval
Cspf v3Deadl nt er val RangeTC,
ospfv3VirtlfState
| NTEGER,
ospfv3VirtlfEvents
Count er 32,
ospfv3Virtlf Rowst at us
RowSt at us,
ospfv3VirtlfLi nkScopeLsaCount
Gauge32,
ospfv3VirtlfLi nkLsaCksunmSum
Unsi gned32
}
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ospfv3VirtlfAreald OBJECT- TYPE

SYNTAX GCspfv3Areal dTC

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The transit area that the virtual |ink
traverses. By definition, this is not
Area 0."

c:={ ospfv3VirtifEntry 1}

ospfv3VirtlfNei ghbor OBJECT- TYPE

SYNTAX GCspfv3Router | dTC
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"The Router ID of the virtual neighbor."
o= { ospfv3VirtlfEntry 2 }

ospfv3Virtlflndex OBJECT- TYPE

SYNTAX | nt er f acel ndex
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

"The local interface index assigned by the
OSPFv3 Process to this OSPFv3 virtual interface.
It is advertised in Hell os sent over the virtual
link and in the router’s router-LSAs."

o= { ospfv3VirtifEntry 3}

ospfv3dVirtlflnstld OBJECT- TYPE

SYNTAX Gspfv3lflnstldTC
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The local Interface Instance |ID assigned by the
OSPFv3 Process to this OSPFv3 virtual interface.”
ci={ ospfv3VirtifEntry 4 }

ospfv3VirtlfTransitDel ay OBJECT- TYPE

SYNTAX Cspfv3UpToRefreshl nterval TC
UNI TS "seconds"

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The estimated nunber of seconds it takes to
transmit a Link State Update packet over this
interface."

DEFVAL {1}
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ci={ ospfv3VirtifEntry 5 }

ospfv3VirtlfRetranslnterval OBJECT- TYPE

SYNTAX Cspfv3UpToRefreshl nterval TC
UNI TS "seconds"

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The nunber of seconds between link state
adverti senent retransm ssions for adjacencies
belonging to this interface. This value is
al so used when retransnitting database
description and Link State Request packets. This
val ue should be well over the expected
round-trip time."

DEFVAL { 5}

o= { ospfv3VirtifEntry 6 }

ospfv3VirtlfHellolnterval OBJECT- TYPE

SYNTAX Hel | oRange
UNI TS "seconds"”
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The length of time, in seconds, between the
Hel | o packets that the router sends on the
interface. This value nust be the sanme for the
virtual nei ghbor."

DEFVAL { 10}

o= { ospfv3VirtifEntry 7 }

ospfv3Virtlf Rt rDeadl nterval OBJECT- TYPE

SYNTAX Gspf v3Deadl nt er val RangeTC
UNI TS "seconds"

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The number of seconds that a router’s Hello
packets have not been seen before its
nei ghbors declare the router down. This should

be some nultiple of the Hello interval. This
val ue nust be the sane for the virtua
nei ghbor . "

DEFVAL { 60 }

c:={ ospfv3VirtifEntry 8 }
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ospfv3VirtlfState OBIJECT- TYPE

SYNTAX I NTEGER {
down(1),
poi nt ToPoi nt (4)
}

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"OSPF virtual interface states. The sanme encodi ng
as the ospfV3lIfTable is used.”
o= { ospfv3VirtifEntry 9 }

ospfv3VirtlfEvents OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The nunmber of state changes or error events on
this virtual link.

Di scontinuities in the value of this counter
can occur at re-initialization of the managenent
system and at other tines as indicated by the
val ue of ospfv3DiscontinuityTinme."

ci={ ospfv3VirtifEntry 10 }

ospfv3VirtlfRowSt at us OBJECT- TYPE

SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This object permts managenent of the table by
facilitating actions such as row creation,
construction, and destruction.

The val ue of this object has no effect on
whet her other objects in this conceptual row can be
modi fied.”

:={ ospfv3VirtifEntry 11 }

ospfv3VirtlfLi nkScopeLsaCount OBJECT- TYPE

SYNTAX Gauge32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The total nunber of Link-scope |ink state
advertisenents in this virtual link’s |link state
dat abase. "
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o= { ospfv3VirtifEntry 12 }

ospfv3VirtlfLi nkLsaCksunmSum OBJECT- TYPE

SYNTAX Unsi gned32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The 32-bit unsigned sum of the Link-scope |link state
advertisenents’ LS checksuns contained in this
virtual link’s link state database. The sum can be used
to determine if there has been a change in a
router’s link state database or to conpare the
link state database of two routers.”

c:={ ospfv3VirtifEntry 13 }

-- OSPFv3 Nei ghbor Tabl e

ospf v3Nbr Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Gspfv3NorEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A tabl e describing all neighbors in the
| ocality of the OSPFv3 router.”
REFERENCE
"OSPF Version 2, Section 10, The Nei ghbor Data
Structure"
::={ ospfv3bjects 9 }

ospfv3Nor Entry OBJECT- TYPE

SYNTAX GCspf v3Nbr Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The information regardi ng a single neighbor."
REFERENCE
"OSPF Version 2, Section 10, The Nei ghbor Data
Structure"
I NDEX { ospfv3Nborlflndex,

ospfv3Nbriflnstld,
ospfv3NorRtrid }
o= { ospfv3NorTable 1}

GCspfv3NbrEntry ::= SEQUENCE ({
ospf v3Nbr | f I ndex
I nt erfacel ndex,
ospfv3Nbriflnstld
GCspfv3lflnstldTC,
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ospf v3NorRtr 1 d
GCspfv3Rout er I dTC,
ospf v3Nbr Addr essType
| net Addr essType,
ospf v3Nbr Addr ess
| net Addr ess,
ospf v3Nor Opti ons
I nt eger 32,
ospfv3NbrPriority
Desi gnat edRout erPriority,
ospf v3Nbr St at e
| NTEGER
ospf v3Nbr Event s
Count er 32,
ospf v3Nbr LsRet ransQLen
Gauge3?2,
ospf v3Nbr Hel | oSuppr essed
Tr ut hVal ue,
ospfv3Nbrifld
I nt erfacel ndex,
ospf v3Nbr Rest art Hel per St at us
| NTEGER,
ospf v3Nbr Rest art Hel per Age
Cspfv3UpToRef reshl nterval TC
ospf v3Nbr Rest art Hel per Exi t Reason

| NTEGER
}
ospf v3Nbr | fI ndex OBJECT- TYPE
SYNTAX I nterfacel ndex
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The Local Link ID of the link over which the
nei ghbor can be reached."
o= { ospfv3NorEntry 1 }

ospfv3Nbriflnstld OBJECT- TYPE

Joyal

SYNTAX Cspfv3lflnstldTC

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"Interface instance over which the nei ghbor
can be reached. This ID has local link

significance only."
::={ ospfv3NbrEntry 2 }
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ospf v3NbrRtr1d OBJECT- TYPE

SYNTAX GCspfv3Rout er | dTC
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"A 32-bit unsigned integer uniquely identifying the
nei ghboring router in the Autononous System "
::={ ospfv3NbrEntry 3 }

ospf v3Nbr Addr essType OBJECT- TYPE

SYNTAX | net Addr essType
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

"The address type of ospfv3NorAddress. Only |IPv6
addresses w thout zone index are expected."
::={ ospfv3NbrEntry 4 }

ospf v3Nbr Addr ess OBJECT- TYPE

SYNTAX | net Addr ess

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The | Pv6 address of the neighbor associated with
the local link."

::={ ospfv3NbrEntry 5 }

ospf v3Nbr Opti ons OBJECT- TYPE

SYNTAX I nt eger 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"A bit mask corresponding to the nei ghbor’s
options field."
REFERENCE
"OSPF for | Pv6, Appendix A 2, The Options Field"
c:={ ospfv3NorEntry 6 }

ospf v3NbrPriority OBJECT- TYPE

SYNTAX Desi gnat edRout erPriority
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The priority of this neighbor in the designated-

router election algorithm The value O signifies

that the neighbor is not eligible to becone the

Desi gnated Router on this particular network."
= { ospfv3NorEntry 7 }
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ospf v3Nbr St at e OBJECT- TYPE

SYNTAX I NTEGER {
down(1),
attenpt (2),
init(3),
twoVay(4),
exchangeStart(5),
exchange(6),

| oadi ng(7),
full(8)
}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The state of the relationship with this
nei ghbor. "
REFERENCE

"OSPF Version 2, Section 10.1, Neighbor states"
c:={ ospfv3NorEntry 8 }

ospf v3Nbr Event s OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of tines this neighbor relationship
has changed state or an error has occurred.

Di scontinuities in the value of this counter
can occur at re-initialization of the nanagenent
system and at other tines as indicated by the
val ue of ospfv3Di scontinuityTime."

::={ ospfv3NbrEntry 9 }

ospf v3Nbr LsRetransQ.en OBJECT- TYPE

SYNTAX Gauge32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The current length of the retransm ssion
queue. "

c:={ ospfv3NorEntry 10 }

ospf v3Nbr Hel | oSuppr essed OBJECT- TYPE

SYNTAX Tr ut hval ue
MAX- ACCESS read-only
STATUS current
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DESCRI PTI ON
"I ndi cates whether Hell os are bei ng suppressed
to the nei ghbor."

::={ ospfv3NbrEntry 11 }

ospfv3Nbrifld OBJECT- TYPE

SYNTAX I nterfacel ndex
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

"The Interface I D that the nei ghbor advertises
inits Hello packets on this link, that is, the
nei ghbor’s local interface index."

::={ ospfv3NbrEntry 12 }

ospf v3Nbr Rest art Hel per St at us OBJECT- TYPE

SYNTAX | NTEGER { not Hel pi ng(1),
hel pi ng(2)

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"I ndi cates whether the router is acting
as a graceful restart hel per for the neighbor."
c:={ ospfv3NorEntry 13 }

ospf v3Nbr Rest art Hel per Age OBJECT- TYPE

SYNTAX Cspfv3UpToRefreshlnterval TC

UNI' TS "seconds"

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Remaining time in current OSPF graceful restart
interval, if the router is acting as a restart

hel per for the neighbor."
= { ospfv3NorEntry 14 }

ospf v3Nbr Rest art Hel per Exi t Reason OBJECT- TYPE
SYNTAX | NTEGER { none(1),
i nProgress(2),
conpl et ed(3),
timedQut (4),
t opol ogyChanged( 5)

}
MAX- ACCESS read-only
STATUS current
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DESCRI PTI ON
"Describes the outcome of the last attenpt at acting
as a graceful restart hel per for the neighbor

none: no restart has yet been attenpted.

i nProgress: a restart attenpt is currently underway.
conpl et ed: the last restart conpleted successfully.
ti medQut: the last restart tinmed out.

t opol ogyChanged: the |ast restart was aborted due to
a topol ogy change."
::={ ospfv3NbrEntry 15 }
-- OSPFv3 Configured Neighbor Table

ospf v3Cf gNor Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Gspfv3CfgNorEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A tabl e describing all configured nei ghbors.

The Configured Neighbors table just gives
OSPFv3 information for sendi ng OSPFv3 packets
to potential neighbors and is typically used
on NBMA and Point-to-Miltipoint networks.
Once a Hello is received froma neighbor in
the Configured Nei ghbor table, an entry for
that neighbor is created in the Neighbor table
and adj acency state is nmintained there.
Nei ghbors on nulti-access or Point-to-Point
networks can use nulticast addressing, so only
Nei ghbor table entries are created for them"”
REFERENCE
"OSPF Version 2, Section 10, The Nei ghbor Data
Structure”
.= { ospfv3bjects 10 }

ospf v3Cf gNor Entry OBJECT- TYPE

SYNTAX Cspfv3Cf gNbrEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The information regardi ng a single configured
nei ghbor .

The information in this table is persistent,
and when written, the entity SHOULD save the
change to non-volatile storage."
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REFERENCE
"OSPF Version 2, Section 10, The Nei ghbor Data
Structure”

I NDEX { ospfv3CfgNorlflndex,

ospfv3CfgNorlflnstld,

ospf v3Cf gNbr Addr essType,

ospf v3Cf gNbr Addr ess }
::={ ospfv3CfgNbrTable 1}

Cspfv3CfgNbrEntry ::= SEQUENCE ({

ospf v3Cf gNbr | f 1 ndex

I nt erfacel ndex,
ospfv3CfgNbriflinstld

GCspfv3lflnstldTC,
ospf v3Cf gNbr Addr essType

| net Addr essType,
ospf v3Cf gNbr Addr ess

| net Addr ess,
ospfv3CfgNbrPriority

Desi gnat edRout erPriority,
ospf v3Cf gNbr RowSt at us

RowSt at us
}
ospfv3Cf gNor | fI ndex OBJECT- TYPE
SYNTAX | nt er f acel ndex
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The Local Link ID of the link over which the
nei ghbor can be reached."
1= { ospfv3CfgNbrEntry 1 }

ospfv3CfgNorifinstld OBJECT- TYPE

SYNTAX GCspfv3lflnstldTC

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"Interface instance over which the nei ghbor
can be reached. This ID has local I|ink

significance only."
c:={ ospfv3CfgNbrEntry 2 }

ospf v3Cf gNor Addr essType OBJECT- TYPE

SYNTAX I net Addr essType
MAX- ACCESS not - accessi bl e
STATUS current
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DESCRI PTI ON
"The address type of ospfv3NorAddress. Only |IPv6
addresses w thout zone index are expected.”

.= { ospfv3CfgNorEntry 3}

ospf v3Cf gNbr Addr ess OBJECT- TYPE

SYNTAX | net Addr ess

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The | Pv6 address of the nei ghbor associated with
the local link."

c:={ ospfv3CfgNbrEntry 4 }

ospfv3CfgNorPriority OBJECT- TYPE

SYNTAX Desi gnat edRout erPriority
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The priority of this neighbor in the designated-
router election algorithm The value O signifies
that the neighbor is not eligible to becone the
Desi gnated Router on this particular network."
DEFVAL {1}
c:={ ospfv3CfgNbrEntry 5 }

ospf v3Cf gNor RowSt at us OBJECT- TYPE

SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This object permts managenent of the table by
facilitating actions such as row creation,
construction, and destruction.

The val ue of this object has no effect on
whet her other objects in this conceptual row can be
modi fied.”

1= { ospfv3CigNbrEntry 6 }

-- OSPFv3 Virtual Nei ghbor Tabl e

ospfv3Vi rt Nor Tabl e OBJECT- TYPE
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REFERENCE
"OSPF Version 2, Section 15, Virtual Links"
::={ ospfv3bjects 11 }

rt Nor Ent ry OBJECT- TYPE
SYNTAX Cspfv3VirtNorEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"Virtual neighbor information."
I NDEX { ospfv3VirtNorArea,

ospfv3Virt NorRtrid }
ci={ ospfv3VirtNorTable 1}

rtNorEntry ::= SEQUENCE {
ospfv3Vi rt Nor Ar ea
Cspf v3Areal dTC,
ospfv3Virt NorRtri d
GCspfv3Rout er | dTC,
ospfv3Virt Norl fl ndex
I nterfacel ndex,
ospfv3VirtNbriflnstld
GCspfv3lflnstldTC,
ospfv3Vi rt Nor Addr essType
| net Addr essType,
ospfv3Vi rt Nor Addr ess
I net Addr ess,
ospfv3Virt Nor Opti ons
I nt eger 32,
ospfv3Virt Nor State
| NTEGER,
ospfv3Virt Nor Event s
Count er 32,
ospfv3Virt NorLsRet ransQ.en
Gauge32,
ospfv3Virt Nor Hel | oSuppr essed
Tr ut hVal ue,
ospfv3VirtNorlfld
I nterfacel ndex,
ospfv3Virt Nbr Rest ar t Hel per St at us
| NTEGER,
ospfv3Vi rt Nor Rest ar t Hel per Age
GCspfv3UpToRef reshl nt erval TC,
ospfv3Vi rt Nor Rest ar t Hel per Exi t Reason
| NTEGER
}
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rt Nor Area OBJECT- TYPE

SYNTAX GCspfv3Areal dTC
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"The transit area ldentifier."
o= { ospfv3VirtNorEntry 1}

rt NorRtrld OBJECT- TYPE

SYNTAX GCspfv3Router | dTC
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"A 32-bit integer uniquely identifying the
nei ghboring router in the Autononous System ™
c:={ ospfv3VirtNorEntry 2 }

rtNorl fl ndex OBJECT- TYPE
SYNTAX I nterfacel ndex
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The | ocal Interface ID for the virtual |ink over

whi ch t he nei ghbor can be reached."
o= { ospfv3VirtNorEntry 3}

rtNorlflnstld OBJECT- TYPE
SYNTAX GCspfv3lflnstldTC
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The interface instance for the virtual |ink over

whi ch t he nei ghbor can be reached.”
::={ ospfv3VirtNorEntry 4 }

rt Nbr Addr essType OBJECT- TYPE
SYNTAX | net Addr essType
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

2009

"The address type of ospfv3VirtNorAddress. Only | Pv6

addresses wi thout zone index are expected."
ci={ ospfv3VirtNorEntry 5}

rt Nor Addr ess OBJECT- TYPE
SYNTAX | net Addr ess
MAX- ACCESS read-only
STATUS current
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DESCRI PTI ON
"The | Pv6 address advertised by this virtual neighbor.
It must be a gl obal scope address.™

::={ ospfv3VirtNorEntry 6 }

ospfv3Virt Nor Opti ons OBJECT- TYPE

SYNTAX I nt eger 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"A bit mask corresponding to the neighbor’s options
field. "

REFERENCE

"OSPF for |1 Pv6, Appendix A 2, The Options Field"
c:={ ospfv3VirtNorEntry 7 }

ospfv3Virt Nor St at e OBJECT- TYPE
SYNTAX | NTEGER {

down( 1),
attenpt (2),
init(3),
t woWay(4),
exchangeStart(5),
exchange(6),

| oadi ng(7),
full (8)
}
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON
"The state of the virtual neighbor relationship.
c:={ ospfv3VirtNorEntry 8 }

ospfv3Virt Nor Event s OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The number of tinmes this virtual |ink has

changed its state or an error has occurred.

Di scontinuities in the value of this counter
can occur at re-initialization of the nanagenent
system and at other tines as indicated by the
val ue of ospfv3DiscontinuityTime."

c:={ ospfv3VirtNorEntry 9 }
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ospfv3Virt NbrLsRet ransQ.en OBJECT- TYPE

SYNTAX Gauge32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The current length of the retransm ssion

queue. "
c:={ ospfv3VirtNorEntry 10 }

ospfv3Virt Nor Hel | oSuppr essed OBJECT- TYPE

SYNTAX Tr ut hval ue
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

August 2009

"I ndi cates whether Hell os are bei ng suppressed

to the neighbor."
::={ ospfv3VirtNorEntry 11 }

ospfv3VirtNorifld OBJECT- TYPE

SYNTAX | nt er f acel ndex
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The Interface I D that the nei ghbor advertises

inits Hello packets on this virtual link,

the neighbor’s local Interface ID."
c:={ ospfv3VirtNorEntry 12 }

ospfv3Virt Nor Rest art Hel per St at us OBJECT- TYPE

SYNTAX I NTEGER { not Hel pi ng(1),
hel pi ng(2)
}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"I ndi cates whether the router is acting

that is,

as a graceful restart hel per for the neighbor."

c:={ ospfv3VirtNorEntry 13 }

ospfv3Vi rt Nor Rest art Hel per Age OBJECT- TYPE

SYNTAX Cspfv3UpToRef reshl nterval TC

UNI TS "seconds"

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Remaining time in the current OSPF graceful restart
interval, if the router is acting as a restart

hel per for the neighbor."
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i={ ospfv3VirtNorEntry 14 }

ospfv3Vi rt Nor Rest ar t Hel per Exi t Reason OBJECT- TYPE
SYNTAX | NTEGER { none(1),
i nProgress(2),
conmpl et ed(3),
ti medQut (4),
t opol ogyChanged( 5)

}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Describes the outcone of the last attenpt at acting
as a graceful restart hel per for the neighbor.

none: no restart has yet been attenpted.

i nProgress: a restart attenpt is currently underway.
conpl et ed: the last restart conpleted successfully.
ti medQut: the last restart tined out.

t opol ogyChanged: the |last restart was aborted due to
a topol ogy change.”
::={ ospfv3VirtNorEntry 15 }

-- The OSPFv3 Area Aggregate Table

ospf v3Ar eaAggr egat eTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Gspf v3AreaAggregateEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The Area Aggregate Table acts as an adjunct
to the Area Table. It describes those address
aggregates that are configured to be propagated
froman area. |Its purpose is to reduce the anount
of information that is known beyond an area’s
bor ders.

A range of I Pv6 prefixes specified by a
prefix / prefix length pair. Note that if
ranges are configured such that one range
subsunes anot her range, the mpst specific
match is the preferred one.”

::={ ospfv3bjects 12 }
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ospf v3Ar eaAggr egat eEntry OBJECT- TYPE

SYNTAX Cspf v3Ar eaAggr egat eEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A single area aggregate entry.

Information in this table is persistent, and
when this object is witten, the entity SHOULD
save the change to non-volatile storage."
REFERENCE
"OSPF Version 2, Appendix C 2, Area paraneters"”
| NDEX { ospfv3AreaAggr egat eAr eal D,
ospf v3Ar eaAggr egat eAr eaLsdbType,
ospf v3Ar eaAggr egat ePref i xType,
ospf v3Ar eaAggr egat ePrefi x,
ospf v3Ar eaAggr egat ePrefi xLength }
::={ ospfv3AreaAggregateTable 1 }

Gspf v3AreaAggregateEntry :: = SEQUENCE {
ospf v3Ar eaAggr egat eAreal D
Cspf v3Areal dTC,
ospf v3Ar eaAggr egat eAr eaLsdbType
| NTEGER,
ospf v3Ar eaAggr egat ePr ef i xType
| net Addr essType,
ospf v3Ar eaAggr egat ePrefi x
| net Addr ess,
ospf v3Ar eaAggr egat ePref i xLengt h
I net Addr essPrefi xLengt h,
ospf v3Ar eaAggr egat eRowst at us
RowsSt at us,
ospf v3Ar eaAggr egat eEf f ect
| NTEGER,
ospf v3Ar eaAggr egat eRout eTag
Unsi gned32
}

ospf v3Ar eaAggr egat eAr eal D OBJECT- TYPE

SYNTAX Cspfv3Areal dTC

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The area the Address Aggregate is to be found
within."

REFERENCE
"OSPF Version 2, Appendix C. 2, Area paraneters"”

::={ ospfv3AreaAggregateEntry 1 }
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ospf v3Ar eaAggr egat eAr eaLsdbType OBJECT- TYPE

SYNTAX I NTEGER {
i nter AreaPrefixLsa(8195), -- 0x2003
nssaExt er nal Lsa(8199) -- 0x2007
}

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The type of the Address Aggregate. This field
specifies the Area LSDB type that this Address
Aggregate applies to."
REFERENCE
"OSPF Version 2, Appendix A 4.1, The LSA header"
::={ ospfv3AreaAggregateEntry 2 }

ospf v3Ar eaAggr egat ePr ef i xType OBJECT- TYPE

SYNTAX | net Addr essType
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"The prefix type of ospfv3AreaAggregatePrefix. Only
| Pv6 addresses are expected.”
::={ ospfv3AreaAggregateEntry 3 }

ospf v3Ar eaAggr egat ePrefi x OBJECT- TYPE

SYNTAX I net Address (Sl ZE (0..16))
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The I Pv6 prefix.”
REFERENCE

"OSPF Version 2, Appendix C.2, Area paraneters"”
::={ ospfv3AreaAggregateEntry 4 }

ospf v3Ar eaAggr egat ePref i xLengt h OBJECT- TYPE

SYNTAX I net Addr essPrefi xLength (3..128)
UNI TS "bits"

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The length of the prefix (in bits). A prefix can
not be shorter than 3 bits."
REFERENCE
"OSPF Version 2, Appendix C.2, Area paraneters"”
::={ ospfv3AreaAggregateEntry 5 }

ospf v3Ar eaAggr egat eRowst at us OBJECT- TYPE
SYNTAX RowSt at us
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MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This object permts managenent of the table by
facilitating actions such as row creation,
construction, and destruction.

The val ue of this object has no effect on
whet her other objects in this conceptual row can be
nodi fied. "

.. = { ospfv3AreaAggregateEntry 6 }

ospf v3Ar eaAggr egat eEf f ect OBJECT- TYPE
SYNTAX | NTEGER {
adverti seMat ching(l),
doNot Adverti seMat chi ng(2)

}
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"Prefixes subsumed by ranges will either trigger the
adverti senent of the indicated aggregate
(advertiseMatching) or result in the prefix not
bei ng advertised at all outside the area."

DEFVAL { advertiseMatching }

::={ ospfv3AreaAggregateEntry 7 }

ospf v3Ar eaAggr egat eRout eTag OBJECT- TYPE

SYNTAX Unsi gned32
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This tag is advertised only in the sunmarized
As- Ext ernal LSA when summari zi ng from NSSA-LSAs to
AS- Ext er nal - LSAs. "

DEFVAL {0}

::={ ospfv3AreaAggregateEntry 8 }

-- OSPFv3 Link-Scope Link State Database, for virtual interfaces

ospfv3VirtLi nkLsdbTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Gspfv3VirtLinkLsdbEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The OSPFv3 Process’s Link-scope LSDB for virtual
interfaces. The LSDB contains the Link-scope |ink
state advertisements fromvirtual interfaces."
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::={ ospfv3bjects 13 }

rtLi nkLsdbEntry OBJECT- TYPE

SYNTAX Gspfv3VirtLi nkLsdbEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A single Link-scope link state advertisenent
for a virtual interface.™
I NDEX { ospfv3VirtLinkLsdblfAreald,
ospfv3Virt Li nkLsdbl f Nei ghbor,
ospfv3VirtLi nkLsdbType,
ospfv3VirtLi nkLsdbRout er | d,
ospfv3VirtLinkLsdbLsid }
::={ ospfv3VirtlLinkLsdbTable 1 }

rtLi nkLsdbEntry ::= SEQUENCE {
ospfv3VirtLi nkLsdbl f Areal d

GCspf v3Areal dTC,
ospfv3Virt Li nkLsdbl f Nei ghbor

Gspfv3Rout er I dTC,
ospfv3VirtLinkLsdbType

Unsi gned32,
ospfv3VirtLinkLsdbRouterld

GCspfv3Rout er | dTC,
ospfv3VirtLinkLsdbLsi d

Cspf v3Lsl dTC,
ospfv3VirtLi nkLsdbSequence

Gspfv3LsaSequenceTC,
ospfv3VirtLi nkLsdbAge

Cspfv3LsaAgeTC,
ospfv3Virt Li nkLsdbChecksum

| nt eger 32,
ospfv3VirtLi nkLsdbAdverti senent

OCTET STRI NG,
ospfv3VirtLi nkLsdbTypeKnown

Tr ut hval ue

}

rtLi nkLsdbl f Areal d OBJECT- TYPE

SYNTAX Cspfv3Areal dTC

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The transit area that the virtual link
traverses. By definition, this is not
Area 0."

::={ ospfv3VirtLi nkLsdbEntry 1 }
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ospfv3VirtLi nkLsdbl f Nei ghbor OBJECT- TYPE

SYNTAX GCspfv3Rout er 1 dTC
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The Router ID of the virtual neighbor."
::={ ospfv3VirtLi nkLsdbEntry 2 }

ospfv3VirtLi nkLsdbType OBJECT- TYPE

SYNTAX Unsi gned32(0. .’ FFFFFFFF' h)
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The type of the link state advertisenent.

Each link state type has a separate

advertisenent format. Link-scope LSAs unrecogni zed

by the router are also stored in this database."
::={ ospfv3VirtLi nkLsdbEntry 3 }

ospfv3VirtLi nkLsdbRout erl d OBJECT- TYPE

SYNTAX Gspfv3Rout er I dTC
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The 32-bit nunber that uniquely identifies the

originating router in the Autononous System"
REFERENCE

"OSPF Version 2, Appendix C. 1, dobal paraneters”
::={ ospfv3VirtLinkLsdbEntry 4 }

ospfv3VirtLi nkLsdbLsi d OBJECT- TYPE

SYNTAX Gspfv3Lsl dTC
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The Link State IDis an LS type-specific field
containing a unique identifier;
it identifies the piece of the routing domain
that is being described by the advertisenent.
In contrast to OSPFv2, the LSID has no
addressi ng semantics."

::={ ospfv3VirtLi nkLsdbEntry 5 }

-- Note that the OSPF sequence number is a 32-bit signed
-- integer. It starts with the value 80000001 h

-- or -'7FFFFFFF h, and increnents until ' 7FFFFFFF h.

-- Thus, a typical sequence nunber will be very negative.
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ospfv3VirtLi nkLsdbSequence OBJECT- TYPE

SYNTAX Gspf v3LsaSequenceTC

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The sequence nunber field is a signed 32-bit
integer. It is used to detect old and duplicate

link state advertisenents. The space of
sequence nunbers is linearly ordered. The
| arger the sequence nunber, the nore recent the
advertisenent."

REFERENCE
"OSPF Version 2, Section 12.1.6, LS sequence
nunber"”

::={ ospfv3VirtLinkLsdbEntry 6 }

ospfv3VirtLi nkLsdbAge OBJECT- TYPE

SYNTAX Cspfv3LsaAgeTC
UNI TS "seconds”

MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This field is the age of the link state
advertisenment in seconds. The high-order bit
of the LS age field is considered the DoNot Age
bit for support of on-demand circuits.”
REFERENCE
"OSPF Version 2, Section 12.1.1, LS age;
Ext endi ng OSPF to Support Demand Circuits,
Section 2.2, The LS age field."
::={ ospfv3VirtLi nkLsdbEntry 7 }

ospfv3VirtLi nkLsdbChecksum OBJECT- TYPE

SYNTAX I nt eger 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This field is the checksum of the conplete

contents of the advertisenent, excepting the

age field. The age field is excepted so that

an advertisenment’s age can be increnented

wi t hout updating the checksum The checksum

used is the sanme that is used for |SO

connectionl ess datagrans; it is comonly

referred to as the Fl etcher checksum™”
REFERENCE

"OSPF Version 2, Section 12.1.7, LS checksunt
::={ ospfv3VirtLi nkLsdbEntry 8 }
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ospfv3VirtLi nkLsdbAdverti senent OBJECT- TYPE

SYNTAX OCTET STRING (SI ZE (1..65535))

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The entire link state advertisenent, including
its header."

c:={ ospfv3VirtLinkLsdbEntry 9 }

ospfv3VirtLi nkLsdbTypeknown OBJECT- TYPE

SYNTAX Tr ut hval ue
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The value true (1) indicates that the LSA type is
recogni zed by this router."
::={ ospfv3VirtLinkLsdbEntry 10 }

-- The GCspfv3 Notification Table

-- The Ospfv3 Notification Table records fields that are
-- required for notifications.

ospfv3Notificati onEntry OBJECT | DENTI FI ER
::={ ospfv3bjects 14 }

ospfv3Confi gError Type OBJECT- TYPE
SYNTAX I NTEGER {
badVer si on(1),
areaM smat ch( 2),
unknownNomaNbr (3), -- Router is DR eligible
unknownVi rt ual Nbr (4),
hel | ol nt erval M smat ch(5),
deadl nterval M smat ch( 6),
optionM smatch(7),
m uM smat ch(8),
dupl i cat eRout er1d(9),
noError(10) }
MAX- ACCESS  accessible-for-notify
STATUS  current
DESCRI PTI ON
"Potential types of configuration conflicts.
Used by the ospfv3ConfigError and
ospfv3ConfigVirtError notifications."
::={ ospfv3NotificationEntry 1 }
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ospf v3Packet Type OBJECT- TYPE
SYNTAX I NTEGER {
hel l o(1),
dbDescri pt (2),
| sReq( 3),
| sUpdat e(4),
| sAck(5),
nul | Packet (6) }
MAX- ACCESS  accessible-for-notify
STATUS current
DESCRI PTI ON
"OSPFv3 packet types."
1= { ospfv3NotificationEntry 2 }

ospfv3Packet Src OBJECT- TYPE

SYNTAX | net Addr essl Pv6

MAX- ACCESS  accessible-for-notify
STATUS current

DESCRI PTI ON

"The | Pv6 address of an inbound packet that cannot
be identified by a neighbor instance.

Only 1 Pv6 addresses without zone index are expected."
::={ ospfv3NotificationEntry 3}

-- Notification Definitions

-- The notifications need to be throttled so as to not overwhel mthe
-- managenent agent in case of rapid changes to the COSPFv3 nodul e.

ospfv3VirtlfStateChange NOTI FI CATI ON- TYPE

OBJECTS { ospfv3Routerld, -- The originator of the notification
ospfv3VirtlfState -- The new state
}
STATUS current
DESCRI PTI ON

"An ospfv3VirtlfStateChange notification signifies that
there has been a change in the state of an OSPFv3 virtual
interface.

This notification should be generated when the interface

state regresses (e.g., goes from Point-to-Point to Down)

or progresses to a terminal state (i.e., Point-to-Point)."
::={ ospfv3Notifications 1 }

ospf v3Nbr St at eChange NOTI FI CATI ON- TYPE

OBJECTS { ospfv3Routerld, -- The originator of the notification
ospfv3NbrState -- The new state
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}
STATUS current
DESCRI PTI ON
"An ospfv3Nbr St at eChange notification signifies that
there has been a change in the state of a
non-virtual OSPFv3 neighbor. This notification should be
gener at ed when the nei ghbor state regresses
(e.g., goes fromAttenmpt or Full to 1-Way or
Down) or progresses to a termnal state (e.g.
2-Way or Full). Wen a neighbor transitions
fromor to Full on non-broadcast nulti-access
and broadcast networks, the notification should be
generated by the Designated Router. A Designated
Router transitioning to Down will be noted by
ospf I f St at eChange. "
::={ ospfv3Notifications 2 }

ospfv3Vi rt Nor St at eChange NOTI FI CATI ON- TYPE

OBJECTS { ospfv3Routerld, -- The originator of the notification
ospfv3VirtNorState -- The new state
}
STATUS current
DESCRI PTI ON

"An ospfv3VirtNorStateChange notification signifies
that there has been a change in the state of an OSPFv3
virtual neighbor. This notification should be generated
when the nei ghbor state regresses (e.g., goes
fromAttenpt or Full to 1-Way or Down) or
progresses to a termnal state (e.g., Full)."

.= { ospfv3Notifications 3}

ospfv3l f Confi gError NOTI FI CATI ON- TYPE

OBJECTS { ospfv3Routerld, -- The originator of the notification
ospfv3lfState, -- State of the interface
ospf v3Packet Src, -- | Pv6 address of source
ospfv3ConfigErrorType, -- Type of error
ospf v3Packet Type -- Type of packet
}

STATUS current

DESCRI PTI ON

"An ospfv3lfConfigError notification signifies that a
packet has been received on a non-virtua
interface froma router whose configuration
paraneters conflict with this router’s
configuration parameters. Note that the event
optionM snmatch should cause a notification only if it
prevents an adj acency fromformng."

::={ ospfv3Notifications 4 }
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ospfv3VirtlfConfigError NOTIFI CATI ON- TYPE

OBJECTS { ospfv3Routerld, -- The originator of the notification
ospfv3VirtlfState, -- State of the interface
ospfv3Confi gErrorType, -- Type of error
ospf v3Packet Type
}
STATUS current
DESCRI PTI ON

"An ospfv3VirtlfConfigError notification signifies that a
packet has been received on a virtual interface
froma router whose configuration paraneters
conflict with this router’s configuration
paraneters. Note that the event optionM smatch
shoul d cause a notification only if it prevents an
adj acency fromformng."
::={ ospfv3Notifications 5 }

ospf v3l f RxBadPacket NOTI FI CATI ON- TYPE

OBJECTS { ospfv3Routerld, -- The originator of the notification
ospfv3lf State, -- State of the interface
ospf v3Packet Src, -- The source | Pv6 address
ospf v3Packet Type -- Type of packet
}
STATUS current
DESCRI PTI ON

"An ospfv3lf RxBadPacket notification signifies that an
OSPFv3 packet that cannot be parsed has been received on a
non-virtual interface.”

::={ ospfv3Notifications 6 }

ospfv3Virtlf RxBadPacket NOTI FI CATI ON- TYPE

OBJECTS { ospfv3Routerld, -- The originator of the notification
ospfv3VirtlfState, -- State of the interface
ospf v3Packet Type -- Type of packet
}

STATUS current

DESCRI PTI ON

"An ospfv3VirtlfRxBadPacket notification signifies
that an OSPFv3 packet that cannot be parsed has been
received on a virtual interface."

::={ ospfv3Notifications 7 }

ospfv3LsdbOver fl ow NOTI FI CATI ON- TYPE

OBJECTS { ospfv3Routerld, -- The originator of the notification
ospf v3Ext ArealLsdbLimt -- Limt on External LSAs
}

STATUS current

Joyal & Manral St andards Track [ Page 75]



RFC 5643 OSPFv3 M B August 2009

DESCRI PTI ON
"An ospfv3LsdbOverfl ow notification signifies that the
nunber of LSAs in the router’s link state
dat abase has exceeded ospfv3Ext ArealLsdbLimt."

::={ ospfv3Notifications 8 }

ospf v3LsdbAppr oachi ngOver f1 ow NOTI FI CATI ON- TYPE
OBJECTS { ospfv3Routerld, -- The originator of the notification
ospf v3Ext AreaLsdbLi m t

}
STATUS current
DESCRI PTI ON
"An ospfv3LsdbApproachi ngOverfl ow notification signifies
that the nunber of LSAs in the router’s
link state database has exceeded ninety percent of
ospf v3Ext AreaLsdbLimt."
::={ ospfv3Notifications 9 }

ospf v3l f St at eChange NOTI FI CATI ON- TYPE

OBJECTS { ospfv3Routerld, -- The originator of the notification
ospfv3lifState -- The new state
}

STATUS current

DESCRI PTI ON

"An ospfv3lfStateChange notification signifies that there
has been a change in the state of a non-virtual
OSPFv3 interface. This notification should be generated
when the interface state regresses (e.g., goes
fromDR to Down) or progresses to a term nal
state (i.e., Point-to-Point, DR OGther, DR or
Backup) . "
::={ ospfv3Notifications 10 }

ospf v3NssaTr ansl at or St at usChange NOTI FI CATI ON- TYPE

OBJECTS { ospfv3Routerld, -- The originator of the notification
ospf v3AreaNssaTransl atorState -- new state
}

STATUS current

DESCRI PTI ON

"An ospfv3NssaTransl| at or St at usChange notification
i ndi cates that there has been a change in the router’s
ability to translate OSPFv3 NSSA LSAs into OSPFv3 External
LSAs. This notification should be generated when the
Translator Status transitions fromor to any defined
status on a per-area basis.”

::={ ospfv3Notifications 11 }
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ospf v3Rest art St at usChange NOTI FI CATI ON- TYPE
OBJECTS { ospfv3Routerld, -- The originator of the notification
ospfv3Restart Status, -- new status
ospfv3RestartlInterval,
ospf v3Rest art Exi t Reason

}
STATUS current
DESCRI PTI ON
"An ospfv3Restart StatusChange notification signifies that
there has been a change in the graceful restart
state for the router. This notification should be
generated when the router restart status
changes. "
::={ ospfv3Notifications 12 }

ospf v3Nbr Rest art Hel per St at usChange NOTI FI CATI ON- TYPE
OBJECTS { ospfv3Routerld, -- The originator of the notification
ospf v3Nbr Rest art Hel per Status, -- new status
ospf v3Nbr Rest art Hel per Age,
ospf v3Nbr Rest art Hel per Exi t Reason

}

STATUS current
DESCRI PTI ON

"An ospfv3Nbr Rest art Hel per St at usChange notification

signifies that there has been a change in the

graceful restart hel per state for the nei ghbor.

This notification should be generated when the

nei ghbor restart hel per status transitions for a nei ghbor."
::={ ospfv3Notifications 13 }

ospfv3Vi rt Nor Rest art Hel per St at usChange NOTI FI CATI ON- TYPE
OBJECTS { ospfv3Routerld, -- The originator of the notification
ospfv3Virt Nor Rest art Hel per Status, -- new status
ospfv3Vi rt Nor Rest ar t Hel per Age,
ospfv3Vi rt Nor Rest ar t Hel per Exi t Reason

}
STATUS current
DESCRI PTI ON
"An ospfv3VirtNorRest art Hel per St at usChange
notification signifies that there has been a
change in the graceful restart hel per state for
the virtual neighbor. This notification should be
gener ated when the virtual neighbor restart hel per status
transitions for a virtual neighbor."
::={ ospfv3Notifications 14 }

-- Conformance | nformation
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ospf v3G oups OBJECT | DENTI FI ER ::
ospf v3Conpl i ances OBJECT | DENTI FI ER ::

{ ospfv3Confornmance 1 }
{ ospfv3Confornmance 2 }

-- Conpliance Statenents

ospf v3Ful | Conpl i ance MODULE- COVPLI ANCE

STATUS current
DESCRI PTI ON "The conpliance statenent"
MODULE -- this nodul e

MANDATORY- GROUPS {
ospf v3Basi cG oup,
ospf v3AreaG oup,
ospfv3l f G oup,
ospfv3Virtlf G oup,
ospf v3Nbr G oup,
ospf v3Cf gNor Gr oup,
ospfv3Vi rt Nor G oup,
ospf v3Ar eaAggr egat eG oup

}

GROUP ospf v3AsLsdbG oup

DESCRI PTI ON
"This group is required for OSPFv3 systens that
display their AS-scope link state database."

GROUP ospf v3Ar eaLsdbG oup

DESCRI PTI ON
"This group is required for OSPFv3 systens that
di splay their Area-scope |ink state database."

GROUP ospf v3Li nkLsdbG oup

DESCRI PTI ON
"This group is required for OSPFv3 systens that
di splay their Link-scope |ink state database
for non-virtual interfaces."

GROUP ospfv3VirtLi nkLsdbG oup

DESCRI PTI ON
"This group is required for OSPFv3 systens that
di splay their Link-scope |ink state database
for virtual interfaces."

GROUP ospf v3Host Group

DESCRI PTI ON
"This group is required for OSPFv3 systens that
support attached hosts."
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GROUP ospfv3Noti ficati onCbj ect G oup
DESCRI PTI ON
"This group is required for OSPFv3 systens that
support OSPFv3 notifications.”

GROUP ospfv3Notificati onG oup

DESCRI PTI ON
"This group is required for OSPFv3 systens that
support OSPFv3 notifications.”

OBJECT ospf v3Nbr Addr essType
SYNTAX I net AddressType { ipv6(2) }
DESCRI PTI ON

"An inplenentation is only required to support |Pv6
address w t hout zone index."

OBJECT ospf v3Nbr Addr ess
SYNTAX I net Address (Sl ZE (16))
DESCRI PTI ON

"An inplenentation is only required to support |Pv6
address w t hout zone index."

OBJECT ospfv3Vi rt Nor Addr essType
SYNTAX I net AddressType { ipv6(2) }
DESCRI PTI ON

"An inplenentation is only required to support |Pv6
address w t hout zone index."

OBJECT ospfv3Virt Nor Addr ess
SYNTAX I net Address (Sl ZE (16))
DESCRI PTI ON

"An inplenentation is only required to support |Pv6
address w t hout zone index."

;.= { ospfv3Conpliances 1}

ospf v3ReadOnl yConpl i ance MODULE- COVPLI ANCE

STATUS current

DESCRI PTI ON
"When this MB nodule is inplenented without
support for read-create (i.e., in read-only

nmode), the inplenmentation can claimread-only
compliance. Such a device can then be nonitored,
but cannot be configured with this MB."

MODULE -- this nodul e

MANDATORY- GROUPS {
ospf v3Basi cG oup,
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ospf v3AreaG oup,

ospfv3l f G oup,
ospfv3Virtlf G oup,

ospf v3Nor Gr oup,

ospf v3Cf gNor Gr oup,
ospfv3Vi rt Nor G oup,

ospf v3Ar eaAggr egat eG oup

}

GROUP ospf v3AsLsdbG oup

DESCRI PTI ON
"This group is required for OSPFv3 systens that
display their AS-scope link state database."

GROUP ospf v3Ar eaLsdbG oup

DESCRI PTI ON
"This group is required for OSPFv3 systens that
display their Area-scope |link state database."

GROUP ospf v3Li nkLsdbG oup

DESCRI PTI ON
"This group is required for OSPFv3 systens that
di splay their Link-scope |ink state database
for non-virtual interfaces."

GROUP ospfv3VirtLi nkLsdbG oup

DESCRI PTI ON
"This group is required for OSPFv3 systens that
di splay their Link-scope |ink state database
for virtual interfaces."

GROUP ospf v3Host G oup

DESCRI PTI ON
"This group is required for OSPFv3 systens that
support attached hosts."

GROUP ospfv3Noti ficati onCbj ect G oup
DESCRI PTI ON
"This group is required for OSPFv3 systens that
support OSPFv3 notifications.”

GROUP ospfv3Notificati onG oup

DESCRI PTI ON
"This group is required for OSPFv3 systens that
support OSPFv3 notifications.”

OBJECT ospfv3Routerld
M N- ACCESS read-only
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DESCRI PTI ON
"Wite access is not required.

OBJECT ospfv3Adm nSt at us
M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not required.

OBJECT ospf v3Ext ArealLsdbLim t
M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not required.

OBJECT ospfv3ExitOverfl oM nterval
M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not required.

OBJECT ospf v3DenandExt ensi ons
M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not required.

OBJECT ospf v3Ref erenceBandwi dt h
M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access i s not required.

OBJECT ospfv3Restart Support
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required.

OBJECT ospfv3RestartlInterval
M N- ACCESS r ead-only
DESCRI PTI ON

"Wite access is not required."
OBJECT ospfv3Restart StrictLsaChecki ng
M N- ACCESS r ead-only
DESCRI PTI ON

"Wite access is not required."
OBJECT ospfv3NotificationEnable
M N- ACCESS r ead-only
DESCRI PTI ON

"Wite access is not required.
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OBJECT ospf v3St ubRout er Adverti sement
M N- ACCESS r ead-only
DESCRI PTI ON

"Wite access is not required.”

OBJECT ospf v3Areal nport AsExt ern
M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not required.”
OBJECT ospfv3AreaSummary
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required."
OBJECT ospf v3Ar eaRowsSt at us
M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not required."

OBJECT ospfv3AreaSt ubMetric
M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not required."

OBJECT ospfv3AreaNssaTransl at or Rol e
M N- ACCESS r ead-only
DESCRI PTI ON

"Wite access is not required."

OBJECT ospfv3AreaNssaTransl at or St abl nt er val
M N- ACCESS r ead-only
DESCRI PTI ON

"Wite access is not required.”

OBJECT ospfv3AreaSt ubMetricType
M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not required.”

OBJECT ospfv3AreaTEEnabl ed
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required."
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OBJECT ospfv3Host Metric
M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not requi

OBJECT ospf v3Host Rowst at us
M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not requi

OBJECT ospfv3Host Areal D
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not requi

OBJECT ospfv3lfAreald
M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not requi

OBJECT ospfv3lfType
M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not requi

OBJECT ospfv3l f Adm nSt at us
M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not requi

OBJECT ospfv3lIfRtrPriority
M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not requi

OBJECT ospfv3lfTransitDel ay
M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not requi

OBJECT ospfv3lfRetranslnterval
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not requi

red.

red.

red.

red.

red.

red.

red.

red.

red.
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OBJECT ospfv3lfHellolnterval
M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not required.

OBJECT ospfv3l f Rt r Deadl nterval
M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not required.

OBJECT ospfv3lfPolllnterval
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required.

OBJECT ospfv3l f Rowst at us
M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not required.

OBJECT ospfv3l f Denand
M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not required.

OBJECT ospfv3lfMetricVal ue
M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not required.

OBJECT ospf v3I f DemandNor Pr obe
M N- ACCESS r ead-only
DESCRI PTI ON

"Wite access is not required.”
OBJECT ospf v3I f DemandNbr Pr obeRet r ansLi mi t
M N- ACCESS r ead-only
DESCRI PTI ON

"Wite access is not required.”

OBJECT ospf v3l f DenmandNbr Pr obel nt er val
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
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OBJECT ospfv3l f TED sabl ed
M N- ACCESS r ead-only
DESCRI PTI ON

"Wite access is not required.

OBJECT ospf v3I f Li nkLSASuppr essi on
M N- ACCESS r ead-only
DESCRI PTI ON

"Wite access is not required.

OBJECT ospfv3VirtlfTransitDel ay
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.

OBJECT ospfv3VirtlfRetranslnterval
M N- ACCESS r ead-only
DESCRI PTI ON

"Wite access is not required.

OBJECT ospfv3VirtlfHell ol nterval
M N- ACCESS r ead-only
DESCRI PTI ON

"Wite access is not required.

OBJECT ospfv3Virtlf Rt rDeadl nterval
M N- ACCESS r ead-only
DESCRI PTI ON

"Wite access is not required.

OBJECT ospfv3VirtlfRowst at us
M N- ACCESS r ead-only
DESCRI PTI ON

"Wite access is not required.

OBJECT ospfv3CfgNbrPriority
M N- ACCESS r ead-only
DESCRI PTI ON

"Wite access is not required.

OBJECT ospf v3Cf gNbr Rowst at us
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.
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OBJECT ospf v3Ar eaAggr egat eRowsSt at us
M N- ACCESS r ead-only
DESCRI PTI ON

"Wite access is not required.”

OBJECT ospf v3AreaAggr egat eEf f ect
M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not required.”

OBJECT ospf v3Ar eaAggr egat eRout eTag
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required."
::={ ospfv3Conpliances 2}

-- units of conformance

ospf v3Basi cG oup OBJECT- GROUP
OBJECTS

ospfv3Routerld,
ospf v3Adm nSt at us,
ospf v3Versi onNunber,
ospf v3AreaBdr Rt r St at us,
ospf v3ASBdr Rt r St at us,
ospf v3AsScopelLsaCount ,
ospf v3AsScopelLsaCksunsum
ospfv3Ori gi nat eNewLsas,
ospf v3RxNewLsas,
ospf v3Ext LsaCount ,
ospf v3Ext ArealsdbLim t,
ospf v3Exi t Overfl ow nt erval,
ospf v3DemandExt ensi ons,
ospf v3Ref er enceBandwi dt h,
ospfv3Rest art Support,
ospfv3Restartlnterval,
ospfv3Restart Strict LsaChecki ng,
ospfv3Rest art St at us,
ospf v3Rest art Age,
ospf v3Rest art Exi t Reason,
ospfv3Noti ficati onEnabl e,
ospf v3St ubRout er Support,
ospf v3St ubRout er Adverti senent,
ospfv3Di scontinuityTi e,
ospfv3Restart Ti me

}
STATUS current
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DESCRI PTI ON
"These objects are used for managi ng/ nonitoring
OSPFv3 gl obal paraneters.”

::={ ospfv3Goups 1}

ospf v3AreaG oup OBJECT- GROUP

OBJECTS {
ospf v3Ar eal nport AsExt ern,
ospf v3Ar eaSpf Runs,
ospf v3AreaBdr Rt r Count ,
ospf v3Ar eaAsBdr Rt r Count
ospf v3Ar eaScopelLsaCount
ospf v3Ar eaScopelLsaCksunSum
ospf v3Ar eaSunmary,
ospf v3Ar eaRowst at us,
ospf v3AreaSt ubMetri c,
ospf v3Ar eaNssaTr ansl at or Rol e,
ospf v3Ar eaNssaTr ansl at or St at e,
ospf v3Ar eaNssaTr ansl at or St abl nt erval ,
ospf v3Ar eaNssaTr ansl at or Event s,
ospf v3AreaSt ubMetri cType,
ospf v3Ar eaTEEnabl ed
}

STATUS current

DESCRI PTI ON

"These objects are used for OSPFv3 systens
supporting areas."
::={ ospfv3Goups 2}

ospf v3AsLsdbG oup OBJECT- GROUP
OBJECTS {
ospf v3AsLsdbSequence,
ospf v3AsLsdbAge,
ospf v3AsLsdbChecksum
ospf v3AsLsdbAdverti senent,
ospf v3AsLsdbTypeKnown
}
STATUS current
DESCRI PTI ON
"These objects are used for OSPFv3 systens
that display their AS-scope link state database."
.= { ospfv3Goups 3}

ospf v3AreaLsdbG oup OBJECT- GROUP
OBJECTS
ospf v3Ar eaLsdbSequence,
ospf v3Ar eaLsdbAge,
ospf v3Ar eaLsdbChecksum
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ospf v3AreaLsdbAdverti senment,
ospf v3Ar eaLsdbTypeKnown
}
STATUS current
DESCRI PTI ON
"These objects are used for OSPFv3 systens
that display their Area-scope link state database."
::={ ospfv3Goups 4}

ospf v3Li nkLsdbG oup OBJECT- GROUP
OBJECTS {
ospf v3Li nkLsdbSequence,
ospf v3Li nkLsdbAge,
ospf v3Li nkLsdbChecksum
ospf v3Li nkLsdbAdverti senent,
ospf v3Li nkLsdbTypeKnown
}
STATUS current
DESCRI PTI ON
"These objects are used for OSPFv3 systens
that display their Link-scope |ink state database
for non-virtual interfaces."
::={ ospfv3Goups 5}

ospf v3Host Group OBJECT- GROUP

OBJECTS
ospfv3Host Metri c,
ospf v3Host Rowst at us,
ospf v3Host Areal D
}

STATUS current

DESCRI PTI ON

"These objects are used for OSPFv3 systens
that support attached hosts."
::={ ospfv3Goups 6 }

ospfv3l f Goup OBIJECT- GROUP
OBJECTS

ospfv3lfAreald,
ospfv3l f Type,
ospfv3l f Adm nSt at us,
ospfv3lfRirPriority,
ospfv3l f Transi t Del ay,
ospfv3l fRetransl nterval,
ospfv3lfHellolnterval,
ospfv3l f Rt rDeadl nt erval ,
ospfv3lfPolllnterval,
ospfv3lfState,
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ospf v3I f Desi gnat edRout er,
ospf v3I f BackupDesi gnat edRout er,
ospfv3lfEvents,
ospf v3Il f Rowst at us,
ospf v3l f Demand,
ospfv3l fMetricVval ue,
ospf v3I f Li nkScopeLsaCount ,
ospf v3I f Li nkLsaCksunSum
ospf v3I f DemandNor Pr obe,
ospf v3Il f DemandNor ProbeRetransLi m t,
ospf v3Il f DemandNor Pr obel nt erval ,
ospfv3l f TED sabl ed,
ospf v3l f Li nkLSASuppr essi on
}
STATUS current
DESCRI PTI ON
"These interface objects are used for
managi ng/ noni tori ng OSPFv3 interfaces."
::={ ospfv3Goups 7 }

ospfv3Virtlf G oup OBIJECT- GROUP
OBJECTS
ospfv3Virtlflndex,
ospfv3Virtlflnstld,
ospfv3VirtlfTransit Del ay,
ospfv3VirtlfRetranslnterval,
ospfv3VirtlfHellolnterval,
ospfv3Virtlf Rt rDeadl nterval,
ospfv3VirtlfState,
ospfv3VirtlfEvents,
ospfv3Virtlf Rowst at us,
ospfv3VirtlfLi nkScopeLsaCount,
ospfv3VirtlfLi nkLsaCksunmSum
}
STATUS current
DESCRI PTI ON
"These virtual interface objects are used for
managi ng/ monitori ng OSPFv3 virtual interfaces.”
1= { ospfv3Goups 8 }

ospf v3Nbr G- oup OBJECT- GROUP
OBJECTS {

ospf v3Nbr Addr essType,
ospf v3Nbr Addr ess,
ospf v3Nbr Opti ons,
ospfv3NbrPriority,
ospf v3Nbr St at e,
ospf v3Nbr Event s,
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ospf v3Nbr LsRet ransQLen,
ospf v3Nbr Hel | oSuppr essed,
ospfv3Nbrifld,
ospf v3Nbr Rest art Hel per St at us,
ospf v3Nbr Rest art Hel per Age,
ospf v3Nbr Rest art Hel per Exi t Reason
}
STATUS current
DESCRI PTI ON
"These nei ghbor objects are used for
managi ng/ noni tori ng OSPFv3 nei ghbors. "
.= { ospfv3Goups 9 }

ospf v3Cf gNor G oup OBJECT- GROUP

OBJECTS
ospfv3CfgNorPriority,
ospf v3Cf gNbr RowSt at us
}

STATUS current

DESCRI PTI ON

"These configured nei ghbor objects are used for
managi ng/ noni t ori ng OSPFv3-confi gured nei ghbors."
::={ ospfv3Goups 10 }

ospfv3Virt Nor G oup OBJECT- GROUP

OBJECTS
ospfv3Virt Norl flndex,
ospfv3VirtNborlflnstld,
ospfv3Vi rt Nor Addr essType,
ospfv3Vi rt Nor Addr ess,
ospfv3Virt Nor Opti ons,
ospfv3Virt Nor St at e,
ospfv3Vi rt Nor Event s,
ospfv3Virt NorLsRet ransQLen,
ospfv3Virt Nor Hel | oSuppr essed,
ospfv3VirtNorlfld,
ospfv3Vi rt Nor Rest ar t Hel per St at us,
ospfv3Vi rt Nor Rest ar t Hel per Age,
ospfv3Vi rt Nor Rest ar t Hel per Exi t Reason
}

STATUS current

DESCRI PTI ON

"These virtual nei ghbor objects are used for
managi ng/ moni tori ng OSPFv3 virtual neighbors.”
1= { ospfv3Goups 11 }
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ospf v3Ar eaAggr egat eG oup OBJECT- GROUP

OBJECTS
ospf v3Ar eaAggr egat eRowsSt at us,
ospf v3Ar eaAggr egat eEf f ect
ospf v3Ar eaAggr egat eRout eTag
}

STATUS current

DESCRI PTI ON

"These area aggregate objects are required for
aggregating OSPFv3 prefixes for summari zation
across areas."

.= { ospfv3Goups 12 }

ospfv3VirtLi nkLsdbG oup OBJECT- GROUP
OBJECTS
ospfv3Virt Li nkLsdbSequence,
ospfv3VirtLi nkLsdbAge,
ospfv3Virt Li nkLsdbChecksum
ospfv3VirtLi nkLsdbAdverti senent,
ospfv3Virt Li nkLsdbTypeKnown
}
STATUS current
DESCRI PTI ON
"These objects are used for OSPFv3 systens
that display their Link-scope |link state database
for virtual interfaces.”
1= { ospfv3Goups 13 }

ospfv3Notificati onObj ect G oup OBJECT- GROUP
OBJECTS {
ospfv3Confi gError Type,
ospf v3Packet Type,
ospf v3Packet Src
}
STATUS current
DESCRI PTI ON
"These objects are used to record notification
paraneters."
1= { ospfv3Goups 14 }

ospfv3Notificati onG oup NOTI FI CATI ON- GROUP
NOTI FI CATIONS  {

ospfv3VirtlfStateChange,
ospf v3Nbr St at eChange,
ospfv3Vi rt Nor St at eChange,
ospfv3l fConfigError,
ospfv3VirtlfConfigError,
ospf v3l f RxBadPacket ,
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6.

ospfv3Virt | f RxBadPacket,
ospf v3LsdbOverfl ow,
ospf v3LsdbAppr oachi ngOver fl ow,
ospf v3l f St at eChange,
ospf v3NssaTr ansl at or St at usChange,
ospf v3Rest art St at usChange,
ospf v3Nbr Rest art Hel per St at usChange,
ospfv3Vi rt Nor Rest ar t Hel per St at usChange
}

STATUS current

DESCRI PTI ON

"This group is used for OSPFv3 notifications.”
::={ ospfv3Goups 15 }

END
Security Considerations

There are a nunber of nanagenent objects defined in this MB nodul e
with a MAX- ACCESS cl ause of read-wite and/or read-create. Such

obj ects may be considered sensitive or vulnerable in some network
environments. The support for SET operations in a non-secure

envi ronment w t hout proper protection can have a negative effect on
networ k operations. |nproper nmanipulation of the objects represented
by this MB nodule may result in disruption of network connectivity
by adm nistratively disabling the entire CSPFv3 entity or individua
interfaces, by deleting configured neighbors, by reducing the Iimt
on External LSAs, by changing ASBR status, by manipulating route
aggregation, by manipulating interface and route netrics, by changing
Hello interval or dead interval, or by changing interface type.
Renote nmonitoring can be defeated by disabling of SNVMP notifications.
Performance can be inpacted by increasing the limt on External LSAs
or changi ng DR/ BDR (Desi gnated Router / Backup Designated Router)
priority.

Some of the readable objects in this MB nodule (i.e., objects with a
MAX- ACCESS ot her than not-accessible) may be considered sensitive or
vul nerabl e in sone network environnents. It is thus inportant to
control even CET and/or NOTIFY access to these objects and possibly
to even encrypt the val ues of these objects when sending them over
the network via SNWP. Unaut horized access to readable objects in
this MB nodul e all ows the discovery of the network topol ogy and
operating paraneters, which can be used to target further attacks on
the network or to gain a conpetitive business advant age.
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SNWVP versions prior to SNMPv3 did not include adequate security.

Even if the network itself is secure (for example by using IPsec),
even then, there is no control as to who on the secure network is

all oned to access and GET/ SET (read/change/create/ del ete) the objects
inthis MB nodul e.

It is RECOWENDED that inplenenters consider the security features as
provi ded by the SNMPv3 framework (see [ RFC3410], section 8),
including full support for the SNMPv3 cryptographi c nmechani sns (for
aut henti cation and privacy).

Further, deploynent of SNWP versions prior to SNMPv3 is NOT
RECOMVENDED. Instead, it is RECOWENDED to depl oy SNMPv3 and to
enabl e cryptographic security. It is then a customer/operator
responsibility to ensure that the SNWMP entity giving access to an
instance of this MB nodule is properly configured to give access to
the objects only to those principals (users) that have |legitimte
rights to indeed GET or SET (change/create/ delete) them

7. | ANA Consi der ati ons

The M B nodule in this docunent uses the foll ow ng | ANA-assi gned
OBJECT | DENTI FI ER val ues recorded in the SM Nunbers registry:

Descri pt or OBJECT | DENTI FI ER val ue

ospfv3iM B { mb-2 191 }
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