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Abst ract

Mobile IPv4 is a standard nobility protocol that enables an |Pv4
device to nove anpbng networks while maintaining its | P address. The
mobi | e device has the Mbile IPv4 client function to signal its

| ocation to the routing anchor, known as the Home Agent. However,
there are many | Pv4 devices w thout such capability due to various
reasons. This docunent describes Proxy Mbile IPv4 (PMPv4), a
schene based on having the Mbile IPv4 client function in a network
entity to provide nobility support for an unaltered and nobility-
unaware | Pv4 device. This docunent al so describes a particul ar
application of PMPv4 as specified in the WMAX Forum and anot her
application that is to be adopted in 3GPP2.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publi shed for informational purposes.

This is a contribution to the RFC Series, independently of any other
RFC stream The RFC Editor has chosen to publish this docunment at
its discretion and nmakes no statenent about its value for

i mpl ement ation or depl oynment. Docunents approved for publication by
the RFC Editor are not a candidate for any | evel of Internet

St andard; see Section 2 of RFC 5741.

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc5563.
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1. Introduction

There are many | Pv4 devices that do not have or cannot be enabl ed
with Mbile | Pv4 [ RFC3344] functionality. Yet, nmobility for themis
essential. Proxy Mobile IPv4 provides nobility support without
"touching" these devices. The schene is based on network entities
that performthe mobility-mnagenent function for a nobile device.
The location of the device is signaled by the network el ement on the
access network (referred to as the Proxy Mobility Agent (PMA)) to
informthe network entity on the honme network (referred to as the
Hone Agent (HA)) associated with the |IPv4 address used by the device.
Mobil e | Pv4 nessaging is used by the PMA and HA, which correspond to
the RFC 3344 entities Mbile Node (in proxy node) and Home Agent,
respectively.

These are sone exanpl es of Proxy Mdbile |Pv4:

1. A Wreless Local Area Network (W.AN) access point or cellular
base station perfornms registration with the Hone Agent when a
nmobi l e device is associated on the air-1link.

2. An access router or Foreign Agent perforns registration with the
Hone Agent when a nobile device is detected on the network.

Mobile IPv4 is used by the network entities because the nmobility
protocol has the functions needed to set up the route and tunneling
endpoints for the nobile device's |IP address and to deliver
configuration paraneters (e.g., DNS server addresses, default
gateway) for enabling the nobile device's | P stack. When Mbile |Pv4
is used in this way, the security association is between the PVMA and
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the HA because these entities are the signaling endpoints. Al so,
when the nobil e device noves to a new PMA, the sequenci ng of messages
sourced frommultiple PVMAS needs to be handl ed properly by the HA

Thi s docunent describes how the network entities, PMA and HA, provide
mobi I ity managenent for the nobile device. It is organized to cover
the generic functionality of Proxy Mbile IPv4 and al so the specifics
pertaining to WMAX (Section 10) and 3GPP2 (Section 11).

Note that Proxy Mobile I Pv6 [ RFC5213] is an | ETF standard for

net wor k- based nmobility nanagenent that enables IP nobility for a host
without requiring its participation in any nobility-rel ated

si gnal i ng.

2. Conventions Used in This Document

The keywords "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY"', and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

The foll owi ng new term nol ogy and abbrevi ations are introduced in
this docunment; all other general nobility-related terns are as
defined in Mbile | Pvd specification [ RFC3344].

Mobi | e Devi ce

The nobile device is used to refer to an I Pv4 device with its
mobility provided by the network. The nobile device is not
required to participate in any nobility-related signaling for
achieving nobility for an obtained |IP address.

Proxy Mobile IPv4 Cient (PMPv4 dient)
This network function is responsible for initiating and

mai ntai ning the Proxy Mbile | Pvd registration on behalf of the
mobi | e device. Essentially, it perforns the Mbile IPv4 client

function but is hosted in the network. In sone cases, this
function is collocated with the Foreign Agent; in others, it is
not. In both cases, Proxy Mbile IPv4d registration still goes via

the Foreign Agent at all practical effects, even if it is interna
to the node

Hone Agent (HA)
The Hone Agent that is defined in Mbile IPv4 [RFC3344] is used in
the Proxy Mobile IPv4d schene. It is the topological anchor point

for the nobile device's hone network and is the entity that
manages the nobile device's reachability state. The additiona
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For

capabilities for supporting Proxy Mbile IPv4d in the Horme Agent
are defined in this docunent.

ei gn Agent (FA)

The Foreign Agent that is defined in [RFC3344] is used in the
Proxy Mobile | Pv4 schenme. It is either collocated with or
separate fromthe PMPv4 client. |t serves the purpose of tunnel
endpoi nt from Proxy Mobile | Pv4 perspective.

Access Router (AR

Access Router is a commonly used termthat refers to the node in
the network that connects the hosts to the | P network.

Proxy Mobility Agent (PM)

Proxy Mobility Agent is the logical entity in the network that
enconpasses both the PMPv4 client and the FA functions. The

PM Pv4 client and the FA collocation in the Access Router
constitute an integrated PMA. Wen the PM Pv4 client and the FA
functions are not collocated in the Access Router, it is referred
to as a split PMA. A PMPv4 client may have association with
mul tiple FAs, and vice versa.

Proxy Registration Request (PRRQ

The Regi stration Request nessage is sent by the Proxy Mbility
Agent to the Honme Agent in order to set up a nobility binding
entry for a nobile device. The nessage format is identical to
that of the Mbile | Pv4d Registration Request, though the Proxy
Mobil e | Pv4 extensions that are defined in this docunent may be
i ncluded for enhanced features of network-based nmobility
managenent .

Proxy Registration Reply (PRRP)

Leung,

The Registration Reply message is sent by the Hone Agent in
response to the Proxy Regi strati on Request received fromthe Proxy
Mobility Agent. The nessage format is identical to that of the
Mobil e | Pv4 Regi stration Reply, though the Proxy Mbile |Pv4d
extensions that are defined in this docunent nmay be included for
enhanced features of network-based nmobility managenent.
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3.

Benefits of Proxy Mobile |IPv4

Proxy Mobile IPv4 (PMPv4) is designed to satisfy the requirements
listed below. In addition, while this specification and Proxy Mobile
I Pv4 are not standards, they enpl oy a standard: Mobile |Pv4.

I mpl ement ati ons of Mbile | Pv4 can be re-used (i.e., a client-based
mobility protocol can be used "as-is" to support network-based
mobility). However, new PM Pv4 extensions that are added to Mbile
I Pv4 inmproves the flexibility of the solution. The practica

advant age of having a common nmobility protocol for both client-based
and network-based nobility is that a Home Agent can anchor all types
of nobile devices, both ones that have and ones that |ack the Mbile
| Pv4 function.

The networ k-based nobility nmanagenent solution defined in this
docunent has the followi ng significant reasons for its use in any
wi rel ess network:

1. Support for Unnodified Hosts

An overwhelming majority of |IPv4 hosts do not have Mobile | Pv4
capability. Providing mobility for themis achievabl e using
Proxy Mobile IPv4. This is acconplished wi thout "touching" the
user’s devices by running on a nyriad of operating systens and
net wor ki ng st acks.

2. Re-Use of Existing Hone Agent

An exi sting Honme Agent inplenentation can be used for network-
based mobility as well. Further enhancenents are optional and
only increnental in nature. There are many conmonal ities between
client-based and network-based mobility, and sharing the sane
protocol is a significant benefit.

3. Reduction of Air-Link Resource Consunption
Mobility-related signaling over the air-link is elimnnated.

4. Support for Heterogeneous Wrel ess Link Technol ogi es
Since Proxy Mbile IPv4 is based on an access, technol ogy-
i ndependent, mobility protocol, it can be used for any type of
access networKk.
From the network perspective, a nmobile device is identified by
the Network Access ldentifier (NAI) and the forwarding is set up

bet ween the PMA and HA for the nobile device' s current point of
attachnent on the network. The nobile device may be attached to
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mul ti ple networks concurrently, although the network treats each
access interface independently. This feature can be supported
with the use of the PM Pv4 Access Technol ogy Type Extension
(Section 5.5).

5. Support for IPv4 and | Pv6 Hosts

As | Pv6 increases in popularity, the host will l|ikely be dual
stack. Adding IPv6 support to the host for Proxy Mobile |IPv4

i nvol ves the nmet hods defined in [ RFC5454]. There are additional
enhancenents needed, which are described in "Proxy Mbile | Pv6"

[ RFC5213]. However, support for an IPv6 host is out of the scope
of this docunent.

4. Overview of Proxy Mbile |Pv4
4.1. Mbility Signaling for Mbile Device

After the nobile device conpl etes network-access authentication, the
PMA exchanges Proxy Mbile I Pv4 registration messages with the HA to
set up proper routing and tunneling of packets fromto the Mbile
Node. The PMPv4 client is responsible for initiating the Proxy
Mobile I Pv4d registration. For integrated PMA, the PM Pv4 client and
the FA interaction is all within the node. In the case of split PMA
i mpl ementation, the interactions between the PMPv4 client and the FA
are exposed. The interface between the PMP Cient and the FAin the
split PMA scenario is defined in a standards organi zati on
specification [NWG and is consequently out of the scope of this
docunent .

The following call flows describe the operations of Proxy Mbile
IPv4. The initial network attachnent, registration renewal, and
resource cleanup procedures are covered. Note that the protocols
that interact with Proxy Mobile IP are identified and explained in
nmore detail. The PPP/IPCP (I P Control Protocol) protocol involves a
PPP client in the nobile device and a Network Access Server (NAS) in
the AR DHCP involves a DHCP client in the MN and a DHCP server in
either the AR or the HA. PMPv4 involves a PMA in the AR and an HA
in the router on the hone network. The Authentication,

Aut hori zation, and Accounting (AAA) protocol involves a AAAclient in
the AR and a AAA server in the network. The collocation of the
functional entities in the AR/HA enabl es paraneters to be

shar ed/ processed anong the protocols.

VWhen the various network entities are not collocated, any sharing of

paraneters or other state information between themis out of the
scope of this docunent.
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4.1.1. Proxy Registration during Initial Network Attachment
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Figure 1: Network Connection Setup

The initial network-attachnent procedure is described below. There
are three distinct phases. First, authentication and authorization
happen when the nobile device accesses the network. Then, the nobile
device attenpts to obtain an I P address. This triggers Proxy Mbile
I P, which assigns/authorizes the |IP address and sets up forwarding
between the PMA and HA. The host configuration paraneters may be
passed in the PMPv4 signaling. Finally, the nobile device
configures its IP stack with the I P address and the obtai ned host
configuration. Packets to and fromthe nobile device transit both
the PMA and HA

la. The nobile device establishes a L2 (Layer 2) link with the base
station (not shown) and perforns access
aut henti cation/authorization with the AR (Access Router).
During this phase, the nobile device may run either the
Chal | enge Handshake Aut hentication Protocol (CHAP) [RFC1994] if
PPP [ RFC1661] is used or the Extensible Authentication Protoco
(EAP) [RFC3748] over foo (foo being the specific access
technol ogy, or PANA [RFC4058]). The AR acts as the NAS (Network
Access Server) in this step
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1b.

Leung,

The AAA client exchanges AAA nessages with the AAA
infrastructure to perform authentication and authorization of
the mobil e device. As part of this step, the AAA server may
downl oad sone information about the nobile device (e.g., the
user’'s profile, handset type, assigned Hone Agent address, and
ot her capabilities of the nobile device).

The nobil e device requests an | P address via a PPP/ | PCP

[ RFC1332] or DHCP [ RFC2131]. Specifically for PPP, the PPP
client sends an | PCP Configure-Request to the NAS. As for DHCP
the DHCP client sends the DHCP Di scover nessage to the DHCP
rel ay agent/ server.

For the DHCP case, the DHCP server or DHCP relay agent sends the
DHCP Ack message to the DHCP client after PM Pv4 signaling has
conpl et ed.

Triggered by step 2, the PMA sends a Proxy Registration Request
(PRRQ to the HA. The HA's I P address is either obtained from
the AAA server at step 1b or discovered by sone other method.
The PRRQ contains the Care-of Address (CoA) of the PMA (the
collocated FAin this case). The Hone Address field is set to
zero or the IP address is specified as a hint in the DHCP or

| PCP nessage. The PRRQ MJST be protected by the nethods
described in the Security Considerations (Section 13) of this
docunent. The derivation and distribution of the M\HA or FA-HA
key is outside the scope of this docunent.

The Hone Agent sets up the nobility binding entry for the nobile
device after assigning an | P address or authorizing the
requested Hone Address. The Home Agent may al so assign a
Generic Routing Encapsulation (GRE) key in this step (if GRE
tunneling is used between the PMA and HA). The HA returns the
Hone Address and the GRE key (if applicable) in the Proxy

Regi stration Reply (PRRP) to the PMA. If the requested Hone
Address is not authorized, the Hone Agent denies the
registration with error code 129 (adninistratively prohibited).
After the PMA processes the PRRP, the forwarding path for the
Hone Address between the PMA and HA is established. A GRE
tunnel may be used between the PMA and the HA [ M PAGREKEY] .
Thi s event conpletes the Proxy Mobile IPv4 signaling for initia
net work attachment.

After the Proxy Mbile IPv4 registration exchange, the AR
provides the I P address to the nobile device in response to step
2. For IPCP, the NAS replies to the PPP client with an | PCP
Confi gure- Nak, which includes the PM Pv4-assi gned Hone Address
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in the | P address configuration option and the DNS server
address in the I PCP configuration option.

The foll owi ng procedure happens when the DHCP server is on the
AR.  The DHCP server sends a DHCP Orfer with the PM Pv4-assi gned
Hone Address in the yiaddr field to the DHCP client. The DHCP
client sends a DHCP Request to the DHCP server, which replies
with a DHCP Ack. The host configuration (such as the DNS server
address) is included in the DHCP options in the nessage. Note
that the DHCP nessages are exchanged directly between the DHCP
client and the DHCP server

In the case when AR acts as a DHCP relay agent, the DHCP

Di scover is relayed to the DHCP server on the HA. The DHCP
server sends a DHCP Ofer with the PM Pv4-assi gned Hone Address
in the yiaddr field to the DHCP rel ay agent, which forwards it
to the DHCP client. The DHCP Request and DHCP Ack messages are
exchanged between the DHCP client and DHCP server via the DHCP
relay agent. Regardless of the sequence of PM Pv4 signaling and
DHCP exchanges, the interaction between PM Pv4 and DHCP invol ves
in the sane | P address for Home Address field and yiaddr field,
respectively.

6. At this step, the nobile device’'s IP stack is configured with an
| P address that has a forwardi ng path between the AR/ PMA and HA
Al so, the host configuration (such as DNS servers) is configured
at this time. Now that the I PCP or DHCP procedure has
conpl eted, the nobile device is ready to receive or send IP
packets. |If DHCP is used, the DHCP client renews the |IP address
by sending a DHCP Request directly to the DHCP server. The
| ease for the IP address is extended when a DHCP Ack fromthe
DHCP server is received by the DHCP client.
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4.1.2. Proxy Registrati on Renewal

+----+ S + R Spp—— +

I
I
PM Pv4 |
Renewal |
I
I
I

Figure 2: Network Connection Mintenance

The networ k- connecti on mai nt enance procedure is described below. As
Il ong as the nobile device remains attached to the AR the Proxy
Mobile I Pv4 session is maintained by re-registration exchanges

bet ween the AR and HA.

1. Before the PMPv4 registration lifetinme expires, and assuning the
AR has not received any indication that the nobil e device
detached fromthe network, the PMA sends a PRRQto the HA to
extend the duration of the nobility binding of the nobile device.
This PRRQis simlar to the initial PRRQ (i.e., HAfield set to
the assigned HA, and CoA field set to the PMA), though the Hone
Address field is always set to the assigned | P address of the
nmobi | e device. The nobile device's I P stack can continue to send
and receive | P packets using the Hone Address anchored at the HA

2. The HA sends the PRRP in response to the PRRQ received fromthe

PMA. After the PMA processes the PRRP, the forwardi ng path
bet ween AR and HA renmins intact.
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4.1.3. Proxy Handover Support

Fomm et S + S + Fommm - +
I I | New | | ad | I I
| MN | | AR/ | | AR/ | | HA|
| | PVA | | PMA | |
+----+ +------- + +------- + +----- +

I I I I

o | 1 | | |

Aut henti cation I >| | |
I I I I

I I 2 I I

+-> | I R >|

PM Pv4 I I I I I

I I I 3 I I

+-> | I e T |

I I I I

_ | 4 | | |

Dat a For war di ng | Cemmm e e e e - >| <:::::::::::::::::::::::::>|
I I

Figure 3: AR Handover

The AR handover procedure is described below. There are three
phases. First, authentication and authorization happen when the
mobi | e device attaches to the new AR in the network. The successfu
aut hentication triggers the Proxy Mbile IPv4 signaling. 1In the |ast
phase, the forwarding path between the new AR and HA is set up for
the nobil e device to send and receive | P packets using the sane Hone
Address anchored at the HA

1. The nobile device establishes L2 Iink with the base station (not
shown) and perforns access authentication/authorization with the
new AR, using the security nmethod for network re-attachnent.

2. Triggered by successful authentication, the PVMA sends a PRRQ to
the HA. The HA's I P address is typically obtained or is known by
the met hod used for fast re-authentication during AR handover
(e.g., context transfer between the two ARs), though other
met hods may be used. The PRRQ contains the CoA of the new PNVA
The Hone Address field is set to zero or the assigned |IP address
of the nobile device. The IP address is al so obtained/ known by
the same nethod menti oned before.

3. The Home Agent updates the existing nobility binding entry for
the nobil e device upon processing the PRRQ The Home Agent
returns the Honme Address, fetched fromthe binding, in the PRRP
to the new PMA. After the PMA processes the PRRP, the forwarding

Leung, et al. I nf or mat i onal [ Page 12]



RFC 5563 W MAX Forum/ 3GPP2 PM Pv4 February 2010

4.

1.

path for the Hone Address between the new AR and HA is
established. The event conpletes the Proxy Mbile |IPv4 signaling
for AR handover.

4. At this step, which happens around the sane tinme as step 2, the
mobi |l e device's | P stack nmay detect L2 |ink going down and up
after access re-authentication. The nobile device' s |P stack may
attenpt to validate its |IP address connectivity. See Sections
6.1, 6.2, and 6.3 of this docunent for considerations on ARP
[ RFCARP], ICWP [ RFCI CVP], and DHCP [ RFC2131], respectively.
Because the forwarding path is established between the new PVA
and HA, the nobile device can receive or send | P packets using
t he Home Address.

4. Resource O eanup
+o-- -t S S + S S + . +
I I | New | | dd | I I
| MN | | AR/ | | AR/ | | HA
. | PvA | | PvA | | |
+--- -+ S + S + +- - - - - +
I I I I
I I I 1 I
+-> I | <----m-m----- I
_ | | | |
Revocati on | | | 02 |
I I I I I
I I I I 3 I
> I |-----mmmmm - >|
I I I

Figure 4: Registration Revocation for Previous PMVA

The resource cl eanup procedure for the old AR is described bel ow.
This cleanup is necessary when the old AR needs to delete its PM Pv4
and ot her associated states for a nobile device that has noved to
another AR Therefore, this is an optional procedure for Proxy
Mobile IP. The alternative nethod is based on the new PMA noti fying
the old PMA to clean up resources. The alternative nethod is out of
the scope of this docunent.

1. Triggered by the update of the nobility binding entry for a
mobi | e device that has noved to a new AR, the HA may send a
Regi stration Revocation (as specified in RFC 3543 [ RFC3543]) to
the old PMA (i.e., specifically to the Foreign Agent entity) in
order to clean up unused resources in an expeditious manner
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2. The old PMA renoves the PM Pv4 states for the nobile device.
3. The old PMA sends revocati on acknow edgenent to the HA
4.2. Establishnment of a Bi-Directional Tunne

The PMA and HA set up a tunnel between them for the Hone Address
after the PM Pv4 registration nessage exchange.

4.2.1. Packet Forwarding

The bi-directional tunnel between the PMA and the HA all ows packets
to flowin both directions, while the nobile device is connected on
the visited network. All traffic to and fromthe npbil e device
travel s through this tunnel

Wiile the PMA is serving a nobile device, it MJUST be able to
intercept all packets sent fromthe nobile device and forward them
out the tunnel created for supporting that nobile device. Typically,
forwarding is based on layer 2 information such as the source Media
Access Control (MAC) address or ingress interface. This allows

overl apping I P addresses to be supported for the packet fromthe
nmobi | e device. For exanple, the PMA forwards packets from nobile
devices with the same I P address to the tunnel associated with each
nmobi | e devi ce, based on the source MAC address.

The PMA de-encapsul ates any packets received on the tunnel fromthe
HA before forwarding to the nobile device on its link. Typically,
the forwarding is based on the destination |IP address and ingress HA
tunnel (which may have a GRE key). This allows overlapping IP
addresses to be supported for the packet destined to the nobile
device. For exanple, the PVA forwards packets to nobile devices with
the sane I P address to the |ink associated with each nobile device,
based on the GRE key value of the tunnel created for the HA that
serves these nobil e devices

The tunnel operation between the PVA and HA is the sanme as between
the FA and HA in RFC 3344. The IP TTL (Tine to Live), fragmentation,
re-assenbly, etc. logic remain the same. The tunnel node is IPinlP
by default or GRE as an option.

4.2.2. Broadcast and Milticast
Br oadcast packet processing for DHCP and ARP (Address Resol ution

Protocol ) nessages are described in Section 6.3 and Section 6.1,
respectively. For other types of broadcast packets, the PVMA and HA
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process themin accordance to [ RFC3344], [RFC3024], and [M P4MCB(C] .
Only the Direct Encapsul ation Delivery Style is supported, as there
is no encapsul ation for the packets between the nobile device and
PVA.

4.2.3. Forwardi ng between Devices on the Same PMVA

When the conmuni cation peers are both attached to the same PMA, the
packet is forwarded as specified in Section 4.2.1. The traffic

bet ween them shoul d be routed via the HA without taking a | oca
shortcut on the PMA. This ensures that data-traffic enforcenment at
the HA is not bypassed.

4.3. Security Association between the PMA and the HA

The security relationship for protecting the control nessage
exchanges between the PMA and the HA may be either per node (i.e.,
sane security association for all nobile devices) or per MN (i.e.,
uni que security association per mobile device). The method of
obtaining the security association is outside the scope of this
docunent .

For per-node SA support, the FA-HA Authentication extension or |Psec
(indicated in the PM Pv4 extension) is used to authenticate the
signal i ng messages (including Registration Revocation [ RFC3543])
between PMA and HA. In the case of |Psec, Encapsul ating Security
Payl oad (ESP) [RFC4303] in transport node with mandatory integrity
protection should be used. The |IPsec endpoints are the | P addresses
of the PMA and HA

For per-MN SA support, the M\-HA Aut hentication extension and/or M\
AAA Aut hentication extension are used to authenticate the signaling.

The creation of the security association may be assisted by the AAA
server at the tinme of access authentication

4.4. Registration Sequencing

The ldentification field in the registrati on nessage provides replay
protection and sequenci ng when the tinestanp nethod is used. This
mechani sm al |l ows the HA to know the sequence of nessages fromthe
sane PMA or different PMAs based on the ldentification field. The HA
can al so synchronize the PMA's clock by using the Identification

m smatch error code in the Proxy Registration Reply. This reply
message woul d not be necessary when the PMA' s cl ocks are synchroni zed
usi ng the Network Tine Protocol [RFCL305] or sone other nethod. Note
that the use of nonce for sequencing and replay protection is outside
the scope of this docunent.
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The nethod above is sufficient when there is a single source for
signaling as in the split PMA case. However, in the integrated PVA
case, the Proxy Registration Request is sent fromdifferent sources
(i.e., different PMAS). If the previous PMA is unaware that the
nmobi | e devi ce has noved away and continues to send re-registration,
then the HA woul d be m sinforned on the | ocation of the device.
Therefore, an integrated PMA MUST confirmthat the nobile device is
still attached before sending a Proxy Registration Request.

Note that, for the split PMA nodel as used in WMAX Forum (see
Section 10), the PM Pv4 client renains anchored during handover (see
Section 10.1). In this case, the PMPv4 client is the only source of
the PRRQ However, there are cases (such as PMPv4 client rel ocation
and uncontroll ed handover events) when nore than one PMA perforns
registration. The same nmethod for the integrated PMA is used to
ensure proper sequencing of registration on the HA

4.5. Mbile Device Interface Configuration

Typically, the mobile device's interface needs to be configured with
an | P address, network prefix, default gateway, and DNS server
addresses before the network connection can be enabled to be used for
conmmuni cation. For sone |P stacks, the default gateway |P address
has to be on the sanme subnet as the nobile device's |IP address. Wen
the Hone Agent’s |IP address is not on the sanme subnet as the Hone
Addr ess, vendor-specific extensions (e.g., [RFC4332]) or other

met hods MAY be used by the PMA to obtain the default gateway.

4.6. Dynamic HA Discovery

The PMA can perform dynam ¢ HA di scovery by sending the registration
with Home Agent field set to 0.0.0.0 or 255.255.255.255. The Home
Agent responds with its IP address in the Hone Agent field as
specified in "Mbile | Pv4 Dynam ¢ Home Agent (HA) Assignnent”

[ RFC4433] .

5. Proxy Mobile | Pv4 Extensions

The foll owi ng PM Pv4 extensions are not required for base
functionality but may be used in some cases where such features are
applicable. They are included before the authentication extension
(e.g., MN\-HA or FA-HA Authentication extension) in the registration
nmessage
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5.1. PMPv4 Per-Node Authentication Met hod Extension

The Proxy Mobile |1 Pv4 Authentication Method extension indicates
alternative nmethods for authenticating the registration besides the
default MN-HA Aut hentication extension as specified in RFC 3344.

Thi s extension MJST be included in the Registrati on Request and

Regi stration Reply when the security association for authenticating
the message is between the PMA and HA on a per-node basis. This
means that a conmon key or set of keys (indexed by the SPI) are used
for nmessage authentication by the PMA and HA. The key is independent
of the nobile device, which is identified in the registration

0 1 2 3
01234567890123456789012345678901
i S S T i S S e e i S S S S

| Type | Sub- Type | Length |
i i i T i I S i e s o o i i
| Met hod |

I T S I S
PM Pv4 Per-Node Authentication Method Extension

Type

47 (Proxy Mbile | Pv4 Non-Ski ppabl e Extension)
Sub- Type

1 (PM Pv4 Per-Node Authentication Mt hod)
Lengt h

1
Met hod

An 8-bit field that specifies the authentication type for
protecting the signaling nessages.

The values (0 - 255) are allocated and nmanaged by | ANA. The
foll owi ng val ues have been assigned to the specified nethod

types.

0: Reserved
1: FA-HA Aut hentication

2. | Psec Authentication
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5.2. Proxy Mobile IPv4 Interface | D Extension

The Proxy Mobile IPv4 Interface ID extension identifies the interface
address of the device used to attach to the network. The information
MAY be included in the Registrati on Request when the PMA is aware of
it.
0 1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S
| Type | Length | Sub-Type | Identifier
I S i o T s S S S e s s T
PM Pv4 Interface | D Extension
Type
147 (Proxy Mobile | Pv4 Skippabl e Extension)
Lengt h

The I ength of the extension in octets, excluding Type and
Length fields.

Sub- Type
1 (PMPv4 Interface ID)
I dentifier

A variabl e-length octet sequence that contains an identifier of
the interface.

5.3. Proxy Mbile | Pv4d Device |ID Extension

The Proxy Mbile | Pv4 Device ID extension identifies the device used
to connect to the network. The information MAY be included in the
Regi stration Request when the PMA is aware of it.

0 1 2 3
01234567890123456789012345678901
T T S S e T o S U S SUp S SEp S SR S i

| Type | Length | Sub-Type | | D Type |
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| Identifier

i S S T i S S e S AT i S S

PM Pv4 Device | D Extension
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Type
147 (Proxy Mobile | Pv4 Skippabl e Extension)
Length

The I ength of the extension in octets, excluding Type and
Length fields.

Sub- Type
2 (PM Pv4 Device | D
| D- Type
An 8-bit field that specifies the device ID type.

The values (0 - 255) are allocated and nmanaged by | ANA. The
foll owi ng val ues have been assigned to the specified device ID

types.

0: Reserved
1. Ethernet MAC address
2: Mobil e Equi pnent Identifier (MelD)
3: International Mbile Equiprment lIdentity (IMEl)
4: Electronic Serial Nunmber (ESN)
I dentifier

A variabl e-l ength octet sequence that contains an identifier of
the type indicated by the I D Type field.

5.4. Proxy Mobile | Pv4d Subscriber |D Extension
The Proxy Mobile |1 Pv4 Subscriber 1D extension identifies the nobile

subscription. The information MAY be included in the Registration
Request when the PMA is aware of it.
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0 1 2 3
01234567890123456789012345678901
i S S T i S S e e i S S S S

| Type | Length | Sub-Type | | D- Type |
e T T S A S
| Identifier

i s i T S e S T T il o S R S S S
PM Pv4 Subscri ber | D Extension
Type
147 (Proxy Mobile | Pv4 Skippabl e Extension)
Length

The I ength of the extension in octets, excluding Type and
Length fields.

Sub- Type
3 (PM Pv4 Subscriber |D)
| D- Type
An 8-bit field that specifies the subscriber ID type.
The values (0 - 255) are allocated and nmanaged by | ANA. The
foll owi ng val ues have been assigned to the specified subscriber
I D types.
0: Reserved
1: International Mobile Subscriber Identity (IMsl)

Identifier

A variabl e-length octet sequence that contains an identifier of
the type indicated by the ID Type fi el d.

5.5. PMPv4 Access Technol ogy Type Extension

The Proxy Mobile | Pv4 Access Technol ogy Type extension indicates the
type of radio-access technol ogy on which the nobile device is
attached. This extension MAY be included in the Registration Request
when the PVA is aware of the information. The HA can provide
mobility on the same access technol ogy type for a nobile device with
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rmul

tiple interfaces, assuming each interface is connected on a

different access technol ogy type. The HA does not include the
extension in the associated Registration Reply.

0

1 2 3

012345678901234567890123456789¢01

+-

+-

Leung,

R e i T T e e i i TR I S S
Type | Lengt h | Sub-Type | Tech- Type |
i S i T S i S S Tl sl i i S S
PM Pv4 Access Technol ogy Type Extension
Type
147 (Proxy Mobile | Pv4 Skippabl e Extension)
Length
2
Sub- Type
4 (Access Technol ogy Type)
Tech- Type

An 8-bit field that specifies the access technol ogy through
whi ch the nobile device is connected to the access networKk.

The values (0 - 255) are allocated and nmanaged by | ANA. The
foll owi ng val ues have been assigned to the specified access
technol ogy types.

0: Reserved

1: 802.3

2: 802.11a/bl/g

3: 802. 16e

4: 802.16m

5: 3GPP EUTRAN LTE

6: 3GPP UTRAN GERAN
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6

6

7: 3GPP2 1xRTT/ HRPD
8: 3GPP2 UMB
Appear ance of Being at Honme Network

Since the Mobile Node is not aware of its mobility and does not
participate in handover signaling, the network entities emulate the
honme network to the nobil e device attached on the network. Fromthe
nmobi | e device's perspective, it operates as if it were at the hone
network. However, the network is directing the nobile device's
traffic to and fromits current location and will continue to do so
when it noves to a new | ocation.

An unnodi fied nobile device on a shared Iink | earns the MAC address
of another host on the home network via ARP ([ RFCARP]), obtains an IP
address and ot her host configuration via DHCP ([ RFC2131]), and sends
link-1ocal multicast and broadcast packets. The network’s response
to the host is equivalent to the situation when a host is on the home
network. When the link state changes, sone hosts use ARP, | CMP,

and/ or DHCP to detect if it has changed the point of attachnent on

t he network.

1. ARP Considerations

For | EEE 802 type of access networks (e.g., WAN, W MAX Ethernet
Conver gence Subl ayer), the nobile device sends ARP requests for the
Correspondi ng Node (CN) and default gateway on the same network. The
purpose of maintaining an ARP entry is to allow the delivery of the
packet fromthe nobile device to the CN using the destination MAC
address. The ARP procedure for resolving |IP and MAC address nappi ng
is not needed for 3GPP2’'s cdnma2000 and W MAX | P Conver gence Subl ayer
net wor ks.

The access router is always the L2 endpoint for the nobil e device.
The destination MAC address in the packet does not need to be set to
the CN's MAC address. As long as the packet can be received by the
access router, it will be forwarded toward the CN via the hone
networ k node (further details in Section 4.2.1). The ARP table in
the nobil e device does not need to be populated with CNs' MAC
addresses in order for the packet to reach the CNs.

A nobil e device has ARP entries for the default gateway and hosts on
the sane subnet. Regardless of what the MAC addresses are, the AR
recei ves the packets sent fromthe nobile device.
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6.2. | CWP Considerations

For novenent detection, certain types of network stack on the nobile
device will send an I CWP request [RFCICMP] to the default gateway
after detecting the Iink went down and up. The IP TTL in the nessage
is set to 1 to check if the default gateway is still directly
reachabl e on the access network. The PMA MAY send an | CMP reply when
it is providing Proxy Mbile |IPv4d service for the nobil e device.

This response confirms to the nobile device that it has renmained on
the hone network after link state change. This behavior is observed
on existing client inplenentation. "Detecting Network Attachnent in
| Pv4 (DNAv4)" [RFC4436] can be enpl oyed.

General 1CWP traffic is handl ed as normal | P packets and tunnel ed
between the PVMA and HA

6. 3. DHCP Consi derations

DHCP [ RFC2131] is used to obtain an |IP address and ot her host
configuration paraneters for a nobile device. The nobile device is
expected to behave as a nornmal DHCP client when connected to the
network with Proxy Mobile I Pv4d service. There are two DHCP phases:
bootup and renewal /rel ease. The bootup procedure relies on the DHCP
relay agent to obtain a lease on the | P address for the DHCP client
fromthe DHCP server. The DHCP client directly renews and rel eases
the lease with the DHCP server.

In Proxy Mobile IPv4, the nobile device boots up on a network that is
not the hone network associated with the | eased | P address. Al so,
the nobil e device can nove to other networks that are not related to
that | P address. Yet, the DHCP client on the nobile device continues
to operate as a stationary device that is directly on the network
associated with its I P address. The PVMA and HA create the
transparency of the renpte hone network and nobility events by

provi ding the expected network response to the DHCP client.

There are several nethods for the network infrastructure to interface
with the nobil e device such that the nobile device believes it is

al ways fixed on the sane network. The follow ng nmethods are
identified here, though others nay be used as well

DHCP Server in the AR

The nobil e device boots up and initiates DHCP. The procedure is
described in Figure 1. The DHCP client renews or releases the IP
address directly with the DHCP server in the AR \Wen the nobile
device is on a different AR than the AR/ DHCP server, the DHCP
message fromthe client needs to be able to either be forwarded to
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the DHCP server in the previous AR or handl ed by the DHCP server
in the new AR  Wen the DHCP | ease tine expires for the nobile
device’s | P address or the DHCP rel ease nessage is received on the
current AR, the AR sends PM Pv4 de-registration to the HA

DHCP Rel ay Agent in the AR

The nobil e device boots up and initiates DHCP. The procedure is
described in Figure 1. The DHCP client renews or releases the IP
address directly with the DHCP server in the HA. \Wen the nobile
device is on a different AR, DHCP nessages fromthe client are
relayed to the DHCP server in the HA. \Wen the DHCP | ease tine
expires for the nobile device’'s | P address or the DHCP rel ease
message is received on the HA, the HA deletes the nobility binding
entry for the nobile device and sends registration revocation

[ RFC3543] to the AR

6.4. PPP | PCP Consi derations

When the nobil e device accesses the network via PPP [ RFC1661], LCP
(Link Control Protocol) CHAP is used to authenticate the user. After
aut hentication, the NAS (which is the AR/ PMA) sends the Proxy Mdbile
| Pv4 Registration Request to the HA. The HA responds with the Hone
Address in the Proxy Registration Reply. The NAS inforns the nobile
device to use the Home Address during | PCP [ RFC1332]. Wen the
mobi | e device nmoves to a new NAS, the same procedure happens and that
nobi | e devi ce has the same | P address for conmmuni cation

The nessage exchange is illustrated in Figure 1.

6.5. Link-Local Milticast and Broadcast Considerations
Dependi ng on configuration policies, the PMA may tunnel all packets
destined to Link-Local Milticast or Broadcast to the HA. The HA
| ooks up the hosts that are in the sane subnet and sends a duplicated
packet to each of them

7. Proxy Mobility Agent Operation

The PMA perforns the functions of a Mobile Node entity as descri bed
in RFC 3344, with the exceptions identified bel ow

- No agent discovery (i.e., agent solicitation and advertisenent) is
support ed.

- The D-bit (De-encapsulation by MN) in the Registration Request is
al ways set to zero
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The main responsibility of the PMAis to set up and maintain the
routing path between itself and the HA for a nobile device that is
attached on the network. When it detects a nobile device is no

| onger attached, the routing path is torn down. It is possible that
the PMA functions may be split up in inplenentations such as W MAX
(Section 10).

The PMA needs to know the follow ng information, at a mninmm for
sendi ng a proxy registration:

1. NAl of the nobil e device.

2. M\-HA security association, when per-nobile device security
associ ation is used.

3. FA-HA Mobility security association or |Psec security association
when per-node security association is used. Note that these
associations are specific only between PVMA and HA, and are
cryptographically unrelated to the associati ons between the M\
and ot her network nodes.

4. HA Address.

This information is typically dowl oaded fromthe AAA server during
access aut hentication.

8. Hone Agent QOperation

The Hone Agent has the functionality described in RFC 3344 [ RFC3344].
In addition, the followi ng features are introduced by Proxy Mobile
| Pv4:

1. Sequencing between PRR@ fromnultiple PVMAs. For the integrated
PMA case, there is a period after handover that may result in
both the new PMA and old PMA sending PRRQs. It is inperative
that the old PMA confirmthat the nobile device is attached
before sending a PRRQ when the re-registration tinmer expires.
This would ensure that the HA only receives registration fromthe
PMA that is serving the mobil e device.

2. Authentication of PRR@ based on per-node security associations
(FA-HA AE or I Psec AHHESP) is applicable in the integrated PVA
case. The presence of MN\-HA AE or MN-AAA AE in the PRRQ is not
necessary in this case. Since PMPv4 is based on signaling
between the PMA and the HA, the security for the nessage can be
aut henti cated based on the peers’ relationship. The HA can
aut horize PM Pv4 service for the nobile device at the PMA by
contacting the AAA server.
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3. The ability to process the Proxy Mbile | Pv4d extensions defined
in this docunent for enhanced capabilities of PM Pv4.
8.1. Processing Proxy Registration Requests

When a Proxy Registration Request is received, the HA | ooks up the

mobility binding entry indexed by the NAI. If the entry exists, HA
compares the sequence nunbers between the nmessage and mobility
bi nding entry (MBE), if present. |If the value in the nessage is zero

or greater than or equal to the one in the MBE, HA accepts the
registration. The HA replies with a sequence nunber that is one
greater than the larger value of either the MBE or Proxy Registration
Request. If the registration is denied, then HA sends error code
"Admi nistratively prohibited (65)". |If the HAis not enabled with
Proxy Mobile I Pv4 or cannot process the Proxy Mobile |Pv4 Extensions
defined in this docunent, it sends a Registration Reply with error
code PM P_UNSUPPORTED ("Proxy Registration not supported by the HA").
In the case when the PMA is not allowed to send a Proxy Registration
Request to the HA, the HA sends a Proxy Registration Reply with error
code PM P_DI SALLOVED ("Proxy Registrations fromthis PMA are not

al | owed").

A PMA receiving these error codes SHOULD NOT retry sendi ng Proxy
Mobil e | Pv4 nmessages to the HA that sent replies with these error
codes.

9. Mbile Device Operation

As per this specification, a nobile device would function as a nornal
| Pv4 host. The required behavior of the node will be consistent with
the base I Pv4 specification [RFC0791]. The nobile station will have
the ability to retain its IPv4 address as it noves from one point of
network attachment to the other w thout ever requiring it to
participate in any nmobility-related signaling.

When booting up for the first tine, a nobile device obtains an | Pv4
address using DHCP or | PCP

As the nobile device roans, it is always able to communi cate using
the obtained | P address on the hone network. The PMA on the
currently attached network signals to the HA to ensure a proper
forwarding path for the nobile device's traffic.
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9.1. Initial Network Access
When the nobil e device accesses the network for the first tinme and
attaches to a network on the PMA, it will present its identity in the
formof an NAI to the network as part of the network-access
aut henti cati on process.

Once the address configuration is conplete, the nobile device wll
al ways be able to use that |IP address anywhere in the network.

9.2. Mobile Device Mbility

When a nobil e device noves to a new PVA from anot her PMAK the
foll owi ng occurs:

The nobil e device may perform a network-access authentication with

the new AR PMA. |If the authentication fails, the nobile device wll
not be able to use the link. After a successful authentication, the
new PMA wi Il have the identifier and the other profile data of the

mobi | e device. The new PMA can al so obtain the nobile device's
informati on using a context-transfer mechanism which is out of the
scope of this docunent.

Once the network-access authentication process is conplete, the
mobi | e devi ce may sense a change in the Link Layer and use ARP, DHCP
and/or 1CVWP to detect if it is still on the same subnet. These
mechani sms are handl ed by the network as described in "Appearance of
Bei ng At Home Networ k" (Section 6).

9.3. Sending and Receiving Packets

Al'l packets that are to be sent fromthe nobile device to the
Correspondi ng Node (CN) will be sent as normal |Pv4 packets, setting
the Source Address of the |IPv4 header to the Honme Address and the
Destination Address to the Correspondi ng Node’'s | P address. |n Proxy
Mobil e | Pv4 operation, the default gateway for the nobile device is
set up to reach the PNA

Simlarly, all packets sent to the nobile device’s |IP address by the
Correspondi ng Node will be received by the nobile device in the
original form (w thout any tunneling overhead).

For Proxy Mbile I P, the packet fromthe nobile device is transported
to the HA to reach the destination, regardl ess of the destination IP
address. For a CNwith an I P address on the sanme network as the
nmobi | e device but that is physically |located el sewhere, the HA wll
tunnel the packet to the CN. OQherwise, the HA forwards the traffic
via normal routing.
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No special operation is required by the nmobile device to either send
or receive packets.

Mobi | e devices attached to the same PMA may be using different HAs
for transporting their traffic.

10. Proxy Mobile I Pv4 Use Case in W MAX

W MAX Forum Network Working Group (NW5) uses the Proxy Mbile | Pv4
schene to provide | Pv4d connectivity and IP nobility. The rel evant
specification fromWMX Forumis [NWG.

The Proxy Mobile |1 Pv4 protocol is used over NAG reference point 3
(R3). Mst of the Proxy Mbile IPv4 rel ated procedures and
requirenents are described in reference to nmobility management over
R3.

The Proxy Mbile | Pv4d use case in the WMAX Forum specification is
illustrated in the follow ng diagram
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| NAS |

Split PMA
Figure 5 WMAX NWG Network Configuration for PM Pv4 Use

As shown in the figure above, W MAX NWG uses the split PMA nodel .

The PM Pv4 client is collocated with the NAS in ASNL (aka,

Aut henticator ASN). The NWG architecture divides the network into
two parts. The Access part is terned the "Access Service Network"”
(ASN). The Core part is terned the "Connectivity Service Network"
(CSN). The MN attaches to an 802.16 radio in the ASN2 (aka, Anchor
Data Path Function). The radio (base station) connects to the Anchor
Data Path Function (A DPF) in ASN2, which in turn connects to the

Aut henticator ASN (NAS) in ASNL. ASNl authenticates and authorizes
the MN. The AAA infrastructure is used to authenticate and authori ze
the M\

Note that, during initial network entry by the M\, the PMA can be an

integrated PMA with all the functions collocated in ASNL. Due to
mobility, the FA part of the PMA nmay have to be relocated to a nore
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optinmized | ocation for better bearer managenent. However, to
describe the WMAX specific use case for Proxy Mbile IPv4, we wll
use the split PMA nodel since it is a nore generic representation of
the WMAX NWG nobility framework.

The W MAX NWG specification [NWF defines a key bootstrappi ng schene
for use with Proxy Mobile IPv4. The specification uses per-M
security association for Proxy Mbile I Pv4d operation. The rel evant
keys (e.g., M\-HA key) are derived using EAP authentication as
specified in this docunent. For nore infornmation, please refer to
Section 4.3 of [NWG, stage-3 specification.

Mobil e | Pv4 Regi stration Revocation is optionally supported in W MAX
The security association for this is per node. It is provided with
FA-HA AE. The FA-HA key is also bootstrapped via the same key

hi erarchy that is described in Section 4.3 of [NWF.

The Proxy Mbile | Pv4d operation in WMAX NWG is aligned with the
basi c Proxy Mbile | Pv4 operation as described in Section 4 of this
docunent. There are specific considerations for WMAX NAG 1. 0.0 use
of Proxy Mbile IPv4. These are listed bel ow

1. Use of per-Ms SA for Proxy Mbile IPv4d registration. 1In this
case, MN-HA AE is used.

2. Use of split PMA to handle FA relocation while the PMPv4 client
remai ns anchored with the NAS (Authenticator ASN).

3. Only the Proxy Mbile | Pv4 Access Technol ogy Type extension
defined in this docunment is used in the NWs specification [ NWG.

4. GRE key identifier is optionally used between the HA and the PMA

5. The PMPv4 client and the FA interact via the WMAX specific
ref erence point and protocol (aka, R4). For nore information,
pl ease refer to the NWG specification [ NG .

6. In order to handle inter-ASN (inter Access Router) handover and
still allowthe MNto use the sane DHCP server’s | P address that
was sent in DHCPOFFER/ ACK, the DHCP server (aka, proxy) functions
in the ASN are required to be configured with the same IP
addr ess.

7. The MN - AR (trigger for Proxy Mbile IPv4) interaction is based

on DHCP. DHCPDI SCOVER fromthe MN triggers the Proxy Mbile |Pv4
process in the ASN
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The following call flows illustrate this.
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Figure 6: Proxy Handover Qperation in WMAX with Split PMA
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In this scenario, the MN has noved to a new FA's area (known as the
Data Path Function in WMAX). The old FA and the new FA interact
with each other and also with the PM Pv4 client over a W MAX-
specified R4 reference point to performthe handover. The steps are
descri bed bel ow

1.

Leung,

The nobil e device establishes a L2 link with a base station (not
shown), which connects to a new FA (aka, new Data Path Function
in WMAX). Note that, in this case, the M\ does not perform
aut henti cation and authorization. The PMPv4 tunnel remains
between the old FA (aka, old Data Path Function in WMAX). The
data flows through the PM Pv4 tunnel between the HA and the old
FA, and through the WMAX-specific R4 tunnel between the old FA
and the new FA and fromthe new FA to the M\

The new FA interacts with the old FA using a WMAX-specific R4
reference point to initiate the handover process.

The new FA uses the W MAX-specific R4 reference point to request
the PM Pv4 client to begin the PM Pv4 handover.

Triggered by step 3, the PMPv4 client sends a PRRQ to the new
FA. The PRRQ contains the FA-CoA of the new FA. The Hone
Address field is set to the address of the assigned |P address of
the Mobile Node. The PRRQ is enbedded in the W MAX-specific R4
packet .

The new FA forwards the PRRQ to the HA

The Hone Agent updates the existing nobility binding entry for
the nmobil e device upon processing the PRRQ The Home Agent
responds back to the new FA with PRRP.

The new FA forwards the PRRP after encapsulating it in a W MAX-
specific R4 packet to the PMPv4 client.

The new FA and the ol d FA exchange W MAX-specific R4 nessages
between themto confirmthe handover. The old FA cleans up its
resources for the MN\. The R4 bearer forwarding also stops at
this point.

The forward and reverse direction traffic flows via the new FA
The handover is conplete at this point.
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11. Proxy Mbile | Pv4d Use Case in 3GPP2

3GPP2 uses the Proxy Mobile I Pv4d scheme to provide nobility service
for the followi ng scenarios (as shown in the figures bel ow):

1. Mbility between the base station (BS) and access gateway (AGW
2. Mbility between the AGVN and the Home Agent (HA).

As shown in the diagrans below, in use case 1, the BS acts as the PMVA
and the AGWacts as the HA for Proxy Mbile | Pv4d operation. In use

case 2, the AGNacts as the PVA while the HA assunes the role of the
Home Agent.

RAN Core
Fomm o - + Femmm o - +
+----+ | BS/ | PM Pv4 | |
| MN |- | PMA [ | AGW |
+o--- 4 I I | HA |
| | [ S, +
S +

I ntegrated PVA

Figure 7: 3GPP2’s PMPv4 Use Case 1 - BS-AGWInterface Mbility

RAN Core
Fommmamm + S +
+----+ | AGW | PM Pv4 | |
| WN |- | PMA - oo | HA |
oot | | | |
| | oo +
S +

I ntegrated PMVA
Figure 8 3GPP2’s PM Pv4 Use Case 2 - AGVMHA Interface Mdbility
The figure bel ow shows a sinplified 3GPP2 architecture. For details,

pl ease refer to the 3GPP2 Converged Access Network (CAN) architecture
([3GPP2]).
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RAN Core
___________ N o o e e e e e e e - - R A NS
I | | I
\% vV V \%
Foemm - + Foemm - + oo o - +
+o-- -t | PMPv4 | | PMPv4 | [
| M- | BS  |----eoooee-- | AGW | -----eoo--- | HA |
t----4 I I I I I I
R + R + R +

Figure 9: Sinplified 3GPP2 Architecture

The Proxy Mobile |1 Pv4 usage scenario in 3GPP2 (case 1) is illustrated
in the foll ow ng di agram

+----+ Fomm o - + Fomm o - + Femmm o - +
I I I I I I
| MN | | BS/ | | HAAA | | AGW |
| | PMA | | |1 ha
+----+ S + S + S +
I I I I
| la | 1b | |
| <---mmmmemea - S| <--------- - >| |
I I I I
I 2 I I I
[------mmmm - >| I I
I I 3 I I
I [=-mmmmmmm e >|
I I I I
I I 4 I I
I | <--mmmmmm e I
I 5 I I I
| <------mmmme--- I I I
I I I I
I 6 I I I
I I

Fi gure 10: Network Connection Setup (use case 1)

Descri ption of the steps:

la.

Leung,

MN perfornms |ayer 2 establishnment with the BS/ PMA and perforns
access authentication/authorization. During this phase, the W
runs EAP over U tra Mbile Broadband (UMB). The BS acts as the
NAS in this phase
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1b. The BS exchanges AAA nessages with the Honme AAA server via the
AR (not shown in the figure) to authenticate the MN. As part of
this step, the AR may downl oad sone information about the WN
(e.g., user’s profile, handset type, assigned Home Agent
address, and other capabilities of the M\). This information is
passed to the PMWV BS (as necessary) to set up the PM Pv4 tunnel
in the next step(s).

2. The MN sends |ayer 2 signaling nessages to the BS/PMA to trigger
the PM Pv4 tunnel setup process.

3. Triggered by step 2, the PMA/BS sends a PRRQto the AGWHA. The
HA' s address is either received at step 1b fromthe Home AAA
server (HAAA) or is discovered by other neans. The PRRQ
contains the Care-of Address (CoA) of the PMA (collocated FA in
this case). The HoA field is set to all zeros (or all ones).
The PRRQ is protected by the nmethod described in this docunent.
The derivation and distribution of the M\-HA or FA-HA key is
out side the scope of this docunent.

4. The AGWHA registers the MN's session, assigns a synmetric GRE
key, and returns this key in the PRRP to the BS/ PNVA.

5. The BS/ PMA responds back to the MN with a layer 2 signaling
nmessage.

6. At this step, the MNis assigned an | P address and i s connected
to the network (via the AGW.

In use case 2, the sane procedures are foll owed except the PM Pv4

tunnel is established between the AGNWand the HA. In this case, GRE
tunnel i ng may not be used.

Leung, et al. I nf or mat i onal [ Page 35]



RFC 5563 W MAX Forum/ 3GPP2 PM Pv4 February 2010

11.1. Handover Considerations in 3GPP2

There are sone speci al handover considerations in 3GPP2' s Proxy

Mobile I Pv4 use case. Belowis an illustration of the specific use
case:

+----+ S + S + S +
I I I I I (. I
| MN | | New | AGN | | ad |
| | | PMA BS| | HA | | PMA BS|
+----+ Fomm o - + Fomm o - + Fomm o - +

I I I I

I I 1 I I

I |-----mmmmm - >| I

| | | |

I I I I

I I 02 I

I I I I

I I I I

I I 3 I I

| | <------------- | |

I I I I

I I I I

I I 4 I I

I | <----mmmmmmeee oo >|

I I I

| | |

| | o 5

I I I

I I I

Figure 11: 3GPP2 Regi stration Revocation for Previous PNVA
Description of the steps:

1. M attaches to the new BS (L2 gets established). There is an
ongoing nobility binding entry (MBE) in the AGWfor the MN\. The
PVMA in the new BS sends a PRRQto the AGW

2. The AGWNreceives a Proxy Registration Request for a Mbile Node
and detects that it has an existing Mbility Binding Entry (MBE).
The AGWvalidates the PRRQ fromthe new BS and updates the MBE
for the M\. The MBE is kept tentative at this point.

3. The AGWsends a Proxy Registration Reply to the new BS. No
Regi stration Revocation is used in the 3GPP2's use case.
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12.

4. A 3GPP2’'s proprietary PMA novenent notification nmessage may be
exchanged between the AGWV and the old BS

5. The MBE update with the new BSis committed at this step.
I ANA Consi derations

This specification registers 47 for the Proxy Mbile | Pv4
Non- Ski ppabl e Extensi on and 147 for Proxy Mdbile |Pv4 Skippable

Ext ensi on, both of which are described in Section 5. The ranges for
Mobi l e | Pv4 [ RFC3344] extension types are defined at

http://ww. iana.org. This specification also creates a new subtype
space for the type nunber of the extensions. The subtype value 1 is
defined for the PM Pv4 Non- Ski ppabl e Extension. The subtype values 1
to 4 are defined for the PM Pv4 Skippable Extension. Simlar to the
procedures specified for Mbile | Pv4 nunber spaces, future

al l ocations fromthe nunber space require expert review [ RFC5226].

The PM Pv4 Per-Node Authentication Method extension defined in
Section 5.1 of this docunent, introduces a new authentication nmethod
nunbering space, where the values fromO to 2 have been assi gned per
this docunment. Approval of new Access Technol ogy type values are to
be nmade through | ANA Expert Review.

The PM Pv4 Device |ID extension defined in Section 5.3 of this
docunent, introduces a new I D type nunbering space, where the val ues
fromO to 4 have been assigned per this docunment. Approval of new
Access Technol ogy type values are to be nmade t hrough | ANA Expert

Revi ew.

The PM Pv4 Subscriber 1D extension defined in Section 5.4 of this
docunent, introduces a new I D type nunbering space, where the val ues
fromO to 1 have been reserved by this docunment. Approval of new
Access Technol ogy type values are to be made t hrough | ANA Expert

Revi ew.

The PM Pv4 Access Technol ogy Type extension defined in Section 5.5 of
this document, introduces a new technol ogy type nunbering space,
where the values fromO to 8 have been reserved by this docunent.
Approval of new Access Technol ogy type values are to be nmade through
| ANA Expert Revi ew.
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12.

12.

13.

14.

1. Mobile I Pv4d Extension Types

Thi s docunent introduces the follow ng Mbile |IP extension types.

Nane . Proxy Mobile | Pv4d Non-Ski ppabl e Extension
Type Val ue : 47

Secti on 5

Name : Proxy Mobile I Pv4 Skippabl e Extension
Type Val ue : 147

Secti on 5

2. WM€obile | Pv4 Error Codes

Thi s docunent introduces the follow ng error code that can be
returned by the HA in a Proxy Registration Reply.

Narmre Val ue First referenced
PM P_UNSUPPCORTED 149 Section 8.1 of RFC 5563
PM P_DI SALLOAED 150 Section 8.1 of RFC 5563

Security Considerations

The functionality in this docunent is protected by the authentication
ext ensi ons described in RFC 3344 [ RFC3344] or |Psec [RFC4301]. Each
PMA needs to have an security association (e.g., M\-HA FA-HA |Psec
AH ESP) with the HA to register the MN's | P address. The security
associ ation can be provisioned by the adm nistrator or dynanically
derived. The dynanmic key derivation and distribution for this schene
is outside the scope of this docunent.
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