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1.

I nt roducti on

Thi s docunent clarifies the privacy mechani smfor the Session
Initiation Protocol (SIP) [RFC3261] defined in [ RFC3323], which was
| ater extended in [RFC3325] and [ RFC4244]. This docunent describes
the practical manner of operations of the privacy nechanismas a
gui del i ne and does not change the existing privacy nmechani sm

In RFC 3323, the semantics of the basic set of priv-values (header,
session, user, none, and critical) is defined, but there are sone
anbiguities in regards to the target information to be obscured per
priv-value, which are not explicitly specified. An anbiguity such as
this could result in different interpretations of privacy handling
for each of the priv-values defined, both at an entity setting a
Privacy header and at an entity processing a Privacy header, which
coul d have an adverse inpact on interoperability.

Addi tional priv-values "id" and "history" are defined in RFCs 3325
and 4244, respectively.

In RFC 4244, the priv-value "history” is defined in order to request
privacy for Hi story-Info headers, and the target to be obscured for
"history" priv-value is specified as only the H story-1nfo headers.
In addition, the RFC clearly describes that H story-Info headers are
al so the target when "header"- and "session"-level privacy are
request ed.

On the other hand, RFC 3325 defines the P-Asserted-ldentity header
and a priv-value "id", which is used to request privacy for only the
P- Asserted-ldentity header, but it does not specify how other priv-
val ues may inpact the privacy handling of the P-Asserted-ldentity
header. Because of this lack of specification, it has been observed
that sonme inplenmentations are suffering fromthe inability to achieve
the intended privacy due to discrepancies in interpretations.

Thi s docunent tries to clarify the SIP headers and SDP paraneters to
be obscured for each of the priv-values to alleviate the potenti al
interoperability issues already seen due to a |ack of explicit text.

Ter mi nol ogy
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].
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Note: This document is informational; therefore, it does not specify
any new normative behavi ors of privacy mechanism Al the RFC
2119 |l anguage in this docunment is derived fromthe normative
text in the existing RFCs, such as RFC 3323.

priv-val ue:
Val ues registered with ANA to be used in the Privacy header.
Regi stered priv-values are "header", "session", "user", "none",
and "critical" defined in [RFC3323]; "id" defined in [ RFC3325];
and "history" defined in [ RFC4244].

privacy service
A network entity that executes privacy functions before
forwardi ng nessages to the next hop. It is sometines
abbreviated to PS in this docunent.

user -1l evel privacy:
Privacy for user-inserted information that can be anonym zed by
the user agent itself.

3. Semantics of Existing priv-val ues

Thi s section provides the semantics of each priv-value defined in
RFCs 3323, 3325, and 4244. The descriptions are taken fromthe | ANA
regi stration.

Privacy Type Description Ref er ence

user Request that privacy services [ RFC3323]
provide a user-level privacy function

header Request that privacy services nodify [ RFC3323]
headers that cannot be set arbitrarily
by the user (Contact/Via).

sessi on Request that privacy services provide [ RFC3323]
privacy for session media

none Privacy services nmust not perform any [ RFC3323]
privacy function

critical Privacy service must performthe [ RFC3323]
specified services or fail the request

id Privacy requested for Third-Party [ RFC3325]
Asserted ldentity
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4.

4.

hi story Privacy requested for [ RFC4244]
Hi story-1nfo header(s)

Target for Each priv-val ue

Tables in this section show the recommended treatnent of SIP headers
and SDP paraneters per priv-value. SIP headers and SDP paraneters
not shown in the tables are regarded as non-targets of these priv-

val ues. Sone non-target SIP headers/SDP paraneters may carry
privacy-sensitive information that may need privacy treatnent

regardl ess of the privacy |evel requested. This is further described
in 5.3.

The way in which SIP headers and SDP parameters |listed here are
obscured may depend on the inplenentation and network policy. This
docunent does not prevent different variations that may exi st based
on local policy but tries to provide recomrendati ons for how a
privacy service treats SIP headers and SDP paraneters

Not e: The scope of these tables is SIP headers and rel ated parameters
specified in RFCs.

1. Target SIP Headers for Each priv-val ue
Tabl e 1 bel ow shows a reconmended treatment of each SIP header for
each priv-value. Detailed descriptions of the recomended treatnent
per SIP header are covered in Section 5.
The "where" colum describes the request and response types in which
the header needs the treatment to maintain privacy. Values in this
colum are:

R The header needs the treatnent when it appears in a request.

r: The header needs the treatnent when it appears in a response.

The next five colums show the recomended treatnent for each priv-
val ue:

del ete: The header is recommended to be deleted at a privacy
servi ce.

not add: The header is recommended not to be added at a privacy
servi ce.

anonym ze: The header is recomended to be anonym zed at a privacy
service. How to anonym ze the header depends on the header
Details are given in Section 5.
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anonymi ze*: An asterisk indicates that the invol venent of a
privacy service and treatnent of the rel evant header depend on
the circunstance. Details are given in Section 5

Tar get headers wher e user header sessi on id hi story
Cal I -1 D (Note) R anonymi ze - - - -
Call-Info Rr del ete not add - - -
Cont act R - anonym ze - - -
From R anonym ze - - - -
Hi story-Info Rr - del ete del ete - del ete
I n- Repl y-To R del ete - - - -
O gani zation Rr del ete not add - - -
P- Asserted-ldentity Rr - del ete - del ete -
Recor d- Rout e Rr - anonym ze - - -
Ref err ed- By R anonyni ze* - - - -
Repl y-To Rr del ete - - - -
Server r del ete not add - - -
Subj ect R del ete - - - -
User - Agent R del ete - - - -
Vi a R - anonym ze - - -
WMr ni ng r anonym ze - - - -

Tabl e 1: Recommended PS behavi or for each SIP header

Note: Any time a privacy service nodifies a Call-ID, it MJST retain
the former and nodified values as indicated in Section 5.3 in
RFC 3323. It MJST then restore the fornmer value in a Call-ID
header and ot her correspondi ng headers and paraneters (such as
I n- Repl y-To, Replaces, and Target-Di alog) in any nessages that
are sent using the nodified Call-1D to the originating user
agent. It should also nodify a Call-ID header and ot her
correspondi ng headers/paraneters (such as Target-Di al og and
"repl aces" paraneter) in any further relevant nmessages that are
sent by the originating user agent. Refer to Section 5.1.1
(Call-1D) for the detail ed behavior

ldentity/ldentity-Info, Path, Replaces, Route, Service-Route, and
Target-Di al og headers are not targets of these priv-values (and
shoul d not be anonym zed or nodified by a privacy service based on a
priv-value in a Privacy header). Refer to Section 5.3 for details.

4.2. Target SDP Paraneters for Each priv-val ue
The recommended PS behavi ors for each SDP parameters are sinmple. The

c, m o, i, u e, and p lines in SIP request/response are reconmmended
to be anonym zed when user privacy is requested with Privacy: session
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4.3. Treatnent of priv-value Not Supported by the Privacy Service

As specified in RFC 3323, if the priv-value of "critical" is present
in the Privacy header of a request, and if the privacy service is

i ncapabl e of performing all of the levels of privacy specified in the
Privacy header, it MJST fail the request with a 500 (Server Error)
response code as indicated in Section 5 in RFC 3323.

Since the protection of privacy is inportant, even if the priv-val ue
"critical" is not present in the Privacy header, the privacy service
should fail the request with a 500 response code when it is incapable
of perfornming all of the Ievels of privacy specified in the Privacy
header .

5. Recommended Treatnment of User-Privacy-Sensitive |Information

The followi ng SIP headers and rel ated paraneters nmay concern privacy.
Thi s section describes what kind of user-privacy-sensitive
informati on may be included in each SIP header/paraneter, and how to
mai ntain privacy for such information at a user agent or a privacy
service when the information is indeed privacy-sensitive.

5.1. Target SIP Headers

Thi s section describes privacy considerati ons and recomended
treatment for each SIP header that may reveal user-privacy-sensitive
information. This section goes into details about how each header

af fects privacy, the desired treatnment of the value by the user agent
and privacy service, and other instructions/additional notes
necessary to provide privacy.

5.1.1. Call-ID

This field frequently contains an | P address or hostnanme of a UAC
(User Agent Cient) appended to the Call-ID val ue.

A user agent executing a user-level privacy function on its own
SHOULD substitute for the I P address or hostnane that is frequently
appended to the Call-1D value a suitably | ong random val ue (the val ue
used as the 'tag’ for the From header of the request m ght even be
reused) as indicated in Section 4.1 in RFC 3323.

A privacy service MAY anonyni ze the Call-1D header when the request
contains Privacy:user by substituting for the | P address or hostnane
inthe Call-ID a suitably | ong random val ue (such as a Fromtag
value) so that it is sufficiently unique as indicated in Section 5.3
in RFC 3323.
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Call-1Dis essential to dialog matching, so any time a privacy
service nodifies this field, it MIST retain the forner val ue and
restore it in a Call-1D header in any nessages that are sent to/by

the originating user agent inside the dialog as indicated in Section
5.3 in RFC 3323. A privacy service should be prepared to receive a
request outside the dialog containing the value of the Call-1D set by
the PS in other SIP headers (e.g., |n-Reply-To/Replaces/

Target-Dial og), at least while the dialog state is active for the
di al og whose Call-1D was nodified by that PS. Wen such a request is
received, the Call-1D value contained in the relevant headers

i ndi cated above shoul d be replaced by the retained val ue.

Note: This is possible only if the privacy service naintains the
state and retains all the information it nodified to provide
privacy. Sone PSs are known to encrypt information prior to
obfuscation in the Via header, etc. In this case, the PS
cannot correlate the nodified Call-I1D value with the origina
Call-1D. Further challenges are inposed when the PS needs to
stay on a signaling path to ensure that it receives all the
messages targeted towards the caller for which a PS provides
privacy, especially when the request is out-of-dialog.

Refer to the corresponding sections, 5.1.6 (In-Reply-To), 5.3.3
(Repl aces Header/ Paraneter), and 5.3.6 (Target-Di alog), for detailed
di scussi on.

5.1.2. Call-Info
This field contains additional information about the user

A user agent executing a user-level privacy function on its own
SHOULD NOT add a Call-Info header as indicated in Section 4.1 in RFC
3323.

A privacy service MIST delete a Call-Info header if one exists when
user privacy is requested with Privacy:user as indicated in Section
5.3 in RFC 3323. A privacy service SHOULD NOT add a Call-Info header
when user privacy is requested with Privacy: header as indicated in
Section 5.1 in RFC 3323.

5.1.3. Contact

This field contains a URI used to reach the user agent for md-dialog
requests and possibly out-of-dialog requests, such as REFER

[ RFC3315]. Since the Contact header is essential for routing further
requests to the user agent, it nust include a functional URl even
when it is anonyni zed.
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A user agent MUST NOT anonynize a Contact header, unless it can
obtain an I P address or contact address that is functional yet has a
characteristic of anonymty as indicated in Section 4.1.1.3 in RFC
3323.

Si nce RFC 3323 was published, there have been proposals that allow
UAs to obtain an | P address or contact address with a characteristic
of anonymty.

The nechani sns that are discussed at the tine of this witing are

G obally Routable User Agent URIs (CGRUU) [ SIPGRUU], which provides a
functional Contact address with a short life span, making it idea

for privacy sensitive calls, and Traversal Using Relays around NAT
(TURN) [TURN], through which an | P address of a relay can be obtained
for use in a Contact header

A privacy service SHOULD anonym ze a Contact header by replacing the
exi sting Contact header field value with the URI that dereferences to
the privacy service when user privacy is requested with

Privacy: header, as indicated in Section 5.1 in RFC 3323. This is
generally done by replacing the I P address or hostnanme with that of
the privacy service.

5.1.4. From

This field contains the identity of the user, such as displ ay-nane
and URI .

A user agent executing a user-level privacy function on its own
SHOULD anonym ze a From header using an anonynous di spl ay-name and an
anonynous URlI as indicated in Section 4.1 in RFC 3323.

A privacy service shoul d anonym ze a From header when user privacy is
requested with Privacy: user

Note: This does not prevent a privacy service from anonym zing the
From header based on | ocal policy.

The anonynous di spl ay-nane and anonymous URI nentioned in this
section use display-nane "Anonynous", a URl with "anonynous" in the
user portion of the From header, and the hostnane val ue
"anonynous.invalid' as indicated in Section 4.1.1.3 in RFC 3323.
The recommended form of the From header for anonymity is:

From "Anonynous" <sip:anonynous@nonynous.invali d>;tag=1928301774
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The tag value varies fromdialog to dialog, but the rest of this
header formis reconmended as shown.

5.1.5. History-Info

Hi story-1nfo [ RFC4244] header URIs to which the request was forwarded
or retargeted can reveal general routing infornmation.

A user agent executing a user-level privacy function on its own
SHOULD NOT add a History-Info header as indicated in Section 3.3 in
RFC 4244.

A privacy service SHOULD del ete the History-Info headers when user
privacy is requested with Privacy: header, Privacy:session, or
Privacy: history as indicated in Section 3.3 in RFC 4244.

The privacy could be al so expressed for a specific History-Info entry
by inserting "privacy=history" in the History-Info header. 1In such a
case, a privacy service SHOULD delete the History-Info entry as
indicated in Section 4.3.3.1.1 in RFC 4244.

Refer to [ RFC4244] for detail ed behavior for dealing with H story-
I nfo headers

5.1.6. In-Reply-To

The 1 n-Reply-To header contains a Call-1D of the referenced dial og.
The replying user may be identified by the Call-IDin an In-Reply-To
header .

Alice > INV(Call-1D:Cl) > Bob
Bob > INV(In-Reply-To: Cl) > Alice

In this case, unless the In-Reply-To header is deleted, Aice mght
notice that the replying user is Bob because Alice’'s UA knows that
the Call-1D relates to Bob.

A user agent executing a user-level privacy function on its own
shoul d not add an In-Reply-To header as inmplied in Section 4.1 in RFC
3323.

A privacy service MIST delete the In-Reply-To header when user
privacy is requested with Privacy:user as indicated in Section 5.3 in
RFC 3323.

In addition, since an In-Reply-To header contains the Call-ID of the

dialog to which it is replying, special attention is required, as
described in Section 5.1.1 (Call-1D), regardl ess of the priv-val ue or
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presence of a Privacy header. Once a privacy service nodifies a
Call-1Din the request, a privacy service should restore the former
value in an In-Reply-To header, if present in the |INVITE request
replying to the original request, as long as the privacy service
mai ntains the dial og state.

Exanpl e:

Alice > INV(Call-1D:Cl, Privacy:user) > PS > INV(Call-1D:C2) > Bob

Bob > I NV(I n-Reply-To: C2, Privacy:none) > PS >
INV(In-Reply-To:Cl) > Alice

Note: This is possible only if the privacy service naintains the
state and retains all the information that it nodified to
provi de privacy even after the dial og has been term nated,
which is unlikely. Call-back is difficult to achieve when a
privacy service is involved in formng the dialog to be
ref erenced.

5.1.7. Organization
This field contains additional information about the user

A user agent executing a user-level privacy function on its own
shoul d not add an Organi zati on header as inplied in Section 4.1 in
RFC 3323.

A privacy service MIST delete the Organi zati on header if one exists
when user privacy is requested with Privacy:user as indicated in
Section 5.3 in RFC 3323. A privacy service SHOULD NOT add an
Organi zati on header when user privacy is requested with Privacy:
header as indicated in Section 5.1 in RFC 3323.

5.1.8. P-Asserted-ldentity

Thi s header contains a network-verified and network-asserted identity
of the user sending a SIP nessage.

A privacy service MIST delete the P-Asserted-ldentity headers when
user privacy is requested with Privacy:id as indicated in Section 7
in RFC 3325 and shoul d del ete the P-Asserted-ldentity headers when
user privacy is requested with Privacy: header before it forwards the
message to an entity that is not trusted.

It is recomrended for a privacy service to renove the P-Asserted-
ldentity header if user privacy is requested with Privacy:id or
Privacy: header even when forwarding to a trusted entity, unless it
can be confident that the nessage will not be routed to an untrusted
entity w thout going through another privacy service.
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5.1.9. Record-Route

This field may reveal information about the adm nistrative domain of
t he user.

In order to hide Record-Route headers while keeping routability to
the sender, privacy services can execute a practice referred to as
"stripping". Stripping neans renoving all the Record-Route headers
that have been added to the request prior to its arrival at the
privacy service and then adding a single Record-Route header
representing itself. |In this case, the privacy service needs to
retain the renoved headers and restore themin a response.

Al ternatively, privacy services can renove the Record-Route headers
and encrypt theminto a single Record-Route header field. 1In this
case, the privacy service needs to decrypt the header and restore the
fornmer values in a response.

A privacy service SHOULD strip or encrypt any Record-Route headers
that have been added to a nessage before it reaches the privacy
service when user privacy is requested with Privacy: header as
indicated in Section 5.1 in RFC 3323.

As in the case of a Call-ID, if a privacy service nodifies the
Record- Route headers, it MJST be able to restore Route headers with
retained values as indicated in Section 5.1 in RFC 3323. Sone
exanpl es where the restoration of the Route headers is necessary and
unnecessary are given bel ow.

When a UAC (Alice) requires privacy for a request, a privacy service
does not have to restore the Route headers in the subsequent request
(see Example 1).

On the other hand, when a UAS (User Agent Server) (Bob) requires
privacy for a response, a privacy service has to restore the Route
headers in the subsequent request (see Exanple 2).

Exampl e 1:
Restoration of Route header is UNNECESSARY when UAC requires privacy
Alice > INV(Privacy: header) > P1 >
I N\V( Recor d- Rout e: P1, Privacy: header) > PS >
I NV(Record- Route: PS) > P2 >
I NV( Recor d- Rout e: P2, PS) > Bob
Bob > 200(Record-Route: P2, PS) > P2 > PS >
200( Record-Route: P2, PS, P1) > P1 > Alice
Alice > re-1NV(Route: P2, PS, P1, Privacy: header) > P1 >
re-1 NV(Rout e: P2, PS, Privacy: header) > PS >
re-1 NV(Route:P2) > P2 > re-1 NV > Bob
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Alice P1 PS P2 Bob
I I I I I
| TNV Priv [ INV Priv RR P1 | TNV RR PS | TNV RR P2, PS |
| oorrnnne s S REREEEEREEEEEREES onrnns S EREREEETEEEERS g
| 200 RRP2,PS,P1 | 200 RR P2,PS,P1 | 200 RR P2, PS | 200 RR P2,PS |
| mrnne e ESRRREEEEEEEREEEE ESRRREEEEEEEREEES | mrneeees |
| TNV RP2,PS,P1 | INV R P2,PS | TNV R P2 | TNV |
[EREEREEEEEREEEEE S REREEEEREEEEEREES S RREEEEREEEEEREES S EREREEETEEEEES g

Figure 1: Exanpl e when restoration of Route header is UNNECESSARY

Exampl e 2:
Restoration of Route header is NECESSARY when UAS requires privacy
Alice >INV > P1 > INV(Record-Route: P1) > P2 >
I NV( Recor d- Rout e: P2, P1) > Bob
Bob > 200( Record- Route: P2, P1, Privacy: header) > P2 > PS >
200( Record-Route: PS' ,P1) > P1 > Alice
Alice > re-IN/(Route:PS ,P1) > P1 > re-INV(Route:PS') > PS >
re-1 NV(Route: P2) > P2 > Bob

Alice P1 PS P2 Bob

I I
Y [NV RR P1 | | INVRRP2,PL |
|- > <o < EEECEEPERRERREE >

| | | (Restored) |
Figure 2: Exanpl e when restoration of Route header is NECESSARY

Note: In Figures 1 and 2, Priv neans Privacy: header, RR nmeans Record-
Rout e header, and R neans Route header

5.1.10. Referred-By

The Referred-By [ RFC3892] header carries a SIP URl representing the
identity of the referrer.

The Referred-By header is an anonym zation target when the REFER

request with the Referred-By header is sent by the user (referrer)
whose privacy is requested to be processed in the privacy service.

Munakat a I nf or mat i onal [ Page 13]



RFC 5379 SIP Privacy Quidelines February 2010

A user agent that constructs REFER requests executing a user-I|eve
privacy function on its own should anonym ze a Referred-By header by
usi ng an anonynous URI.

A privacy service should anonym ze a Referred-By header in a REFER
request by using an anonynous URI when user privacy is requested with
Privacy: user.

On the other hand, the Referred-By header is not an anonym zation
target when it appears in a request other than REFER (e.g., |INVITE)
because the URI in the Referred-By header does not represent the
sender of the request.

Exampl e 1:
Ref errer requests no privacy and referee requests privacy
Alice > REF(Referred-By: Alice) > Bob
Bob > INV(Referred-By: Alice, Privacy:user) > PS >
I NV(Referred-By: Alice) > Caro

Exampl e 2:
Referrer requests privacy and referee requests privacy
Alice > REF(Referred-By: Alice, Privacy:user) > PS >
REF( Ref erred-By: X) > Bob
Bob > | NV(Referred-By: X, Privacy:user) > PS >
I NV(Referred-By: X) > Caro

5.1.11. Reply-To

This field contains a URI that can be used to reach the user on
subsequent cal | - backs.

A user agent executing a user-level privacy function on its own

shoul d not add a Reply-To header in the nessage as inplied in Section
4.1 in RFC 3323.

A privacy service MIST del ete a Reply-To header when user privacy is
requested with Privacy:user as indicated in Section 5.3 in RFC 3323.

5.1.12. Server

This field contains information about the software used by the UAS to
handl e the request.

A user agent executing a user-level privacy function on its own

shoul d not add a Server header in the response as inplied in Section
4.1 in RFC 3323.
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A privacy service nmust delete a Server header in a response when user
privacy is requested with Privacy:user. A privacy service SHOULD NOT
add a Server header in a response when user privacy is requested with
Privacy: header as indicated in Section 5.1 in RFC 3323.

5.1.13. Subject

This field contains free-formtext about the subject of the call. It
may i nclude text describing sonething about the user.

A user agent executing a user-level privacy function on its own
shoul d not include any information identifying the caller in a
Subj ect header.

A privacy service MIST del ete a Subject header when user privacy is
requested with Privacy:user as indicated in Section 5.3 in RFC 3323.

5.1.14. User- Agent
This field contains the UAC s information

A user agent executing a user-level privacy function on its own
shoul d not add a User-Agent header as inplied in Section 4.1 in RFC
3323.

A privacy service MIST del ete a User-Agent header when user privacy
is requested with Privacy:user as indicated in Section 5.3 in RFC
3323.

5.1.15. Via

The bottonmost Via header added by a user agent contains the IP
address and port or hostnane that are used to reach the user agent
for responses. Via headers added by proxies nay reveal information
about the adninistrative domain of the user.

A user agent MJUST NOT anonynize a Via header as indicated in Section
4.1.1.3 in RFC 3323, unless it can obtain an I P address that is
functional yet has a characteristic of anonymity. This may be
possi bl e by obtaining an | P address specifically for this purpose
either fromthe service provider or through features such as TURN.

A privacy service SHOULD strip or encrypt any Via headers that have
been added prior to reaching the privacy service when user privacy is
requested with Privacy: header as indicated in Section 5.1 in RFC
3323. Refer to Section 5.1.9 (Record-Route) for details of stripping
and encryption.
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A privacy service MJST restore the original values of Via headers
when handling a response in order to route the response to the
originator as indicated in Section 5.1 in RFC 3323.

No Via stripping is required when handling responses.
5.1.16. Warning
This field may contain the hostname of the UAS

A user agent executing a user-level privacy function on its own
shoul d not include the hostname representing its identity in a
War ni ng header.

A privacy service shoul d anonym ze a Warni ng header by deleting the
host name portion (if it represents a UAS' s identity) fromthe header
when user privacy is requested with Privacy: user.

5.2. Target SDP Paraneters

Thi s section describes privacy considerations for each SDP [ RFC4566]
paraneter that nay reveal information about the user

When privacy functions for user-inserted information are requested to
be executed at a privacy service, user agents MJST NOT encrypt SDP
bodies in nmessages as indicated in Section 4.2 in RFC 3323.

5.2.1. «c¢/mlLines

The ¢ and mlines in the SDP body convey the |IP address and port for
receiving nmedi a.

A user agent nust not anonynize the |IP address and port in the ¢ and
mlines, unless it can obtain an |IP address that is functional yet
has a characteristic of anonymty as inplied in Section 4.1.1.3 in
RFC 3323. This may be possibl e by obtaining an | P address
specifically for this purpose either fromthe service provider or

t hrough features such as TURN

A privacy service nust anonym ze the | P address and port in ¢ and m
lines using a functional anonynous |P address and port when user
privacy is requested with Privacy:session. This is generally done by
replacing the | P address and port present in the SDP with that of a
relay server.
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5.2.2. o0 Line

The username and I P address in this paraneter may reveal information
about the user.

A user agent may anonymi ze the usernane in an o line by setting
username to "-" and anonym ze the I P address in the o |ine by
replacing it with a value so that it is sufficiently unique.

A privacy service nmust anonynize the usernanme and | P address in the o
line by setting the username to "-" and replacing the IP address with
a value so that it is sufficiently unique when user privacy is
requested with Privacy: session

5.2.3. i/ulelp Lines
These |ines may contain information about the user

A user agent executing a session-level privacy function on its own
shoul d not include user’s information in the i, u, e, and p lines.

A privacy service should nodify the i, u, e, and p lines to delete
the user’'s identity informati on when user privacy is requested with
Privacy: sessi on.

5.3. Considerations for Non-Target SIP Headers/Parameters
5.3.1. ldentity/ldentity-Info

The ldentity [ RFC4474] header field contains a signature used for
validating the identity. The ldentity-Info header field contains a
reference to the certificate of the signer of Identity headers. An
ldentity-1nfo header may reveal information about the admnistrative
domai n of the user.

The signature in an ldentity header provides integrity protection
over the From To, Call-ID, Cseq, Date, and Contact headers and over
the message body. The integrity protection is violated if a privacy
service nodi fies these headers and/or the nessage body for the

pur pose of user privacy protection

Once those integrity-protected headers (such as Fromand Call-1D) are
modi fied, the Identity/ldentity-Info header fields are not valid any
more. Thus, a privacy service acting on a request for Privacy: user,
Privacy: header, or Privacy:session can invalidate integrity
protection provided by an upstream authentication service that has
inserted Identity/ldentity-Info header fields. The use of such a
privacy service should be avoided if integrity protect needs to be
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retained. Oherwise, if the privacy service invalidates the
integrity protection, it should remove the Identity/ldentity-Info
header fi el ds.

An aut hentication service downstream of the privacy service may add
Identity/ldentity-Info header fields if the domain name of the From
header field URI has not been anonym zed (e.g.,

' si p: anonynmous@xanpl e. coni ), which nmakes it possible for the service
to authenticate the UAC. This authenticated yet anonynous From
header neans "this is a known user in ny domain that | have

aut henticated, but | amkeeping its identity private" as indicated in
Section 12 in RFC 4474.

The desired deployment will have a privacy service |ocated before or
co-located with the identity service; thus, integrity and privacy can
bot h be provi ded seanm essly.

5.3.2. Path

This field may contain informati on about the administrative domain
and/ or the visited domain of the user agent. However, the Path
header is not the target of any priv-val ues.

G ven that the Path header [RFC3327] only appears in REG STER
requests/responses and is essential for a call to reach the
registered UAin the visited domain, it serves no purpose to wthhold
or hide the information contained in the Path header; rather, it is
har nf ul

The only reason privacy may be considered desirable is if the visited
domai n wants to withhold its topology fromthe home domain of the
user. In doing so, the domain w thholding the topol ogy needs to
ensure that it provides sufficient information so that the hone
domain can route the call to the visited donmain, thus reaching the
UA.

However, anonynization of network-privacy-sensitive information is
out of scope.

5.3.3. Repl aces Header/ Par anet er
The Repl aces [ RFC3891] header and the "repl aces" paraneter contain

identifiers of a dialog to be replaced, which are composed of Call -
ID, local tag, and renote tag.
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The sender of the INVITE with a Replaces header is usually not the
originating user agent or term nating user agent of the target dial og
to be replaced. Therefore, the Call-I1D within the Repl aces header is
unlikely to be generated by the sender, and thus this header is
out si de the anonynization target per priv-val ue.

The "repl aces" paraneter, which appears in a Refer-To header in a
REFER request, is not the target of any particul ar priv-val ues
either. As described in Section 5.1.1 (Call-ID), regardl ess of the
priv-value or the presence of a Privacy header, once a privacy

service nodifies a Call-IDin the request, it should nonitor headers
that may contain Call-1D and restore the portion of the value
representing the nodified Call-1IDto the original Call-1D value in a

Repl aces header received.

The main challenge for this to function properly is that a privacy
service has to be on a signaling path to the originator for every
dialog. This is generally not possible and results in REFER requests
not functioning at all tinmes. This is a trade-off that is

antici pated when privacy is inmposed.

The privacy requirenents nentioned in Section 5.1.1 will cause the
Repl aces header and "repl aces" paraneter to contain values that wll
fail the resulting dialog establishnment in sone situations. This

|l oss of functionality is allowed and/or intended as illustrated above
(i.e., it is not the responsibility of a privacy service to ensure
that these features always work)

The functionality of the Repl aces header/paraneter when anonym zed
depends on the circunstances in which it is used. REFER rmay work or
may not work depending on the following three criteria.

1. Who generated the Call-ID
2. Wiere the privacy service is on the signaling path.
3. Wo initiates the REFER with the "repl aces" paraneter.

A few exanpl es that explore when the Repl aces header/ paraneter works
or fails are given bel ow.

Exanmpl e 1:
Transfer initiated by the originator, PS added for first INV and REF
Alice > INV(Call-1D:CL, Privacy:user) > PS > INV(Call-1D:C2) > Bob
Ali ce > REF(Refer-To: Bob?Repl aces=Cl1, Privacy:user) > PS >

REF( Ref er - To: Bob?Repl aces=C2) > Caro
Carol > I NV(Repl aces: C2) > Bob ( SUCCEED)
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Exanpl e 2:

Transfer initiated by the originator, PS added only for first I NV
Alice > INvV(Call-1D:Cl, Privacy:user) > PS > INV(Call-1D:C2) > Bob
Ali ce > REF(Refer-To: Bob?Repl aces=Cl) > Carol

Carol > I NV(Repl aces: Cl) > Bob (FAIL)

Not e: Exanple 2 woul d succeed if the sane PS (that nodifies the Call-
IDin the INVITE fromAlice) is al so added for REFER and
modi fies the value in the "replaces" paraneter fromCl to C2
even if there is no Privacy header in the REFER

Exanmpl e 3:
Transfer initiated by the originator, PS added only for REF
Alice > INV(Call-ID:Cl) > INvV(Call-1D:Cl) > Bob
Ali ce > REF(Refer-To: Bob?Repl aces=Cl1, Privacy:user) > PS >
REF( Ref er - To: Bob?Repl aces=C1) > Car ol
Carol > I NV(Repl aces: Cl, Privacy:user) > PS >
I NV( Repl aces: C1) > Bob ( SUCCEED)

Exampl e 4:

Transfer initiated by the termnating party, PS added for both INV
Alice > INV(Call-1D:Cl, Privacy:user) > PS > INV(Call-I1D:C2) > Bob
Bob > REF(Refer-To: Ali ce?Repl aces=C2) > Carol

Carol > INV(Replaces: C) > PS > | NV(Repl aces: Cl1) > Alice (SUCCEED)

Not e: Exanpl e 4 succeeds because the sane PS (that nodifies the Call-
IDin the INVITE fromAlice) checks the incom ng requests and
nodi fies the value in a Replaces header in the INVITE from
Carol to the fornmer value of Call-1D (Cl).

Exanpl e 5:

Hol d, PS added only for first I NV

Alice > INvV(Call-1D:Cl, Privacy:user) > PS > INV(Call-1D:C2) > Bob
Alice > REF(Refer-To: Bob?Repl aces=Cl) > Misi c- Server

Musi c- Server > | NV(Repl aces: Cl) > Bob (FAIL)

Not e: Exanple 5 woul d succeed if the sane PS (that nodifies the Call-
IDin the INVITE fromAlice) is added for the INVITE fromthe
Musi c- Server and nodifies the value in a Repl aces header from
Cl to C2.

As the above exanpl es show, in sonme scenarios, information carried in
the Repl aces header/paraneter would result in failure of the REFER
This will not happen if the Call-1Dis not nodified at a privacy
servi ce.
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5.3. 4. Rout e

This field may contain information about the adm nistrative domain of
the user agent, but the Route header is not the target of any priv-
val ues.

Rout e headers appear only in SIP requests to force routing through
the listed set of proxies. |If a privacy service anonym zes the Route
header, the routing does not function. Furthernore, there is no risk
inrevealing the information in the Route headers to further network
entities, including the term nating user agent, because a proxy
removes the value fromthe Route header when it replaces the value in
the Request-URlI as defined in RFC 3261

A privacy service that nodifies Record-Route headers may need to
restore the values in Route headers as necessary. As indicated in
Section 5.1 in RFC 3323, if a privacy service nodifies the Record-
Rout e headers, it MJST be able to restore Route headers with retained
values. Please refer to Section 5.1.9 (Record-Route) for further
detail and exanpl es.

5.3.5. Service-Route

Servi ce- Rout e headers [ RFC3608] appear only in 200 OK responses to
REG STER requests and contain informati on about the registrar. The
pur pose of the privacy nechani smdefined in RFC 3323 is to secure the
user’s privacy, so the case where a registrar sets a Privacy header
is not considered here. Therefore, the Service-Route header is not
the target of any priv-val ues.

5.3.6. Target-Dialog
The Target-Di al og [ RFC4538] header faces exactly the sanme issues as

seen for the Replaces header. Please refer to Section 5.3.3
(Repl aces Header/Parameter) for why this is not a target for any

particul ar priv-values and how a privacy service still needs to
eval uate and nodify the val ue contained, even if no privacy is
request ed.

6. Security Considerations

Thi s gui deli ne docunment adds no new security considerations to those
di scussed in [RFC3323], [RFC3325], and [RFC4244].
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