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User-Defined Errors for RSVP
Status of This Meno

Thi s docunent specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardi zation state
and status of this protocol. Distribution of this nenop is unlimted.

Abstract

The Resource ReserVation Protocol (RSVP) defines an ERROR SPEC obj ect
for conmunicating errors. That object has a defined format that
permits the definition of 256 error codes. As RSVP has been

devel oped and extended, the convention has been to be conservative in
defining new error codes. Further, no provision for user-defined
errors exists in RSVP.

Thi s docunent defines a USER ERROR SPEC to be used in addition to the
ERROR SPEC to carry additional user information related to errors.

1. I nt roduction

The Resource ReserVation Protocol (RSVP) [RFC2205] defines an
ERROR_SPEC obj ect for communicating errors. That object has a
defined format that pernmits the definition of 256 error codes. As
RSVP has been devel oped and extended, the convention has been to be
conservative in comunicating errors. Further, no provision for user
defined errors exists in RSVP.

When devel opi ng extensions to RSVP, it is often useful for those
i mpl ementing to define error nessages to aid both in the initia
debugging and in testing agai nst ol der versions or other

i mpl enent ati ons.

Thi s docunent defines a new RSVP object to permt user-defined errors
to be communicated. This will enabl e organizations to define errors
that they can use for internal devel opment. These error values could
al so be shared with the community at large to aid in pronoting
interoperability between diverse inplenentations.
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RSVP Pat hErr and ResvErr messages require the presence of an
ERROR_SPEC obj ect ([RFC2205]). [RFC3473] defines the Notify message
that also requires the presence of an ERROR SPEC object. In order to
not change the nandatory contents of these nessages, this docunent
defines a new error code value that indicates that the new object is
present and carries a user-defined error code.

Note that the ResvConf nessage defined in [RFC2205] al so carries an
ERROR_SPEC obj ect. But this usage of the object does not carry
meani ngful Error Codes or Error Values and so the extensions defined
in this docunent are not applicable to that nessage.

1.1. Conventions
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

2. User-Defined Error
A new Error Code is defined for use in an ERROR_SPEC obj ect .

Error Code = 33: User Error Spec

This error code is used to signal the presence of a
USER ERROR SPEC. One Error Value is defined as foll ows.

Error Value 0 = Further details in User Error Spec
Further error values may be defined in future specifications.

When sending this error code, a USER ERROR SPEC obj ect MJIST be
included in the PathErr, ResvErr, or Notify message.

3. USER ERROR SPEC C ass
A new RSVP object class called USER ERROR SPEC is defined. To
support backwards compatibility, its class nunber is in the range
192-247. As defined in [RFC2205], inplementations that do not
under stand such an object will forward it unnodifi ed.

USER ERROR SPEC object: Class = 194, CType =1
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0 1 2 3
01234567890123456789012345678901
T T T T +
| Ent erpri se Nunber |
oo oo oo oo +
| Sub O g | Err Desc Len | User Error Val ue |
oo oo oo oo +

~ Error Description ~

Ent erpri se Nunber

A unique identifier of an organization encoded as a 32-bit
integer. Enterprise Nunbers (sonetines known as Private
Enterpri se Nunbers) are assigned by | ANA and managed on a first
conme first served basis through the I ANA registry naned
"Enterprise Nunbers" [RFC2578].

Sub Og

A uni que identifier of an organi zati on encoded as an 8-bit
integer. An organization MAY use this field to create

i ndependent Error Value spaces. This is intended to facilitate
teans that are doing parallel developnent. |[|f independent
spaces are not required, this field SHOULD be set to zero

Err Desc Len
The I ength of the error description in the Error Description
field in bytes excluding any padding. Zero is a valid length
if no error description is supplied.

User Error Val ue
A 16-bit integer. The neaning is specified by the

(sub-)organi zation indicated by the Enterprise Nunber and Sub
Og fields.
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Error Description

A string of characters padded with nulls (0x00) to a nultiple
of 4 bytes. According to the guidance in [RFC2277], this
string MJST use UTF-8/ Net-Uni code encodi ng [ RFC5198].
Furthernore, it is RECOMVENDED that inplementations limt the
strings that they generate to single-line printable US-ASClI
[ASCII] whenever feasible to inprove the likelihood of easy use
by the recipient.

If the Err Desc Len is zero, then no bytes are supplied.

Note that the content of this field is inplenentation-specific.
It is typically printable, but m ght not be shown to all users
in all inplenentations (because of character set choice).
Therefore, the content of the field SHOULD be limted to

suppl enentary informati on and SHOULD NOT contain infornmation
critical to operating the network. Critical information is
present in the User Error Value field.

User - Def i ned Subobj ects

User - defi ned subobjects MAY be included. The generic format of
subobjects is specified in Section 3.1. The semantics of a
subobject is indicated by the Type field, but the semantics,
format, and contents of the Value field are specified by the
(sub-)organi zation indicated by the Enterprise Nunber and Sub
Og fields of this object.

3.1. Subobjects

Each subobject is encoded as a TLV in the foll owi ng format:

0 1

0123456789012345

R e et I S R e i S R +
| Type | Length | (Subobject contents)

e i T T e S S el eI T i e I +
Type

An 8-bit nunber assigned by the (sub-)organization indicated by
the Enterprise Nunmber and Sub O g fields of the USER ERROR SPEC
obj ect .
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Lengt h

The Length contains the total |ength of the subobject in bytes,
including the Type and Length fields. The Length MJST be at
| east 4, and MJST be a nultiple of 4.

4. Procedures for Using the User Error Spec
4.1. Procedures for Sending the User Error Spec

A USER ERRCR SPEC obj ect MAY be included in any PathErr, ResvErr, or
Notify message for any defined error code. The Enterprise Nunber
MUST be a valid value assigned by I ANA fromthe "Enterprise Nunbers”
registry.

As specified in [ RFC2205] and [ RFC3473], an ERROR SPEC object with a
valid error code MJST be included in all PathErr, ResvErr, and Notify
messages. This rule is not changed by these procedures even when a
USER_ERROR_SPEC object is included. |If no other error code applies,
the Error Code in the ERROR SPEC object MJST be set to "User Error
Spec" as defined in Section 2 of this docunment. When the Error Code
in the ERROR SPEC object is set to "User Error Spec", the Error Val ue
sub-code SHOULD be set to "Further details in User Error Spec" as
defined in Section 2, but further Error Val ue sub-codes nmay be
defined in future specifications.

4.2. Procedures for Receiving the User Error Spec

It is RECOVWWENDED that inplenentations that receive a PathErr,
ResvErr, or Notify message carrying a USER ERROR SPEC object | og (at
a mininmum the Enterprise Number, Sub-organization, User Error Val ue,
and Error Description. Note that the character set used for the
Error Description may nmean that it mght not be suitable for display
of logging in all systens. |nplenentations capable of interpreting
the contents of the USER ERROR SPEC obj ect SHOULD take further action
based on the reported error.

I mpl enent ati ons that are not UTF-8 capabl e and that receive a
USER_ERROR_SPEC obj ect SHOULD handl e the Error Description according
to the procedures set out in [ RFC5137].

If a message is received containing an ERROR_SPEC obj ect using the
"User Error Spec" error code, but not containing a USER ERROR _SPEC
obj ect, the nessage MJST be treated as mal formed and handl ed
according to [ RFC2205].
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I mpl enent ati ons SHOULD i gnore repeated occurrences of USER ERROR SPEC
obj ects, and SHOULD forward them unchanged on any nessages that they
forward. This provides for forward conpatibility.
I npl enent ati ons recei ving a USER ERROR _SPEC obj ect on sonme nessage
other than a PathErr, ResvErr, or Notify message MJIST treat the error
as a mal formed nmessage and process according to [ RFC2205].

5. | ANA Consi derations

5.1. RSVP Error Codes

Thi s docunent nakes the followi ng assignnents fromthe RSVP Error
Codes and d obal | y-Defined Error Val ue Sub-Codes registry:

Error Code Meani ng
33 User Error Spec

One Error Val ue sub-code is defined for use with this Error Code as
f ol | ows:

0 = Further details in User Error Spec
5.2. RSVP bjects

Thi s docunent nakes the follow ng assignnents fromthe RSVP O ass
Nanes, C ass Nunbers, and C ass Types registry:

Nunber Space Val ue Narme
Cl ass Numnbers 194 USER ERROR SPEC
Cl ass Type 1 User - Defi ned Error

6. Security Considerations

Thi s docunent nakes no changes to the basic message exchanges of

[ RFC2205] and [RFC3473]. It will result in a small increase in the
nunber of error nessages sent in cases where nessages were previously
silently dropped due to the | ack of an appropriate error code.

The nechani sns defined in this docunent nay be used by

i mpl ementations to report additional error conditions and information
arising fromsecurity issues and attacks on the RSVP network.
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8.

8.

8.

Note that the use of a character string that will be displayed or

| ogged opens the potential for certain security attacks through the
use of overruns or enbedded control characters. |nplenentations
SHOULD t ake precautions agai nst overruns, and (especially where the
full character set of [RFC5198] is not supported, SHOULD use the
procedures set out in [RFC5137] to handl e unexpected or unknown
control characters.
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Thi s docunent is subject to the rights, licenses and restrictions
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Thi s docunent and the information contained herein are provided on an
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WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intellectual Property
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Intell ectual Property Rights or other rights that mght be clainmed to
pertain to the inplenentation or use of the technol ogy described in
this docunment or the extent to which any |license under such rights

m ght or might not be avail able; nor does it represent that it has
made any i ndependent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt made to obtain a general |icense or permssion for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line | PR repository at
http://ww.ietf.org/ipr

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technology that nay be required to inpl enent
this standard. Please address the information to the |ETF at
ietf-ipr@etf.org.
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