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Sieve Email Filtering: Relational Extension
Status of This Meno

Thi s document specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardi zation state
and status of this protocol. Distribution of this neno is unlimted.

Abst ract

Thi s docunent describes the RELATI ONAL extension to the Sieve mail
filtering |l anguage defined in RFC 3028. This extension extends

exi sting conditional tests in Sieve to allow relational operators.
In addition to testing their content, it also allows for testing of
the nunber of entities in header and envel ope fiel ds.

Thi s docunent obsol etes RFC 3431.
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1.

I nt roducti on

The RELATI ONAL extension to the Sieve mail filtering | anguage [ Sieve]
provides rel ational operators on the address, envel ope, and header
tests. This extension also provides a way of counting the entities
in a nmessage header or address field.

Wth this extension, the Sieve script may now determine if a field is
greater than or less than a value instead of just equivalent. One
use is for the x-priority field: nove nessages with a priority
greater than 3 to the "work on later"” folder. Ml could also be
sorted by the fromaddress. Those userids that start with "a’-'m go
to one folder, and the rest go to another folder

The Sieve script can also determne the nunber of fields in the
header, or the nunber of addresses in a recipient field, for exanple,
whet her there are nmore than 5 addresses in the to and cc fields.

The capability string associated with the extension defined in this
docunent is "relational”

Conventions Used in This Docunent

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14, RFC 2119

Conventions for notations are as in [Sieve] section 1.1, including
the use of [Kwds] and the use of [ABNF].

Conpar at or s

Thi s docunent does not define any comparators or exenpt any
conparators fromthe require clause. Any conparator used nust be
treated as defined in [Sieve].

The "i;ascii-numeric" conparator, as defined in [ RFC4790], MJST be
supported for any inplementation of this extension. The conparator
"i;ascii-nunmeric" MJST support at |east 32-bit unsigned integers.

Larger integers MAY be supported. Note: the "i;ascii-nuneric"
conpar at or does not support negative nunbers.
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4. Match Types

Thi s docunent defines two new match types. They are the VALUE match
type and the COUNT match type.

The syntax is:
MATCH TYPE =/ COUNT / VALUE

COUNT ":count"” rel ational -nmatch

VALUE = ":val ue" relational-match

rel ational -mat ch = DQUOTE
("gt"™ [/ "ge" [ "It" [ "le" [ "eq" / "ne") DQUOTE
; "gt" nmeans "greater than", the C operator ">".

; "ge" neans "greater than or equal", the C operator ">=".
; "lIt" means "less than", the C operator "<".

; "le" means "less than or equal", the C operator "<=".

; "eq" nmeans "equal to", the C operator "==".

; "ne" means "not equal to", the C operator "!=".

4.1. WMatch Type VALUE
The VALUE match type does a rel ational conparison between strings.

The VALUE match type may be used with any comparator that returns
sort information.

A value fromthe nessage is considered the left side of the relation.
A value fromthe test expression, the key-list for address, envel ope,
and header tests, is the right side of the relation.

If there are nultiple values on either side or both sides, the test
is considered true if any pair is true.

4.2. WMatch Type COUNT
The COUNT match type first determ nes the nunmber of the specified
entities in the nessage and does a rel ational conparison of the
nunber of entities, as defined below, to the values specified in the
test expression.
The COUNT match type SHOULD only be used with nuneric conparators.
The Address Test counts the nunber of addresses (the nunber of

"mai | box" elenments, as defined in [RFC2822]) in the specified fields.
Group nanmes are ignored, but the contained mail boxes are count ed.
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The Envel ope Test counts the nunber of addresses in the specified
envel ope parts. The envelope "to" will always have only one entry,
which is the address of the user for whomthe Sieve script is
running. Using this test, there is no way a Sieve script can
determine if the nessage was actually sent to soneone el se. The
envel ope "from' will be O if the MAIL FROMis empty, or 1 if MAIL
FROM i s not empty.

The Header Test counts the total nunber of instances of the specified
fields. This does not count individual addresses in the "to", "cc",
and other recipient fields.

In all cases, if nore than one field nane is specified, the counts
for all specified fields are added together to obtain the nunber for
comparison. Thus, specifying ["to", "cc"] in an address COUNT test
conpares the total number of "to" and "cc" addresses; if separate
counts are desired, they nust be done in two conparisons, perhaps
joined by "allof" or "anyof".

5. Interaction with & her Sieve Actions

Thi s specification adds two match types. The VALUE match type only
works with conparators that return sort information. The COUNT natch
type only nmakes sense with nuneric conparators

There is no interaction with any other Sieve operations, nor with any
known extensions. |In particular, this specification has no effect on
inmplicit KEEP, nor on any explicit message actions.

6. Exanple
Usi ng the nessage:

recei ved:

recei ved:

subj ect: exanpl e

to: foo@xanple.com baz@xanple.com
cc: qux@xanpl e.com

The test:

address :count "ge" :conparator ;ascii-numeric"

i
["to", "cc"] ["3"]

woul d evaluate to true, and the test
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anyof ( address :count "ge" :conparator "i;ascii-nuneric"
["to"] [ll3ll],

address :count "ge" :comparator
[IICCII] [Il3ll] )

i;ascii-nuneric"

woul d eval uate to fal se

To check the number of received fields in the header, the follow ng
test may be used:

header :count "ge" :conparator "i;ascii-nuneric"
["received"] ["3"]

This woul d evaluate to fal se. But

header :count "ge" :conparator "i;ascii-numeric"
["received", "subject"] ["3"]

woul d eval uate to true

The test:
header :count "ge" :conparator "i;ascii-nuneric"
["to", IICCII] [Il3ll]

will always evaluate to fal se on an RFC 2822 conpli ant nessage

[ RFC2822], since a message can have at nobst one "to" field and at
nost one "cc" field. This test counts the nunber of fields, not the
nunmber of addresses.
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7. Extended Exanpl e

require ["relational”, "conparator-i;ascii-nunmeric", "fileinto"];

if header :value "It" :conparator "i;ascii-nuneric"

["x-priority"] ["3"]

fileinto "Priority";

}

el sif address :count "gt" :conparator "ij;ascii-numeric"

{ ["to"] ["5"]
# everything with nore than 5 recipients in the "to" field
# is considered SPAM
fileinto "SPAM;

}

el sif address :value "gt" :all :conparator "i;ascii-casenap"

["from] ["M]

fileinto "From N-Z";
} else {

fileinto "FromA-M';
}

if allof ( address :count "eq" :conparator
["tO", IICCII] ["1"] ,
address :all :conparator "i;ascii-casenap"

["to", "cc"] ["me@ oo.exanple.conl] )

i;ascii-nuneric"

fileinto "Only me";
}

8. Changes since RFC 3431

Apart from several ninor editorial/wording changes, the follow ng
list describes the notable changes to this specification since RFC
3431.

o0 Updated references, including changing the conparator reference
fromthe Application Configuration Access Protocol (ACAP) to the
"Internet Application Protocol Collation Registry" document
[ RFC4790] .

0 Updated and corrected t he exanpl es.
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0 Added definition conents to ABNF for "gt", "It", etc.

o Cdarified what RFC 2822 el enents are counted in the COUNT test.

0 Renoved the requirenent to strip white space from header fields
bef ore conparing; a nore general version of this requirenent has
been added to the Sieve base spec.

9. | ANA Consi der ations

The followi ng tenplate specifies the | ANA registration of the
rel ati onal Sieve extension specified in this docunent:

To: iana@ ana. org
Subj ect: Registration of new Si eve extension

Capabi lity name: rel ational

Descri pti on: Ext ends existing conditional tests in Sieve | anguage
to allow rel ati onal operators
RFC nunber : RFC 5231

Cont act address: The Sieve discussion list <ietf-nta-filters@nct. org>
10. Security Considerations

An i npl enentati on MIST ensure that the test for envelope "to" only

reflects the delivery to the current user. Using this test, it MJST

not be possible for a user to determine if this message was delivered

to soneone el se.

Addi tional security considerations are discussed in [Sieve].
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Ful I Copyright Statenent
Copyright (C) The IETF Trust (2008).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY, THE | ETF TRUST AND
THE | NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS
OR | MPLI ED, | NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF
THE | NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intellectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that mght be clainmed to
pertain to the inplenentation or use of the technol ogy described in
this docunment or the extent to which any |license under such rights

m ght or might not be avail able; nor does it represent that it has
made any i ndependent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt made to obtain a general |icense or permssion for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line | PR repository at
http://ww.ietf.org/ipr

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technology that nay be required to inpl enent
this standard. Please address the information to the |ETF at
ietf-ipr@etf.org.
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