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Status of This Meno

Thi s docunent specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardi zation state
and status of this protocol. Distribution of this nenop is unlimted.

Abstract

The 1 Pv6 Nei ghbor Discovery’'s Router Advertisenment nmessage contains
an 8-bit field reserved for single-bit flags. Several protocols have
reserved flags in this field and others are preparing to reserve a
suf ficient number of flags to exhaust the field. This document
defines an option to the Router Advertisement message that expands
the avail abl e nunber of flag bits avail abl e.
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1. Introduction
The 1 Pv6 Nei ghbor Discovery Protocol’s (NDP) [ RFC4861] Router
Advertisenment nmessage contains an 8-bit field reserved for single-bit
flags. Several protocols have reserved flags in this field and
others are preparing to reserve a sufficient nunmber of flags to
exhaust the field.
Thi s docunent defines an option for the Router Advertisenent nessage
that expands the avail abl e nunber of flag bits by adding an
additional 48 flag bits to NDP nessages.

2. Term nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

3. Current Router Advertisenent Flags

Currently, the NDP Router Advertisenment nmessage contains the
followi ng one-bit flags defined in published RFCs:
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Figure 1. Router Advertisenent Flags

0o M- Managed Address Configuration Flag [ RFC4861]
0 O- Oher Configuration Flag [ RFC4861]

o H- Mbile IPv6 Home Agent Flag [ RFC3775]

0o Prf - Router Selection Preferences [ RFC4191]

0 P - Neighbor Discovery Proxy Flag [ RFC4389]

0 R - Reserved
Wth other protocols in the works (e.g., Detecting Network

Attachnment) that want to use flags in the NDP nmessages, it is
necessary to define an expansion capability to support new features.
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4.

Fl ags Expansion Option

The Nei ghbor Di scovery specification [ RFC4861] contains the
capability to define NDP options. The following (Figure 2) is the
definition of the Expanded Fl ags Option (EFO for NDP Router
Adverti sement messages.

0 1 2 3
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| Type | Length | Bit fields available .
I S i o T s S S S e s s T
for assi gnment |
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Figure 2: Router Advertisenent Expanded Fl ags Option

0o Type - TBD (to be assigned by | ANA)

0 Length - The length MJST be checked when processing the option in
order to allow for future expansion of this option. An
i npl ementation of this specification MJST set the Length to 1
MUST i gnore any unrecogni zed data, and MJUST be able to recogni ze
the specific length in order to skip over unrecogni zed bits.

0 Bits - allocated by | ANA

The definition and usage of these bits is to be found in the docunent
requesting their allocation

During the construction/transm ssion, this option
0 MJST only occur in Router Advertisenent nessages.

0 MJST occur prior to any additional options associated with any
flags set in this option

o MJST only occur once in the Router Advertisement nessage.

0 MJST NOT be added to a Router Advertisenment nmessage if no flags in
the option are set.

0 MJIST set all unused flags to zero.
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Upon reception, a receiver processing NDP nessages containing this
opti on:

0 MJST ignore the option if it occurs in a nessage other than a
Rout er Adverti senent.

0o MJST ignore all instances of the option except the first one
encountered in the Router Advertisenent nessage

0 MJST ignore the option if the Length is less than 1.
0 MJST ignore any unknown flag bits.
The bit fields within the option are nunbered fromleft to right,
from8 to 55 (starting as bit offset 16 in the option) and follow the
nunbering of the flag bits in the RA option described in Figure 1.
Flag bits 0 to 7 are found in the Router Advertisenent nessage header
defined in [ RFC4861].

5. | ANA Consi derations

| ANA has defined a new | Pv6 Nei ghbor Discovery option for the option
defined in this document of the form

oo e S +
| Type | Description | Reference

R o e e e e e R +
| 26 | RA Flags Extension Option | [RFC5075] |
S O S +

The registry for these options can be found at:
http://wwv. i ana. or g/ assi gnnent s/ i cnpv6- par anet er s

| ANA has created a new registry for I Pv6 ND Router Advertisenent
flags. This should include the current flags in the RA option and in
the extension option defined in this docunent. The new registry has
been added to the icnpv6-paranmeters as shown above. The format for
the registry is:
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7.

7.

1.

S RIS e S +
| RA Option Bit | Description | Reference |
T o e m e e e e e e e e e e e e e e me e R +
| O | M- Managed Address Configuration | [RFC4861] |
I | Flag I I
| 1 | O- Oher Configuration Flag | [ RFC4861] |
| 2 | H- Mbile IPv6 Hone Agent Flag | [RFC3775] |
| 3 | Prf - Router Selection Preferences | [RFC4191] |
| 4 | Prf - Router Selection Preferences | [RFC4191] |
| 5 | P - Neighbor Discovery Proxy Flag | [RFC4389] |
| 6-53 | R - Reserved; Available for | |
| | assignnent | |
| 54-55 | Private Experinentation | |
o m e e e oo - o m e e e e e e e e e e e e e emamao - N +

The assignnment of new RA flags in the RA option header and the bits
defined in the RA extension option defined in this docunent require
standards action or | ESG approval [RFC2434].

Security Considerations

This protocol shares the security issues of NDP that are docunented
in the "Security Considerations" section of [RFC4861].

The inclusion of additional optional bit fields provides a potential
covert channel that is useful for passing information.
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Ful I Copyright Statenent
Copyright (C) The I ETF Trust (2007).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY, THE | ETF TRUST AND
THE | NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS
OR | MPLI ED, | NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF
THE | NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intellectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that mght be clainmed to
pertain to the inplenentation or use of the technol ogy described in
this docunment or the extent to which any |license under such rights

m ght or might not be avail able; nor does it represent that it has
made any i ndependent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt made to obtain a general |icense or permssion for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line | PR repository at
http://ww.ietf.org/ipr

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technology that nay be required to inpl enent
this standard. Please address the information to the |ETF at
ietf-ipr@etf.org.
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