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Status of This Meno

This meno provides information for the Internet comunity. It does
not specify an Internet standard of any kind. Distribution of this
meno i s unlimted.

Abstract

The purpose of this nmenp is to docunent how some of the requirenents
specified in RFC 1264 for advanci ng protocol s devel oped by working
groups within the I ETF Routing Area to Draft Standard have been
satisfied by LDP (Label Distribution Protocol). Specifically, this
report documents operational experience with LDP, requirenment 5 of
section 5.0 in RFC 1264.
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1. Introduction

The purpose of this menp is to docunent how some of the requirenents
specified in [ RFC1264] for advanci ng protocols devel oped by working
groups within the I ETF Routing Area to Draft Standard have been
satisfied by LDP. Specifically, this report docunents operationa
experience with LDP, requirement 5 of section 5.0 in RFC 1264.

LDP was originally published as [ RFC3036] in January 2001. It was
produced by the MPLS Working Group of the IETF and was jointly

aut hored by Loa Andersson, Paul Dool an, Nancy Fel dman, Andre
Fredette, and Bob Thomas. It has since been obsol eted by [ RFC5036].

2. QOperational Experience

Thi s section discusses operational experience with the protocol. The
information is based on a survey sent to the MPLS Working Group in
Oct ober 2004. The questionnaire can be found in the MPLS WirKking
Group mail archives for Cctober 2004.

11 responses were received, all but 2 requesting confidentiality.
The survey results are sunmarized to maintain confidentiality. The
net wor ks surveyed span different geographic |ocations: US, Europe,
and Asia. Both academ c and commerci al networks responded to the
survey.

2. 1. Envi ronnent and Durati on

The size of the deploynents ranges fromless than 20 Label Switching
Routers (LSRs) to over 1000 LSRs. Eight out of the 11 depl oynents
use LDP in the edge and the core, two on the edge only, and one in
the core only.

Sessions exist to peers discovered via both the basic and the

ext ended di scovery nechanisns. In half the cases, nore than one
adj acency (and as many as four adjacencies) are naintained per
session. The average nunber of LDP sessions on an LSR ranges from
under 10 to just over 80. The responses are spread out as foll ows:
under 10: 4 responses, 20-50: 4 responses, and over 80: 1 response.

In the surveyed networks, the time LDP has been depl oyed ranges from
under 1 year to over 4 years. The responses are spread out as
follows: under 1 year: 3 responses, 2 years: 2 responses, 3 years: 3
responses, and over 4 years: 3 responses.
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2.2.

2. 3.

Applications and Motivation

Ni ne of the 11 responses list Layer 3 Virtual Private Networks
(L3VPNs) as the application driving the LDP depl oynent in the
net wor k.

The list of applications is as follows: L3VPNs: 9, pseudow res: 4
current (and one planned depl oynent), L2VPNs: 4, forwarding based on
| abel s: 2, and BGP-free core: 1.

There are two najor options for |abel distribution protocols, LDP and
Resource Reservation Protocol-Traffic Engineering (RSVP-TE). One of
the key differences between the two is that RSVP-TE has support for
traffic engineering, while LDP does not. The reasons cited for

pi cking LDP as the |abel distribution protocol are:

0 The depl oynent does not require traffic engineering - 6

0 Inter-operability concerns if a different protocol is used - 5
o Equi prrent vendor only supports LDP - 5

o0 Ease of configuration - 4

o Ease of managenent - 3

0 Scalability concerns with other protocols - 3

0 Required for a service offering of the service provider - 1
Prot ocol Features

Al'l depl oynments surveyed use the Downstream Unsolicited Labe
Distribution node. Al but one deploynent use Liberal Labe

retention (one uses conservative).

LSP setup is established with both i ndependent and Ordered Control
Five of the depl oynents use both control nodes in the same networKk.

The nunber of LDP Forwardi ng Equi val ence Cl asses (FECs) adverti sed
and LDP routes installed falls in one of two categories: 1) roughly
the sane as the nunber of LSRs in the network and 2) roughly the sane
as the nunber of IGP routes in the network. O the 8 responses that
were received, 6 were in the first category and 2 in the second.
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2.4. Security Concerns

A security concern was raised by one of the operators with respect to
the |l ack of a mechani smfor securing LDP Hell os.

2.5. Inplenentations and Inter-Qperability

Ei ght of the 11 responses state that nmore than one inplenmentation
(and as many as four different ones) are deployed in the sane
net wor K.

The consensus is that although inplenmentations differ, no inter-
operability issues exist. The challenges |listed by providers running
mul tiple inplementations are:

o Different flexibility in picking for which FECs to advertise
| abel s.

o Different flexibility in setting transport and LDP router-id
addr esses.

o Different default utilization of LDP labels for traffic
resolution. Some vendors use LDP for both VPN and | Pv4 traffic
forwardi ng, while other vendors allow only VPN traffic to
resolve via LDP. The challenge is to restrict the utilization
of LDP labels to VPN traffic in a m xed-vendor environnent.

0 Understanding the differences in the inplenentations.
2.6. Operational Experience

In general, operators reported stable inplenmentations and steady

i mprovenent in resiliency to failure and convergence tinmes over the
years. Some operators reported that no issues were found with the
protocol since depl oyi ng.

The operational issues reported fall in three categories:

1. Configuration issues. Both the session and adjacency endpoints
must be allowed by the firewall filters. M sconfiguration of
the filters causes sessions to drop (if already established) or
not to establish

2. Vendor bugs. These include traffic blackholing, unnecessary
| abel withdrawal s and changes, session resets, and problens
m grating from ol der versions of the technology. Most reports
stated that the problens reported occurred in early versions of
the inpl enmentations.
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3. Protocol issues.

- The synchroni zation required between LDP and the | GP was
listed as the main protocol issue. Two issues were
reported: 1) slow convergence, due to the fact that LDP
convergence tine is tied to the | G convergence tine, and 2)
traffic blackholing on a link-up event. Wen an interface
comes up, the LDP session may cone up slower than the IGP
session. This results in dropping MPLS traffic for a Iink-
up event (not a failure but a restoration). This issue is
described in nore detail in [LDP-SYNC.

- Silent failures. Failure not being propagated to the head
end of the LSP when setting up LSPs using independent
control

3. Security Considerations

Thi s docunent is a survey of experiences from depl oynent of LDP
i mpl ementations; it does not specify any protocol behavior. Thus,
security issues introduced by the docunent are not discussed.
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Ful I Copyright Statenent
Copyright (C) The I ETF Trust (2007).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY, THE | ETF TRUST AND
THE | NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS
OR | MPLI ED, | NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF
THE | NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intellectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that mght be clainmed to
pertain to the inplenentation or use of the technol ogy described in
this docunment or the extent to which any |license under such rights

m ght or might not be avail able; nor does it represent that it has
made any i ndependent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt made to obtain a general |icense or permssion for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line | PR repository at
http://ww.ietf.org/ipr

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technology that nay be required to inpl enent
this standard. Please address the information to the |ETF at
ietf-ipr@etf.org.
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