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this document shoul d exercise caution in evaluating its value for

i npl ementati on and depl oynent. See RFC 3932 for nore infornation.

Abst ract

Thi s docunent consists of two primary conponents, a schena for agents
that make use of the Lightweight Directory Access protocol (LDAP) and
a proposed use case of that schema, for distributed configuration of
simlar directory user agents. A set of attribute types and an

obj ect class are proposed. |In the proposed use case, directory user
agents (DUAs) can use this schema to determine directory data

| ocati on and access paraneters for specific services they support.

In addition, in the proposed use case, attribute and object class
mappi ng all ows DUAs to reconfigure their expected (default) schema to
match that of the end user’s environment. This document is intended
to be a skeleton for future docunents that describe configuration of
speci fic DUA services
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1. Background and Mtivation

LDAP [ RFC4510] has brought about a nearly ubiquitous acceptance of
the directory server. Many client applications (DUAs) are being
created that use LDAP directories for many different services. And
al t hough the LDAP protocol has eased the devel opnent of these
applications, some challenges still exist for both devel opers and
directory adnmi ni strators.

The authors of this docunent are inplenenters of DUAs described by
[ RFC2307]. I n devel oping these agents, we felt there were severa
i ssues that still need to be addressed to ease the depl oynent and
configuration of a large network of these DUAs.

One of these challenges stenms fromthe | ack of a utopian schema. A
ut opi an schema woul d be one that every application devel oper could
agree upon and that woul d support every application. Unfortunately
today, many DUAs define their own schema, even when they provide
simlar services (like RFC 2307 vs. Mcrosoft’s Services for Unix

[ MSSFU] ). These schemas contain simlar attributes, but use
different attribute nanes. This can |lead to data redundancy within
directory entries and cause directory adm nistrators unwanted
chal | enges, updating schenmas and synchroni zing data. O, in a nore
common case, two or nore applications nay agree on combn schenma

el ements, but choose a different schema for other elenments of data
that m ght al so be shareabl e between the applications. Wile data
synchroni zati on and translation tools exist, the authors of this
docunent believe there is value in providing this capability in the
directory user agent itself.

Asi de from proposing a schema for general use, one goal of this
docunent is to elimnate data redundancy by having DUAs configure
thenselves to the schema of the depl oyed directory, instead of
forcing the DUA's own schema on the directory.

Anot her goal of this docunent is to provide the DUA with enough
configuration information so that it can discover howto retrieve its
data in the directory, such as what |ocations to search in the
directory tree

Finally, this docunent intends to describe a configuration nmethod for
DUAs that can be shared anong many DUAs on various platforns,
provi di ng, as such, a configuration profile. The purpose of this
profile is to centralize and sinplify managenent of DUAs.

Thi s docunent is intended to provide the skeleton framework for

future docunents that will describe the individual inplenmentation
details for the particular services provided by that DUA. The
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authors of this docunment plan to devel op such a docunent for the
Net wor k | nformati on Service DUA, described by RFC 2307 or its
successor.

We expect that as DUAs take advantage of this configuration scheneg,
each DUA will require additional configuration paraneters, not
specified by this docunent. Thus, we woul d expect that new auxiliary
obj ect classes that contain new configuration attributes will be
created and then joined with the structural class defined by this
docunent to create a configuration profile for a particular DUA
service. By joining various auxiliary object classes for different
DUA services, the configuration of various DUA services can be
controlled by a single configuration profile entry.

2. GCeneral Information

The schema defined by this docunent is defined under the "DUA
Configuration Schema". This scherma is derived fromthe object
identifier (OD): iso (1) org (3) dod (6) internet (1) private (4)
enterprises (1) Hew ett-Packard Conpany (11) directory (1) LDAP-UX
Integration Project (3) DUA Configuration Schema (1). This ADis
represented in this docunent by the keystring "DUAConf SchemaQ D'
(1.3.6.1.4.1.11.1.3.1).

2.1. Requirenents Notation
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].
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2.2. Attributes Summary
The following attributes are defined in this docunent:

preferredServerlLi st

def aul t Server Li st

def aul t Sear chBase

def aul t Sear chScope

aut henti cati onMet hod
credenti al Level

servi ceSear chDescri pt or
servi ceCredenti al Level
servi ceAut henti cati onMet hod
attri but eMap

obj ect cl assMap

searchTi neLi m t

bi ndTi meLi m t

foll owReferral s

der ef erenceAl i ases
profil eTTL

2.3. (bject Classes Sunmary
The foll owing object class is defined in this docunent:
DUAConfigProfile

2. 4. Common Syntax/ Encoding Definitions
The proposed string encodings used by the attributes defined in this
docunent can be found in Section 4. This docunent makes use of ABNF

[ RFC4234] for defining new encodi ngs.

The foll owing syntax definitions are used throughout this docunent.
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The list of used syntaxes are:

o e e e e e o e m e e e e e e e e e e e e e e me e +
| Key | Source |
e e e e e e e eaea oo n e +
keystring as defined by [ RFC4512] Section 1.4
descr as defined by [ RFC4512] Section 1.4
SP as defined by [ RFC4512] Section 1.4
WEP as defined by [ RFC4512] Section 1.4
base as defined by distinguishedNane in

[ RFCA514]
as defined by [ RFC4514] Section
as defined by [ RFC4514] Section

di sti ngui shedNane 2
2
as defined by [ RFC4516] Section 2
3

rel ativeD stingui shedNane

scope
host as defined by [ RFC3986] Section 2.2
host port host [":" port ]
port as defined by [ RFC3986] Section 3.2.3
servicel D sane as keystring

o e e e e e e e e e e oo - o m e e e e e e e e e e e e e e e ao oo +

Thi s docunent does not define new syntaxes that nust be supported by
the directory server. Instead, these syntaxes are nerely expected to
be interpreted by the DUA. As referenced in the schema definition in
Section 3, nost encodings are expected to be stored in attributes
usi ng common syntaxes, such as the Directory String syntax, as
defined in Section 3.3.6 of [RFC4517]. Refer to RFC 4517 for

addi tional syntaxes used by this schena.

3. Schemmn Definition

This section defines a proposed schema. This schema does not require
definition of new matching rules or syntaxes, and it may be used for
any purpose seen. A proposed use of this schema to support el enents
of configuration of a directory user agent is described in Section 4.

3.1. Attribute Definitions

This section contains attribute definitions used by agents. The
syntax used to describe these attributes is defined in [ RFC4512],
Section 4.1.2. Individual syntaxes and matching rules used within
these descriptions are described in [RFC4517], Sections 3.3 and 4. 2,
respectively.
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( 1.3.6.1.4.1.11.1.3.1.1. 0 NAME ' defaul t ServerLi st
DESC ' Li st of default servers’
EQUALI TY casel gnoreMat ch
SUBSTR casel gnor eSubstri ngsMat ch
SYNTAX 1.3.6.1.4.1.1466. 115.121.1. 15
S| NGLE- VALUE )

( 1.3.6.1.4.1.11.1.3.1.1.1 NAME ' defaul t SearchBase’
DESC ' Def ault base for searches’
EQUALI TY di sti ngui shedNaneMat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1. 12
SI NGLE- VALUE )

( 1.3.6.1.4.1.11.1.3.1.1.2 NAME ' preferredServerList’
DESC ' Li st of preferred servers’
EQUALI TY casel gnhoreMat ch
SUBSTR casel gnor eSubstri ngsiat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1. 15
S| NGLE- VALUE )

( 1.3.6.1.4.1.11.1.3.1.1. 3 NAME 'searchTineLimt’
DESC ' Maxi mum ti me an agent or service allows for a
search to conpl ete’

EQUALI TY i nt eger Mat ch

ORDERI NG i nt eger Or deri nghat ch

SYNTAX 1.3.6.1.4.1.1466. 115. 121. 1. 27
S| NGLE- VALUE )

( 1.3.6.1.4.1.11.1.3.1.1.4 NAME ’bindTineLim t’
DESC ' Maximum time an agent or service allows for a
bi nd operation to conplete’
EQUALI TY i nt eger Mat ch
ORDERI NG i nt eger Or deri nghat ch
SYNTAX 1.3.6.1.4.1.1466. 115.121. 1. 27
S| NGLE- VALUE )

(1.3.6.1.4.1.11.1.3.1.1.5 NAME 'fol |l owReferral s’

DESC ' An agent or service does or should follow referrals’

EQUALI TY bool eanMat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.7
S| NGLE- VALUE )
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( 1.3.6.1.4.1.11.1.3.1.1. 6 NAME ' aut henti cati onMet hod’
DESC 'l dentifies the types of authentication nethods either
used, required, or provided by a service or peer’
EQUALI TY casel gnoreMat ch
SUBSTR casel gnor eSubstri ngsMat ch
SYNTAX 1.3.6.1.4.1.1466.115.121. 1. 15
SI NGLE- VALUE )

(1.3.6.1.4.1.11.1.3.1.1.7 NAME 'profil eTTL’
DESC 'Tine to live, in seconds, before a profile is
consi dered stal e’
EQUALI TY i nt eger Mat ch
ORDERI NG i nt eger Or deri nghat ch
SYNTAX 1.3.6.1.4.1.1466. 115. 121. 1. 27
S| NGLE- VALUE )

(1.3.6.1.4.1.11.1.3.1.1.9 NAME 'attributeMap’
DESC ' Attribute mappi ngs used, required, or supported by an
agent or service’
EQUALI TY casel gnor el A5SMat ch
SYNTAX 1.3.6.1.4.1.1466. 115.121. 1. 26 )

(1.3.6.1.4.1.11.1.3.1.1. 10 NAME ’'credenti al Level’
DESC "l dentifies type of credentials either used, required,
or supported by an agent or service’
EQUALI TY casel gnor el ASMat ch
SYNTAX 1.3.6.1.4.1.1466.115.121. 1. 26
SI NGLE- VALUE )

( 1.3.6.1.4.1.11.1.3.1.1. 11 NAME ’'objectcl assMap’
DESC ' nj ect cl ass mappi ngs used, required, or supported by
an agent or service’
EQUALI TY casel gnor el ASMat ch
SYNTAX 1.3.6.1.4.1.1466. 115.121.1.26 )

( 1.3.6.1.4.1.11.1.3.1.1. 12 NAME ' defaul t Sear chScope’
DESC ' Default scope used when perform ng a search’
EQUALI TY casel gnor el ASMat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1. 26
S| NGLE- VALUE )
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3.

2

(1.3.6.1.4.1.11.1.3.1.1.13 NAME ’'serviceCredenti al Level
DESC ' Specifies the type of credentials either used, required,
or supported by a specific service
EQUALI TY casel gnor el A5SMat ch
SYNTAX 1.3.6.1.4.1.1466. 115.121. 1. 26 )

( 1.3.6.1.4.1.11.1.3.1.1. 14 NAME 'serviceSearchDescriptor’
DESC ' Speci fi es search descriptors required, used, or
supported by a particular service or agent’

EQUALI TY caseExact Mat ch
SUBSTR caseExact Substri ngsMat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15 )

( 1.3.6.1.4.1.11.1.3.1.1. 15 NAME ’'servi ceAut henti cati onMet hod
DESC ' Speci fies types authentication nethods either
used, required, or supported by a particular service
EQUALI TY casel gnhoreMat ch
SUBSTR casel gnor eSubst ri ngsiat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15 )

( 1.3.6.1.4.1.11.1.3.1.1.16 NAME ' dereferenceAliases
DESC ' Specifies if a service or agent either requires,
supports, or uses dereferencing of aliases.

EQUALI TY bool eanMat ch
SYNTAX 1.3.6.1.4.1.1466. 115.121.1.7
SI NGLE- VALUE )

Class Definition

The obj ect class belowis constructed fromthe attributes defined in
Section 3.1, with the exception of the "cn" attribute, which is
defined in [ RFC4519]. "cn" is used to represent the name of the DUA
configuration profile and is recommended for the relative

di stingui shed name (RDN) [ RFC4514] naning attribute. This object
class is used specifically by the DUA described in Section 4. The
syntax used to describe this object class is defined in [ RFC4512],
Section 4.1.1.
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(1.3.6.1.4.1.11.1.3.1.2. 5 NAME ' DUAConfi gProfil e’

SUP t op STRUCTURAL

DESC ' Abstraction of a base configuration for a DUA

MUST ( cn )

MAY ( default ServerList $ preferredServerList $
def aul t Sear chBase $ def aul t SearchScope $
searchTimeLinit $ bindTineLinit $
credential Level $ authenticati onMethod $
followReferrals $ dereferenceAliases $
servi ceSearchDescriptor $ serviceCredential Level $
servi ceAut henti cati onMet hod $ obj ectcl assvap $
attributevap $ profileTTL ) )

4. DUA Inplenmentation Details

This section describes an inplenentation of the schema described in
Section 3. Details about how a DUA should fornat and interpret the
defined attributes are described bel ow. Agents that nmake use of the
DUAConfi gProfil e object class are expected to follow the
specifications in this section

Not e: Many of the subsections bel ow contain exanples. Unless
ot herw se specified, these exanples are rendered using the LDAP Data
I nterchange Format (LD F) [ RFC2849].

4.1. Interpreting the preferredServerList Attribute
Interpretation:

As described by the syntax, the preferredServerList paraneter is a
whi t espace-separated |ist of server addresses and associ ated port
nunbers. Wen the DUA needs to contact a directory server agent
(DSA), the DUA MUST first attenpt to contact one of the servers
listed in the preferredServerList attribute. The DUA MJUST cont act
the DSA specified by the first server address in the list. |If
that DSA is unavail able, the remaining DSAs MJST be queried in the
order provided (left to right) until a connection is established
with a DSA. Once a connection with a DSA is established, the DUA
SHOULD NOT attenpt to establish a connection with the remaining
DSAs. The purpose of enunerating nultiple DSAs is not for

suppl enental data, but for high availability of replicated data.
This is also the nain reason why an LDAP URL [ RFC3986] syntax was
not selected for this document.

If the DUA is unable to contact any of the DSAs specified by the

preferredServerlList, the defaultServerList attribute MJST be
exam ned, as described in Section 4.2. The servers identified by
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the preferredServerLi st MUST be contacted before attenpting to
contact any of the servers specified by the defaultServerlList.

Synt ax:
serverList = hostport *(SP [hostport])
Default Val ue:

The preferredServerList attribute does not have a default val ue.
I nstead a DUA MJUST examine the defaultServerList attribute.

O her attribute notes:

This attribute is used in conjunction with the defaultServerLi st
attribute. Please see Section 4.2 for additional inplenentation
notes. Determ ning how the DUA should query the DSAs al so depends
on the additional configuration attributes, credential Level,
serviceCredenti al Level , bindTineLimt,

servi ceAut henti cati onMet hod, and aut henticati onMet hod. Pl ease
review Section 5 for details on how a DUA shoul d properly bind to
a DSA.

Exanpl e:

preferredServerList: 192.168.169. 170 | dapl. nycorp.com
| dap2: 1389 [1080:: 8: 800: 200C: 417A] : 389

4.2. Interpreting the defaultServerList Attribute
Interpretation:

The defaul t ServerList attribute MJIST only be exam ned if the
preferredServerList attribute is not provided, or the DUA is
unabl e to establish a connection with any of the DSAs specified by
the preferredServerlList.

If nmore than one address is provided, the DUA may choose either to
accept the order provided or to create its own order, based on
what the DUA determines is the "best" order of DSAs to query. For
exanpl e, the DUA nay choose to examine the server list and to
query the DSAs in order based on the "closest" server or the
server with the | east anmount of "load". Interpretation of the
"best" server order is entirely up to the DUA, and not part of
this docunent.

Once the order of server addresses is determ ned, the DUA contacts
the DSA specified by the first server address in the list. |If
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that DSA is unavail able, the remai ni ng DSAs SHOULD be queri ed
until an avail able DSA is found, or no nore DSAs are avail abl e.

If a server address or port is invalid, the DUA SHOULD proceed to
the next server address as described just above.

Synt ax:
serverList = hostport *(SP [hostport])

Def aul t Val ue:

If a defaultServerList attribute is not provided, the DUA MAY
attenpt to contact the sanme DSA that provided the configuration
profile entry itself. The default DSA is contacted only if the
preferredServerList attribute is also not provided.

QG her attribute notes:

This attribute is used in conjunction with the preferredServerlLi st
attribute. Please see Section 4.1 for additional inplenmentation
notes. Determ ning how the DUA should query the DSAs al so depends
on the additional configuration attributes, credential Level,

servi ceCredential Level, bindTineLimt,

servi ceAut henti cati onMet hod, and aut henticati onMet hod. Pl ease
review Section 5 for details on how a DUA shoul d properly contact

a DSA.
Exanpl e:

def aul t ServerList: 192.168.169.170 | dapl. nycorp.com
| dap2: 1389 [1080:: 8: 800: 200C: 417A] : 5912

4.3. Interpreting the default SearchBase Attribute
I nterpretation:
When a DUA needs to search the DSA for information, this attribute
provi des the base for the search. This paranmeter can be
overridden or appended by the serviceSearchDescriptor attribute.
See Section 4.6.
Synt ax:

Defined by O D 1.3.6.1.4.1.1466. 115. 121. 1. 12 [ RFC4517].
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Def aul t Val ue:

There is no default value for the defaultSearchBase. A DUA MAY
define its own nmethod for determning the search base, if the
def aul t SearchBase i s not provided.

O her attribute notes:

This attribute is used in conjunction with the
servi ceSearchDescriptor attribute. See Section 4.6.

Exanpl e:
def aul t Sear chBase: dc=nyconpany, dc=com
4.4. Interpreting the authenticati onMethod Attribute
Interpretation:

The aut henticati onMethod attribute defines an ordered Iist of LDAP
bi nd nmet hods to be used when attenpting to contact a DSA. The
servi ceAut henti cati onMet hod overrides this value for a particular
service (see Section 4.15). Each nmethod MJST be attenpted in the
order provided by the attribute, until a successful LDAP bind is
performed ("none" is assuned to al ways be successful). However,
the DUA MAY skip over one or nore nethods. See Section 5 for nore
i nformati on.

none - The DUA does not perform an LDAP bi nd.

sinmple - The DUA performs an LDAP sinpl e bind.

sasl - The DUA performs an LDAP Sinpl e Authentication and
Security Layer (SASL) [RFC4422] bind using the specified
SASL mechani sm and opti ons.

tls - The DUA performs an LDAP StartTLS operation foll owed by

the specified bind nethod (for nore information refer to
Section 4.14 of [RFC4511]).
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Synt ax:
aut hMethod = nethod *(";" nethod)
met hod = none / sinple / sasl / tls
none = "none"
siml e = "sinmple"
sasl = "sasl/" saslmech [ ":" sasloption ]
sasloption = "auth-conf" / "auth-int"
tls = "tls:" (none / sinple / sasl)
sasl nmech = SASL nechani sm nane as defined in [ SASLMECH|

Not e: Al though nul tiple authentication nethods nay be specified in
the syntax, at nost one of each type is allowed. That is,
"sinple;sinple” is invalid.

Def aul t Val ue:

If the authenticationMethod or serviceAuthenticationMethod (for
that particular service) attributes are not provided, the DUA MAY
choose to bind to the DSA using any met hod defined by the DUA.
However, if either authenticati onMethod or

servi ceAut henti cati onMethod i s provided, the DUA MJST only use the
met hods speci fi ed.

O her attribute notes:

When using TLS, the string "tls:sasl/EXTERNAL" inplies that both
client and server (DSA and DUA) authentications are to be
performed. Any other TLS authentication nethod inplies server-
only (DSA side credential) authentication, along with the other
SASL met hod used for DUA-side authentication.

Det erm ni ng how t he DUA should bind to the DSAs al so depends on
the additional configuration attributes, credential Level,

servi ceCredenti al Level , servi ceAut henti cati onMet hod, and

bi ndTi mreLinit. Please review Section 5 for details on howto
properly bind to a DSA
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Exanpl e:
aut henti cati onMet hod: tls:sinple;sasl/D GEST- MD5
(see [ RFC2831])
4.5. Interpreting the credential Level Attribute
Interpretation:

The credential Level attribute defines what type(s) of
credential (s) the DUA MUST use when contacting the DSA. The

servi ceCredenti al Level overrides this value for a particular
service (Section 4.16). The credential Level can contain nmore than
one credential type, separated by whitespace.

anonynous The DUA SHOULD NOT use a credential when binding to the
DSA.

pr oxy The DUA SHOULD use a known proxy identity when binding
to the DSA. A proxy identity is a specific credentia
that was created to represent the DUA. This docunent
does not define how the proxy user should be created, or
how t he DUA shoul d determ ne what the proxy user’s
credential is. This functionality is up to each
i mpl ement at i on.

sel f When the DUA is acting on behalf of a known identity,
the DUA MUST attenpt to bind to the DSA as that
identity. The DUA should contain methods to determne
the identity of the user such that the identity can be
aut henticated by the directory server using the defined
aut henti cati on met hods.

If the credential Level contains nore than one credential type, the
DUA MUST use the credential types in the order specified.

However, the DUA MAY skip over one or nore credential types. As
soon as the DUA is able to successfully bind to the DSA, the DUA
SHOULD NOT attenpt to bind using the remaining credential types.
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Synt ax:
credenti al Level = level *(SP |evel)
| evel = self / proxy / anonynous
sel f = "self"
pr oxy = "proxy"
anonynous = "anonynous"

Note: Al though nultiple credential |evels may be specified in the
syntax, at nost one of each type is allowed. Refer to

i npl ementation notes in Section 5 for additional syntax
requirenents for the credential Level attribute.

Def aul t Val ue:

If the credential Level attribute is not defined, the DUA SHOULD
NOT use a credential when binding to the DSA (al so known as
anonynous) .

QG her attribute notes:

Det er m ni ng how t he DUA should bind to the DSAs al so depends on
the additional configuration attributes, authenticationMethod,
servi ceAut henti cati onMet hod, serviceCredential Level, and
bindTinmeLimit. Please review Section 5 for details on howto
properly bind to a DSA

Exanpl e:
credenti al Level : proxy anonynous
4.6. Interpreting the serviceSearchDescriptor Attribute
Interpretation:

The serviceSearchDescriptor attribute defines how and where a DUA
SHOULD search for infornmation for a particular service. The
servi ceSear chDescriptor contains a servicelD, followed by one or
nmore base-scope-filter triples. These base-scope-filter triples
are used to define searches only for the specific service.

Mul tipl e base-scope-filters allow the DUA to search for data in
multiple locations in the directory information tree (DI T).

Al though this syntax is very simlar to the LDAP URL [ RFC3986],
this document requires the ability to supply nultiple hosts as
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part of the configuration of the DSA. In addition, an ordered
list of search descriptors is required, which cannot be specified
by the LDAP URL.

The serviceSearchDescriptor mght also contain the DN of an entry
that will contain an alternate profile. The DSA SHOULD re-
evaluate the alternate profile and perform searches as specified
by that profile.

If the base, as defined in the serviceSearchDescriptor, is
followed by the "," (ASCIlI 0x2C) character, this base is known as
a relative base. This relative base may be constructed of one or
more RDN conponents. In this case, the DUA MJST define the search
base by appending the relative base with the default Sear chBase.

Synt ax:

servi ceSear chlLi st servicel D ":" serviceSearchDesc *(";"

servi ceSear chDesc)

servi ceSear chDesc confReferral / searchDescri ptor

sear chDescri pt or [ base] ["?" [scopeSyntax] ["?" [filter]]]

conf Ref err al = "ref:" distingui shedName

base = di stingui shedNane / rel ati veBaseNane
rel ati veBaseNane = 1*(rel ativeDi stingui shedNane ",")
filter = UTF-8 encoded string

If the confReferral, base, relativeBaseNane, or filter contains
the ";" (ASCIl 0x3B), "?" (ASCIl Ox3F), """ (ASC | 0x22), or "\"
(ASCI'I 0x5C) characters, those characters MJST be escaped
(preceded by the "\" character). Alternately, the DN nay be
surrounded by quotes (ASCII 0x22). Refer to RFC 4514. If the
confReferral, base, rel ativeBaseNane, or filter are surrounded by
quotes, only the """ character needs to be escaped. Any character
that does not need to be escaped, and yet is preceded by the "\"
character, results in both the "\" character and the character
itself.

The usage and syntax of the filter string MJST be defined by the

DUA service. A suggested syntax woul d be that defined by
[ RFC4515] .
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If a DUA is perfornming a search for a particular service that has
a serviceSearchDescriptor defined, the DUA MIUST set the base,
scope, and filter as defined. Each base-scope-filter triple
represents a single LDAP search operation. |If nultiple base-
scope-filter triples are provided in the serviceSearchDescri ptor
the DUA SHOULD performmultiple search requests, and in that case,
it MUST be in the order specified by the serviceSearchDescri ptor

FYl: Service search descriptors do not exactly foll ow the LDAP URL
syntax [ RFC4516]. The reasoning for this difference is to
separate the host name(s) fromthe filter. This allows the DUA to
have a nore flexible solution in choosing its DSA

Def aul t Val ue:
If a serviceSearchDescriptor, or an el enent thereof, is not
defined for a particular service, the DUA SHOULD create the base,
scope, and filter as foll ows:
base - Sane as the default SearchBase.
scope - Sane as the default SearchScope.
filter - Use defaults as defined by DUA s service

If the default SearchBase or defaultSearchScope is not defined,
then the DUA service MAY use its own default.

QG her attribute notes:

If a serviceSearchDescriptor exists for a given service, the
service MJST use at | east one base-scope-filter triple in

perform ng searches. It SHOULD performmultiple searches per
service if multiple base-scope-filter triples are defined for that
servi ce.

The details of howthe "filter" is interpreted by each DUA s
service is defined by that service. This means the filter is NOT
REQUIRED to be a |legal LDAP filter [RFC4515]. Furthernore,
determ ning how attribute and object class napping affects that
search filter MUST be defined by the service. That is, the DUA
SHOULD specify if the attributes in the filter are assuned to

al ready have been mapped, or if it is expected that attribute
mappi ng (see Section 4.7) would be applied to the filter. In
general practice, inplementation and usability suggests that
attribute and object class mapping (Sections 4.7 and 4.13) SHOULD
NOT be applied to the filter defined in the

servi ceSear chDescri pt or.
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The servicelDis unique to a given service within the scope of any
DUA that might use the given profile, and should be defined by
that service. Registration of servicelDs is not addressed by this
docunent. However, as per the guidance at the end of Section 1
when DUA devel opers define their use of the DUAConfigProfile
scherma, they will define the servicel Ds used by that DUA

searchQui de and enhancedSear chGui de [ RFC4517]:

There are a few reasons why the authors chose not to take
advant age of the existing searchCQui de and enhancedSear chGQui de
attributes and rel ated syntaxes. While the enhancedSearchCGui de
met a number of the serviceSearchDescriptor requirenents,

servi ceSear chDescri ptor was devel oped primarily to support
associ ating search operations with services. Miltiple services
could be configured using the sane profile, thus requiring the
servicelD to be specified together with the search descriptor
information. A few other reasons for not using
enhancedSear chGui de i ncl ude:

The need to specify alternate search bases, including the
ability to specify search bases that are relative to the parent
def aul t Sear chBase

The need to specify alternate profiles using the "ref:" syntax.
The ability for individual services to specify their own
syntaxes for the format of the search filter

The authors’ belief that the user comunity is nore famliar
with the search filter syntax described by RFC 4515 than with
that described by the enhancedSearchCui de synt ax.

Exanpl e:
def aul t Sear chBase: dc=nyconpany, dc=com

servi ceSear chDescriptor: enail:ou=peopl e, ou=orgl, ?
one; ou=contract or, ?one;
ref:cn=profil e, dc=myconpany, dc=com

In this exanple, the DUA MJST search in

"ou=peopl e, ou=or g1, dc=nyconpany, dc=com' first. The DUA then
SHOULD search in "ou=contractor, dc=nmyconpany, dc=comt', and finally
it SHOULD search other locations as specified in the profile
descri bed at "cn=profil e, dc=myconpany, dc=conf. For nore exanpl es,
see Appendi x A
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4.7. Interpreting the attributeMap Attribute
Interpretation:

A DUA SHOULD perform attri bute mapping for all LDAP operations
performed for a service that has an attributeMap entry. Because
attribute mapping is specific to each service within the DUA a
"servicelD' is required as part of the attributeMap syntax. That
is, not all DUA services should necessarily performthe same
attribute mapping.

Attribute mapping in general is expected to be used to map
attributes of simlar syntaxes as specified by the service
supported by the DUA. However, a DUA is NOT REQU RED to verify
synt axes of mapped attributes. [If the DUA does discover that the
syntax of the napped attribute does not match that of the original
attribute, the DUA MAY performtransl ati on between the original
syntax and the new syntax. Wen DUAs do support attribute val ue
translation, the method and list of capable translations SHOULD be
docunented in a description of the DUA service.

Synt ax:
attri but eMap = servicelD ":" origAttribute "=" attributes
origAttribute = attribute
attributes = wattribute *( SP wattribute )
wattribute = WSP newAttribute WSP
newAttri bute = descr / "*NULL*"
attribute = descr

Val ues of the origAttribute are defined by and SHOULD be
docunented for the DUA service, as a |list of known supported
attributes.

Def aul t Val ue:
By default, attributes that are used by a DUA service are not
mapped unl ess mapped by the attributeMap attributes. The DUA

SHOULD NOT map an attribute unless it is explicitly defined by an
attributeMap attribute.
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O her attribute notes:

VWhen an attribute is mapped to the special keystring "*NULL*", the
DUA SHOULD NOT request that attribute fromthe DSA, when
performng a search or conpare request. |If the DUA is also
capabl e of perfornming nodification on the DSA, the DUA SHOULD NOT
attenpt to nodify any attribute which has been mapped to "*NULL*".

It is assuned the servicelDis unique to a given service within
the scope of the DSA

A DUA SHOULD support attribute mapping. |If it does, the follow ng
addi tional rules apply:

1. The list of attributes that are allowed to be mapped SHOULD be
defined by and docunented for the service.

2.  Any supported translation of mapping fromattributes of
di ssimlar syntax SHOULD al so be defined and docunent ed.

3. If an attribute may be mapped to nultiple attributes, the DSA
SHOULD define a syntax or usage statenent for how the new
attribute value will be constructed. Furthernore, the
resulting translated syntax of the conbined attributes MJST be
the sane as the attribute bei ng napped.

4. A DUA MIST support mapping of attributes using the attribute
OD. It SHOULD support attribute mapping based on the
attribute nane.

5. 1t is reconmended that attribute mapping not be applied to
parents of the target entries.

6. Attribute mapping is not recursive. In other words, if an
attribute has been mapped to a target attribute, that new
target attribute MJST NOT be napped to a third attribute.

7. A given attribute MIST only be mapped once for a given
servi ce.

Exanpl e:

Suppose a DUA is acting on behalf of an email service. By default
the "emnil" service uses the "mail", "cn", and "sn" attributes to
di scover mai| addresses. However, the email service has been

depl oyed in an environnent that uses "enpl oyeeNane" instead of
"cn". Also, instead of using the "nail" attribute for enail
addresses, the "enmmi|l" attribute is used. In this case, the
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attribute "cn" can be nmapped to "enpl oyeeNane", allow ng the DUA
to perform searches using the "enpl oyeeNane" attribute as part of
the search filter, instead of "cn". Also, "mail" can be mapped to
"emai | " when attenpting to retrieve the emnil address. This
mapping is perforned by adding the attributeMap attributes to the
configuration profile entry as follows (represented in LD F

[ RFC2849] ) :

attributeMap: email:cn=enpl oyeeName
attributeMap: emuil: mail =enmi |

As descri bed above, the DUA MAY also nmap a single attribute to
multiple attributes. When mapping a single attribute to nore than
one attribute, the new syntax or usage of the mapped attribute nust
be intrinsically defined by the DUAs service.

attributeMap: emmil:cn=firstNane | ast Nane

In the above exanple, the DUA creates the new val ue by generating a
space-separated string using the values of the mapped attributes. 1In
this case, a special mapping nust be defined so that a proper search
filter can be created. For further information on this exanple,

pl ease refer to Appendi x A

Anot her possibility for multiple attribute mapping nmight come in
when constructing returned attributes. For exanple, perhaps al
emai | addresses are of a guaranteed syntax of "uid@onmain”. In
this exanple, the uid and donain are separate attributes in the
directory. The enmail service nay define that if the "mail"
attribute is mapped to two different attributes, it will construct
the emai|l address as a concatenation of the two attributes (uid
and domain), placing the "@ character between them

attributeMap: enmil:mail=uid donain

Note: The attributeMap attribute contains only a list of attribute
nanes that should be mapped, not the definition of how syntax
transl ati on should be performed. The process used to perform
attribute value syntax translation (such as translating a uid to a
DN) and/or joining of nmultiple attribute values to formthe target
syntax (such as in the above enmnil exanple) is up to the service.
The attribute list defined in the attributeMap nerely provides the
attributes that would be used as inputs to the translation function
provi ded by the service.
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4.8. Interpreting the searchTinmeLinit Attribute

Interpretation:

The searchTineLimit attribute defines the maximumtine, in
seconds, that the DUA SHOULD all ow for a search request to
conpl et e.

Synt ax:

Defined by O D 1.3.6.1.4.1.1466. 115. 121. 1. 27 [ RFC4517].
Def aul t Val ue:

If the searchTimeLimt attribute is not defined or is zero, the
searchTi nmeLi mt SHOULD NOT be enforced by the DUA

QG her attribute notes:

This time linmt only includes the anount of tinme required to
performthe LDAP search operation. |If other operations are
required, they do not need to be considered part of the search
time. See bindTinmeLimt for the LDAP bind operation.

4.9. Interpreting the bindTineLimt Attribute

Interpretation:

The bindTimeLinmt attribute defines the maxinumtime, in seconds,
that a DUA SHOULD all ow for the bind request to conpl ete when
performed agai nst each server on the preferredServerlList or

def aul t Server Li st .

Synt ax:
Defined by OD 1.3.6.1.4.1.1466.115.121.1. 27.

Def aul t Val ue:

If the bindTinmeLimt attribute is not defined or is zero, the
bi ndTi mreLi nit SHOULD NOT be enforced by the DUA.

QG her attribute notes:

This time limt only includes the anbunt of tinme required to
performthe LDAP bind operation. |f other operations are
required, those operations do not need to be considered part of
the bind tinme. See searchTineLimit for the LDAP search operation.
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4.10. Interpreting the followReferrals Attribute
Interpretation:
If set to TRUE, the DUA SHOULD foll ow any referrals if discovered.
If set to FALSE, the DUA MJUST NOT follow referrals.
Synt ax:
Defined by O D 1.3.6.1.4.1.1466. 115.121. 1.7 [ RFC4517].
Def aul t Val ue:

If the followReferrals attribute is not set or set to an invalid
val ue, the default value is TRUE

4.11. Interpreting the dereferenceAliases Attribute
Interpretation:
If set to TRUE, the DUA SHOULD enabl e alias dereferencing.
If set to FALSE, the DUA MJUST NOT enabl e alias dereferencing.
Synt ax:
Defined by O D 1.3.6.1.4.1.1466.115.121.1.7.
Def aul t Val ue:

If the dereferenceAliases attribute is not set or set to an
invalid value, the default value is TRUE.

4.12. Interpreting the profileTTL Attribute
Interpretation:
The profil eTTL attribute defines how often the DUA SHOULD rel oad
and reconfigure itself using the corresponding configuration
profile entry. The value is represented in seconds. Once a DUA
reloads the profile entry, it SHOULD reconfigure itself with the
new val ues.

Synt ax:

Defined by OD 1.3.6.1.4.1.1466. 115. 121. 1. 27
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Def aul t Val ue:
If not specified, the DUA MAY use its own reconfiguration policy.
O her attribute notes:

If the profil eTTL value is zero, the DUA SHOULD NOT autonmatically
rel oad the configuration profile.

4.13. Interpreting the objectclassMap Attribute
Interpretation:

A DUA MAY perform object class mapping for all LDAP operations
performed for a service that has an objectclassMap entry. Because
obj ect class mapping is specific for each service within the DUA
a "servicelD' is required as part of the objectclassMap syntax.
That is, not all DUA services should necessarily performthe sane
obj ect cl ass nappi ng.

hj ect cl ass mappi ng SHOULD be used in conjunction with attribute
mapping to map the schema required by the service to an equival ent
schena that is available in the directory.

oj ect class mapping may or nay not be required by a DUA. Oten,
the objectclass attribute is used in search filters. Section 4.7
reconmends that attribute mapping not be applied to the

servi ceSearchDescriptor. Thus, if the default object classes are
not used in a DUA depl oynent, typically only the

servi ceSear chDescri ptor needs to be defined to reflect that

mappi ng. However, when the service search descriptor is not

provi ded, and the default search filter for that service contains
the objectclass attribute, that search filter SHOULD be redefined

by object class mapping, if defined. |If a default search filter
is not used, it SHOULD be redefined through the
servi ceSearchDescriptor. |If a serviceSearchDescriptor is defined

for a particular service, it SHOULD NOT be remapped by either the
obj ectcl assMap or attributeMap val ues.

One condition where the objectclassMap SHOULD be used is when the
DUA is providing gateway functionality. |In this case, the DUA is
acting on behalf of another service, which may pass in a search
filter itself. In this type of DUA, the DUA nay alter the search
filter according to the appropriate attributeMap and

obj ectcl assMap values. In this case, it is also assuned that a
servi ceSear chDescriptor is not defined.
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Synt ax:
obj ect cl assMap = servicelD ":" origQbjectclass "=" objectclass
ori gObj ectcl ass = obj ectcl ass
obj ectcl ass = keystring

Val ues of the origQCbjectclass depend on the type of DUA Service
usi ng the object class mapping feature.

Def aul t Val ue:

The DUA MUST NOT remap an object class unless it is explicitly
defined by an objectclassMap attri bute.

QG her attribute notes:

A DUA SHOULD support object class mapping. |If it does, the DUA

MUST support mappi ng of object classes using the objectclass OD.
It SHOULD support object class nmappi ng based on the object class
narme.

It is assunmed the servicelDis unique to a given service within
the scope of the DSA

Exanpl e:
Suppose a DUA is acting on behalf of an email service. By default
the "email" service uses the "mail", "cn", and "sn" attributes to
di scover mail addresses in entries created using inetO gPerson
obj ect class [RFC2789]. However, the email service has been
depl oyed in an environnent that uses entries created using
"enpl oyee" object class. In this case, the attribute "cn" can be

mapped to "enpl oyeeNane", and "inet OrgPerson" can be mapped to
"enpl oyee", allowi ng the DUA to perform LDAP operations using the
entries that exist in the directory. This mapping is performed by
addi ng attributeMap and objectclassMap attributes to the
configuration profile entry as follows (represented in LD F

[ RFC2849]):

attributeMap: enmil:cn=enpl oyeeNane
obj ectcl assMap: enail : i net Or gPer son=enpl oyee
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4.14. Interpreting the defaul t SearchScope Attribute

Interpretation:
Wien a DUA needs to search the DSA for information, this attribute
provi des the "scope" for the search. This paranmeter can be
overridden by the serviceSearchDescriptor attribute. See
Section 4.6.

Synt ax:
scopeSyntax = "base" / "one" [/ "sub"

Def aul t Val ue:

The default value for the defaultSearchScope SHOULD be defined by

the DUA service. |f the default search scope for a service is not
defined, then the scope SHOULD be for the DUA to performa subtree
search.

4.15. Interpreting the serviceAuthenticati onMethod Attribute
I nterpretation:

The serviceAut henticati onMethod attribute defines an ordered |i st
of LDAP bind nmethods to be used when attenpting to contact a DSA

for a particular service. |Interpretation and use of this
attribute is the sane as Section 4.4, but specific for each
servi ce.

Synt ax:
svAut hMet hod = servicelD ":" nmethod *(";" method)

Not e: Al though nultiple authentication nethods nay be specified in
the syntax, at nost one of each type is allowed.

Def aul t Val ue:

If the serviceAuthenticati onMethod attribute is not provided, the
aut henti cati onMet hod SHOULD be followed, or its default.

O her attribute notes:
Det erm ni ng how t he DUA should bind to the DSAs al so depends on
the additional configuration attributes, credential Level,

servi ceCredenti al Level, and bindTineLinmt. Please review
Section 5 for details on howto properly bind to a DSA.
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Exanpl e:
servi ceAut henti cati onMet hod: email:tls:sinple;sasl/D GEST- MD5
4.16. Interpreting the serviceCredential Level Attribute
Interpretation:

The serviceCredential Level attribute defines what type(s) of
credential (s) the DUA SHOULD use when contacting the DSA for a

particular service. Interpretation and use of this attribute are
the sane as Section 4.5.

Synt ax:
svCredenti al Level = servicelD ":" level *(SP |level)

Refer to inplenmentation notes in Section 5 for additional syntax
requirenents for the credential Level attribute.

Note: Although multiple credential |evels may be specified in the
syntax, at nobst one of each type is allowed.

Def aul t Val ue:
If the serviceCredential Level attribute is not defined, the DUA
MUST exam ne the credential Level attribute, or if one is not
provi ded, the DUA nust followits default.

QG her attribute notes:
Det er m ni ng how t he DUA should bind to the DSAs al so depends on
the additional configuration attributes,
servi ceAut henti cati onMet hod, authenti cati onMet hod, and
bindTinmeLimt. Please review Section 5 for details on how to
properly bind to a DSA

Exanpl e:

servi ceCredenti al Level : enunil: proxy anonynous
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5. Binding to the Directory Server

The DUA SHOULD use the follow ng al gorithm when binding to the
server:

for (clevel in credLevel) [see Note 1]
if (clevel is "anonynous")
for (host in hostnanes) [see Note 2]
if (server is responding)
return success
return failure
el se
for (anethod in authMethod) [see Note 3]
if (amethod is none)
for (host in hostnanes)
if (server is responding)
return success
return failure
el se
for (host in hostnanes)
aut henti cate using anet hod and cl evel
i f (authentication passed)
return success
return failure

Not e 1: The credLevel is a list of credential |evels as defined in
serviceCredenti al Level (Section 4.16) for a given service.
If the serviceCredential Level is not defined, the DUA MJST
exam ne the credential Level attri bute.

Note 2: hostnanes is the list of servers to contact as defined in
Sections 4.1 and 4. 2.

Not e 3: The authMethod is a |ist of authentication nmethods as
defined in serviceAuthenticati onMethod (Section 4.15) for a
given service. |f the serviceAuthenticationMethod is not
defined, the DUA MJST exam ne the authenticati onMet hod
attribute

6. Security Considerations
The profile entries MJST be protected agai nst unaut hori zed
nmodi fi cation. Each service needs to consider inplications of

providing its service configuration as part of this profile and limt
access to the profile entries accordingly.
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The managenment of the authentication credentials for the DUAis
out side the scope of this docunent and needs to be handl ed by the
DUA.

Since the DUA needs to know how to properly bind to the directory
server, the access control configuration of the DSA MJST assure that
the DSA can view all the elenments of the DUAConfigProfile attributes.
For exanple, if the credential Level attribute contains "Self", but
the DSA is unable to access the credential Level attribute, the DUA
will instead attenpt an anonynobus connection to the directory server

The al gorithm described by Section 5 al so has security
considerations. Altering that design will alter the security aspects
of the configuration profile.

At tinmes, DUAs connect to nultiple directory servers in order to
support potential high-availability and/ or performance requirenents.
As such, each directory server specified in the preferredServer |ist
and defaul t ServerLi st MIUST contain the sanme (replicated) data and be
part of the same security domain. This means the directory-supported
aut henti cati on met hods, authentication policies, and access control
policies for directory data are exactly the sane across all the
defined directory servers
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8. | ANA Consi derati ons
Thi s docunent defines new LDAP attributes and an object class for
object identifier descriptors. As specified by Section 3.4 and

required by Section 4 of [ RFC4520], this docunment regi sters new
descriptors as follows per the Expert Review.
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8.

8.

1.

2.

Regi stration of Object O asses

Subj ect: Request for LDAP Descriptor Registration
Descriptor (short nane): DUAConfigProfile

oject ldentifier: 1.3.6.1.4.1.11.1.3.1.2.5

Person & email address to contact for further information:
See "Aut hor/ Change Controller"

Usage: object class

Speci fication: RFC 4876

Aut hor/ Change Controller:

Bob Neal -Joslin

Hewl ett - Packard Conpany
19420 Honestead RD
Cupertino, CA 95014

USA

Phone: +1 408-447-3044
EMai | : bob_j osli n@p. com

Comment s:

See al so the associ ated request for the defaultServerlList,
def aul t Sear chBase, preferredServerlList, searchTineLimt,

bi ndTimeLimit, followReferrals, authenticationMethod,
profil eTTL, attributeMap, credential Level, objectclassMap,
def aul t Sear chScope, servi ceCredenti al Level,

servi ceSear chDescri ptor, serviceAuthenticationMethod, and
dereferenceAliases attribute types.

Regi stration of Attribute Types

Subj ect: Request for LDAP Descriptor Registration

Descriptor (short nane): See comments

oject ldentifier: See coments

Person & email address to contact for further information:
See "Aut hor/ Change Controller"

Usage: attribute type

May 2007
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Speci fication: RFC 4876

Aut hor/ Change Controller:

Bob Neal -Joslin

Hewl et t - Packard Conpany
19420 Honest ead RD
Cupertino, CA 95014

USA

Phone: +1 408-447-3044
EMai | : bob_j oslin@p. com

Comrent s:

The foll owing object identifiers and associated attribute
types have been regi stered.

ab Attribute Type
1.3.6.1.4.1.11.1.3.1.1.0 def aul t Ser ver Li st
1.3.6.1.4.1.11.1.3.1.1.1 def aul t Sear chBase
1.3.6.1.4.1.11.1.3.1.1.2 preferredServerlLi st
1.3.6.1.4.1.11.1.3.1.1.3 searchTi neLimt
1.3.6.1.4.1.11.1.3.1.1. 4 bi ndTi nmeLi m t
1.3.6.1.4.1.11.1.3.1.1.5 foll owReferral s
1.3.6.1.4.1.11.1.3.1.1.6 aut henti cati onMet hod
1.3.6.1.4.1.11.1.3.1.1.7 profil eTTL
1.3.6.1.4.1.11.1.3.1.1.9 attri but eMap
1.3.6.1.4.1.11.1.3.1.1.10 credenti al Level
1.3.6.1.4.1.11.1.3.1.1.11 obj ect cl assMap
1.3.6.1.4.1.11.1.3.1.1.12 def aul t Sear chScope
1.3.6.1.4.1.11.1.3.1.1.13 servi ceCredenti al Level
1.3.6.1.4.1.11.1.3.1.1. 14 servi ceSear chDescri pt or
1.3.6.1.4.1.11.1.3.1.1.15 servi ceAut henti cati onMet hod
1.3.6.1.4.1.11.1.3.1.1.16 der ef erenceAl i ases

Pl ease al so see the associated registration request for the
DUAConfi gProfil e object class.
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Appendi x A.  Exanpl es

In this section, we will describe a fictional DUA that provides one
service, called the "email" service. This service would be sinilar
to an enmail client that uses an LDAP directory to di scover enuil
addresses based on a textual representation of the recipient’s
col I oqui al nare.

This email service is defined by default to expect that users with
emai | addresses will be of the "inetOgPerson" object class type

[ RFC2789]. And by default, the "emmil" service expects the
colloquial name to be stored in the "cn" attribute, while it expects
the email address to be stored in the "mail" attribute (as one would
expect as defined by the inetOrgPerson object class).

As a special feature, the "email" service will performa special type
of attribute mappi ng when perform ng searches. |If the "cn" attribute
has been nmapped to two or nore attributes, the "email" service wll

parse the requested search string and nmap each whitespace-separated
token into the mapped attributes, respectively.

The default search filter for the "email" service is
"(objectclass=inetOrgPerson)”. The enmail service also defines that
when it perforns a nane-to-address discovery, it will wap the search
filter inside a conplex search filter as follows:
(&(<filter>)(cn~=<nane string>))

O, if "cn" has been mapped to nultiple attributes, that w apping
woul d appear as foll ows:

(&(<filter>)(attril~=<tokenl>)(attr2~=<token2>)...)

The bel ow exanpl es show how the "emai|l" service builds its search
requests, based on the defined profile. In all cases, the

def aul t SearchBase is "o=airius.com', and the default SearchScope is
undef i ned.

In addition, for all examples, we assunme that the "emil" service has
been requested to discover the email address for "Jane Hernandez"

Exampl e 1:
servi ceSear chDescriptor: enail:"ou=nmarketing,"
base: ou=nmarketing, o=airius.com

scope: sub
filter: (& objectclass=inetOgPerson)(cn~=Jane Hernandez))
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Exanpl e 2:

servi ceSear chDescriptor: enail:"ou=narketing, "?one?
(&(obj ect cl ass=i net Or gPer son) (c=us))

attributeMap: emmil:cn=2.5.4.42 sn

Note: 2.5.4.42 is the O D that represents the "gi venNanme"
attribute

In this exanple, the enmnil service performs <nane string> parsing as

descri bed above to generate a conplex search filter. The above

exanple results in one search

base: ou=marketing, o=airius.com

scope: one

filter: (& & objectclass=inet OrgPerson)(c=us))
(2.5.4.42~=Jane) (sn~=Her nandez))

Exanpl e 3:

servi ceSear chDescriptor: enuil:ou=marketing, " ?base
attributeMap: emmil:cn=nane

This exanple is invalid, because either the quote should have
been escaped, or there should have been a | eadi ng quote.

Exampl e 4:

servi ceSear chDescriptor: enmil:ou=\\mar\\\\keting,\\"?base
attributeMap: emmil:cn=nane

base: ou=\\rmar\\keting,"

scope: base

filter (& objectclass=inet O gPerson)(nane~=Jane Hernandez))
Exanpl e 5:

servi ceSear chDescriptor: enail:ou="nmarketing", o=supercom

This exanple is invalid, since the quote was not a |eadi ng quote,
and t hus shoul d have been escaped.
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Exanpl e 6:

servi ceSear chDescriptor: email: ??(& objectcl ass=person)
(ou=0Orgl \\\\(tenporary\\\\)))

base: o=airius.com

scope: sub

filter: (& (& objectclass=person)(ou=0rgl \\(Tenporary\\)))
(cn~=Jane Henderson)))

Exampl e 7:

servi ceSear chDescriptor: enail:"ou=funny?org,"

base: ou=funny?org, o=airius.com

scope: sub
filter (& objectclass=inetO gPerson)(cn~=Jane Her nandez))
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