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1.

1.

1.

I nt roducti on

This meno defines a portion of the Management |nformati on Base (M B)
for use with network managenent protocols in the Internet comunity.
In particular, it describes the Renpte Authentication Dial-lIn User
Servi ce (RADIUS) [ RFC2865] Dynamic Authorization Cient (DAC
functions that support the dynanic authorization extensions as
defined in RFC 3576.

It is becoming increasingly inportant to support Dynanic

Aut hori zation extensions on the network access server (NAS) devices
to handl e the Disconnect and Change-of - Aut hori zati on (CoA) nessages,
as described in [RFC3576]. As a result, the effective managenent of
RADI US Dynami c Authorization entities is of considerable inportance.
Thi s RADIUS Dynami ¢ Aut horization Cient MB conplenents the nanaged
obj ects used for nanagi ng RADI US aut henticati on and accounti ng
servers, as described in [RFC4669] and [ RFC4671], respectively.

1. Requirenents Notation

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

2. Term nol ogy

Dynam ¢ Aut hori zati on Server (DAS)

The conponent that resides on the NAS that processes the Di sconnect
and Change- of - Aut hori zati on (CoA) Request packets [ RFC3576] sent by
the Dynam ¢ Aut horization dient.

Dynam ¢ Aut horization dient (DAC

The conponent that sends Disconnect and CoA- Request packets to the
Dynam ¢ Aut hori zation Server. Although this conponent often resides
on the RADI US server, it is also possible for this conponent to be

| ocated on a separate host, such as a Rating Engine.

Dynam ¢ Aut hori zation Server Port

The UDP port on which the Dynam ¢ Authorization Server listens for

the Di sconnect and CoA requests sent by the Dynami c Authorization
Cient.
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2.

The | nternet-Standard Managenment Framework

For a detail ed overview of the docunments that describe the current
I nt ernet - Standard Managenment Framework, please refer to section 7 of
[ RFC3410] .

Managed objects are accessed via a virtual information store, terned
the Managenent Information Base or MB. MB objects are generally
accessed through the Sinple Network Managenment Protocol (SNWVP).
ohjects in the MB are defined using the nechanisns defined in the
Structure of Managenent Information (SM). This neno specifies a MB
modul e that is conpliant to the SMv2, which is described in STD 58,
RFC 2578 [ RFC2578], STD 58, RFC 2579 [RFC2579], and STD 58, RFC 2580
[ RFC2580] .

Overvi ew

"Dynami ¢ Aut hori zation Extensions to RADI US' [ RFC3576] defines the
operation of Disconnect-Request, Disconnect-ACK, D sconnect-NAK,

CoA- Request, CoA- ACK, and CoA- NAK packets. [RFC4673] defines the
Dynam c Aut horization Server MB and the relationship with other MB
nmodul es. This M B nodule for the Dynam ¢ Authorization dient
contains the foll ow ng:

1. Two scal ar objects

2. One Dynam c Authorization Server table. This table contains one
row for each DAS with which the DAC shares a secret.

RADI US Dynami ¢ Authorization Client MB Definitions
RADI US- DYNAUTH- CLI ENT-M B DEFINITIONS ::= BEG N
| MPORTS

MODULE- | DENTI TY, OBJECT- TYPE,
Counter 32, Gauge32, I|nteger32,

m b-2, TinmeTicks FROM SNMPv2- SM -- [ RFC2578]
SnmpAdmi nSt ri ng FROM SNWVP- FRAMEWORK- M B - - [ RFC3411]
I net Addr essType, | net Address,

| net Por t Nunber FROM | NET- ADDRESS-M B -- [ RFC4001]
MODULE- COVPLI ANCE,

OBJECT- GROUP FROM SNMPv 2- CONF; -- [ RFC2580]

radi usDynAut hCl i ent M B MODULE- | DENTI TY
LAST- UPDATED "200608290000Z" -- 29 August 2006
ORGANI ZATI ON " | ETF RADEXT Wor ki ng G- oup”
CONTACT- | NFO
" Stefaan De Cnodder
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Al cat el

Francis Wellesplein 1
B- 2018 Antwerp

Bel gi um

Phone: +32 3 240 85 15
EMai | : st efaan. de_cnodder @l cat el . be

Nagi Reddy Jonnal a

Cisco Systens, Inc.

Di vyasree Chanbers, B Wng,
O Shaugnessy Road,

Bangal ore- 560027, | ndi a.

Phone: +91 94487 60828
EMai | : njonnal a@i sco. com

Murt aza Chi ba

Ci sco Systens, Inc.
170 West Tasman Dr.
San Jose CA, 95134

Phone: +1 408 525 7198
EMai | : nthi ba@i sco.com "
DESCRI PTI ON
"The M B nodule for entities inplenmenting the client

side of the Dynami c Authorization Extensions to the
Renote Authentication Dial-1n User Service (RADI US)
protocol. Copyright (C The Internet Society (2006).
Initial version as published in RFC 4672;
for full legal notices see the RFC itself."

REVI SI ON "200609290000Z" -- 29 August 2006
DESCRI PTION "I nitial version as published in RFC 4672"
:={ mb-2 145 }

radi usDynAut hd i ent M BCbj ects OBJECT | DENTI FIER :: =
{ radi usDynAuthClientMB 1 }

radi usDynAut hCl i ent Scal ars OBJECT I DENTIFIER :: =
{ radi usDynAuthd i entM BObjects 1 }

radi usDynAut hCl i ent Di sconl nval i dSer ver Addr esses OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The number of Disconnect-Ack and Di sconnect - NAK packets
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recei ved from unknown addresses. This counter may
experience a discontinuity when the DAC nodul e
(re)starts, as indicated by the val ue of
radi usDynAut hCl i ent CounterDi scontinuity."

::={ radiusDynAuthCientScalars 1 }

radi usDynAut hC i ent CoAl nval i dSer ver Addr esses OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The number of CoA-Ack and CoA- NAK packets received from
unknown addresses. Di sconnect-NAK packets received
from unknown addresses. This counter may experience a
di scontinuity when the DAC nodule (re)starts, as
i ndi cated by the val ue of
radi usDynAut hCl i ent Counter Di scontinuity."
::={ radi usDynAut hd i ent Scal ars 2 }

radi usDynAut hSer ver Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Radi usDynAut hServerEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The (conceptual) table listing the RAD US Dynanic

Aut hori zation Servers with which the client shares a
secret."”

::={ radiusDynAut hCl i ent M BObj ects 2 }

radi usDynAut hServer Entry OBJECT- TYPE
SYNTAX Radi usDynAut hServer Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"An entry (conceptual row) representing one Dynamc
Aut hori zation Server with which the client shares a

secret."
I NDEX { radi usDynAut hServer | ndex }
::={ radiusDynAut hServerTable 1 }
Radi usDynAut hServer Entry ::= SEQUENCE {
radi usDynAut hSer ver | ndex I nt eger 32,
radi usDynAut hSer ver Addr essType | net Addr essType,
radi usDynAut hSer ver Addr ess | net Addr ess,
radi usDynAut hServer d i ent Port Nunber I net Por t Nunber,
radi usDynAut hServer | D SnnpAdmi nStri ng,
radi usDynAut hCl i ent RoundTri pTi e Ti meTi cks,
radi usDynAut hCl i ent Di sconRequest s Count er 32,

De Cnodder, et al. I nf or mat i onal [ Page 5]



RFC 4672 RADI US Dynam ¢ Authorization Client MB  Septenber 2006

radi usDynAut hCl i ent Di sconAut hOnl yRequest s Count er 32,

radi usDynAut hCl i ent Di sconRet r ansmi ssi ons Count er 32,
radi usDynAut hCl i ent Di sconAcks Count er 32,
radi usDynAut hCl i ent Di sconNaks Count er 32,

radi usDynAut hCl i ent Di sconNakAut hOnl yRequest  Count er 32,
radi usDynAut hC i ent Di sconNakSessNoCont ext Count er 32,
radi usDynAut hC i ent Mal f or nedDi sconResponses Count er 32,
radi usDynAut hCl i ent Di sconBadAut henti cat ors Count er 32,

radi usDynAut hCl i ent Di sconPendi ngRequest s Gauge32,
radi usDynAut hCl i ent Di sconTi nmeout s Count er 32,
radi usDynAut hd i ent Di sconPacket sDr opped Count er 32,
radi usDynAut hCl i ent CoARequest s Count er 32,
radi usDynAut hCl i ent CoAAut hOnl yRequest Count er 32,
radi usDynAut hC i ent CoARet r ansmi ssi ons Count er 32,
radi usDynAut hCl i ent CoAAcks Count er 32,
r adi usDynAut hCl i ent CoANaks Count er 32,
radi usDynAut hCl i ent CoANakAut hOnl yRequest Count er 32,
radi usDynAut hd i ent CoANak SessNoCont ext Count er 32,
radi usDynAut hC i ent Mal f or mredCoAResponses Count er 32,
radi usDynAut hCl i ent CoABadAut hent i cat ors Count er 32,
radi usDynAut hd i ent CoAPendi ngRequest s Gauge32,
r adi usDynAut hCl i ent CoATi neout s Count er 32,
radi usDynAut hCl i ent CoAPacket sDr opped Count er 32,
radi usDynAut hd i ent UnknownTypes Count er 32,
radi usDynAut hd i ent Count er Di scontinuity Ti meTi cks
}
radi usDynAut hSer ver | ndex OBJECT- TYPE
SYNTAX Integer32 (1..2147483647)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"A nunber uniquely identifying each RADI US Dynanmic
Aut hori zation Server with which this Dynanic
Aut hori zation Cient comunicates. This nunber is
al l ocated by the agent inplementing this MB nodul e
and is unique in this context."
::={ radiusDynAut hServerEntry 1 }

radi usDynAut hSer ver Addr essType OBJECT- TYPE
SYNTAX | net Addr essType
MAX- ACCESS r ead- onl y
STATUS current
DESCRI PTI ON
"The type of | P address of the RADI US Dynanmic
Aut hori zation Server referred to in this table entry."
::={ radi usDynAut hServerEntry 2 }
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radi usDynAut hSer ver Addr ess OBJECT- TYPE

SYNTAX I net Addr ess

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON

"The | P address val ue of the RADIUS Dynam c

Aut hori zation Server referred to in this table entry
usi ng the version neutral |IP address format. The type
of this address is determ ned by the value of the
r adi usDynAut hSer ver Addr essType obj ect."

::={ radiusDynAut hServerEntry 3 }

radi usDynAut hServer d i ent Port Nunber OBJECT- TYPE
SYNTAX I net Port Nunber (1..65535)
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The UDP destination port that the RADI US Dynanic
Aut hori zation Client is using to send requests to this
server. The value zero is invalid."
::={ radiusDynAut hServerEntry 4 }

radi usDynAut hServer| D OBJECT- TYPE
SYNTAX SnipAdmi nStri ng
MAX- ACCESS r ead- only
STATUS current
DESCRI PTI ON
"The NAS-Identifier of the RADI US Dynam c Authorization
Server referred to in this table entry. This is not
necessarily the same as sysNanme in MB I|."
REFERENCE
"RFC 2865, Section 5.32, NAS-lIdentifier.”
::={ radiusDynAut hServerEntry 5 }

radi usDynAut hdl i ent RoundTri pTi me OBJECT- TYPE
SYNTAX Ti meTi cks
UNI TS "hundredt hs of a second"
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The time interval (in hundredths of a second) between
the nmost recent Di sconnect or CoA request and the
recei pt of the correspondi ng Di sconnect or CoA reply.
A value of zero is returned if no reply has been
received yet fromthis server."”
::={ radiusDynAut hServerEntry 6 }
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radi usDynAut hd i ent Di sconRequest s OBJECT- TYPE
SYNTAX Count er 32
UNI TS "requests”
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
"The nunber of RADI US Di sconnect - Requests sent
to this Dynami c Authorization Server. This also
i ncludes the RADI US Di sconnect - Requests that have a
Service-Type attribute with value ’'Authorize Only’.
Di sconnect - NAK packets recei ved from unknown addresses.
Thi s counter may experience a discontinuity when the
DAC nodul e (re)starts, as indicated by the val ue of
radi usDynAut hCl i ent Count er Di scontinuity."
REFERENCE
"RFC 3576, Section 2.1, Disconnect Messages (DM."
::={ radiusDynAut hServerEntry 7 }

radi usDynAut hd i ent Di sconAut hOnl yRequest s OBJECT- TYPE
SYNTAX Count er 32
UNI TS "requests”
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The nunber of RADI US Di sconnect-Requests that include a
Servi ce-Type attribute with value ’Authorize Only’
sent to this Dynanic Authorization Server.
Di sconnect - NAK packets recei ved from unknown addresses.
This counter may experience a discontinuity when the
DAC nodul e (re)starts, as indicated by the val ue of
radi usDynAut hd i ent Count er Di scontinuity."
REFERENCE
"RFC 3576, Section 2.1, Disconnect Messages (DM."
::={ radiusDynAut hServerEntry 8 }

radi usDynAut hCl i ent Di sconRet ransmi ssi ons OBJECT- TYPE

SYNTAX Count er 32

UNI TS "retransm ssi ons”

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON

"The nunber of RADI US Di sconnect-request packets

retransmtted to this RADIUS Dynam ¢ Aut horization
Server. Disconnect-NAK packets received from unknown
addresses. This counter may experience a discontinuity
when the DAC nodule (re)starts, as indicated by the
val ue of radi usDynAut hCl i ent CounterDi scontinuity."

REFERENCE
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"RFC 3576, Section 2.1, Disconnect Messages (DM ."
::={ radiusDynAut hServerEntry 9 }

radi usDynAut hCl i ent Di sconAcks OBJECT- TYPE
SYNTAX Count er 32
UNI TS "replies"”
MAX- ACCESS r ead- onl y
STATUS current
DESCRI PTI ON
"The nunber of RADI US Di sconnect - ACK packets
received fromthis Dynanm ¢ Authorization Server. This
counter may experience a discontinuity when the DAC
modul e (re)starts, as indicated by the val ue of
radi usDynAut hCl i ent Count er Di scontinuity."
REFERENCE
"RFC 3576, Section 2.1, Disconnect Messages (DM."
::={ radiusDynAut hServerEntry 10 }

radi usDynAut hC i ent Di sconNaks OBJECT- TYPE
SYNTAX Count er 32
UNI TS "replies”
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The nunber of RADI US Di sconnect - NAK packets
received fromthis Dynanmi c Authorization Server.
Thi s includes the RADIUS Di sconnect - NAK packets
received with a Service-Type attribute with val ue
"Aut horize Only’ and the RADI US Di sconnect - NAK
packets received if no session context was found. This
counter may experience a discontinuity when the DAC
modul e (re)starts, as indicated by the val ue of
radi usDynAut hCl i ent Count er Di scontinuity.”
REFERENCE
"RFC 3576, Section 2.1, Disconnect Messages (DM."
::={ radi usDynAut hServerEntry 11 }

radi usDynAut hC i ent Di sconNakAut hOnl yRequest OBJECT- TYPE

SYNTAX Count er 32

UNI TS "replies"”

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON

"The nunber of RADI US Di sconnect - NAK packets

that include a Service-Type attribute with val ue
"Authorize Only’ received fromthis Dynamc
Aut hori zation Server. This counter nmay experience a
di scontinuity when the DAC nodule (re)starts, as
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i ndi cated by the val ue of
radi usDynAut hCl i ent Count er Di scontinuity."
REFERENCE
"RFC 3576, Section 2.1, Disconnect Messages (DM."
::={ radiusDynAut hServerEntry 12 }

radi usDynAut hCl i ent Di sconNakSessNoCont ext OBJECT- TYPE
SYNTAX Count er 32
UNI TS "replies”
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The nunber of RADI US Di sconnect - NAK packets
received fromthis Dynam c Authorization Server
because no session context was found; i.e., it
i ncludes an Error-Cause attribute with val ue 503
(’ Session Context Not Found’). This counter may
experience a discontinuity when the DAC nodul e
(re)starts, as indicated by the val ue of
radi usDynAut hCl i ent Count er Di scontinuity."
REFERENCE
"RFC 3576, Section 2.1, Disconnect Messages (DM."
::={ radiusDynAut hServerEntry 13 }

radi usDynAut hd i ent Mal f or medDi sconResponses OBJECT- TYPE
SYNTAX Count er 32
UNI TS "replies”
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The nunmber of mal formed RADI US Di sconnect-Ack and
Di sconnect - NAK packets received fromthis Dynamc
Aut hori zation Server. Bad authenticators and unknown
types are not included as mal forned Di sconnect-Ack and
D sconnect - NAK packets. This counter nmay experience a
di scontinuity when the DAC nodule (re)starts, as
i ndi cated by the val ue of
radi usDynAut hCl i ent Count er Di scontinuity."
REFERENCE
"RFC 3576, Section 2.1, Disconnect Messages (DM, and
Section 2.3, Packet Format."
::={ radi usDynAut hServerEntry 14 }

radi usDynAut hCl i ent Di sconBadAut henti cat ors OBJECT- TYPE

SYNTAX Count er 32
UNI TS "replies"”
MAX- ACCESS r ead- onl y
STATUS current
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DESCRI PTI ON
"The number of RADI US Di sconnect-Ack and Di sconnect - NAK
packets that contained invalid Authenticator field
received fromthis Dynam ¢ Authorization Server. This
counter may experience a discontinuity when the DAC
modul e (re)starts, as indicated by the val ue of
radi usDynAut hd i ent Count er Di scontinuity."
REFERENCE
"RFC 3576, Section 2.1, Disconnect Messages (DM, and
Section 2.3, Packet Format."
::={ radiusDynAut hServerEntry 15 }

radi usDynAut hd i ent Di sconPendi ngRequests OBJECT- TYPE
SYNTAX Gauge32
UNI TS "requests”
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The nunber of RADI US Di sconnect-request packets
destined for this server that have not yet timed out
or received a response. This variable is incremented
when an Di sconnect - Request is sent and decrenented
due to recei pt of a Disconnect-Ack, a D sconnect - NAK,
a timeout, or a retransmnission."”
REFERENCE
"RFC 3576, Section 2.1, Disconnect Messages (DM."
::={ radiusDynAut hServerEntry 16 }

radi usDynAut hCl i ent Di sconTi meout s OBJECT- TYPE
SYNTAX Count er 32
UNI TS "timeouts"”
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The nunber of Disconnect request timeouts to this
server. After a timeout, the client may retry to the
same server or give up. Aretry to the same server is
counted as a retransnit and as a tineout. A send
to a different server is counted as a
Di sconnect - Request and as a tinmeout. This counter
may experience a discontinuity when the DAC nodul e
(re)starts, as indicated by the val ue of
radi usDynAut hd i ent Count er Di scontinuity."
REFERENCE
"RFC 3576, Section 2.1, Disconnect Messages (DM."
::={ radiusDynAut hServerEntry 17 }

radi usDynAut hd i ent Di sconPacket sDr opped OBJECT- TYPE
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SYNTAX Count er 32
UNI TS "replies”
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The nunber of incom ng Di sconnect-Ack and
Di sconnect - NAK packets fromthis Dynami ¢ Authorization
Server silently discarded by the client application for
some reason other than mal formed, bad authenticators,
or unknown types. This counter nmay experience a
di scontinuity when the DAC nodule (re)starts, as
i ndi cated by the val ue of
radi usDynAut hd i ent Count er Di scontinuity."
REFERENCE
"RFC 3576, Section 2.1, Disconnect Messages (DM, and
Section 2.3, Packet Format."
::={ radiusDynAut hServerEntry 18 }

radi usDynAut hd i ent CoARequest s OBJECT- TYPE
SYNTAX Count er 32
UNI TS "requests”
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The nunber of RADI US CoA- Requests sent to this
Dynam ¢ Aut horization Server. This also includes
CoA requests that have a Service-Type attribute
with value "Authorize Only’. This counter may
experience a discontinuity when the DAC nodul e
(re)starts, as indicated by the val ue of
radi usDynAut hd i ent Count er Di scontinuity."
REFERENCE
"RFC 3576, Section 2.2, Change-of-Authorization
Messages (CoA)."
::={ radiusDynAut hServerEntry 19 }

radi usDynAut hd i ent CoAAut hOnl yRequest OBJECT- TYPE

SYNTAX Count er 32

UNI TS "requests”

MAX- ACCESS r ead-onl y

STATUS current

DESCRI PTI ON

"The nunber of RADI US CoA-requests that include a

Servi ce-Type attribute with value ’Authorize Only’
sent to this Dynamic Authorization Cient. This
counter may experience a discontinuity when the DAC
nmodul e (re)starts, as indicated by the val ue of
radi usDynAut hdl i ent Count er Di scontinuity."
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REFERENCE
"RFC 3576, Section 2.2, Change-of-Authorization
Messages (CoA)."
::={ radiusDynAut hServerEntry 20 }

radi usDynAut hCl i ent CoARet r ansmi ssi ons OBJECT- TYPE
SYNTAX Count er 32
UNI TS "retransm ssi ons”
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The nunber of RADI US CoA-request packets
retransmtted to this RADIUS Dynam ¢ Aut horization
Server. This counter may experience a discontinuity
when the DAC nodule (re)starts, as indicated by the
val ue of radi usDynAut hClient CounterDi scontinuity."
REFERENCE
"RFC 3576, Section 2.2, Change-of-Authorization
Messages (CoA)."
::={ radiusDynAut hServerEntry 21 }

radi usDynAut hCl i ent CoAAcks OBJECT- TYPE
SYNTAX Count er 32
UNI TS "replies"”
MAX- ACCESS r ead- onl y
STATUS current
DESCRI PTI ON
"The nunber of RADI US CoA- ACK packets received from
this Dynam c Authorization Server. This counter may
experience a discontinuity when the DAC nodul e
(re)starts, as indicated by the val ue of
radi usDynAut hCl i ent Count er Di scontinuity."
REFERENCE
"RFC 3576, Section 2.2, Change-of-Authorization
Messages (CoA)."
::={ radi usDynAut hServerEntry 22 }

radi usDynAut hCl i ent CoANaks OBJECT- TYPE

SYNTAX Count er 32

UNI TS "replies"”

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON

"The nunber of RADI US CoA- NAK packets received from

this Dynam c Authorization Server. This includes the
RADI US CoA- NAK packets received with a Service-Type
attribute with value "Authorize Only’ and the RADI US
CoA- NAK packets received because no session context
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was found. This counter may experience a discontinuity
when the DAC nodule (re)starts, as indicated by the
val ue of radi usDynAut hClient CounterDi scontinuity."”
REFERENCE
"RFC 3576, Section 2.2, Change-of-Authorization
Messages (CoA)."
::={ radi usDynAut hServerEntry 23 }

radi usDynAut hCl i ent CoANakAut hOnl yRequest OBJECT- TYPE
SYNTAX Count er 32
UNI TS "replies"”
MAX- ACCESS r ead- onl y
STATUS current
DESCRI PTI ON
"The nunmber of RADI US CoA- NAK packets that include a
Service-Type attribute with value ’'Authorize Only’
received fromthis Dynanm ¢ Authorization Server. This
counter may experience a discontinuity when the DAC
modul e (re)starts, as indicated by the val ue of
radi usDynAut hCl i ent Count er Di scontinuity."
REFERENCE
"RFC 3576, Section 2.2, Change-of-Authorization
Messages (CoA)."
::={ radi usDynAut hServerEntry 24 }

radi usDynAut hCl i ent CoANak SessNoCont ext OBJECT- TYPE
SYNTAX Count er 32
UNI TS "replies"”
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
"The nunber of RADI US CoA- NAK packets received from
this Dynam c Authorization Server because no session
context was found; i.e., it includes an Error-Cause
attribute with value 503 ('’ Session Context Not Found').
Thi s counter may experience a discontinuity when the
DAC nodul e (re)starts as indicated by the val ue of
radi usDynAut hCl i ent Count er Di scontinuity."
REFERENCE
"RFC 3576, Section 2.2, Change-of-Authorization
Messages (CoA)."
::={ radi usDynAut hServerEntry 25 }

radi usDynAut hCl i ent Mal f or mredCoAResponses OBJECT- TYPE

SYNTAX Count er 32
UNI TS "replies"”
MAX- ACCESS r ead- onl y
STATUS current
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DESCRI PTI ON
"The nunber of malformed RADI US CoA- Ack and CoA- NAK
packets received fromthis Dynam c Authorization
Server. Bad authenticators and unknown types are
not included as nal fornmed CoA- Ack and CoA- NAK packet s.
Thi s counter may experience a discontinuity when the
DAC nodul e (re)starts, as indicated by the val ue of
radi usDynAut hCl i ent Count er Di scontinuity."
REFERENCE
"RFC 3576, Section 2.2, Change-of-Authorization
Messages (CoA), and Section 2.3, Packet Format."
::= { radi usDynAut hServerEntry 26 }

radi usDynAut hCl i ent CoABadAut hent i cat ors OBJECT- TYPE
SYNTAX Count er 32
UNI TS "replies"”
MAX- ACCESS r ead- onl y
STATUS current
DESCRI PTI ON
"The nunber of RADI US CoA- Ack and CoA- NAK packets
that contained invalid Authenticator field
received fromthis Dynam ¢ Authorization Server.
Thi s counter nmay experience a discontinuity when the
DAC nodul e (re)starts, as indicated by the val ue of
radi usDynAut hd i ent Count er Di scontinuity."
REFERENCE
"RFC 3576, Section 2.2, Change-of-Authorization
Messages (CoA), and Section 2.3, Packet Format."
::={ radiusDynAut hServerEntry 27 }

radi usDynAut hd i ent CoAPendi ngRequest s OBJECT- TYPE
SYNTAX Gauge32
UNI TS "requests”
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
"The nunber of RADI US CoA-request packets destined for
this server that have not yet tined out or received a
response. This variable is increnented when an
CoA- Request is sent and decrenented due to receipt of
a CoA- Ack, a CoA-NAK, or a tineout, or a
retransm ssion."
REFERENCE
"RFC 3576, Section 2.2, Change-of-Authorization
Messages (CoA)."
::={ radiusDynAut hServerEntry 28 }

radi usDynAut hCl i ent CoATi meout s OBJECT- TYPE
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SYNTAX Count er 32
UNI TS "timeouts"”
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The nunber of CoA request timeouts to this server.
After a timeout, the client may retry to the sane
server or give up. Aretry to the same server is
counted as a retransmt and as a tineout. A send to
a different server is counted as a CoA-Request and
as a timeout. This counter nmay experience a
di scontinuity when the DAC nodule (re)starts, as
i ndi cated by the val ue of
radi usDynAut hCl i ent Count er Di scontinuity."
REFERENCE
"RFC 3576, Section 2.2, Change-of-Authorization
Messages (CoA)."
::={ radi usDynAut hServerEntry 29 }

radi usDynAut hC i ent CoAPacket sDr opped OBJECT- TYPE
SYNTAX Count er 32
UNI TS "replies"”
MAX- ACCESS r ead- onl y
STATUS current
DESCRI PTI ON
"The number of incom ng CoA-Ack and CoA-NAK fromthis
Dynam c Aut horization Server silently discarded by the
client application for sone reason other than
mal f ormed, bad aut henticators, or unknown types. This
counter may experience a discontinuity when the DAC
modul e (re)starts, as indicated by the val ue of
radi usDynAut hCl i ent Count er Di scontinuity."
REFERENCE
"RFC 3576, Section 2.2, Change-of-Authorization
Messages (CoA), and Section 2.3, Packet Format."
::={ radiusDynAut hServerEntry 30 }

radi usDynAut hd i ent UnknownTypes OBJECT- TYPE

SYNTAX Count er 32

UNI TS "replies"”

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON

"The nunber of incom ng packets of unknown types

that were received on the Dynam c Authorization port.
This counter may experience a discontinuity when the
DAC nodul e (re)starts, as indicated by the val ue of
radi usDynAut hdl i ent Count er Di scontinuity."
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REFERENCE
"RFC 3576, Section 2.3, Packet Format."
::={ radiusDynAut hServerEntry 31 }

radi usDynAut hCl i ent Count er Di sconti nuity OBJECT- TYPE

SYNTAX Ti meTi cks

UNI TS "hundredths of a second"

MAX- ACCESS r ead- only

STATUS current

DESCRI PTI ON

"The time (in hundredths of a second) since the

| ast counter discontinuity. A discontinuity may
be the result of a reinitialization of the DAC
modul e wi thin the managed entity."

::={ radiusDynAut hServerEntry 32 }

-- conformance i nfornmation

radi usDynAut hCl i ent M BConf or mance

OBJECT IDENTIFIER ::= { radiusDynAuthCientMB 2 }
radi usDynAut hCl i ent M BConpl i ances

OBJECT | DENTI FI ER ::= { radi usDynAut hd i ent M BConf or nance 1 }
radi usDynAut hCl i ent M BGr oups

OBJECT | DENTI FI ER :: = { radiusDynAut hd i ent M BConf or mance 2 }

-- conpliance statenents

radi usDynAut hCl i ent M BConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The compliance statenment for entities inplenmenting

the RADI US Dynami c Authorization Cient.
I mpl enentation of this nodule is for entities that
support | Pv4 and/or |Pv6."

MODULE -- this nodul e

MANDATORY- GROUPS { radi usDynAut hCl i ent M BG oup }

OBJECT radi usDynAut hSer ver Addr essType
SYNTAX I net AddressType { ipv4(l), ipv6(2) }
DESCRI PTI ON

"An inplenentation is only required to support |Pv4 and
gl obal Il y uni que | Pv6 addresses."

OBJECT radi usDynAut hSer ver Addr ess
SYNTAX I net Address (Sl ZE( 4| 16))
DESCRI PTI ON

"An inplenentation is only required to support |Pv4 and
gl obal Il y uni que | Pv6 addresses."
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GROUP radi usDynAut hCl i ent Aut hOnl yGr oup
DESCRI PTI ON
"Only required for Dynam c Authorization Cients that
are supporting Service-Type attributes with val ue
"Aut hori ze-Only’."

GROUP radi usDynAut hCl i ent NoSessG oup
DESCRI PTI ON
"This group is not required if the Dynanmic
Aut hori zation Server cannot easily determ ne whether
a session exists (e.g., in case of a RAD US

proxy)."
::={ radiusDynAut hCl i ent M BConpl i ances 1 }
-- units of conformance

radi usDynAut hCl i ent M BG oup OBJECT- GROUP
OBJECTS { radi usDynAut hCl i ent Di sconl nval i dSer ver Addr esses,

radi usDynAut hCl i ent CoAl nval i dSer ver Addr esses,
r adi usDynAut hSer ver Addr essType,
r adi usDynAut hSer ver Addr ess,
radi usDynAut hServer d i ent Port Nunber,
radi usDynAut hSer ver | D,
radi usDynAut hCl i ent RoundTri pTi e,
radi usDynAut hC i ent Di sconRequest s,
radi usDynAut hCl i ent Di sconRet r ansmi ssi ons,
r adi usDynAut hCl i ent Di sconAcks,
radi usDynAut hC i ent Di sconNaks,
radi usDynAut hCl i ent Mal f or medDi sconResponses,
radi usDynAut hCl i ent Di sconBadAut hent i cat or s,
radi usDynAut hd i ent Di sconPendi ngRequest s,
radi usDynAut hCl i ent Di sconTi neout s,
radi usDynAut hCl i ent Di sconPacket sDr opped,
radi usDynAut hCl i ent CoARequest s,
radi usDynAut hCl i ent CoARet r ansmi ssi ons,
radi usDynAut hd i ent CoAAcks,
radi usDynAut hC i ent CoANaks,
r adi usDynAut hCl i ent Mal f or mredCoAResponses,
radi usDynAut hCl i ent CoABadAut henti cat or s,
radi usDynAut hCl i ent CoAPendi ngRequest s,
radi usDynAut hCl i ent CoATi nmeout s,
radi usDynAut hCl i ent CoAPacket sDr opped,
radi usDynAut hCl i ent UnknownTypes,
radi usDynAut hCl i ent Count er Di scontinuity

}
STATUS current
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DESCRI PTI ON
"The coll ection of objects providi ng managenent of
a RADI US Dynam c Authorization Client."
::={ radiusDynAuthCli ent M BGoups 1 }

radi usDynAut hCl i ent Aut hOnl yGroup OBJECT- GROUP
OBJECTS { radi usDynAut hd i ent Di sconAut hOnl yRequest s,
radi usDynAut hCl i ent Di sconNakAut hOnl yRequest ,
radi usDynAut hCl i ent CoAAut hOnl yRequest ,
r adi usDynAut hCl i ent CoANakAut hOnl yRequest

}
STATUS current
DESCRI PTI ON
"The coll ection of objects supporting the RADI US
messages i ncluding Service-Type attribute with
val ue 'Authorize Only’."
::={ radiusDynAut hCl i ent M BG oups 2 }

radi usDynAut hCl i ent NoSessG oup OBJECT- GROUP
OBJECTS { radi usDynAut hC i ent Di sconNakSessNoCont ext ,
radi usDynAut hCl i ent CoANak SessNoCont ext

}
STATUS current
DESCRI PTI ON
"The collection of objects supporting the RADI US
messages that are referring to non-existing sessions."”
::={ radiusDynAut hCl i ent M BG oups 3 }

END
5. Security Considerations

There are no nmanagenent objects defined in this MB nodul e that have
a MAX- ACCESS cl ause of read-wite and/or read-create. So, if this
M B nodule is inplenmented correctly, then there is no risk that an
intruder can alter or create any nanagenment objects of this MB
modul e via direct SNVMP SET operations.

Sone of the readable objects in this MB nodule (i.e., objects with a
MAX- ACCESS ot her than not-accessible) may be considered sensitive or
vul nerabl e in sone network environnents. It is thus inportant to
control even CET and/or NOTIFY access to these objects and possibly
to even encrypt the values of these objects when sending them over
the network via SNMP. These are the tables and objects and their
sensitivity/vulnerability:
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radi usDynAut hSer ver Addr ess and r adi usDynAut hSer ver Addr essType

These can be used to determne the address of the DAS w th which
the DAC is communi cating. This information could be useful in
mounting an attack on the DAS.

radi usDynAut hServer | D

This can be used to determine the Identifier of the DAS. This
i nformati on could be useful in inpersonating the DAS

radi usDynAut hServer d i ent Port Nunber

This can be used to deternine the destination port nunber to which
the DAC is sending. This information could be useful in nmounting
an attack on the DAS

SNWVP versions prior to SNMPv3 did not include adequate security.

Even if the network itself is secure (for exanple by using IPsec),
even then, there is no control as to who on the secure network is

all oned to access and GET/ SET (read/change/create/delete) the objects
inthis MB nodul e.

It is RECOWENDED that inplenenters consider the security features as
provi ded by the SNMPv3 framework (see [ RFC3410], section 8),
including full support for the SNMPv3 cryptographic nechani sns (for
aut henti cation and privacy).

Further, deploynent of SNWP versions prior to SNMPv3 is NOT
RECOMVENDED. Instead, it is RECOWENDED to depl oy SNMPv3 and to
enabl e cryptographic security. It is then a customer/operator
responsibility to ensure that the SNWMP entity giving access to an
instance of this MB nodule is properly configured to give access to
the objects only to those principals (users) that have legitimte
rights to indeed GET or SET (change/create/ delete) them
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