Net wor k Wor ki ng G oup R Sparks, Ed.
Request for Comments: 4475 Est acado Systens
Cat egory: I nfornmational A. Hawryl yshen
Di tech Networks

A. Johnston

Avaya

J. Rosenberg

Cisco Systens

H. Schul zrinne

Col unbi a University

May 2006
Session Initiation Protocol (SIP) Torture Test Messages
Status of This Meno
This menmo provides information for the Internet community. It does

not specify an Internet standard of any kind. Distribution of this
meno is unlimted.

Copyri ght Notice
Copyright (C) The Internet Society (2006).

Abst r act
This informational docunment gives exanples of Session Initiation
Protocol (SIP) test nessages designed to exercise and "torture" a SIP

i mpl ement at i on.

Tabl e of Contents

L. OV I VI BW L et 3
2. Docunment Conventions . ... ... ... e 3
2.1. Representing Long Lines ......... .. ... 4
2.2. Representing Non-printable Characters ...................... 4
2.3. Representing Long Repeating Strings ........................ 5
3. SIP Test MeSSagesS . . v ittt e e 5
3.1, Parser Tests (SYNtax) . ... 5
3.1.1. Valid MeSSages . ...ttt 5
3.1.1.1. A Short Tortuous INVITE .................... 5
3.1.1.2. Wde Range of Valid Characters ............. 8
3.1.1.3. Valid Use of the % Escapi ng Mechanism...... 9
3.1.1.4. Escaped Nulls in URIs ..................... 11
3.1.1.5. Use of %Wien It Is Not an Escape ......... 11

3.1.1.6. Message with No LW5 between
Display Nane and < ............ ... .. ....... 12

Sparks, et al. I nf or mati onal [ Page 1]



RFC 4475

SIP Torture Test Messages May 2006
3.1.1.7. Long Values in Header Fields .............. 12
3.1.1.8. Extra Trailing Cctets in a UDP Datagram ... 14
3.1.1.9. Sem col on-Separated Parameters in
URI User Part ............ .. .. .. .. .. ... 16
3.1.1.10. Varied and Unknown Transport Types ....... 16
3.1.1.11. Multipart MME Message ................... 17
3.1.1.12. Unusual Reason Phrase .................... 18
3.1.1.13. Enpty Reason Phrase ...................... 19
3.1.2. Invalid MeSSagesS . ...t 20
3.1.2.1. Extraneous Header Field Separators ........ 20
3.1.2.2. Content Length Larger Than Message ........ 20
3.1.2.3. Negative Content-Length ................... 21
3.1.2.4. Request Scalar Fields with
Overlarge Values ....... ... ... .. ... ... ..... 22
3.1.2.5. Response Scalar Fields with
Overlarge Values .......................... 23
3.1.2.6. Unterm nated Quoted String in
Display Name .......... .. . . . ... 24
3.1.2.7. <> Enclosing Request-URl .................. 25
3.1.2.8. Malformed SIP Request-URl (enbedded LW5) ..26
3.1.2.9. Miultiple SP Separating
Request-Line Elenents ..................... 27
3.1.2.10. SP Characters at End of Request-Line ..... 28
3.1.2.11. Escaped Headers in SIP Request-URl ....... 29
3.1.2.12. Invalid Tinmezone in Date Header Field ....30
3.1.2.13. Failure to Enclose name-addr URl in <> ...31
3.1.2.14. Spaces within addr-spec .................. 31
3.1.2.15. Non-token Characters in Display Name ..... 32
3.1.2.16. Unknown Protocol Version ................. 32
3.1.2.17. Start Line and CSeq Method M smatch ...... 33
3.1.2.18. Unknown Method with CSeq Method M smatch .33
3.1.2.19. Overlarge Response Code .................. 34
3.2. Transaction Layer SemantiCS ............ ... 34
3.2.1. Mssing Transaction Identifier ..................... 34
3.3. Application-Layer SemanticCs .............uiiiiiinnennnn.. 35
3.3.1. Mssing Required Header Fields ..................... 35
3.3.2. Request-URI with Unknown Scheme .................... 36
3.3.3. Request-URI with Known but Atypical Scheme ......... 36
3.3.4. Unknown URI Schemes in Header Fields ............... 37
3.3.5. Proxy-Require and Require .......... ... ... ... .... 37
3.3.6. Unknown Content-Type .......... .. 38
3.3.7. Unknown Authorization Schenme ....................... 38
3.3.8. Multiple Values in Single Value Required Fields ....39
3.3.9. Multiple Content-Length Values ..................... 40
3.3.10. 200 K Response with Broadcast Via Header
Field Value ..... ... . . . . . 40
3.3.11. Max-Forwards of Zero ........... . ... . 41
3.3.12. REG STER with a Contact Header Paraneter .......... 42
I nf or mat i onal [ Page 2]

Spar ks, et al.



RFC 4475 SIP Torture Test Messages May 2006

3.3.13. REGSTER with a url-paranmeter ..................... 42

3.3.14. REG@ STER with a URL Escaped Header ................ 43

3.3.15. Unacceptable Accept Ofering ...................... 44

3.4. Backward Conpatibility ....... ... . . . . . . . . 44
3.4.1. INVITEwith RFC 2543 Syntax ........................ 44

4. Security Considerati Ons . ....... ... 45
5. ACKNOW edgement S . .. ... 46
6. Informative References ......... . . . .. . i 46
Appendi x A. Bit-Exact Archive of Each Test Message ................ 47
A. 1. Encoded Reference MeSSAQES ... ... ..ttt 48

1. Overview

Thi s docunent is informational and is NOT NORMATI VE on any aspect of
Sl P.

Thi s docunent contains test nessages based on the current version
(2.0) of the Session Initiation Protocol as, defined in [ RFC3261].
Sone messages exercise SIP's use of the Session Description Protoco
(SDP), as described in [ RFC3264].

These nessages were devel oped and refined at the SIPIt
interoperability test events.

The test nessages are organized into several sections. Sone stress
only a SIP parser, and others stress both the parser and the
application above it. Sone messages are valid, and sone are not.
Each exanple clearly calls out what nmakes any invalid nessages

i ncorrect.

Thi s docunent does not attenpt to catalog every way to make an

i nval i d message, nor does it attenpt to be conprehensive in exploring
unusual , but valid, nessages. Instead, it tries to focus on areas
that have caused interoperability problens or that have particularly
unfavorabl e characteristics if they are handled i nproperly. This
docunment is a seed for a test plan, not a test plan in itself.

The nessages are presented in the text using a set of markup
conventions to avoid anbiguity and neet Internet-Draft |ayout
requirenents. To resolve any renmining anbiguity, a bit-accurate
versi on of each nessage is encapsul ated in an appendi x.

2. Document Conventions
Thi s docunent contains many exanple SIP nessages. Although SIPis a
t ext -based protocol, many of these exanples cannot be unanbi guously

rendered without additional narkup due to the constraints placed on
the formatting of RFCs. This document defines and uses the markup
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defined in this section to renmove that anbiguity. This markup uses
the start and end tag conventions of XM. but does not define any XM
docunent type

The appendi x contains an encoded binary formof all the nessages and
the al gorithm needed to decode theminto files

2.1. Representing Long Lines

Several of these exanples contain unfolded |lines |onger than 72
characters. These are captured between <all OnelLine/> tags. The
single unfolded line is reconstructed by directly concatenating all
|l i nes appearing between the tags (discarding any line feeds or

carriage returns). There will be no whitespace at the end of I|ines.
Any whitespace appearing at a fold-point will appear at the beginning
of a line.

The foll owing represent the sane string of bits:
Header-nane: first value, reallyl ongsecondval ue, third val ue

<al | OneLi ne>

Header - nane: first val ue,
real | yl ongsecondval ue

, third val ue

</ al | OneLi ne>

<al | OnelLi ne>
Header - nane: first val ue,
real | yl ong
second
val ue,
third val ue
</ al | OneLi ne>

Note that this is NOT SIP header-line folding, where different
strings of bits have equival ent neani ng.

2.2. Representing Non-printable Characters
Several exanpl es contain binary nessage bodi es or header field val ues
cont ai ni ng non-ascii range UTF-8 encoded characters. These are

rendered here as a pair of hexadecimal digits per octet between
<hex/> tags. This rendering applies even inside quoted-strings.
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The following represent the sane string of bits:

Header - nane: val ue one
Header - nane: val ue<hex>206F6E</ hex>e

The following is a Subject header field containing the euro synbol:
Subj ect: <hex>E282AC</ hex>

2.3. Representing Long Repeating Strings
Several exanples contain very |arge data values created with
repeating bit strings. Those will be rendered here using <repeat
count =sone_i nt eger >val ue</repeat>. As with <hex>, this rendering
appl i es even inside quoted strings.
For exanple, the val ue "abcabcabc" can be rendered as <repeat
count =3>abc</repeat>. A display nane of "1000000 bottles of beer"
coul d be rendered as

To: "1<repeat count=6><hex>30</hex></repeat> bottles of beer"
<si p: beer. exanpl e. conr

A Max- Forwards header field with a value of one google will be
rendered here as

Max- Forwar ds: 1<repeat count=100>0</repeat >
3. SIP Test Messages
3.1. Parser Tests (syntax)
3.1.1. Valid Messages
3.1.1.1. A Short Tortuous INVITE
This short, relatively human-readabl e nessage cont ai ns:
o line folding all over
0 escaped characters within quotes.
0 an enpty subject.

0o LWS5 between col ons, sem colons, header field values, and other
fields.

0 both comma separated and separately |listed header field val ues.
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o a mx of short and long formfor the same header field nane.
0 unknown Request-URI paraneter
0 unknown header fi el ds.

o0 an unknown header field with a value that woul d be syntactically
invalid if it were defined in terns of generic-param

0 unusual header field ordering.

o0 unusual header field nane character case.

0 unknown parameters of a known header fi el d.

0 a uri paraneter with no val ue.

0 a header paraneter with no val ue.

o integer fields (Max-Forwards and CSeq) with | eading zeros.

Al elenments should treat this as a well-fornmed request.

The UnknownHeader Wt hUnusual Val ue header field deserves speci al
attention. |If this header field were defined in terns of comma-
separated val ues with sem col on-separated parameters (as woul d nmany
of the existing defined header fields), this would be invalid.
However, since the receiving el ement does not know the definition of
the syntax for this field, it nust parse it as a header val ue.

Proxies would forward this header field unchanged. Endpoints would
i gnore the header field.
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Message Details @ wsinv

I NVI TE si p: vi vekg@hai r-dnrc. exanpl e. cont unknownparam SI P/ 2.0

TO :
si p: vi vekg@hai r - dnrc. exanpl e. com ; tag = 1918181833n
from : "J Rosenberg \\\"" <si p: j drosen@xanpl e. con®

tag = 98asj d8

MaX- f Or WARdDS: 0068

Call-1D: wsinv.ndaksdj @92.0.2.1
Content - Length ;150

cseq: 0009

I NVI TE

Via : SIP / 2.0

/ UDP

192. 0. 2. 2; branch=390skdj uw

S

NewFangl edHeader : newf angl ed val ue
conti nued newfangl ed val ue
UnknownHeader W t hUnusual Val ue: ;;,,;;,;
Cont ent - Type: application/sdp

Rout e:

<si p: servi ces. exanpl e. com | r; unknownwi t h=val ue; unknown- no- val ue>
v. SIP [/ 2.0 [ TCP spi ndl e. exanpl e.com ;

branch = z9h(AbK9i kj 8

SIP [/ 2.0 / UDP 192.168.255.111 ; branch=

z9hG4bK30239

m"Quoted string \"\"" <sip:jdrosen@xanpl e.conr ; newparam =

newal ue ;

secondparam; g = 0.33

v=0

o=mhandl ey 29739 7272939 IN I P4 192.0.2.3
S=-

c=INIP4 192.0.2. 4

t=0 0

mraudi o 49217 RTP/ AVP 0 12

mevi deo 3227 RTP/ AVP 31

a=rtpmap: 31 LPC
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3.1.1.2. Wde Range of Valid Characters

Thi s nmessage exercises a wider range of characters in several key
syntactic elenents than inplenentations usually see. 1In particular,
note the foll ow ng:

o0 The Method contains non-al pha characters fromtoken. Note that %
is not an escape character for this field. A nethod of |N¥G6ITE
is an unknown nmethod. It is not the same as a method of |INVITE

0 The Request-URI contains unusual, but |egal, characters.

0 A branch paraneter contains all non-al phanum characters from
t oken.

0 The To header field value' s quoted string contains quoted-pair
expansi ons, including a quoted NULL character

0 The nane part of nane-addr in the From header field val ue contains
mul tiple tokens (instead of a quoted string) with all non-al phanum
characters fromthe token production rule. That value al so has an
unknown header paraneter whose nane contains the non-al phanum
token characters and whose value is a non-ascii range UTF-8
encoded string. The tag paraneter on this value contains the
non- al phanum t oken char acters.

o0 The Call-1D header field value contains the non-al phanum
characters fromword. Notice that in this production

* % is not an escape character. It is only an escape character
in productions matching the rule "escaped"

* " does not start a quoted string. MNone of ', or "

there will be a matching synbol later in the string.

i mply that

* The characters []{}()<> do not have any grouping semantics.
They are not required to appear in balanced pairs.

o0 There is an unknown header field (matchi ng extension-header) wth
non- al phanum t oken characters in its name and a UTF8- NONASCI |
val ue.

If this unusual URI has been defined at a proxy, the proxy wll
forward this request normally. Qherwi se, a proxy will generate a
404. Endpoints will generate a 501 listing the nethods they
understand in an Al |l ow header field.
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Message Details : intneth

<al | OnelLi ne>

linteresting-Method0123456789_*+' . % ndeed’ ~
sip:1_unusual . URI ~(to-be! sure) & sn’ t+it$/ crazy?,/;;*

: & t +has=1, wei rd! *pas$wo~d_t 0o. (doesn’ t-it)

@xanpl e.com SI P/ 2.0

</ al | OneLi ne>

Via: SIP/2.0/ TCP host 1. exanpl e. com branch=z9h&4bK- . ! %66* +' ' ~

<al | OneLi ne>

To: "BEL:\ <hex>07</hex> NUL:\ <hex>00</ hex> DEL:\ <hex>7F</ hex>"
<si p:1_unusual . URI ~(to-be! sure) & sn’t+it$/ crazy?,/;;*

@xanpl e. conp

</ al | OneLi ne>

<al | OnelLi ne>

From tokenl~" token2'+_ token3*% .- <sip:nmndane@xanpl e. conp

;fromParam ’ ~+* | -0

" <hex>D180D0BOD0B1DOBED182D0BOD18ED189D0B8D0OB9</ hex>"

;tag=_token~1" +" *04 - .

</ al | OneLi ne>

Call-1D: intmeth.word%K-!.* + @word' ~)(><:\/"][?}{

CSeq: 139122385 !interesting-Method0123456789 *+' . % ndeed’ ~

Max- Forwar ds: 255

<al | OnelLi ne>

ext ensi onHeader-!. %+ ‘' ~:

<hex>EFBBBFE5A4A7E5819CE99BBB</ hex>

</ al | OneLi ne>

Content-Length: O

3.1.1.3. Valid Use of the % Escapi ng Mechani sm

This I NVI TE exercises the % HEX HEX escapi ng mechani smin several
pl aces. The request is syntactically valid. |Interesting features
i nclude the follow ng:

0 The request-URl has sips:user @xanpl e.com enbedded in its
userpart. What that might nmean to exanple.net is beyond the scope
of this docunent.

o0 The Fromand To URI's have escaped characters in their userparts.
o0 The Contact URI has escaped characters in the URl paraneters.
Note that the "name" uri-paraneter has a val ue of "val ue%il",

which is NOT equivalent to "valueA". Per [RFC3986], unescaping
URI components is never performed recursively.
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A parser must accept this as a well-formed nessage. The application
usi ng the nessage must treat the % HEX HEX expansi ons as equi val ent
to the character being encoded. The application nmust not try to
interpret % as an escape character in those places where % HEX HEX
("escaped" in the granmmar) is not a valid part of the construction.
In [RFC3261], "escaped" only occurs in the expansions of SIP-UR,

SI PS-URI, and Reason-Phrase.

Message Details : escO1

I NVI TE si p: si ps¥%BAuser %0exanpl e. com@xanpl e.net SIP/ 2.0
To: sip: %5sedw2@xanpl e. com
From <sip: 1% 0have%20spaces@xanpl e. net >; t ag=938
Max- Forwar ds: 87
i esc01l. 239409asdf akj kn23onasd0- 3234
CSeq: 234234 INVITE
Via: SIP/2.0/UDP host5. exanpl e. net; branch=z9hG4bKkdj uw
C. application/sdp
Cont act :
<si p: cal ¥%6Cer @ost 5. exanpl e. net ; %6C%2; n%61ne=v¥%61ll ue¥25%34%31>
Cont ent - Lengt h: 150

v=0

o=mhandl ey 29739 7272939 IN I1P4 192.0.2.1
S=-

c=INIP4 192.0.2.1

t=0 0

mraudi 0 49217 RTP/ AVP 0 12
mevi deo 3227 RTP/ AVP 31
a=rtpmap: 31 LPC
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3.1.1.4. Escaped Nulls in URI's

This register request contains several URIs with nulls in the
userpart. The nessage is well forned - parsers nust accept this
message. | npl enentations nmust take special care when unescaping the
Addr ess-of -Record (AOR) in this request so as to not prematurely
shorten the username. This request registers two distinct contact
URI s.

Message Details : escnull

REG STER si p: exanpl e.com SI P/ 2.0

To: sip:null-%0-null @xanpl e.com

From sip:null-%0-nul | @xanpl e. con t ag=839923423

Max- Forwards: 70

Cal |l -1D: escnul | .39203ndf vkj dasf kqg3w4ot r q0adsf df navd
CSeq: 14398234 REG STER

Via: SIP/2.0/UDP host5. exanpl e. com branch=z9hG4bKkdj uw
Cont act: <sip: %0@ost 5. exanpl e. conp

Contact: <sip: %00%00@nost 5. exanpl e. cone

L:0

3.1.1.5. Use of %Wen It Is Not an Escape
In nost of the places % can appear in a SIP nessage, it is not an
escape character. This can surprise the unwary inplenentor. The
followi ng well -formed request has these properties:

0 The request nmethod is unknown. It is NOT equival ent to REG STER

o The display nane portion of the To and From header fields is
"%Z%5". Note that this is not the same as %E.

o This nmessage has two Contact header field values, not three.
<si p: al i as2@ost 2. exanpl e. conr is a C¥6Fntact header field val ue.

A parser should accept this nmessage as well forned. A proxy would

forward or reject the message dependi ng on what the Request-URI meant
toit. An endpoint would reject this message with a 501.
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Message Details : esc02

REY4 71 STY5R sip:regi strar. exanple.com SI P/ 2.0

To: "%%5" <sip:resource@xanpl e. conp

From "%Z%5" <sip:resource@xanpl e. conp; t ag=f 232j adf j 23
Cal | -1 D: esc02. asdf nqwo34r q23i 34 rj asdcnl 23nr | knsdf

Via: SIP/2.0/ TCP host. exanpl e. com branch=z9hG4bK209% zsnel 234
CSeq: 29344 RE%71 STY5R

Max- Forwards: 70

Contact: <sip:aliasl@ostl.exanple.conp

C¥6Fnt act: <sip:alias2@ost 2. exanpl e. conr

Cont act: <sip:alias3@ost 3. exanpl e. conp

I: 0

3.1.1.6. Message with No LW5 between Di splay Nane and <

This OPTIONS request is not valid per the grammar in RFC 3261 since
there is no LW5 between the token in the display name and < in the
From header field value. This has been identified as a specification
bug that will be renmoved when RFC 3261 is revised. El enments should
accept this request as well forned.

Message Details : |wsdisp

OPTI ONS si p: user @xanpl e.com SI P/ 2.0

To: sip:user @xanpl e.com

From caller<sip:caller@xanple.conp;tag=323

Max- Forwar ds: 70

Call-1D: | wsdisp.1234abcd@ unky. exanpl e. com

CSeq: 60 OPTI ONS

Via: SIP/2.0/UDP funky.exanpl e. com branch=z9hG4bKkdj uw
I: 0

3.1.1.7. Long Values in Header Fields

This well-formed request contains header fields with nany val ues and
val ues that are very long. Features include the follow ng:

o0 The To header field has a |long display nanme, and |long uri
par anet er nanes and val ues.

0 The From header field has | ong header paraneter nanmes and val ues,
in particular, a very long tag.

o The Call-1Dis one |ong token.
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Message Details : |ongreq

I NVI TE si p: user @xanple.com SIP/2.0
<al | OnelLi ne>
To: "I have a user nane of
<repeat count=10>extrene</repeat > proportion"
<si p: user @xanpl e. com 6000;
unknownpar aml=ver y<r epeat count=20>| ong</repeat >val ue;
| ongpar ankr epeat count =25>nane</ r epeat >=short val ue;
very<repeat count=25>| ong</repeat >Par anet er NameW t hNoVal ue>
</ al | OneLi ne>
<al | OnelLi ne>
F: sip:
<repeat count =5>ammzi ngl yl ongcal | er nane</ r epeat >@xanpl e. net
;tag=12<repeat count=50>982</repeat >424
; unknownheader par anxr epeat count =20>nane</r epeat >=
unknowheader par ankr epeat count =15>val ue</repeat >
; unknownVal uel ess<repeat count =10>par amane</r epeat >
</ al | OneLi ne>
Cal | -1 D: | ongreq. one<repeat count=20>real |l y</repeat>longcallid
CSeq: 3882340 INVITE
<al | OnelLi ne>
Unknown- <r epeat count =20>Long</r epeat >- Nane:
unknown- <r epeat count =20>| ong</repeat >- val ue;
unknown- <r epeat count =20>| ong</r epeat >- par anet er - nanme =
unknown- <r epeat count =20>| ong</r epeat >- par anet er - val ue
</ al | OneLi ne>
Via: SIP/2.0/ TCP si p33. exanpl e. com
v: SIP/2.0/ TCP sip32. exanpl e. com
V. SIP/2.0/ TCP sip3l. exanpl e. com
Via: SIP/2.0/ TCP sip30. exanpl e. com
Vi A: SIP/2.0/ TCP si p29. exanpl e. com
Vla: SIP/2.0/ TCP si p28. exanpl e. com
VIA: SIP/2.0/ TCP sip27. exanpl e. com
via: SIP/2.0/ TCP sip26. exanpl e. com
vi A: SIP/2.0/ TCP si p25. exanpl e. com
vlia: SIP/2.0/ TCP sip24. exanpl e. com
vl A: SIP/2.0/ TCP si p23. exanpl e. com
: SIP/2.0/ TCP sip22. exanmpl e. com
SI P/ 2.0/ TCP si p21. exanpl e. com
SI P/ 2.0/ TCP si p20. exanpl e. com
SI P/ 2.0/ TCP si pl9. exanpl e. com
: SIP/2.0/ TCP sipl8. exanpl e. com
: SIP/2.0/ TCP sipl7. exanpl e. com
SI P/ 2.0/ TCP si pl6. exanmpl e. com
SI P/ 2.0/ TCP si pl5. exanpl e. com
SI P/ 2.0/ TCP si pl4. exanpl e. com
SI P/ 2.0/ TCP si pl3. exanpl e. com

S <<K<KL

Lo
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SI P/ 2.0/ TCP sipl2. exanpl e. com
SI P/ 2.0/ TCP si pll. exanpl e. com
SI P/ 2.0/ TCP si pl0. exanpl e. com
SI P/ 2.0/ TCP si p9. exanpl e. com
SI P/ 2.0/ TCP si p8. exanpl e. com
SI P/ 2.0/ TCP si p7. exanpl e. com
SI P/ 2.0/ TCP si p6. exanpl e. com
SI P/ 2.0/ TCP si p5. exanpl e. com
SI P/ 2.0/ TCP si p4. exanpl e. com
SI P/ 2.0/ TCP si p3. exanpl e. com
SI P/ 2.0/ TCP si p2. exanpl e. com
a: SIP/2.0/TCP sipl. exanpl e. com
<al | OnelLi ne>
Via: SIP/2.0/TCP

host . exanpl e. com r ecei ved=192. 0. 2. 5;
branch=very<repeat count =50>| ong</repeat >br anchval ue
</ al | OneLi ne>

Max- Forwards: 70
<al | OnelLi ne>
Contact: <sip:
<repeat count =5>ammazi ngl yl ongcal | er nane</ r epeat >
@ost 5. exanpl e. net >
</ al | OneLi ne>
Cont ent - Type: application/sdp

S
LR

|: 150

v=0

o=nhandl ey 29739 7272939 IN IP4 192.0.2.1
S=-

c=INIP4 192.0.2.1

t=0 0

mraudi 0 49217 RTP/ AVP 0 12
mevi deo 3227 RTP/ AVP 31
a=rtpmap: 31 LPC

3.1.1.8. Extra Trailing Cctets in a UDP Datagram

Thi s message contains a single SIP REA STER request, which ostensibly
arrived over UDP in a single datagram The packet contains extra
octets after the body (which in this case has zero length). The
extra octets happen to look like a SIP I NVITE request, but (per
section 18.3 of [RFC3261]) they are just spurious noise that nust be
i gnor ed.

A SIP element receiving this datagram woul d handl e the REQ STER
request nornmally and ignore the extra bits that look like an I NVITE
request. If the elenent is a proxy choosing to forward the REG STER
the INVITE octets would not appear in the forwarded request.
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Message Details : dblreq

REQ STER si p: exanmpl e.com SIP/ 2.0

To: sip:j.user@xanpl e.com

From sip:j.user@xanple.comtag=43251j 3j 324

Max- Forwar ds: 8

I : dbl req. OhaOi sndaksdj 99sdf af nl 31 k233412

Contact: sip:j.user@ost.exanpl e.com

CSeq: 8 REQ STER

Via: SIP/2.0/UDP 192.0. 2. 125; branch=z9h&4bKkdj uw23492
Content-Length: O

I NVI TE si p:joe@xanple.com SIP/2.0

t: sip:joe@xanple.com

From sip:caller@xanpl e. net;tag=141334

Max- Forwar ds: 8

Call-1D: dblreq. 0haOi snda977644900765@.92. 0. 2. 15
CSeq: 8 INVITE

Via: SIP/2.0/UDP 192.0. 2. 15; branch=z29hG4bKkdj uw380234
Cont ent - Type: application/sdp

Cont ent - Lengt h: 150

v=0

o=nhandl ey 29739 7272939 IN | P4 192.0.2.15
S=-

c=INIP4 192.0.2.15

t=0 0

mraudi 0 49217 RTP/ AVP 0 12

m =vi deo 3227 RTP/ AVP 31

a=rtpmap: 31 LPC
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3.1.1.9. Senicol on-Separated Paraneters in URl User Part

Thi s request has a sem col on-separated paraneter contained in the
"user" part of the Request-URI (whose value contains an escaped @
synbol). Receiving elenents will accept this as a well-fornmed
message. The Request-URI will parse so that the user part is
"user; par=u@xanpl e. net ".

Message Details : semuri

OPTI ONS si p: user; par =u%t0exanpl e. net @xanpl e. com SI P/ 2.0

To: sip:j_user@xanpl e.com

From sip:caller@xanpl e.org;tag=33242

Max- Forwar ds: 3

Call-1D: semuri.OhaOi sndaksdj

CSeq: 8 OPTIONS

Accept: application/sdp, application/pkcs7-m ne,
mul tipart/mxed, nultipart/signed,
message/ si p, message/ si pfrag

Via: SIP/2.0/UDP 192.0. 2. 1; branch=29hG4bKkdj uw

I: 0

3.1.1.10. Varied and Unknown Transport Types

This request contains Via header field values with all known
transport types and exercises the transport extension mechani sm
Parsers nmust accept this nmessage as well forned. El ements receiving
this nmessage woul d process it exactly as if the 2nd and subsequent
header field val ues specified UDP (or other transport).

Message Details : transports

OPTI ONS si p: user @xanpl e.com SI P/ 2.0

To: sip:user @xanpl e.com

From <sip:call er @xanpl e. conp; t ag=323

Max- Forwards: 70

Call-1D: transports.kijh4akdnagj kwendsasf dj

Accept: application/sdp

CSeq: 60 OPTIONS

Via: SIP/2.0/UDP t1.exanple.com branch=z9hG4bKkdj uw
Via: SIP/2.0/SCTP t 2. exanpl e. com branch=z9h&4bKkl asj dhf
Via: SIP/2.0/TLS t 3. exanpl e. com branch=z9hG4bK2980unddj
Via: SIP/2.0/ UNKNOM t 4. exanpl e. com br anch=29h&bKasdOf 3en
Via: SIP/2.0/ TCP t5. exanpl e. com branch=z9hG4bK0a9i df nee
I: 0

Spar ks, et al. I nf or mat i onal [ Page 16]



RFC 4475 SIP Torture Test Messages May 2006

3.1.1.11. Miltipart MM Message

Thi s MESSAGE request contains two body parts. The second part is
bi nary encoded and contains null (0x00) characters. Receivers nust
take care to frane the received nessage properly.

Parsers nmust accept this nmessage as well forned, even if the
appl i cation above the parser does not support multipart/signed.

Addi tional exanples of multipart/mme nessages, in particular SIMMe
nmessages, are available in the security call flow exanpl es docunent
[ SI P- SEC] .

Message Details : npartOl

MESSAGE si p: kum ko@xanple.org SIP/2.0

<al | OneLi ne>

Via: SIP/2.0/UDP 127.0.0.1:5070

; branch=z9hG4bK- d87543- 4dade06d0bdbllee- 1- - d87543-; r port
</ al | OneLi ne>

Max- Forwards: 70

Rout e: <sip:127.0.0. 1: 5080>

<al | OneLi ne>

Identity: r5mw eLuyDRYBi/OTi PWESY3r EVsk/ @WhgTV1PF7hHuL
| KOYWKZhKvIM 8UeXgkMvbnVq37CD+813gvYj cBUaZngQrXc 9VWNZSDN
GCz A+f W 9MEUHW Zo1CeJebdY/ Xl gkeTa0d vqgOrt 70Q6j i Sf bgMI mQF
t eei vUhkMAYUA=

</ al | OneLi ne>

Contact: <sip:fluffy@?27.0.0.1:5070>

To: <si p: kum ko@xanpl e. org>

From <sip:fluffy@xanple.conp;tag=2fb0dcc9

Cal | -1 D: 3d9485ad0c49859b@nx1ZnZ5LWLhYyOxNi 5sb2NnbA. .
CSeq: 1 MESSACE

Cont ent - Transf er - Encodi ng: bi nary

Cont ent - Type: nmul ti part/ m xed; boundar y=7a9cbec02ceef 655
Date: Sat, 15 Oct 2005 04:44:56 GMI

User-Agent: SIPinp.org/0.2.5 (curses)

Cont ent - Lengt h: 553

--7a9cbec02ceef 655
Content - Type: text/plain
Cont ent - Transf er - Encodi ng: bi nary

Hell o

--7a9cbec02ceef 655

Cont ent - Type: application/octet-stream
Cont ent - Transf er - Encodi ng: bi nary
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<hex>

3082015206092A86
4886F70D010702A08201433082013F02
01013109300706052BOE03021A300B06
092A864886F70D010701318201203082
011C020101307C3070310B3009060355
04061302555331133011060355040813
0A43616C69666F726E69613111300F06
03550407130853616E204A6F7365310E
300C060355040A130573697069743129
3027060355040B132053697069742054
65737420436572746966696361746520
417574686F7269747902080195007102
330113300706052BO0E03021A300D0609
2A864886F70D01010105000481808EF4
66F948F0522DD2E5978E9DO5AAEIF2FE
15A06659716292E8DA2AABD8350A68CE
FFAE3CBD2BFF1675DDD5648E593DD647
28F26220F7E941749E330D9A15EDABDB
93D10C42102E7B7289D29CCOCOAE2EFB
C7COCFF9172F3B027E4FC027E1546DE4
B6AA3ABB3E66CCCB5DD6C64B8383149C
BS8E6FF182D944FE57B65BC99D005

</ hex>

--7a9cbec02ceef 655- -

3.1.1.12. Unusual Reason Phrase
This 200 response contains a reason phrase other than "COK'. The
reason phrase is intended for human consunption and may contain any
string produced by

Reason- Phr ase = *(reserved / unreserved / escaped
/ UTF8- NONASCI | / UTF8-CONT / SP / HTAB)

This particular response contains unreserved and non-ascii UTF-8

characters. This response is well forned. A parser nust accept this
nessage
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Message Details : unreason

<al | OnelLi ne>

SIP/2.0 200 = 2**3 * 5**2 <hex>DOBDDOBE20D181D182
DOBE20D0B4D0B5D0B2D18FDOBDDOBED181D182D0BE20D0B4
DOB5D0B2D18FD182D18C202D20D0BFD180D0OBED181D182D0
BEDOB5</ hex>

</ al | OneLi ne>

Via: SIP/2.0/UDP 192.0. 2.198; branch=z9hx4bK1324923
Cal |l -1 D: unreason. 1234ksdf ak3j 2er wedf sASdf

CSeq: 35 INVITE

From sip:user @xanpl e.comtag=11141343

To: sip:user @xanpl e. edu; t ag=2229

Content - Lengt h: 154

Cont ent - Type: application/sdp

Cont act: <sip:user @ost 198. exanpl e. conp

v=0

o=mhandl ey 29739 7272939 IN | P4 192.0.2.198
S=-

c=INI1P4 192.0.2.198

t=0 0

mFaudi o 49217 RTP/ AVP 0 12

mrvi deo 3227 RTP/ AVP 31

a=rtpmap: 31 LPC

3.1.1.13. Empty Reason Phrase

This wel |l -formed response contains no reason phrase. A parser nust
accept this nmessage. The space character after the reason code is
required. If it were not present, this nmessage could be rejected as
invalid (a liberal receiver would accept it anyway).

Message Details : noreason

SI P/ 2.0 100<hex>20</ hex>

Via: SIP/2.0/UDP 192.0. 2. 105; branch=z9h&4bK2398ndaoe
Cal |l -1 D: noreason. asndj 203i nsdf 99223ndf

CSeq: 35 INVITE

From <si p: user @xanpl e. conp; t ag=39ansfi 3

To: <sip: user @xanpl e. edu>; t ag=902j ndnke3
Content-Length: O

Cont act: <si p: user @ost 105. exanpl e. conp
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3.1.2. Invalid Messages

This section contains several invalid nessages reflecting errors seen
at interoperability events and exploring inportant edge conditions
that can be induced through nal forned nmessages. This section does
not attenpt to be a conprehensive list of all types of invalid
nmessages.

3.1.2.1. Extraneous Header Field Separators

The Via header field of this request contains additional sem col ons
and commas wi thout paranmeters or values. The Contact header field
contai ns additional sem colons wthout paraneters. This nessage is
syntactically invalid.

An el enent receiving this request should respond with a 400 Bad
Request error.

Message Details : badinv0l

I NVI TE si p: user @xanmple.com SIP/2.0

To: sip:j.user@xanple.com

From sip:caller@xanple.net;tag=134161461246
Max- Forwar ds: 7

Call -1 D badi nv0l1. OhaOi sndaksdj asdf 3234nas
CSeq: 8 INVITE

Via: SIP/2.0/UDP 192.0.2.15;;,;,,

Contact: "Joe" <sip:joe@xanple.org>;;;
Content-Lengt h: 152

Cont ent - Type: application/sdp

v=0

o=nmhandl ey 29739 7272939 IN | P4 192.0.2.15
S=-

c=INI1P4 192.0.2.15

t=0 0

mraudi o 49217 RTP/ AVP 0 12
mevi deo 3227 RTP/ AVP 31
a=rtpmap: 31 LPC

3.1.2.2. Content Length Larger Than Message

This is a request nmessage with a Content Length that is larger than
the actual length of the body.

When sent over UDP (as this nessage ostensibly was), the receiving

el ement should respond with a 400 Bad Request error. |f this nessage
arrived over a stream based transport, such as TCP, there's not nuch
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the receiving party could do but wait for nore data on the stream and
cl ose the connection if none is forthcomng within a reasonabl e
period of tine.

Message Details : clerr

I NVI TE si p: user @xanpl e.com SI P/ 2.0

Max- Forwar ds: 80

To: sip:j.user@xanpl e.com

From sip:caller@xanpl e. net;tag=9394293902

Contact: <sip:caller@ungry. exanpl e. net >

Call-1D: clerr.0OhaOi sndaksdj wei af asdk3

CSeq: 8 INVITE

Via: SIP/2.0/UDP host5. exanpl e. com branch=z29hG4bK- 39234- 23523
Cont ent - Type: application/sdp

Cont ent - Lengt h: 9999

v=0

o=mhandl ey 29739 7272939 IN | P4 192.0. 2. 155
S=-

c=IN I P4 192.0. 2. 155

t=0 0

mFaudi o 49217 RTP/ AVP 0 12
mrvi deo 3227 RTP/ AVP 31
a=rtpmap: 31 LPC

3.1.2.3. Negative Content-Length
Thi s request has a negative value for Content-Length.

An el enent receiving this nessage should respond with an error. This
request appeared over UDP, so the remainder of the datagram can
simply be discarded. |If a request like this arrives over TCP, the
fram ng error is not recoverable, and the connection should be
closed. The same behavior is appropriate for nessages that arrive

wi thout a nuneric value in the Content-Length header field, such as
the follow ng:

Content-Length: five
I mpl enentors should take extra precautions if the technique they
choose for converting this ascii field into an integral form can

return a negative value. |In particular, the result must not be used
as a counter or array index.

Spar ks, et al. I nf or mat i onal [ Page 21]



RFC 4475 SIP Torture Test Messages May 2006

Message Details : ncl

I NVI TE si p: user @xanple.com SIP/2.0

Max- Forwar ds: 254

To: sip:j.user@xanpl e.com

From sip:caller@xanple.net;tag=32394234
Cal | -1 D: ncl.OhaOi sndaksdj 2193423r 542w35

CSeq: 0 INVITE

Via: SIP/2.0/UDP 192.0. 2.53; branch=z9hG4bKkdj uw
Cont act: <sip:caller@xanpl e53. exanpl e. net >
Cont ent - Type: application/sdp

Content - Lengt h: -999

v=0

o=nmhandl ey 29739 7272939 IN | P4 192.0.2.53
S=-

c=INI1P4 192.0.2.53

t=0 0

mFaudi o 49217 RTP/ AVP 0 12
mevi deo 3227 RTP/ AVP 31
a=rtpmap: 31 LPC

3.1.2.4. Request Scalar Fields with Overlarge Val ues

Thi s request contains several scal ar header field values outside
their I egal range.

0 The CSeq sequence nunber is >2**32-1.

0 The Max-Forwards val ue is >255.

0 The Expires value is >2**32-1.

0 The Contact expires paraneter value is >2**32-1.
An el enent receiving this request should respond with a 400 Bad
Request due to the CSeq error. |If only the Max-Forwards field were
in error, the elenent could choose to process the request as if the
field were absent. If only the expiry values were in error, the
el ement could treat themas if they contained the default values for
expiration (3600 in this case).
O her scal ar request fields that nay contain aberrant val ues incl ude,

but are not limted to, the Contact q value, the Tinestanp val ue, and
the Via ttl paraneter.
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Message Details : scal ar02

REQ STER si p: exanmpl e.com SIP/ 2.0

May 2006

Via: SIP/2.0/ TCP host 129. exanpl e. com br anch=z9hG4bK342sdf oi 3

To: <sip: user @xanpl e. conp
From <sip: user @xanpl e. conp; t ag=239232j h3
CSeq: 36893488147419103232 REQ STER
Call-1D: scal ar02. 2300pd9vanl g3wnr | newof j as9ui 32
Max- Forwar ds: 300
Expi res: 1<repeat count=100>0</repeat >
Contact: <sip:user @ost 129. exanpl e. conp
; expi res=280297596632815
Content-Length: O

3.1.2.5. Response Scalar Fields with Overlarge Val ues

Thi s response contains several scal ar header field val ues outside
their |egal range

0

(0]

The CSeq sequence number is >2**32-1

The Retry-After field is unreasonably large (note that RFC 3261

does not define a legal range for this field).

The Warning field has a warning-value with nore than 3 digits.

el ement receiving this response will sinply discard it.

Message Details : scalarlg

SIP/2.0 503 Service Unavail abl e

<al | OnelLi ne>

Via: SIP/2.0/ TCP host 129. exanpl e. com

; branch=z9h4bKzzxdi wo34sw
;received=192. 0. 2. 129

</ al | OneLi ne>

To: <sip: user @xanpl e. conp

From <si p: ot her @xanpl e. net >; t ag=2easdj f ej w
CSeq: 9292394834772304023312 OPTI ONS

Call -1D: scal arl g. noase0of 0234hn2qof oaf 0232aewf 2394r
Retry-After: 949302838503028349304023988
Warni ng: 1812 overture "In Progress"
Content-Length: O
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3.1.2.6. Unterm nated Quoted String in Display Nane

This is a request with an unterm nated quote in the display name of
the To field. An elenent receiving this request should return a 400
Bad Request error.

An el enent could attenpt to infer a term nating quote and accept the
message. Such an el ement needs to take care that it makes a
reasonabl e i nference when it encounters

To: "M J. User <sip:j.user@xanple.conr <sip:realj@xanpl e. net>
Message Details : quot bal

I NVI TE si p: user @xample.com SIP/2.0

To: "M. J. User <sip:j.user@xanple.conp

From sip:caller @xanpl e. net;tag=93334

Max- Forwar ds: 10

Cal | -1 D: quot bal . aksdj

Contact: <sip:caller@ost59. exanpl e. net >

CSeq: 8 INVITE

Via: SIP/2.0/UDP 192.0. 2.59: 5050; branch=z9h&X4bKkdj unw39234
Cont ent - Type: application/sdp

Content - Lengt h: 152

v=0

o=nmhandl ey 29739 7272939 IN | P4 192.0.2.15
S=-

c=INI1P4 192.0.2.15

t=0 0

mraudi o 49217 RTP/ AVP 0 12
mevi deo 3227 RTP/ AVP 31
a=rtpmap: 31 LPC
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3.1.2.7. <> Encl osing Request - UR

This I NVITE request is invalid because the Request-UR has been
enclosed within in "<>".

It is reasonable always to reject a request with this error with a
400 Bad Request. Elenents attenpting to be liberal with what they

accept may choose to ignore the brackets. If the el enent forwards
the request, it nust not include the brackets in the nessages it
sends.

Message Details : ltgtruri

I NVI TE <si p: user @xanpl e.com> SIP/2.0
To: sip:user @xanpl e.com

From sip:caller@xanpl e. net;tag=39291
Max- Forwar ds: 23

Call-I1D ltgtruri.1@92.0.2.5

CSeq: 1 INVITE

Via: SIP/2.0/UDP 192.0.2.5

Contact: <sip:caller@ost5. exanpl e. net >
Cont ent - Type: application/sdp

Content - Lengt h: 159

v=0

o=nmhandl ey 29739 7272939 IN IP4 192.0.2.5
S=-

c=INIP4 192.0.2.5

t=3149328700 O

mFaudi 0 49217 RTP/ AVP 0 12

mevi deo 3227 RTP/ AVP 31

a=rtpmap: 31 LPC
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3.1.2.8. Ml formed SIP Request-URl (enbedded LW5)
This INVITE has illegal LWS within the Request-URI.

An el enent receiving this request should respond with a 400 Bad
Request .

An el enent could attenpt to ignore the enbedded LW5 for those schenes
(l'ike SIP) where doing so would not introduce amnbiguity.

Message Details : |lwsruri

I NVI TE si p: user @xanpl e.com Ir SIP/2.0

To: sip:user @xanpl e. com t ag=3xf e- 9921883- z9f

From sip:caller@xanpl e. net;tag=231413434

Max- Forwards: 5

Call-1D: Iwsruri.asdf asdoeoi 2323- asdf w n23- asd834r k423
CSeq: 2130706432 I NVITE

Via: SIP/2.0/UDP 192.0. 2. 1: 5060; branch=z9hG4bKkdj uw2395
Contact: <sip:caller@ostl. exanpl e. net>

Cont ent - Type: application/sdp

Content-Length: 159

v=0

o=mhandl ey 29739 7272939 IN I P4 192.0.2.1
S=-

c=INIP4 192.0.2.1

t =3149328700 0O

mFaudi o 49217 RTP/ AVP 0 12

mrvi deo 3227 RTP/ AVP 31

a=rtpmap: 31 LPC
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3.1.2.9. Miltiple SP Separati ng Request-Line Elenments

This INVITE has illegal multiple SP characters between el enments of
the start |ine.

It is acceptable to reject this request as nmal forned. An el enent
that is liberal in what it accepts may ignore these extra SP
characters when processing the request. |If the elenent forwards the
request, it nust not include these extra SP characters in the
messages it sends.

Message Details : |wsstart

I NVI TE sip:user@xanple.com SIP/2.0

Max- Forwards: 8

To: sip:user @xanpl e.com

From sip:caller@xanple.nnet;tag=8814

Call-1D: lwsstart. df knq2340i 243099adsdf nawe3@xanpl e. com
CSeq: 1893884 I NVITE

Via: SIP/2.0/UDP hostl. exanpl e. com branch=z9hG4bKkdj uw3923
Contact: <sip:caller@ostl. exanple. net>

Cont ent - Type: application/sdp

Content - Lengt h: 150

v=0

o=rmhandl ey 29739 7272939 IN IP4 192.0.2.1
S=-

c=INI1P4 192.0.2.1

t=0 0

mFaudi 0 49217 RTP/ AVP 0 12
mevi deo 3227 RTP/ AVP 31
a=rtpmap: 31 LPC
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3.1.2.10. SP Characters at End of Request-Line

Thi s OPTIONS request contains SP characters between the SIP-Version
field and the CRLF term nating the Request-Line.

It is acceptable to reject this request as nmal forned. An el enent
that is liberal in what it accepts may ignore these extra SP
characters when processing the request. |If the elenent forwards the
request, it nust not include these extra SP characters in the
messages it sends.

Message Details @ trws

OPTI ONS si p: renot e-t ar get @xanpl e. com Sl P/ 2. 0<hex>2020</ hex>
Via: SIP/2.0/ TCP host 1. exanpl e. com branch=z9hG4bK299342093
To: <sip:renote-target @xanpl e. conr

From <sip:local -resource@xanpl e. conp; t ag=329429089
Cal I -1D: trws. 0i cu34958239nef f asdhr 2345r

Accept: application/sdp

CSeq: 238923 OPTI ONS

Max- Forwards: 70

Content-Length: O
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3.1.2.11. Escaped Headers in SIP Request-UR

This INVITE is malformed, as the SIP Request-URl contains escaped
headers.

It

is acceptable for an elenent to reject this request with a 400 Bad

Request. An elenent could choose to be liberal in what it accepts
and ignore the escaped headers. |If the elenent is a proxy, the
escaped headers nmust not appear in the Request-URH of the forwarded
request (and nost certainly nust not be translated into the actua
header of the forwarded request).

Message Details : escruri

I NVI TE si p: user @xanpl e. con?Rout e=%3Csi p: exanpl e. con¥3E SI P/ 2.0
To: sip:user @xanpl e.com

From sip:caller@xanpl e. net;tag=341518

Max- Forwar ds: 7

Contact: <sip:caller@ost39923. exanpl e. net >

Call-1D: escruri.23940- asdf hj - aj e3br-234g098w- f awer h2g- h4n5

CSeq: 149209342 | NVI TE

Via: SIP/2.0/UDP host-of-the-hour. exanpl e. com branch=z9hG4bKkdj uw
Cont ent - Type: application/sdp

Content - Lengt h: 150

v=0

o=nmhandl ey 29739 7272939 IN I P4 192.0.2.1
S=-

c=INIP4 192.0.2.1

t=0 0

mraudi o 49217 RTP/ AVP 0 12
mevi deo 3227 RTP/ AVP 31
a=rtpmap: 31 LPC

Spar ks, et al. I nf or mat i onal [ Page 29]



RFC 4475 SIP Torture Test Messages May 2006

3.1.2.12. Invalid Tine Zone in Date Header Field

This INVITEis invalid, as it contains a non-GVI tinme zone in the SIP
Dat e header fi el d.

It is acceptable to reject this request as nmal formed (though an

el ement shouldn’t do that unless the contents of the Date header
field were actually inportant to its processing). An elenent wi shing
to be liberal in what it accepts could ignore this val ue altogether
if it wasn't going to use the Date header field anyway. O herw se,

it could attenpt to interpret this date and adjust it to GV

RFC 3261 explicitly defines the only acceptable tine zone designation
as "@Gurt. "Ur", while synonynmous with GMI per [RFC2822], is not
valid. "UTC' and "UCT" are also invalid.

Message Details : baddate

I NVI TE si p: user @xanpl e.com SI P/ 2.0

To: sip:user @xanpl e.com

From sip:caller@xanpl e. net;tag=2234923

Max- Forwar ds: 70

Cal |l -1 D: baddat e. 239423mmsadf 3j 23l j 42- - sedf nn234
CSeq: 1392934 INVITE

Via: SIP/2.0/UDP host.exanpl e. com branch=z9hGibKkdj uw
Date: Fri, 01 Jan 2010 16:00: 00 EST

Contact: <sip:caller@ost5. exanpl e. net >
Cont ent - Type: application/sdp

Content - Lengt h: 150

v=0

o=rmhandl ey 29739 7272939 IN IP4 192.0.2.5
S=-

c=IN P4 192.0.2.5

t=0 0

mraudi 0 49217 RTP/ AVP 0 12
mevi deo 3227 RTP/ AVP 31
a=rtpmap: 31 LPC
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3.1.2.13. Failure to Enclose nane-addr URI in <>

This REG STER request is malformed. The SIP URI contained in the
Cont act Header field has an escaped header, so the field nust be in
nane- addr form (which inplies that the URI nust be enclosed in <>).

It is reasonable for an elenment receiving this request to respond
with a 400 Bad Request. An elenent choosing to be liberal in what it
accepts could infer the angle brackets since there is no anbiguity in
this exanple. |In general, that won't be possible.

Message Details : regbadct

REQ STER si p: exanmpl e.com SIP/ 2.0

To: sip:user @xanpl e.com

From sip: user @xanpl e. comtag=998332

Max- Forwar ds: 70

Call-1D: regbadct. k345asr| 3f dov@0. 0. 0. 1

CSeq: 1 REG STER

Via: SIP/2.0/UDP 135.180.130. 133: 5060; br anch=z9hG4bKkdj uw
Cont act: sip:user @xanpl e. con?Rout e=%3Csi p: si p. exanpl e. con?BE
I: 0

3.1.2.14. Spaces within addr-spec

This request is malforned, since the addr-spec in the To header field
contains spaces. Parsers receiving this request nmust not break. It

is reasonable to reject this request with a 400 Bad Request response.
El ements attenpting to be |liberal nay ignore the spaces.

Message Details : badaspec

OPTI ONS si p: user @xanple.org SIP/2.0

Via: SIP/2.0/UDP host 4. exanpl e. com 5060; branch=z9hG4bKkdj u43234
Max- Forwards: 70

From "Bell, Alexander" <sip:a.g.bell @xanple.conp;tag=433423
To: "Watson, Thomas" < sip:t.watson@xanple.org >

Call -1 D badaspec. sdf 0234n2nds0a099u23h3hnnw009cdkne3

Accept: application/sdp

CSeq: 3923239 OPTI ONS

I: 0
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3.1.2.15. Non-token Characters in Display Nanme

This OPTIONS request is malforned, since the display nanmes in the To
and From header fields contain non-token characters but are unquot ed.

It is reasonable always to reject this kind of error with a 400 Bad
Request response.

An el enent may attenpt to be liberal in what it receives and infer
the mssing quotes. |If this elenment were a proxy, it must not
propagate the error into the request it forwards. As a consequence,
if the fields are covered by a signature, there’'s not nuch point in
trying to be liberal - the nessage should sinply be rejected.

Message Details : baddn

OPTI ONS si p:t.wat son@xanple.org SIP/2.0

Vi a: SI P/ 2.0/ UDP c. exanpl e. com 5060; br anch=z9hG4bKkdj uw
Max- For war ds: 70

From Bel I, Al exander <sip:a.qg.bell @xanple.com;tag=43
To: Wat son, Thomas <sip:t.wat son@xanpl e. or g>

Cal |l -1 D: baddn. 31415@. exanpl e. com
Accept: application/sdp
CSeq: 3923239 OPTI ONS
I: 0
3.1.2.16. Unknown Protocol Version

To an el enent inplenenting [ RFC3261], this request is nalfornmed due
to its high version nunber.

The el ement should respond to the request with a 505 Version Not
Supported error.

Message Details : badvers

OPTI ONS si p:t.wat son@xanple.org SIP/7.0

Vi a: SI P/ 7.0/ UDP c. exanpl e. com branch=z9hG4bKkdj uw
Max- For war ds: 70

From A. Bell <sip:a.g.bell @xanpl e. conP;t ag=qweoi qpe
To: T. Watson <sip:t.wat son@xanpl e. or g>

Call-1D: badvers. 31417@. exanpl e. com

CSeq: 1 OPTI ONS

I: 0
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3.1.2.17. Start Line and CSeq Met hod M snmatch

Thi s request has m smatching values for the method in the start |ine
and the CSeq header field. Any elenent receiving this request will
respond with a 400 Bad Request.

Message Details : m smatchO1l

OPTI ONS si p: user @xanpl e.com SI P/ 2.0

To: sip:j.user@xanpl e.com

From sip:caller@xanpl e. net;tag=34525

Max- Forwar ds: 6

Call -1 D: msmatch0l. dj 0234sxdfl 3

CSeq: 8 INVITE

Via: SIP/2.0/UDP host.exanpl e. com branch=z9hG4bKkdj uw
I: 0

3.1.2.18. Unknown Method with CSeq Met hod M snmatch

Thi s message has an unknown method in the start |line, and a CSeq
met hod tag that does not match.

Any el enment receiving this response should respond with a 501 Not

I mpl enented. A 400 Bad Request is al so acceptable, but choosing a
501 (particularly at proxies) has better future-proof
characteristics.

Message Details : m smatch02

NEWVETHCD si p: user @xanpl e.com SI P/ 2.0

To: sip:j.user@xanpl e.com

From sip:caller@xanpl e. net;tag=34525

Max- Forwar ds: 6

Call-1D: msmatch02. dj 0234sxdf| 3

CSeq: 8 INVITE

Contact: <sip:caller@ost.exanple. net>

Via: SIP/2.0/UDP host.exanpl e. net; branch=z9hGibKkdj uw
Cont ent - Type: application/sdp

|: 138

v=0

o=mhandl ey 29739 7272939 IN I1P4 192.0.2.1
c=INI1P4 192.0.2.1

mraudi 0 49217 RTP/ AVP 0 12

mevi deo 3227 RTP/ AVP 31

a=rtpmap: 31 LPC
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3.

3.

3.

1.2.19. Overlarge Response Code

Thi s response has a response code |arger than 699. An el enent
receiving this response should sinply drop it.

Message Details : bigcode

SI P/ 2.0 4294967301 better not break the receiver

Via: SIP/2.0/UDP 192. 0. 2. 105; branch=z9hG4bK2398ndaoe
Cal | -1 D: bi gcode. asdof 3uj 203asdnf 3429uasdhf as3ehj asdf as9i
CSeq: 353494 |INVITE

From <si p:user @xanpl e. conp; t ag=39ansfi 3

To: <si p: user @xanpl e. edu>; t ag=902j ndnke3

Content-Length: O

Cont act: <sip:user @ost 105. exanpl e. conp

2. Transaction Layer Semantics

This section contains tests that exercise an inplenmentation’s parser
and transaction-layer |ogic.

2.1. Mssing Transaction ldentifier

Thi s request indicates support for RFC 3261-style transaction
identifiers by providing the z9h&AbK prefix to the branch paraneter,
but it provides no identifier. A parser nust not break when
receiving this nessage. An elenent receiving this request could
reject the request with a 400 Response (preferably statelessly, as
other requests fromthe source are likely also to have a mal forned
branch paraneter), or it could fall back to the RFC 2543-style
transaction identifier

Message Details : badbranch

OPTI ONS si p: user @xanpl e.com SIP/2.0

To: sip:user @xanpl e. com

From sip:caller@xanpl e.org;tag=33242

Max- Forwar ds: 3

Via: SIP/2.0/UDP 192.0. 2. 1; branch=z9hG4bK
Accept: application/sdp

Cal |l -1 D: badbranch. sadonf 023i 420j vOasOder f 3j 3n
CSeq: 8 OPTIONS

I: 0
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3.3. Application-Layer Senmantics

This section contains tests that exercise an inplenentation’s parser
and application-layer |ogic.

3.3.1. Mssing Required Header Fields
This request contains no Call-1D, From or To header fields.

An el enent receiving this nmessage nust not break because of the

m ssing information. ldeally, it will respond with a 400 Bad Request
error.
Message Details : insuf

I NVI TE si p: user @xanple.com SIP/2.0

CSeq: 193942 INVITE

Via: SIP/2.0/UDP 192.0. 2. 95; branch=z9h&4bKkdj . i nsuf
Cont ent - Type: application/sdp

|: 152

v=0
o=nhandl ey 29739 7272939 IN | P4 192.0.2.95

c=IN P4 192.0.2.95

t=0 0

mraudi 0 49217 RTP/ AVP 0 12
mevi deo 3227 RTP/ AVP 31
a=rtpmap: 31 LPC
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3.

3.

3.

3.

2. Request-URI with Unknown Schene

Thi s OPTIONS contai ns an unknown URI scheme in the Request-URI. A
parser nust accept this as a well-fornmed SIP request.

An el enent receiving this request will reject it with a 416
Unsupported URI Schene response.

Sone early inplenmentations attenpt to | ook at the contents of the To
header field to determne howto route this kind of request. That is
an error. Despite the fact that the To header field and the Request
URI frequently look alike in sinplistic first-hop nmessages, the To
header field contains no routing information.

Message Details : unkscm

OPTI ONS nobodyKnowsThi sSchene: t ot al | yopaquecontent SIP/ 2.0
To: sip: user @xanpl e. com

From sip:caller@xanpl e. net;tag=384

Max- Forwar ds: 3

Cal |l -1 D: unkscm nasdf asser 0g239nwsdf asdkl 34

CSeq: 3923423 OPTI ONS

Via: SIP/2.0/ TCP host9. exanpl e. com branch=z9hG4bKkdj uw39234
Content-Length: O

3. Request-URI with Known but Atypical Scheme

This OPTIONS contains an Request-URI with an | ANA-regi stered schene
that does not commonly appear in Request-URIs of SIP requests. A
parser nust accept this as a well-fornmed SIP request.

If an element will never accept this schene as neaningful in a
Request-URI, it is appropriate to treat it as unknown and return a
416 Unsupported URI Schene response. |If the elenent m ght accept
some URIs with this schene, then a 404 Not Found is appropriate for
those URIs it doesn't accept.

Message Details : novel sc

OPTI ONS soap. beep: //192.0.2.103:3002 SIP/ 2.0

To: sip:user @xanpl e.com

From sip:caller@xanpl e. net;tag=384

Max- Forwards: 3

Call -1 D: novel sc. asdf asser 0g239nwsdf asdkl 34

CSeq: 3923423 OPTI ONS

Via: SIP/2.0/ TCP host9. exanpl e. com branch=z9hG4bKkdj uw39234
Content-Length: O
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3.3.4. Unknown URI Schemes in Header Fields

Thi s nmessage contains registered schenes in the To, From and Cont act
header fields of a request. The nessage is syntactically valid.
Parsers nust not fail when receiving this nessage.

Proxi es should treat this nessage as they woul d any other request for
this URI. A registrar would reject this request with a 400 Bad
Request response, since the To: header field is required to contain a
SIP or SIPS URI as an ACR

Message Details : unksn®

REQ STER si p: exanmpl e.com SIP/ 2.0

To: isbn: 2983792873

From <http://ww. exanpl e.conp;tag=3234233

Cal | -1 D: unksnR. daksdj @yphenat ed- host . exanpl e. com
CSeq: 234902 REQ STER

Max- Forwards: 70

Via: SIP/2.0/UDP 192.0. 2. 21: 5060; br anch=29h&4bKkdj uw
Contact: <nane: John_Smt h>

I: 0

3.3.5. Proxy-Require and Require

This request tests proper inplenmentation of SIP s Proxy-Require and
Requi re extensi on nechani sns.

Any el enment receiving this request will respond with a 420 Bad

Ext ensi on response, containing an Unsupported header field listing
these features fromeither the Require or Proxy-Require header field,
depending on the role in which the el enent is responding.

Message Details : bextOl1

OPTI ONS si p: user @xanpl e.com SI P/ 2.0

To: sip:j_user@xanpl e.com

From sip:call er @xanpl e. net;tag=242etr

Max- Forwar ds: 6

Cal | -1 D: bext01. OhaOi sndaksdij

Requi re: not hi ngSupportsThis, nothingSupportsThisEither

Pr oxy- Requi r e: noProxi esSupport Thi s, nor DoAnyProxi esSupport Thi s
CSeq: 8 OPTIONS

Via: SIP/2.0/TLS fol d-and- st apl e. exanpl e. com br anch=z9hG4bKkdj uw
Content-Length: O
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3.

3.

3.

3.

6. Unknown Content- Type

This I NVITE request contains a body of unknown type. It is
syntactically valid. A parser nust not fail when receiving it.

A proxy receiving this request would process it just as it would any
other INVITE. An endpoint receiving this request would reject it
with a 415 Unsupported Media Type error.

Message Details : invut

I NVI TE si p: user @xanpl e.com SI P/ 2.0

Cont act: <sip:caller@ost5. exanpl e. net >

To: sip:j.user@xanpl e.com

From sip:call er @xanpl e. net;tag=8392034

Max- Forwar ds: 70

Call-1D: invut.OhaOi sndaksdj adsfij 34n23d

CSeq: 235448 INVITE

Via: SIP/2.0/UDP sonehost. exanpl e. com branch=z9hG4bKkdj uw
Cont ent - Type: appl i cati on/ unknownf or mat

Cont ent - Lengt h: 40

<audi o>
<pcmu port="443"/>
</ audi o>

7. Unknown Aut hori zati on Schene

Thi s REG STER request contains an Authorization header field with an
unknown scheme. The request is well formed. A parser nust not fai
when receiving it.

A proxy will treat this request as it would any other REG STER If
it forwards the request, it will include this Authorization header
field unnodified in the forwarded nessages.

A registrar that does not care about chall enge-response
authentication will sinply ignore the Authorization header field,
processing this registration as if the field were not present. A
regi strar that does care about chall enge-response authentication wll
reject this request with a 401, issuing a new challenge with a schene
it understands.

Endpoi nts choosing not to act as registrars will sinply reject the
request. A 405 Method Not Allowed is appropriate.

Spar ks, et al. I nf or mat i onal [ Page 38]



RFC 4475 SIP Torture Test Messages May 2006

Message Details : regautOl

REQ STER si p: exanmpl e.com SIP/ 2.0

To: sip:j.user@xanpl e.com

From sip:j.user@xanple.comtag=87321hj 23128

Max- Forwar ds: 8

Cal | -1 D: regaut 01. OhaOi sndaksdj

CSeq: 9338 REG STER

Via: SIP/2.0/TCP 192.0. 2. 253; branch=z9h&4bKkdj uw

Aut hori zation: NoOneKnowsThi sSchene opaque-dat a=here
Content-Length: 0

3.3.8. Miltiple Values in Single Value Required Fields

The nessage contains a request with multiple Call-ID, To, From Max-
Forwards, and CSeq values. An elenent receiving this request nust
not break.

An el enent receiving this request would respond with a 400 Bad
Request error.

Message Details : nultiOl

I NVI TE si p: user @onpany.com SI P/ 2.0

Cont act: <sip:caller @ost25. exanpl e. net >
Via: SIP/2.0/UDP 192.0. 2. 25; br anch=29h&4bKkdj uw
Max- Forwards: 70

CSeq: 5 INVITE

Call-ID: multiOl.98asdh@92.0.2.1

CSeq: 59 INVITE

Call-ID: multiOl.98asdh@92.0.2.2

From sip:caller@xanple.comtag=3413415
To: sip:user @xanpl e.com

To: sip: ot her @xanpl e. net

From sip:caller@xanple.net;tag=2923420123
Cont ent - Type: application/sdp

|: 154

Cont act: <sip:caller@ost36. exanpl e. net >
Max- Forwards: 5

v=0

o=nhandl ey 29739 7272939 IN | P4 192.0.2.25
S=-

c=INIP4 192.0.2.25

t=0 0

mraudi 0 49217 RTP/ AVP 0 12
mevi deo 3227 RTP/ AVP 31
a=rtpmap: 31 LPC
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3.3.9. Miltiple Content-Length Val ues

Multiple conflicting Content-Length header field val ues appear in
this request.

Froma fram ng perspective, this situation is equivalent to an
invalid Content-Length value (or no value at all).

An el enent receiving this nessage should respond with an error. This
request appeared over UDP, so the renainder of the datagram can

sinmply be discarded. If a request like this arrives over TCP, the
framing error is not recoverable, and the connection should be
cl osed.

Message Details : ntl01

OPTI ONS si p: user @xanpl e.com SIP/2.0

Via: SIP/2.0/UDP host5. exanpl e. net; branch=z9hG4bK293423
To: sip:user @xanpl e. com

From sip: ot her @xanpl e. net ; t ag=3923942

Call-1D: ntl0l1l. fhn23230ri hawf doa3o04r 5203i r sdf

CSeq: 15932 OPTI ONS

Content-Length: 13

Max- Forwar ds: 60

Content-Length: 5

Cont ent - Type: text/plain

There's no way to know how many octets are supposed to be here.
3.3.10. 200 K Response with Broadcast Via Header Field Val ue
This message is a response with a 2nd Via header field value s sent-
by contai ni ng 255. 255. 255. 255.  The nessage is well formed; parsers

must not fail when receiving it.

Per [ RFC3261], an endpoint receiving this nessage should sinply
discard it.

If a proxy followed normal response processing rules blindly, it
woul d forward this response to the broadcast address. To protect
against this as an avenue of attack, proxies should drop such
responses.
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Message Details : bcast

SIP/2.0 200 &K

Via: SIP/2.0/UDP 192.0. 2. 198; branch=z9hG4bK1324923

Via: SIP/2.0/UDP 255.255. 255. 255; br anch=z9h&4bKlsaber 23
Call-1D: bcast.0384840201234ksdf ak3j 2er wedf sASdf

CSeq: 35 INVITE

From sip:user @xanpl e.comtag=11141343

To: sip:user @xanpl e. edu; t ag=2229

Content-Length: 154

Cont ent - Type: application/sdp

Cont act: <si p: user @ost 28. exanpl e. con>

v=0

o=nmhandl ey 29739 7272939 IN | P4 192.0. 2. 198
S=-

c=IN P4 192.0.2.198

t=0 0

mFaudi o 49217 RTP/ AVP 0 12

mevi deo 3227 RTP/ AVP 31

a=rtpmap: 31 LPC

3.3.11. W©Max-Forwards of Zero

This is a legal SIP request with the Max-Forwards header field val ue
set to zero.

A proxy should not forward the request and should respond 483 (Too
Many Hops). An endpoint should process the request as if the Mx-
Forwards field value were still positive.

Message Details : zeronf

OPTI ONS si p: user @xanpl e.com SIP/2.0

To: sip:user @xanpl e.com

From sip:caller@xanpl e. net;tag=3ghsd4l

Cal | -1D: zeronf.jfasdl f nm2o2l 43r 5ul0asdf as

CSeq: 39234321 OPTI ONS

Via: SIP/2.0/UDP host 1. exanpl e. com branch=z9hG4bKkdj uw2349i
Max- Forwards: O

Content-Length: O
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3.3.12. REA STER with a Contact Header Paraneter

This regi ster request contains a contact where the ’unknownpar ami
paraneter nust be interpreted as a contact-param and not a url-param

Thi s REG STER shoul d succeed. The response nust not include
"unknownparanmt as a url-parameter for this binding. Likew se,
"unknownpar ant must not appear as a url-parameter in any binding
during subsequent fetches.

Behavior is the sane, of course, for any known contact-param
par amet er names.

Message Details : cparanDl

REQ STER si p: exanple.com SIP/ 2.0

Via: SIP/2.0/UDP saturn. exanpl e. com 5060; br anch=z9h&4bKkdj uw
Max- Forwards: 70

From sip: wat son@xanpl e. com t ag=Dkf Vgj krt Mraer KKpe

To: sip:watson@xanpl e. com

Call-1D: cparanDl. 70710@at ur n. exanpl e. com

CSeq: 2 REQ STER

Contact: sip:+19725552222@wl. exanpl e. net ; unknownpar am

l: 0

3.3.13. REQ STER with a url -paraneter

This register request contains a contact where the URI has an unknown
par aret er .

The regi ster should succeed, and a subsequent retrieval of the
regi stration must include "unknownparani as a url-paraneter.

Behavior is the sane, of course, for any known url-paraneter nanes.
Message Details : cparanD2

REQ STER si p: exanmpl e.com SIP/ 2.0

Via: SIP/2.0/UDP saturn. exanpl e. com 5060; br anch=z9hG4bKkdj uw
Max- Forwar ds: 70

From sip: wat son@xanpl e. com tag=838293

To: sip: wat son@xanpl e. com

Cal | -1 D: cparanD2. 70710@at ur n. exanpl e. com

CSeq: 3 REG STER

Contact: <sip: +19725552222@wl. exanpl e. net ; unknownpar ane

I: 0
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3.3.14. REA STER with a URL Escaped Header

This register request contains a contact where the URI has an escaped
header .

The regi ster should succeed, and a subsequent retrieval of the
regi stration must include the escaped Route header in the contact URI
for this binding.

Message Details : regescrt

REG STER si p: exanpl e.com SI P/ 2.0

To: sip: user @xanpl e. com

From sip:user @xanpl e. comtag=8

Max- Forwards: 70

Call-1D: regescrt. k345asr| 3fdbv@92.0.2.1

CSeq: 14398234 REG STER

Via: SIP/2.0/UDP host5. exanpl e. com branch=z9hG4bKkdj uw

M <si p: user @xanpl e. con?Rout e=%8Csi p: si p. exanpl e. con?BE>
L:0
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3.3.15. Unacceptabl e Accept Offering

3.

4.

Thi s request indicates that the response nmust contain a body in an
unknown type. In particular, since the Accept header field does not
contain application/sdp, the response nay not contain an SDP body.
The recipient of this request could respond with a 406 Not
Acceptable, with a Warni ng/ 399 indicating that a response cannot be
formulated in the formats offered in the Accept header field. It is
al so appropriate to respond with a 400 Bad Request, since all SIP
User - Agents (UAs) supporting INVITE are required to support

appl i cation/ sdp.

Message Details : sdp0O1l

I NVI TE si p: user @xample.com SIP/2.0

To: sip:j_user@xanpl e.com

Contact: <sip:caller@ostl15. exanpl e. net>
From sip:caller@xanple.net;tag=234
Max- Forwar ds: 5

Call-1D: sdpOl. ndaksdj 9342dasdd

Accept : text/nobodyKnowsThi s

CSeq: 8 INVITE

Via: SIP/2.0/UDP 192.0. 2. 15; branch=z9hG4bKkdj uw
Content - Lengt h: 150

Cont ent - Type: application/sdp

v=0

o=nhandl ey 29739 7272939 IN IP4 192.0.2.5
S=-

c=INIP4 192.0.2.5

t=0 0

mraudi 0 49217 RTP/ AVP 0 12

mevi deo 3227 RTP/ AVP 31

a=rtpmap: 31 LPC

Backward Conmpatibility
1. INVITE with RFC 2543 Synt ax
This is a |l egal nessage per RFC 2543 (and several bis versions) that
shoul d be accepted by RFC 3261 el ements that want to nmaintain
backwards compatibility.

o There is no branch paraneter at all on the Via header field val ue.

o0 There is no Fromtag.
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0 There is no explicit Content-Length. (The body is assumed to be
all octets in the datagramafter the null-line.)

o There is no Max- Forwards header fiel d.
Message Details : inv2543

I NVI TE si p: User B@xanpl e.com SI P/ 2.0

Via: SIP/2.0/UDP iftgw exanpl e.com

From <sip:+13035551111@ft.client.exanpl e. net; user=phone>
Recor d- Rout e: <si p: User B@xanpl e. com naddr =ss1. exanpl e. con»
To: sip: +16505552222@s1. exanpl e. net ; user =phone

Call-1D: inv2543.1717@ft.client.exanpl e.com

CSeq: 56 INVITE

Cont ent - Type: application/sdp

v=0

o=mhandl ey 29739 7272939 IN IP4 192.0.2.5
S=-

c=INIP4 192.0.2.5

t=0 0

mraudi o 49217 RTP/ AVP 0O
4. Security Considerations

Thi s docunent presents NON- NORMATI VE exanpl es of SIP session
establishnent. The security considerations in [ RFC3261] apply.

Parsers nust carefully consider edge conditions and nalicious input
as part of their design. Attacks on nmany Internet systens use
crafted input to cause inplementations to behave in undesirabl e ways.
Many of the messages in this docunment are designed to stress a parser
i npl ementation at points traditionally used for such attacks

However, this docunent does not attenpt to be conprehensive. It
shoul d be considered a seed to stinmulate thinking and pl anni ng, not
sinmply a set of tests to be passed.
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Appendi x A.  Bit-Exact Archive of Each Test Message

The followi ng text block is an encoded, gzip-conpressed TAR archive
of files that represent each of the exanple nessages discussed in
Section 3.

To recover the conpressed archive file intact, the text of this
docunent may be passed as input to the follow ng Perl script (the
out put should be redirected to a file or piped to "tar -xzvf -").

#!/ usr/ bi n/ perl
use strict;
ny $bdata = "";
use M ME: : Base64;
whi |l e(<>) {
if (/-- BEG N MESSAGE ARCHI VE --/ .. [/-- END MESSAGE ARCHI VE --/) {
if ( mMs*[MNs]+Hs*$/) {
$bdata = $bdata . $_;
}

} }
print decode base64($bdat a);

Fi gure 58
Al ternatively, the base-64 encoded bl ock can be edited by hand to

renove docunent structure lines and fed as input to any base-64
decoding utility.
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A 1.

Spa

Encoded Reference Messages

-- BEG N MESSAGE ARCHI VE - -

H4s| AEDwc EMCA+xdW2z c2Hm2nex NGB UNSLRFOCF ai KIdyxwdnkMohy OPVr | t
271t 22t dvHYTeMBVDzW4ZA] kgORvK2bbl AAedmHt EHRdI vkoUCLFA] SI yLF
9r JPLYoW TdAg6JFHwWpOi +5D0SI oEAQFUj 2HNAUHSGgoVBPxngcaz YU b4f /
/1 3Xc04Rq9i pk1JGxebx| TVAWLYUWv Xc5K/ WBsy YheEygPOI | ECW 0gk Sk MAX
DhwbhQMs4Lr Y57phdcer Yrj r 96AZt b91L5/ OpaTdvbazevLHOOX0933Cl vUT2
cKLlukl x| b3Pr g7f mvQZMr23pQON +Nr 958RZXt hx Xz LRpS1Yt LAESWC) a2CyV
ow+UBmMkeK2qgVhoi gki cnl r De/ W y25i WBXy nEwPecmmB8Gnzx PDOVEt G RQ
pkrs09wsdi U4s50p0i 1LgTMsLr h4uyAi JEI OPbVh0Z3vYNexzLPcRt ngYYf u
692Gn2| 6v/ f cyuL01AVsGPzgx TxXbPOB02gAXp4J TAUBGChKAGI y Kpt mEwd
pFZNQG +0XCqRupvncL1u6CXs6pY576hler x1spPnkALpLSpcqy Onp4w8R29v
eur peP60L/ yHNKQAGCT/ | si GGRBKMIX/ sco/ | bi u/ DNpi 6Noi zHbVqLi 1Ysf
nsAi BEUYBgAUAy mCQ 91 YEYI ochBEhi @6BYXOLi 1 TM2CSBchqOnC7 AAKKxqq
I LM sbmVWaHIP9USMwIf 8g+RcAFI +xf 61 | BIRFVP7FbDbV/ yNpgze2Vj dW
j 1 78Ted64g+pf | Wwo5aAEHPIXI Qql Gg22sm WEqs BAZFRHy v ENUz ax5VoQv
vWIVUQoSOF / S+txgnQdskxi xpTk9dpKf Mc5ds/ SWHBOAgN | | WZETsnkA6B+3
sr5Bz2i ZLi 5R7Dk XuEd2f Ck TUNNFN5CYLr +xXydx SNXaf J2Y226Z30Pk4c5u
gb57hVqzG 8Q&eegl | NTQoYyvUGF3i C3ekvs AKM)Pe UU+Onp Ui GBwSO0AhnS1
Anbous XRLhdk7vbG f nl r VscvSnl t u3qKr EABGF3EXKnp3DBdus 1XMBj gbt +
68Kz | bPIv6bQOX/ BP6f gEL2n4gkKeX/ Udt / sYS5Tr w/ | WhBqSOIl 8wGYY/ b3W
dQIpC7nBg71AXyl 5r dcL9HeNu5WQRCOj ZnvKbl C313MNAf 4+2Pi 7f Oyr / ur kL
hHHG 2QEwv af DFAQ/ xNn/ 1Uyj 2EBCkgUst Si F6CY]j Zi BvSLpcyl oY6A7poqr
j I'r BDr UFWwG@OL3/ r a/ | 1/ EhpYWFswt nzwYMINNXLAKKLI Us0oM_C7 TFmMw
oFl 3SAt O6GvCCeOy4W v7xLbGaf / BOQxgP8I T/ 5RNpX/ i dH ckT/ y3H6P6nq
79H8y x| P+Q S+Dt NYuk7dRLQ+xuZl upPr Pl 9TmdKXwdr / YSuF56x4FCxhKrre
PFb7n4p+JP6Dsgn8j 6S1t CcHAeBuXj t | pSq5kHW.CPghncg+UJI ygVd4Pwe X
i c127Mynx4UA5c Sc CCAQqMKny | / DVWSBXASVXOM 1W k3CORG ZA1l/ Wi nya+
8SFQaUdt dy FCRt RGKOoFI TgLQEWU2OKG Ly Ds/ AQz AXxZf HM 0KS62sqsElp
vCdt RAP/ ZMBdr veXI P4j S2H7TARG v+Tl / +r 3H+cFIl Al i WiHDcFSEP59Juxx
/ KanbpOdhnbTODUt t 6yb2+uNet 2y XWej r Dt n435¢c0d0yoSe62Vt 7+3xgd/ aD
TpwMb Xt / +6K1bO6Ht 8Xk CXs03Mo1dU6z DIWhQVET7vEUy SAr OKxbJsWLOr b
JUsda/ 4PSI | Y8f / S+tMPo7T8RKgKSI REQDS6Lr GZgHFFm+AgqR6VKSOmJ 6Lt M
uvphbi CBs6UGKk5Kg4W Qoby2Gm5gqaahRgQDR] 6aG6BUO6Keyhh1Ey| 7gBzuK
3r X5kKi | | bvvXBxs+Q4j Ur DpaHr L8] sXZ/ r 5ShAqAFVMLg6z W 0ZK+x h49GyYj
Ft 7TqQPOLFLH Med/ 5CmW3/ UaE/ | f 2Li v72aQ ekEWGF5f npPwW2S7A3zGL7
P5xhbyQ z71 9xkKT6Ji i hVpFCYLEven7gMomAXKSH5CGSI DpOYI +h7THi wgcE
hocbGS5Rpsal8ez/ JCBE9b+cyv802u2Vy6vr Gyu3PXmNFf 61 / Dj Ybd) myyV+
uSFf dr pQuvLYds 7l Ylba2K1XbXW i Yl +71g76xu8SBI Y2L1PuEcBS9Dr b4AC5
9nOHAI gdf k5QZEhZENK2t NOUghCO0DCr pt UOvZNSYqLDr T6DA5R/ MSt H5B+m
+v9ZI f 8cyl El eTi ZhwNl HsXJ/ LI DCf 3i JzAnpBYNm+y MNf 4nl Ckbt v+I t P5r
UuQ@ nakf 3doqll KSUEEVBCODgHLTUGt 5r sV/ Pda8oj Df Xz MNZFChQql AQ2g6
dbJwnW X9u+Kev9oBZTi EMsr V+4Tr qMX3PWAk Uk Pf 3Wsbe7UkKZaj Ti +K6
g@\24c5SZInKl eJJ01KW OQAMTI xnYBy wK+3HN5R850Xx HCI PZ800x Vt x CkN
O 0zOP+P5DD+wWz T+M L4D305M2i ZQeuMCAL YFUSqQqF6 Yk SWHz MgwDu08+2p1
Bl LE2i X0j XZhi Tj B47Vi sCgXwT15ekr Pcz5/ spEhQPFCOwWt VKLYTI Muk XwKPA
sBDI BoaKScM+DHTj Ez UHIPmp7hOnGonmey FUKMYC/ Z12x 0l 5kxVgpLBL34wWG
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vXVpBokzSFg8l t TsCsppaUDabDov/ cMzx/ 22Ul 6eSnCL/ aOz/ GVGt v KIVKPk +
gE22dcelsz3p6w2cnr | HyWF1DZxr | Zd6j F2FzvD+wdSev Cv QQQr VVWWUgPUVh
Pnsy0Dd3nmhYS7R21 dCRWHJ YbLIKk GRKZt VE2H1YX1JugvDBwWDCl Eyoz1wTd E
NYi CRIEL9Kj ssMN&4AE2dOM f kowl BCBMI OO FCGHf nl YnDR6 TOQRohDhkccf
aCebDcMYb/ 5f j Mo/ sund/ wnz/ xmb8DVASOxDP9e 2L 1Er sqco0J+/ 44Dhw@W
RAOEY FS13WhFx YSWBUFNOXLt HYBVR6 OggHf VzpBgESk52v0d4PgPSvs FCn\W\6
okhvzSny421 MWT/ C6/ nJj hf Szr Ybt j 7e8f 9i IPAnS6n+H7X/ Fw7gvXbbar i k
M MuhLBhBqOcydwASBQk] Rc3Jqzf gHs PP/ r VBbRZ2XMAEWY3I Cs8r hBUt HK
DTt Ay TV5DTeJ XYY7f FkOpS58UKi hyh8e7D3yl sa7ZcKXgRmrvQlvimvaz 1A1M
25ML3XQa2pj 9PzEbG 8r pvnf seN F+NbKOnVbQBOKSgx OYWwk 2¢ DQdFoDbs 9
JA4qf ZM Sj 03yi D5d2vELY/ V/ oM9V9Z3/ 5L/ b+Rt FOUAYhNHFc 3t / k1ygmnV
692/ k7JyTrl/ Zu7Nzl xugoSosw89k BDUN8y G08BGZv P26sNXXI svkl NOw av
fl1 F3zFl 3Tne/ MF+y8YP9187C0LyycyX9Rd+f K2Ck| Z5t Et 9VTZ+r Y+ULTeqj e
dyOr 84pgEbYbr 7uvLgOuP2l HdoSDyj czp2ay2TP3596cf di KV51f uz7/ 0gvc
j U36doy7yL79ai soddj 7i QlzuVaVnVLDN OPcHbuvv8JnzZk5! eHIE9Uapor N
UPBLo7vf YQU s7MP587cp8QzhdM f OXROXx790aM / +Dt RO/ 74J0PvvHo+4/ +
S5LRnMN 3j vpQMI17kx6ZzwWSM37YcNy 1bnbl 3j T+VoTOWu8S+vvnwlVcW +W
NH 6y7/ 02q+8FZhGS4AQ6STUEDWQNE YhKO8I ex TTHQ i VlhW U3PPXNNYj 7t
[vx/vicXH 7e73/ 41Xc/ +u33IncMe LNt/ +1CSURj j f 9l vf F/ | f svHf 83avt v
k9p/ 55eS1QDgnr vdzPTL+MAJCCBJkgTal i hppmloVPB7C+vo2Q 1smASRTbU
r 0SBi vcCDglj RKSnDYZV1S44Tj j GBo5AzAl ZChTr +1 Jkvaf r AU2f +QvZk OCu
MLBTJGU7hu/ Rzgnz+LP6HQ 20i 50u0PQ wES5bP+J6f yf k+T/ JZOF84nmCBe\W3
gL94YGr AZ9f eGaJ UROM bBZvpHZr QGSRRPKD8zbFgJNksof 2FvVUZr FI 2Dbt R
40b0r Jt znuTSnuHOLUU1Bsf GGBdG yI 6PU9/ PDf f 3] y2529Y5vawCAAHy H82
K6NI / DY N 02Q Ht OLCr Hi r g4zDE6zsQlw kaR21/ nBTI E75xddt i okH 6nTs
nN581 vZpTzG+UNgl 9j 5j 36N87WVKj QRbYJ+8k7C6H So4ZXr n/ omHc Ut XxL8/ n
JNTpuOHf 7uhu+YalxS6AebQ+RuMaf k DdQc O7 HB+w2c UOB+doQTRUc pP4J 0Kx
zYpl z+MdCq8U/ FMEzZuDxyNH8al+/ 99QN4j i dWj yDwHt 3VY21Aq3Cf 1xf/ T/
2yynd2wFl GOVABB] LGz 6PcNf p5RH+eKZr ONbVsf zRy3SvP9ch3f 8ehszeAl 7
CoMak3dPMTFAI | Al 9bppulEK2Eux FaUQGhRx5wFhmuUl DVRCNKv R4/ TOCVEZO
Yo4j h+4p5npgNkwTcxwpRBN3PVWKYJuY40T7e4vIchCbUy 7t xNOF+5r j ouUD4
OFEaQYkS8r xi i XJQohkoe/ O FbAl aKQGNM AGIaCBCW)SsLQABt Mog0l ygOkS
dHKCPk 7QxQ 6CEEHI +nf ASQRr 71 1cY5a6MR1207nml y9Ubz8W2r B9c Ca2 THY
| o+xZof XLBTI G0620+wOwM Hz/ O0Tnf 5WEt P5vpP5/ / ERaR1PlI pOBFi OQNg4 X+
HR4AUl gLB71aWenC9i TTMZXqUI w7ol OFUEMzJ YEKAWGI6qu7Ux5r/ QzKL/ 70B
3j KbDNgP/ 6 X1 Xy NpR7P+ny9x52JQoDsf 34Cq/ zYj ssl DXCypSxr 1L/ fj UnFZ
0Cdi TgYKkb3i w/ r pwn9d+R9/ / T8K5/ 8] ANL5P8Yd/ 1/ gDHswBPj Cvac RXqFK
LJdD ANFSzl r MPInZo/ k+6ReUPCA058MWLW pbd | 7zi / gZt +p9ySLSr 3qCi
WJIPQNSkzIl 00Qa2g0Hf gl oi UgwwL Yf SGxc GOxaQZFm 7W Cf AaA7W9PhhH
TO7r POaJd/ / H2X98ZYJ/ I | czl BLEX41scgFXNHW 9UYWXEVAUr LKh37hJOFKM
FSj KFITLDZj vQxhkCSKI Pcfr cFB+4sNHt ZI x7vl / gCRnw/ Vf 6f WPE+X/ HXoy
HTaVAKTIYMIi qzbEhY3YcKMAUPI sqpVNZgJat | 7GTU21IMLIEWH WOn2nuOl Q
t a+to+ddxEy OCH FFsyBKJYUF3i V77nzdwLr IxHgDXj aZdTj T4pp4n3M j uvD
adcOuRo029znT 5BLX4bBNO et LUEQ REVCcd2zEyG+1nTnRp2S+VhgsDA+I 8k
huRf grm 95y TG x6r r hQIEpQOW 41 yI MVNvOgs6dgRt Kp3NNgz5HI Pxyf / Mre
+L8e+59+SeV/ FO3Gyp21l YOr Ny9OBgLAAQ QL1l PGeoH OX/ yf 8&Z4TZTI WH
N+nj r Pmli NHUKFMPewGA AT | PRYHS/ wj KOMKj 4M3/ JKX6T zRt bW/OT f my HwCu
Np61Ygs/ hvvAGhQoowW Ai gHI 6g8npd kTEI ypWCeci qoKgWBYEQXUDbnxZs
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WAdI x1 Kj gl Lni UHqGCvql Q+dXc/ z9l Sr Whir6439i 7f vnt f nwyZ+q7ni 3EX2
ypZTnb8M7+yVt ze2hFuX5PKVxvXVa+Dunalr 98r XdpWLSnB6TvLFTXdsqm s7
SL5wc S4noO3du5XS+U18z9x+vf ZGSbl z4976x RuXLzxYnt PUGWVF ayuaVO6v 3
LOECuUgK6t 35N4zt a2QDg5vG7g6wWXRTBLI X0da24s3al9vol | xB9d7NcXbt z
d3CBEAYuzWh02v5Sbx8uBpagi j 6KxZ4RAqODRLIsUCs Ct VRSAL i KVEXVBVgF
JVHISUpx6V5t T7hXuyddvyOU7+6DvRU65BThj XIJxOZPppt 1bj BHARIst qEVs
f sUsWapubr OlvExs74dhs9YwXJ3BynxN3yPqQt Fi 6/ t/ YKM VKR AAsEaJl

2cj hi 5g96XXsnqUeG3ez5LJ1aCUO H RzEt Z7vLaxvQUGanI L2/ TE3gcqNf g
rD mvZQ690qpYTVvEeTXGe5MYRgej 562v1eX4Ganp64 Qa7 CSHDmoQDxvkHdc
n7 DVQxKdB7x9/ PbzL535+pWi/ 3] 6+Asnvv328Quv0p9dOHD8uvAReeP65uc9+
6sQugle7IMeFt 49z OQXKM4ZVAXXgYVPf +pz U8/ f / LESr pwEny OF XnxJOWN
XbNsU8f C58BPsROf OPni 0 a5q9RIFT4LPsN+nj r 5SHOUO3RVeBbPs+8snuXX2
ndsgj st dl Lar a+znCLf ccM/UH3f 3T7x4/ FvHdk6g4ye7l zf dubzj x5879unv
f uwd/ 9F+cuW b/ M +PA33vimdb33nox/ 93+e/ r d3dKX7zP/ 7pzB/ 80zRV/ r uP
v3vuz+Y+/t nGQv/ yD+s7dwg8vv/ Kj | vfj j 5bd30XTv/ X5/ / zDf / 61Dz5z/ qcz
bonf +MG77// 1dzP/ +1f v/ / 1Pf nb+4cTDmt/ P/ ut Grd/ ++Dv59xalv/ 2bL/ / w
L6997Ws/ 8+73// 3j n+d/ / eaHb5E/ / c1Hz8U9QJ5/ Vr ODT1j Hg/ 8FCl Lj VORS

/ 6f r P40l / 0s1SR2b+wnHf 0JpkN3dt nf j V1iul r G xx1t 3Tf 60k9Bi VSXH ol ¢
C j SrV2UxPvAASyWIk6bpaf ZI gT9Y5j t LZEl ZpL8t zc TIpt nl 1khgnj @G Hj Z
0G0 ZNQP6bHAV k Vs 8KgnVEr DM\t ZskYcvYnQF ynZ/ 5PD/ 9BW 83HvxPsP4n
ZFj 0ZPEgL7WDgl | gxoc9w gh4KWQLENETdQoBwYJyoFRKkol 9e69MXK +Ws OUf

Z9VP5p/ 0gRRA xsqYFr Ul XEsc6zr/ OEYyP/ | XvOHSuV/ JK29/j ftf +6J1/ bu
MBOMUsxVWOt bZ7PyKAI Gox7u7kne6i vf k6HIr | xhGaaz 1/ yKUQVKSf 1v+PPP9r

AXqnBEg9Pz/ f FXqURWDAOXKA | t U+ql e6PD50K/ OpYcHOxRhzKZf +Fsluqt O
I HBJgT5j ANpj MIUKI V9i O f hTsNyi 3i 863/ 1 ohS2/ +V0/ c8Jsv+9+X/ W Ax3
NcOxaLyvRaOn 21 CHFBQz CKXQnAkUJs| PTf goLF9St hoT7r qpaTkJSCBBLCQ
uNAT] mH y6PI Edt kGzeGnABONv97r / 4X0/ k/ ROKGy P5v TkZQKFcgEnmDuoJ Vit

O2zYEWNoIi zTFj L5r +j KF3wLOOvHOWKmgB541 57kb1k2TXDO pr NR1p31Upl N
QWBHVBUBDBFQCc | EVaEak/ BNpGt COL2K151 5X/ | HY/ wdp/ nf S5P8g6Y+Vf UXJ

| QQPHPTb4b4qEi Xs2AbS10_ukgD8sohuNcJBC30j KSPkKDVi LO9R3QF90Df GD
Vzui r Ozvi kef 0DIS+gTYuknj | X8p(A3/ pf W T7v85walvs94l dEPZ3X/ v72j

2V\BbBt 8L9B2| ALsEcUgRki 05¢c9Fi 2LB2a71 169JDgUKxKFv+0oRxSspqct p4H
7F2@3bj t FZI 3G 9Rdi XZI pN2t ZNVbFLH G J9Pf / +x+29nu2wt S4Dv XvQBu/

Dx5SKVSu+LQ gNf g/ 9RckP9Jj f +3BP+XN2AhVQY2ahLp+eFqs33eVI Bh/ Seg

j ZNBf x4l Tpu2Q)1l | FUKogMkws Tk CMOcuMy hmt AQTzxn6v LRGU24GHGMPT7A
| WcLMonFKvP+/ WOSSBYapTYWFj t mi j uMIQQRwWdMPLuH2Jg4Lct pNi nxDesj

zJh6p0a9bed/ U+d/ ENLEoCi nBn9t / 9us/ 8/ CFBOzM®6DL3g7t ONRu7pi HOQ
+l 9cvPEC6Ngt k8Xyh2r pt anCQ xVRhaYK72BzwbhJ3EBAOmMXRbqt FqQHYhEQC
I 5/ / WBQMCt x56 EqGQX+STf gcnl V+6M b4r LEh2sJ6E0Si f PGYz9i & 3CdCgm
Nr XVTsEr vl X70LaSc05cwdPgXcNW w2nTESxYG nCUc/ i LCnUFbu3ESf g/ @m
W8/ / bl KL8T+E1vr/ 7bL/ pOa+14t KWOr aCeXYOGUUBKos BqRBNTIMNQNCQp8i A
d/ / e426XTal sj p+Hp6F3Pr f t 3cApYFj VOANGFog63pQf QRzsCIBsHW67/ halwW
Tv5vZvX/ nm X+b2KU878P1I f sxF+YO ecNycKK1E9FDOdDUCI Sar i AW wud X

YL/ n7DPkL6HgXnFi MuzKVmvej Nkei NF61 NKU9nl TMuhx NZM7Vz Fwt 8f UAXXI

3Bt f uLOgknL789Ej Jj 91+6/ 19r 98/ ReN 6RV+/ 82zf +VZMM KdU4HAdZes MR
UohVnt WILdzRpF9E+nT uy4Z/ JE7¢c596xgnDczDv4yj gr | HPelPfy/ OLi vEHU
aYpnl / W BH E4/ EpE2ol RzpCQI9F23Nenk4UFHX1FMz Vor gf huhUf bXga4On

DkN4I 9KXJUzdvi 5Pj 3Sf 1E6auHH37X8RICBCIq7cYv2HZquE/ 5ZVv2/ +3w/ 8/
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r P7vR1IX+RTk YHAaDvuk OPe6eDYYJ4550pQ+M wW v1ZNAPVI 4EqLj r/ 6Sa0i
Vat Gr hx4f b9sH n+GEWYh1xbBxzDz5R8TEPvzs8(Q | EKVmxWKk 72KeM_z HK
VLo/ sCsEns8ZWJ6RCKR2+b/ Fi 7] vOI xj f 8bx3/ BxmHEG/ esuFf 0Qq+7Cv
gHhQLbGTOWW v FHR/ DcKFUl pCCh DWHTZMsLi mMITBdr 7aQQr PYdCNgel YNoQQ
Mk8i i PsCGpqLt YSEUNvIBxcv72Xy/ 4kYj vl Qdsef | gKsl f 9NVWsb/ Zo3/ nBX/
kt 1Mk8S10z CCpnk6NK6r AX8T2QAZVPI 6 G2AT+D8MABZ/ Ssr 4b5Fa/ 781 / n/ A
8kCe8r aSXWhLl XaLzr | 0P4ogYShJkv1l Yr 9CzDIW7CWgv/ 980nt c Tdi XqNc
XVE9OMz YdnHf wL3Lj 1QUnj Ot EAn4JzcHaT8M+f 308DgL+w8+t WiTM 57/ a2Cj
7P+zDFr Xf 9vl mEn2BGPUQNR3I 6JdZO3UuENT51+Xf 60 Xq7f q5f LPy3eXf 1z9
Dnd gau3V7+hBr r 85+qX2bHLd1U2cccu4aRBi enQ qH gBKaAQRB6Q pgDCR
MViEXj 48r Uol XBi Mahm43skJqYV6s XZAEWhMAKX7XSW aFsbj 2AsZxj dLE3Ls
I XI CcG 2t RSsxx0ai Qz4dLvxHObLMsr x HOoAr On/ hv0/ 02DKhr 1H3b4bi | bH
RbegNGXdvt Pe3Dnh8Ai 1799bvxwdl | QUgQvVnakc RMMOG 5Ty +/ d8AZ1GUBVt
PEXP@Bn4KRMPIOr Vq52dzPuqs009AQcf LcREwmIWSQ6CI | 8Dz17 i dl Qv8QJ
VaT66S0 sR5dnVaewdi BWXi SLK20gg9UCen24 GALWB8VWONXE76NnCZi Z8S
Nu2Qld+4vDdi 3r f MOSDEDCHCOEI / Poay XLgKt O+Cxmi k8nmlLWj1+t Pl Pj 6gscy
dkc/ wE2Q j Y210 B2t 51 664qn6W'r TUYYCy 8PWPX AWCENW j md2P+sAzO0Pd
gf 1h2029t i epwf ABAhOchpwEWO4KUIF9f XqHADI QyoQCIxgOhl TABz/ f Ynl1F
9Sf | E+kGE017n1j WuLucK3sGh21aBaJDBF6i gO2d36M¥®p Vgl BmlgCvw2gHw
Wl Y61 Jgt zWsd2ZhAGom ZT6nSXYQzx 9y gE6US+00y mBMXt f WQPI 3Axr v2AK
/ fwt 6/ 8EL9r/ av3/ Dvn/ gi x9vb70TCNHgDOQEAAPb+TzMNJIYKTCi r E29xVM
e5QYFZ69a/ VAAI t CULYd4Lr ORz3qUY/ Pf PwlcaRGXQDWAAA=

-- END MESSAGE ARCHI VE - -
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