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Abstract

Thi s docunent describes the Kerberized Internet Negotiation of Keys
(KINK) protocol. KINK defines a | owlatency, conputationally

i nexpensi ve, easily nanaged, and cryptographically sound protocol to
establish and maintain security associations using the Kerberos

aut hentication system KINK reuses the Quick Mdde payl oads of the

I nternet Key Exchange (I KE), which should | ead to substantial reuse
of existing IKE inpl enentations.
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1. Introduction

KINK i s designed to provide a secure, scal abl e nechani sm for

est abl i shing keys between communicating entities within a centrally
managed environnent in which it is inportant to maintain consistent
security policy. The security goals of KINK are to provide privacy,
aut hentication, and replay protection of key nanagenent nessages and
to avoid denial of service vulnerabilities whenever possible. The
performance goals of the protocol are to have a | ow conputati ona
cost, low latency, and a small footprint. It is also to avoid or
mnimze the use of public key operations. |In particular, the
protocol provides the capability to establish | Psec security
associations (SAs) in two nessages with m ninmal conputational effort.
These requirements are described in RFC 3129 [ REQ4KI NK] .

Ker ber os [ KERBERCOS] provides an efficient authentication nechani sm
for clients and servers using a trusted third-party nodel. Kerberos
al so provides a nmechanismfor cross-real mauthentication natively. A
client obtains a ticket froman online authentication server, the Key
Distribution Center (KDC). The ticket is then used to construct a
credential for authenticating the client to the server. As a result
of this authentication operation, the server will also share a secret
key with the client. KINK uses this property as the basis of
distributing keys for |Psec.

The central key managenent provi ded by Kerberos is efficient because
it limts conputational cost and limts complexity versus IKE s
necessity of using public key cryptography [IKE]. Initial

aut hentication to the KDC nay be perforned using either symetric
keys, or asymmetric keys using the Public Key Cryptography for
Initial Authentication in Kerberos [PKIN T]; however, subsequent
requests for tickets as well as authenticated exchanges between the
client and servers always utilize symmetric cryptography. Therefore,
public key operations (if any) are limted and are anortized over the
lifetime of the credentials acquired in the initial authentication
operation to the KDC. For exanple, a client nmay use a single public
key exchange with the KDC to efficiently establish nultiple SAs with
many ot her servers in the realmof the KDC. Kerberos also scal es
better than direct peer-to-peer keying when symretric keys are used.
The reason is that since the keys are stored in the KDC, the nunber
of principal keys is Q(n+n) rather than Q(n*m), where "n" is the
number of clients and "ni' is the nunber of servers.

1.1. Conventions Used in This Docunment
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].
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It is assuned that the readers are famliar with the terns and
concepts described in Kerberos Version 5 [ KERBEROS], |Psec [|PSEC,
and | KE [ KE].

2. Protocol Overview

KINK i s a command/ response protocol that can create, delete, and

mai ntain | Psec SAs. Each conmand or response contains a conmon
header along with a set of type-length-value payl oads. The type of a
command or a response constrains the payl oads sent in the nessages of
the exchange. KINK itself is a stateless protocol in that each
command or response does not require storage of hard state for KINK
This is in contrast to | KE, which uses Main Mdde to first establish
an Internet Security Association and Key Managenment Protocol (1 SAKMP)
SA foll omed by subsequent Quick Mbde exchanges.

KI NK uses Kerberos nmechani sns to provide nutual authentication and
replay protection. For establishing SAs, KINK provides
confidentiality for the payl oads that foll ow the Kerberos AP-REQ
payl oad. The design of KINK mitigates denial of service attacks by
requi ring authenticated exchanges before the use of any public key
operations and the installation of any state. KINK also provides a
means of using Kerberos User-to-User nechani sns when there is not a
key shared between the server and the KDC. This is typically, but
not limted to, the case with IPsec peers using PKINIT for initial
aut henti cati on.

KINK directly reuses Quick Mdde payl oads defined in section 5.5 of
[IKE], with sonme minor changes and omi ssions. In nost cases, KINK
exchanges are a single comuand and its response. An optional third
message i s required when creating SAs, only if the responder rejects
the first proposal fromthe initiator or wants to contribute the
keying materials. KINK al so provides rekeying and dead peer

det ecti on.

3. Message Fl ows

Al KINK message flows follow the same pattern between the two peers:
a conmand, a response, and an optional acknow edgenment in a CREATE
flow A command is a GETTGI, CREATE, DELETE, or STATUS nessage; a
response i s a REPLY nessage; and an acknow edgenment is an ACK
nessage

KI NK uses Kerberos as the authentication nechanisnm therefore, a KINK
host needs to get a service ticket for each peer before actual key
negotiations. This is basically a pure Kerberos exchange and the
actual KDC traffic here is for illustrative purposes only. In
practice, when a principal obtains various tickets is a subject of
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Kerberos and | ocal policy consideration. As an exception, the GETTGI
message flow of KINK (described in section 3.1) is used when a User-
to-User authentication is required. In this flow, we assune that
both A and B have ticket-granting tickets (TGIs) fromtheir KDCs.

After a service ticket is obtained, KINK uses the CREATE nessage fl ow
(section 3.2), DELETE nessage flow (section 3.3), and STATUS nessage
flow (section 3.4) to manage SAs. In these flows, we assune that A
has a service ticket for B.

3.1. CGETTGT Message Fl ow

This flowis used to retrieve a TGI fromthe renote peer in User-to-
User authentication node.

If the initiator determines that it will not be able to get a nornal
(non-User-to-User) service ticket for the responder, it can try a
User-to-User authentication. |In this case, it first fetches a TGT
fromthe responder in order to get a User-to-User service ticket:

A B KDC
1 GETTGI+KI NK_TGT_REQ -----> o
7 I . REPLY+KI NK_TGT_REP

3 TGS REQFTGT(B)----=---mmcmmmmmmmmemmcaoicaaae >
e TGS- REP

Figure 1: GETTGI Message Fl ow
The initiator MAY support the follow ng events as triggers to go to
the User-to-User path. Note that the two errors described bel ow will
not be authenticated, and how to act on them depends on the policy.

0 The local policy says that the responder requires a User-
to-User authentication.

0 A KRB_AP_ERR USER TO USER REQUI RED error is returned from
t he responder.

0 A KDC_ERR MJST_USE USER2USER error is returned fromthe
KDC.
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3.2. CREATE Message Fl ow

This flow creates SAs. The CREATE command takes an "optimstic"”
approach, where SAs are initially created on the expectation that the
responder will choose the initial proposed payload. The optimistic
proposal is placed in the first transform payl oad(s) of the first
proposal. The initiator MJST check to see if the optimstic proposa
was sel ected by conparing all transforms and attributes, which MJST
be identical to those in the initiator’s optimstic proposal with the
exceptions of LIFE KILOBYTES and LI FE SECONDS. Each of these
attributes MAY be set to a | ower value by the responder and stil
expect optimstic keying, but MJUST NOT be set to a higher val ue that
MJUST generate a NO PROPOSAL- CHOSEN error. The initiator MJUST use the
shorter lifetine.

When a CREATE command contains an existing Security Parameter |ndex
(SPlI), the responder MJST reject it and SHOULD return an | SAKMP
notification with |INVALI D SPI

When a key exchange (KE) payload is sent fromthe initiator but the
responder does not support it, the responder MJST reject it with an
| SAKMP notification of | NVALI D- PAYLOAD- TYPE cont ai ni ng a KE payl oad
type as its notification data. Wen the initiator receives this
error, it MAY retry without a KE payl oad (as another transaction) if
its policy allows that.

A B KDC

A creates an optimstic inbound SA (B->A) unless using a KE
1 CREATE+l SAKMP------------ >

B creates an i nbound SA (A->B).
B creates an outbound SA (B->A) if optinistic and not using a KE

2 <emmmeeee----- REPLY+| SAKMP
A creates an outbound SA (A->B).

A replaces an inbound SA (B->A) if non-optimstic.
A creates an inbound SA (B->A) if using a KE

[ B creates an outbound SA (B->A). ]

Fi gure 2: CREATE Message Fl ow
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Creating SAs has two nmodes: 2-way handshake and 3-way handshake.
The initiator usually begins a negotiation expecting a 2-way
handshake. \When the optim stic proposal is not chosen by the
responder, the negotiation is switched to a 3-way handshake. Wen
and only when the initiator uses a KE payl oad, 3-way handshake is
expected fromthe begi nni ng.

A 2-way handshake is perforned in the foll ow ng steps:

1) The host A creates an inbound SA (B->A) in its SA database
using the optimstic proposal in the | SAKMP SA proposal. It is
then ready to receive any nessages from B.

2) A then sends the CREATE nessage to B.

3) If B agrees to A's optim stic proposal, B creates an inbound SA
(A->B) and an outbound SA (B->A) in its database. |If B does
not choose the first proposal or wants to add a Nonce payl oad,
switch to step 3 of the 3-way handshake descri bed bel ow.

4) B then sends a REPLY to A without a Nonce payl oad and wi t hout
requesting an ACK

5) Upon receipt of the REPLY, A creates an outbound SA (A->B).

A 3-way handshake is perforned in the foll ow ng steps:

1) The host A sends the CREATE nessage to B without creating any
SA.

2) B chooses one proposal according to its policy.

3) B creates an inbound SA (A->B) and sends the actual choice in
the REPLY. It SHOULD send the optional Nonce payload (as it
does not increase nessage count and generally increases entropy
sources) and MJST request that the REPLY be acknow edged.

4) Upon receipt of the REPLY, A creates the inbound SA (B->A) (or
modifies it as necessary, if switched from2-way), and the
out bound SA (A->B).

5) A now sends the ACK nessage.

6) Upon receipt of the ACK, B installs the final outbound SA
(B->A).

If B does not choose the first proposal, adds a nonce, or accepts the
KE exchange, then it MJST request an ACK (i.e., set the ACKREQ bit)
so that it can install the final outbound SA. The initiator MJST

al ways generate an ACK if the ACKREQ bit is set in the KINK header,
even if it believes that the responder was in error.

3.2.1. CREATE Key Derivation Considerations
The CREATE command’s optim stic approach allows an SA to be created

in two nessages rather than three. The inplication of a two-nessage
exchange is that Bwill not contribute to the key since A nust set up
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the inbound SA before it receives any additional keying material from
B. This may be suspect under normal circunstances; however, KINK
takes advantage of the fact that the KDC provides a reliable source
of randomess which is used in key derivation. In many cases, this

wi Il provide an adequate session key so that B will not require an
acknow edgenent. Since Bis always at liberty to contribute to the
keying material, this is strictly a trade-off between the key
strength versus the nunber of nessages, which KINK inpl enentations
may decide as a matter of policy.

3.3. DELETE Message Fl ow

The DELETE command del etes exi sting SAs. The donai n of
interpretation (DO )-specific payl oads describe the actual SA to be
del eted. For the IPsec DO, those payloads will include an | SAKMP
payl oad containing the list of the SPIs to be del et ed.

A B KDC

A del etes outbound SA to B.
1 DELETE+| SAKMP------------ >
B del etes inbound and out bound SA to A
p JE S REPL Y+l SAKMP
A del etes inbound SA to B.
Figure 3: DELETE Message Fl ow

The DELETE command takes a "pessinistic" approach, which does not

del ete inbound SAs until it receives acknow edgenent that the other
host has received the DELETE. The exception to the pessinmistic
approach is if the initiator wants to i Mmediately cease all activity
on an inbound SA. In this case, it MAY delete the inbound SA as well
in step 1, above.

The | SAKMP payl oad contai ns | SAKMP Del et e payl oad(s) that indicate
the i nbound SA(s) for the initiator of this flow KINK does not

al | ow hal f-open SAs; thus, when the responder receives a DELETE
conmand, it MJST delete SAs of both directions, and MJST reply with
| SAKMP Del et e payl oad(s) that indicate the inbound SA(s) for the
responder of this flow. If the responder cannot find an appropriate
SPI to be deleted, it MJST return an | SAKMP notification with

I NVALI D SPI, which also serves to informthe initiator that it can
delete the i nbound SA
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A race condition with the DELETE fl ow exists. Due to network
reordering, etc., packets in flight while the DELETE operation is
taking place may arrive after the diagrans above, which recomend
del eting the inbound SA. A KINK inplenmentati on SHOULD i npl enrent a
grace tinmer that SHOULD be set to a period of at |least two tines the
average round-trip time, or to a configurable value. A KINK

i mpl ement ati on MAY choose to set the grace period to zero at
appropriate tines to del ete an SA ungracefully. The behavi or
described here is referred fromthe behavior of the TCP [ RFC793]
flags FIN and RST.

3.4. STATUS Message Fl ow

This flowis used to send any information to a peer or to elicit any
information froma peer. An initiator may send a STATUS conmand to
the responder at any tinme, optionally with DO -specific | SAKMP

payl oads. |In the case of the IPsec DO, these are generally in the
formof | SAKMP Notification payl oads. A STATUS conmand is al so used
as a neans of dead peer detection described in section 3.7.

A B KDC
1 STATUS[ +l SAKMP] - - -------- >
S REPLY[ + SAKMP]

Fi gure 4: STATUS Message Fl ow
3.5. Reporting Errors

When the responder detects an error in a received command, it can
send a DO -specific payload to indicate the error in a REPLY nessage.
There are three types of payloads that can indicate errors:

KI NK_KRB ERRCR payl oads for Kerberos errors, KINK ERROR payl oads for
KINK errors, and Kl NK_| SAKMP payl oads for | SAKMP errors. Details are
described in sections 4.2.3, 4.2.8, and 4.2.6, respectively.

If the initiator detects an error in a received reply, there is no
means to report it back to the responder. The initiator SHOULD | og
the event and MAY take a renmedial action by reinitiating the initia
conmmand.

If the server clock and the client clock are off by nore than the
policy-determ ned clock skew limt (usually 5 mnutes), the server
MUST return a KRB_AP_ERR SKEW The optional client’s tinme in the
KRB- ERROR SHOULD be filled out. |f the server protects the error by
adding the Cksumfield and returning the correct client’s tinme, the
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client SHOULD conpute the difference (in seconds) between the two

cl ocks based upon the client and server time contained in the

KRB- ERROR nessage. The client SHOULD store this clock difference and
use it to adjust its clock in subsequent nessages. |If the error is
not protected, the client MJUST NOT use the difference to adjust
subsequent nessages, because doing so would allow an attacker to
construct authenticators that can be used to nmount replay attacks.

3.6. Rekeying Security Associations

KINK expects the initiator of an SA to be responsible for rekeying
the SA for two reasons. The first reason is to prevent needl ess
duplication of SAs as the result of collisions due to an initiator
and responder both trying to renew an existing SA. The second reason
is due to the client/server nature of Kerberos exchanges, which
expects the client to get and maintain tickets. Wile KINK expects
that a KINK host is able to get and maintain tickets, in practice it
is often advantageous for servers to wait for clients to initiate
sessions so that they do not need to maintain a large ticket cache.

There are no special semantics for rekeying SAs in KINK. That is, in
order to rekey an existing SA, the initiator nust CREATE a new SA
followed by either deleting the old SAwith the DELETE fl ow or
letting it time out. When identical flow selectors are avail able on
di fferent SAs, KINK inplenentations SHOULD choose the SA nost
recently created. It should be noted that KINK avoi ds nmost of the
probl ens of [IKE] rekeying by having a reliable delete mechani sm

Normal |y, a KINK inplenentation that rekeys existing SAs will try to
rekey the SA ahead of an SA term nation, which may include the hard
lifetime in time/bytecount or the overflow of the sequence nunber
counter. W call this time "soft lifetine". The soft lifetine MJST
be random zed to avoid synchronization with simlar inplenentations.
In the case of the lifetinme in time, one reasonable approach to
determine the soft lifetime is picking a randomtine between T-rekey
and T-retrans and subtracting it fromthe hard lifetine. Here,
T-rekey is the reasonabl e maxi num rekeying margin, and T-retrans is
the amount of tine it would take to go through a full retransmi ssion
cycle. T-rekey SHOULD be at |least twice as high as T-retrans.

3.7. Dead Peer Detection

In order to determine that a KINK peer has lost its security database
i nformation, KINK peers MJST record the current epoch for which they
have valid SA information for a peer and reflect that epoch in each
AP- REQ and AP- REP nessage. Wen a KINK peer creates state for a
given SA, it MJST also record the principal’s epoch. |If it discovers
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on a subsequent message that the principal’s epoch has changed, it
MUST consider all SAs created by that principal as invalid, and take
some action such as tearing those SAs down.

Wil e a KINK peer SHOULD use feedback fromrouting (in the form of

| CMP nessages) as a trigger to check whether or not the peer is stil
alive, a KINK peer MUST NOT concl ude the peer is dead sinply based on
unprotected routing information (said | CMP nessages).

If there is suspicion that a peer may be dead (based on any
informati on available to the KINK peer, including | ack of |Psec
traffic, etc.), the KINK STATUS nessage SHOULD be used to coerce an
acknow edgenent out of the peer. Since nothing is negotiated about
dead peer detection in KINK, each peer can decide its own nmetric for
"suspicion" and al so what timeouts to use before declaring a peer
dead due to lack of response to the STATUS nessage. This is
desirabl e, and does not break interoperability.

The STATUS nessage has a twofold effect. First, it elicits a
cryptographically secured (and repl ay-protected) response fromthe
peer, which tells us whether or not the peer is reachabl e/alive.
Second, it carries the epoch nunber of the peer, so we know whet her
or not the peer has rebooted and lost all state. This is crucial to

the KINK protocol: In IKE, if a peer reboots, we |ose all
crypt ographi c context, and no cryptographically secure comunication
is possible without renegotiating keys. 1In KINK, due to Kerberos

tickets, we can comuni cate securely with a peer, even if the peer
rebooted, as the shared cryptographic key used is carried in the
Kerberos ticket. Thus, active cryptographic conmunication is not an
i ndi cation that the peer has not rebooted and lost all state, and the
epoch i s needed.

Assume a Peer A sending a STATUS and a peer B sending the REPLY (see
section 3.4). Peer B MAY assune that the sender is alive, and the
epoch in the STATUS nmessage will indicate whether or not the peer A
has | ost state. Peer B MUST acknow edge the STATUS nessage with a
REPLY message, as described in section 3.4.

The REPLY message will indicate to peer A that the peer is alive, and
the epoch in the REPLY will indicate whether peer B has lost its
state or not. |If peer A does not receive a REPLY nessage from peer B
in a suitable tinmeout, peer A MAY send another STATUS nessage. It is
up to peer A to decide how aggressively to declare peer B dead. The
| evel of aggressiveness may depend on many factors such as rapid fai
over versus nunber of nessages sent by nodes with | arge nunbers of
SAs.
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Note that peer B MJUST NOT nake any inferences about a | ack of STATUS
message frompeer A Peer B MAY use a STATUS nessage from peer A as
an indication of A's aliveness, but peer B MJUST NOT expect another
STATUS nessage at any tine (i.e., dead peer detection is not periodic
keepal i ves).

Strategies for sending STATUS nessages are the follow ng: Peer A may
decide to send a STATUS nessage only after a prol onged period where
no traffic was sent in either direction over the IPsec SAs with the
peer. Once there is traffic, peer A may want to know if the traffic
is going into a black hole, and send a STATUS nessage.

Al ternatively, peer A may use an idle tinmer to detect lack of traffic
with the peer, and send STATUS nessages in the quiet phase to nake
sure the peer is still alive for when traffic needs to finally be
sent.

3.7.1. Coping with Dead User-to-User Peers

When an initiator uses a User-to-User ticket and a responder has | ost
its previous TGI, the usual dead peer detection (DPD) nechani sm does
not work, because the responder cannot decrypt the ticket with its
new TGI. In this case, the followi ng actions are taken.

0 When the responder receives a KINK conmand with a User-to-User
ticket that cannot be decrypted with its TGI, it returns a
REPLY with a KINK TGI_REP payl oad contai ning the TGI.

0 When the initiator receives a KINK. TGT_REP, it retrieves a new
service ticket with the TGT and retries the conmand.

This does not directly define a nethod to detect a dead User-to-User
peer, but to recover fromthe situation that the responder does not
have an appropriate TGT to decrypt a service ticket sent fromthe
initiator. After recovery, they can exchange their epochs, and usual
DPD nmechanismwi || detect a dead peer if it really has been dead.

The initiator MJUST NOT think the peer has been dead on the receipt of
a KINK_TGI_REP because of two reasons. One is that the nessage is
not authenticated, and the other is that |osing a TGl does not
necessarily nmean | osing the SA database information. The initiator
SHOULD NOT forget the previous service ticket until the new one is
successfully obtained in order to reduce the cost when a forged
KINK_TGT_REP i s received.
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4. KINK Message For mat

Al values in KINK are formatted in network byte order (nopst
significant byte first). The RESERVED fields MJST be set to zero (0)
when a packet is sent. The receiver MJIST ignore these fields.

0 1 2 3
01234567890123456789012345678901
i S S T i S S e e i S S S S

| Type | M Ver | RESRVED| Lengt h |
S I S I S I e +
| Domain of Interpretation (DO) |
T T TRy e e +
| Transaction I D (Xl D) |
T R U o e e e e e e e e e e aa o - +
| NextPayload |A] RESERVED2 | CksumlLen |
S I S I O +

Figure 5 Format of a KINK Message
Fi el ds:

0 Type (1 octet) -- The type of this nessage.

RESERVED

CREATE

DELETE

REPLY

CETTGT

ACK

STATUS

RESERVED TO | ANA
Private Use 12

- 127
- 255

O~NO O WNEO

0 M Ver (4 bits) -- Mjor protocol version nunber. This MJST be
set to 1.
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RESRVED (4 bits) -- Reserved and MJUST be zero when sent, MJST
be ignored when received.

Length (2 octets) -- Length of the nessage in octets. It is
not forbidden in KINK that there are unnecessary data after
the nmessage, but the Length field MJST represent the actua

| ength of the nessage.

DA (4 octets) -- The domain of interpretation. Al DAs nust
be registered with the 1ANA in the | SAKMP Donai n of
Interpretation section of the isaknp-registry [| SAKMP-REQF .
The | ANA Assigned Nunber for the Internet IP Security DO
[IPDAO] is one (1). This field defines the context of all
sub-payl oads in this message. |f sub-payl oads have a DO
field (e.g., Security Association Payload), then the DO in

t hat sub-payl oad MJUST be checked against the DO in this
header, and the values MJST be the sane.

XID (4 octets) -- The transaction ID. A KINK transaction is
bound together by a transaction ID, which is created by the
command initiator and replicated in subsequent nmessages in the
transaction. A transaction is defined as a conmand, a reply,
and an optional acknow edgenent. Transaction |IDs are used by
the initiator to discrinminate between multiple outstanding
requests to a responder. It is not used for replay protection
because that functionality is provided by Kerberos. The val ue
of XIDis chosen by the initiator and MJST be unique with al
outstandi ng transactions. Xl Ds MAY be constructed by using a
nmonot oni ¢ counter or random nunber generator

Next Payl oad (1 octet) -- Indicates the type of the first
payl oad after the message header.

A, or ACKREQ (1 bit) -- ACK Request. Set to one if the
responder requires an explicit acknow edgenent that a REPLY
was received. An initiator MJST NOT set this flag, nor should
a responder except for a REPLY to a CREATE when the optimistic
proposal is chosen.

RESERVED2 (7 bits) -- Reserved and MJST be zero on send, MJST
be ignored by a receiver

Cksunlien (2 octets) -- Cksumlen is the length in octets of the
crypt ographi ¢ checksum of the nessage. A Cksunmlien of zero
inmplies that the nessage i s unauthenti cat ed.
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Cksum (variabl e) -- Kerberos keyed checksum over the entire
message excluding the Cksumfield itself. Wen any paddi ng
bytes are required between the | ast payl oad and the Cksum
field, they MUST be included in the calculation. This field
MUST al ways be present whenever a key is available via an

AP- REQ or AP- REP payl oad. The key used MJST be the session
key in the ticket. Wen a key is not available, this field is
not present, and the Cksunlen field is set to zero. The
content of this field is the output of the Kerberos 5 get_mc
function [KCRYPTQ . The get _mic function used is specified by
a checksumtype, which is a "required checksum nmechani sn' of
the etype for the Kerberos session key in the Kerberos ticket.
If the checksumtype is not a keyed algorithm the nessage
MJST be rej ect ed.

To conpute the checksum the Cksumlien field is zeroed out and
the Length field is filled with the total packet |ength

wi t hout the checksum Then, the packet is passed to the
get_nmic function and its output is appended to the packet.

Any KINK padding after the Cksumfield is not allowed, except
the Kerberos internal one, which may be included in the output
of the get_mc function. Finally, the Cksunlien field is
filled with the checksumlength and the Length field is filled
with the total packet |ength including the checksum

To verify the checksum a |ength-w thout-checksumis
calculated fromthe value of Length field, subtracting the
Cksunlen. The Length field is filled with the |ength-

wi t hout - checksum val ue and the CksunlLen field is zeroed out.
Then, the packet without checksum (offset fromO to | ength-

wi t hout - checksum mi nus 1 of the received packet) and the
checksum (of fset from | ength-wi thout-checksumto the last) are
passed to the verify mc function. |If verification fails, the
message MJST be dropped.

The KINK header is followed i mediately by a series of
Type/ Lengt h/ Val ue fields, defined in section 4.2.

4.1. KINK Alignnent Rules

KINK has the followi ng rules regardi ng alignnent and paddi ng:

(]

Sakane,

Al length fields MIST reflect the actual nunber of octets in
the structure; i.e., they do not account for paddi ng bytes
required by KINK alignnments.

KI NK headers, payloads, and the Cksumfield MJST be aligned on
4-oct et boundari es.
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0 Variable length fields (except the Cksumfield) MJST al ways
start imrediately after the |l ast octet of the previous field.
That is, they are not aligned to 4-octet boundaries.

4.2. KINK Payl oads

I medi ately following the header, there is a list of

Type/ Lengt h/ Val ue (TLV) payl oads. There can be any numnber of

payl oads followi ng the header. Each payl oad MJST begin with a

payl oad header. Each payl oad header is built on the generic payl oad
header. Any data imediately follows the generic header. Payl oads
are all inplicitly aligned to 4-octet boundaries, though the payl oad
length field MIUST accurately reflect the actual nunber of octets in
t he payl oad.

0 1 2 3
01234567890123456789012345678901
e e e e +
| Next Payload | RESERVED | Payl oad Length |
o e e oo - o e e oo - o e e oo - o e e oo - +
| val ue (vari abl e) |
Fom e e o Fom e e o Fom e e o Fom e e o +

Figure 6: Format of a KINK Payl oad
Fi el ds:
0 Next Payload (1 octet) -- The type of the next payl oad.

Next Payl oad Val ue
Kl NK_DONE

Kl NK_AP_REQ

Kl NK_AP_REP

Kl NK_KRB_ERROR
KI NK_TGT_REQ

KI NK_TGT_REP

KI NK_I SAKMP

Kl NK_ENCRYPT

Kl NK_ERROR
RESERVED TO | ANA
Private Use

- 127
- 255

COoo~NOOUA~WNEO

=
N

Next Payl oad type KINK DONE denotes that the current payl oad
is the final payload in the nessage.

0 RESERVED (1 octet) -- Reserved and MJST be set to zero by a
sender, MJST be ignored by a receiver
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0 Payl oad Length (2 octets) -- The length of this payl oad,
including the type and length fields.

0 Val ue (variable) -- This value of this field depends on the
type.

4.2.1. KINK_AP_REQ Payl oad

The KI NK_AP_REQ payl oad rel ays a Kerberos AP-REQ to the responder
The AP- REQ MUST request nutual authentication

Thi s docunent does not specify how to generate the principal nane.
That is, conplete principal nanes may be stored in local policy,
Fully Qualified Domai n Names (FQDNs) may be converted to principa
nanes, | P addresses may be converted to principal names by secure
nane services, etc., but see the first paragraph of the Security
Consi derati ons secti on.

If the peer’s principal name for the KINK service is generated from
an FQDN, the principal name, which the initiator starts from wll be
"Kki nk/ fgdn@REALM'; where "kink" is a literal string for the KINK

| Psec service, "fqdn" is the fully qualified donmain nane of the
service host, and "REALM is the Kerberos real mof the service. A
principal name is case sensitive, and "fqdn" part MJST be | owercase
as described in [ KERBEROS] .

The value field of this payload has the followi ng format:

0 1 2 3
01234567890123456789012345678901
S RIS S RIS S RIS S RIS +
| Next Payload | RESERVED | Payl oad Length |
T T T T +
| EPCCH |
. +
I I
- AP- REQ -
I I
o m m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mmmmem o +

Figure 7: KINK_AP_REQ Payl oad
Fi el ds:

0 Next Payl oad, RESERVED, Payl oad Length -- Defined in the
begi nning of this section.
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0 EPOCH -- The absolute time at which the creator of the AP-REQ
has valid SA information. Typically, this is when the Kl NK
keyi ng daenon started if it does not retain SA information
across restarts. The value in this field is the |east
significant 4 octets of so-called PCSIX tinme, which is the
el apsed seconds (but without counting | eap seconds) from
1970- 01- 01T00: 00: 00 UTC. For exanpl e, 2038-01-19T03: 14: 07 UTC
is represented as Ox7fffffff.

0 AP-REQ -- The value field of this payload contains a raw
Ker ber os AP- REQ.

4.2.2. KINK_AP_REP Payl oad

The KI NK_AP_REP payl oad rel ays a Kerberos AP-REP to the initiator
The AP- REP MUST be checked for freshness as described in [ KERBERCS].

The value field of this payload has the followi ng format:

0 1 2 3
01234567890123456789012345678901
S S S S +
| Next Payload | RESERVED | Payl oad Length |
o o o o +
| EPCCH |
o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mmamao o +
| |
~ AP- REP ~
I I
o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eeeo— o on +

Figure 8  KINK_AP_REP Payl oad
Fi el ds:

0 Next Payl oad, RESERVED, Payl oad Length -- Defined in the
begi nning of this section.

0 EPOCH -- The absolute time at which the creator of the AP-REP
has valid SA information. Typically, this is when the KINK
keyi ng daenon started if it does not retain SA infornmation
across restarts. The value in this field is the |east
significant 4 octets of so-called POSIX tine, which is the
el apsed seconds (but wi thout counting | eap seconds) from
1970-01-01T00: 00: 00 UTC. For exanple, 2038-01-19T03:14:07 UTC
is represented as Ox7fffffff.
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0 AP-REP -- The value field of this payload contains a raw
Ker ber os AP- REP.

4.2.3. KINK_KRB_ERROR Payl oad

The KI NK_KRB_ERROR payl oad rel ays Kerberos type errors back to the
initiator. The initiator MJST be prepared to receive any valid
Ker beros error type [ KERBEROS].

KI NK i npl enent ati ons SHOULD make use of a KINK Cksum field when
returning KINK KRB ERROR and the appropriate service key is
avai l able. Especially in the case of clock skew errors, protecting
the error at the server creates a better user experience because it
does not require clocks to be synchronized. However, many Kerberos

i mpl ement ations do not nake it easy to obtain the session key in
order to protect error packets. For unauthenticated Kerberos errors,
the initiator MAY choose to act on them but SHOULD take precautions
agai nst make-work kinds of attacks.

Not e that KINK does not make use of the text or e data field of the
Ker beros error nessage, though a conpliant KINK inplementation MJST
be prepared to receive themand MAY | og them

The value field of this payload has the followi ng format:

0 1 2 3
01234567890123456789012345678901
S S S S +
| Next Payload | RESERVED | Payl oad Length |
o o o o +
I I
~ KRB- ERRCR ~
| |
o ot o o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e me oo - o +

Figure 9: KINK_KRB_ERRCR Payl oad
Fi el ds:

0 Next Payl oad, RESERVED, Payl oad Length -- Defined in the
begi nning of this section.

0 KRB- ERROR -- The value field of this payl oad contains a raw
Ker ber os KRB- ERROR.
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4.2.4. K NK_TGT_REQ Payl oad

The KI NK_TGI_REQ payl oad provides a means to get a TGI fromthe peer
in order to obtain a User-to-User service ticket fromthe KDC

The value field of this payload has the followi ng format:

0 1 2 3
01234567890123456789012345678901
S S S S +
| Next Payload | RESERVED | Payl oad Length |
o o o o +

Fi gure 10: KINK_TGI_REQ Payl oad
Fi el ds:

0 Next Payl oad, RESERVED, Payl oad Length -- Defined in the
begi nning of this section.

0 PrincName -- The name of the principal that the initiator
wants to comrunicate with. It is assuned that the initiator
knows the responder’s principal name (including the realm
nane) in the sane way as the non-User-to-User case. The TGI
returned MUST NOT be an inter-realmTGI and its cnane and
creal m MUST match the requested principal nanme, so that the
initiator can rendezvous with the responder at the responder’s
real m

PrincNane val ues are octet string representations of a
principal and real mnane fornatted just |like the octet string
used in the "NAVE" conponent of Generic Security Service
Application ProgramlInterface (GSS-APl) [RFC2743] exported
nane token for the Kerberos V5 GSS-API mechani sm [ RFC1964] .
See RFC 1964, section 2.1.3.

If the responder is not the requested principal and is unable to get
a TGT for the nanme, it MAY return a KRB_AP_ERR NOT_US. |If the

adm nistrative policy prohibits returning a TGI, it MAY return a

Kl NK_U2UDENI ED
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4.2.5. KINK_TGT_REP Payl oad

The value field of this payload contains the TGT requested in a
previ ous Kl NK TGT_REQ payl oad of a CGETTGI conmand.

0 1 2 3
01234567890123456789012345678901
Fom e e e oo - Fom e e e oo - Fom e e e oo - Fom e e e oo - +
| Next Payload | RESERVED | Payl oad Length |
R R R R +

Figure 11: KINK TGT_REP Payl oad
Fi el ds:

0 Next Payl oad, RESERVED, Payl oad Length -- Defined in the
begi nning of this section.

0 TGT -- The Distingui shed Encodi ng Rul es (DER)-encoded TGT of
t he responder.

4.2.6. KINK_I SAKMP Payl oad

The value field of this payload has the followi ng format:

0 1 2 3
01234567890123456789012345678901
o m e e e oo - o m e e e oo - o m e e e oo - o m e e e oo - +
| Next Payload | RESERVED | Payl oad Length |
S AR, AR, S S +
| I'nnerNextPload] QWwhj | QW n | RESERVED |
o Fomm o - Fomm o - o o +
| Qui ck Mode Payl oads (vari abl e) |
o m e e e oo - o m e e e oo - o m e e e oo - o m e e e oo - +

Figure 12: KINK | SAKMP Payl oad

0 Next Payl oad, RESERVED, Payl oad Length -- Defined in the
begi nning of this section.

0 I nner Next Pl oad -- First payl oad type of the inner series of
| SAKMP payl oads.
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0 QWhj -- The mmjor version of the inner payloads. MJIST be set
to 1.

0 QW n -- The mnor version of the inner payloads. MJST be set
to O.

The KI NK_I SAKMP payl oad encapsul ates the | KE Qui ck Mode (phase 2)

payl oads to take the appropriate action dependent on the KINK
command. There may be any nunmber of KINK | SAKMP payl oads within a
single KINK message. Wiile [IKE] is sonmewhat fuzzy about whet her
multiple different SAs nay be created within a single | KE nessage,
KINK explicitly requires that a new | SAKMP header be used for each

di screte SA operation. |In other words, a KINK inplenmentation MJUST
NOT send multiple Quick Mdde transactions within a single KINK | SAKMP
payl oad.

The purpose of the Quick Mdde version is to all ow backward
conpatibility with IKE and | SAKMP if there are subsequent revisions.
At the present tine, the Quick Mde najor and minor versions are set
to one and zero (1.0), respectively. These versions do not
correspond to the | SAKMP version in the | SAKMP header. A conpliant
KI NK i npl enent ati on MJUST support receipt of 1.0 payloads. It NMNAY
support subsequent versions (both sending and receiving), and SHOULD
provide a neans to resort back to Quick Mde version 1.0 if the KINK
peer is unable to process future versions. A conpliant KINK

i npl ement ati on MJUST NOT mi x Quick Mbdde versions in any given
transacti on.

4.2.7. K NK_ENCRYPT Payl oad

The KI NK_ENCRYPT payl oad encapsul ates ot her KINK payl oads and is
encrypted using the session key and the algorithmspecified by its
etype. This payload MIST be the final one in the outer payl oad chain
of the message. The KI NK_ENCRYPT payl oad MJUST be encrypted before
the final KINK checksumis applied.

0 1 2 3
01234567890123456789012345678901
T T T T +
| Next Payload | RESERVED | Payl oad Length |
S I S I S I S +
| I nner Next Pl oad| RESERVED2 |
I IRy I IRy S RIS S RIS +
| Payl oad (vari abl e) |
T T T T +

Figure 13: KI NK_ENCRYPT Payl oad
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Fi el ds:

0 Next Payl oad, RESERVED, Payl oad Length -- Defined in the
begi nning of this section. This payload is the last one in a
message, and accordingly, the Next Payload field nust be
KI NK_DONE (0).

0 I nner Next Pl oad -- First payl oad type of the inner series of
encrypted KINK payl oads.

o] RESERVED? -- Reserved and MJUST be zero when sent, MJST be
i gnored when received.

The coverage of the encrypted data begins at InnerNextPl oad so that
the first payload s type is kept confidential. Thus, the number of
encrypted octets is Payl oadLength - 4.

The format of the encryption payload follows the normal Kerberos
semantics. Its content is the output of an encrypt function defined
in the Encryption AlgorithmProfile section of [KCRYPTQ . Parameters
such as encrypt function itself, specific-key, and initial state are
defined with the etype. The encrypt function nmay have padding in
itself and there may be sonme garbage data at the end of the decrypted
plaintext. A KINK inplenentation MJST be prepared to ignore such
paddi ng after the | ast sub-payl oad inside the Kl NK _ENCRYPT payl oad.
Note that each encrypt function has its own integrity protection
mechanism It is redundant with the checksumin the KINK header, but
this is unavoi dabl e because it is not always possible to renove the
integrity protection part fromthe encrypt function

4.2.8. KINK_ERROR Payl oad

The KI NK_ERROR payl oad type provides a protocol -1 evel nechani sm of
returning an error condition. This payload should not be used for
ei ther Kerberos-generated errors or DO -specific errors that have
their own payl oads defined. The error code is in network order

0 1 2 3
01234567890123456789012345678901
S S S S +
| Next Payload | RESERVED | Payl oad Length |
o o o o +
| Err or Code |
o m e e e oo - o m e e e oo - o m e e e oo - o m e e e oo - +

Figure 14: KI NK_ERRCR Payl oad
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Fi el ds:

0 Next Payl oad, RESERVED, Payl oad Length -- Defined in the
begi nning of this section.

0 ErrorCode -- One of the followi ng values in the network byte
order:
Er r or Code Val ue Pur pose
KI NK_OK 0 No error detected
Kl NK_PROTOERR 1 The nmessage was mal f or ned
KI NK_I NvDO 2 I nvalid DO
Kl NK_I NVVAJ 3 I nvalid Mjor Version
RESERVED 4
Kl NK_I NTERR 5 An unrecoverabl e internal error
Kl NK_BADQWERS 6 Unsupported Qui ck Mbde Version
Kl NK_U2UDENI ED 7 Returning a TGT is prohibited
RESERVED TO | ANA 8 - 8191
Private Use 8192 - 16383

RESERVED 16384 -

The responder MUST NOT return KINK OK. \Wen received, the initiator
MAY act as if the specific KINK_ERROR payl oad were not present. |f
the initiator supports nultiple Quick Mdde versions or DO s,

KI NK_BADQWERS or KINK INVDO is received, and the Cksumis verified,
then it MAY retry with another version or DO. A responder SHOULD
return a KINK error with KINK I NVMAJ, when it receives an unsupported
KINK version nunber in the header. Wen KINK U2UDENI ED i s received,
the initiator MAY retry with the non-User-to-User node (if it has not
yet been tried).

In general, the responder MAY choose to return these errors in reply
to unaut henti cated commands, but SHOULD take care to avoi d being

i nvolved in denial of service attacks. Simlarly, the initiator MAY
choose to act on unauthenticated errors, but SHOULD take care to
avoi d deni al of service attacks.
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5.

Di fferences from | KE Qui ck Mde

KINK directly uses | SAKMP payl oads to negotiate SAs. In particular,
KINK uses | KE phase 2 payl oad types (aka Quick Mdde). In general,
there should be very few changes necessary to an | KE i npl enentation
to establish the SAs, and unless there is a note to the contrary in
the meno, all capabilities and requirements in [IKE] MJST be
supported. | KE phase 1 payl oads MJST NOT be sent.

Unli ke I KE, KINK defines specific commands for creation, deletion,
and status of SAs, mainly to facilitate predictable SA
creation/deletion (see sections 3.2 and 3.3). As such, KINK places
certain restrictions on what payl oads nay be sent with which
commands, and sone additional restrictions and senmantics of sone of
the payl oads. Inplenmentors should refer to [IKE] and [| SAKMP] for
the actual format and semantics. |If a particular |KE phase 2 payl oad
is not nentioned here, it means that there are no differences inits
use.

0 The Security Association Payl oad header for IP is defined in
section 4.6.1 of [IPDO]. For this neno, the Donain of
Interpretation MIST be set to 1 (IPsec) and the Situation
bitmap MUST be set to 1 (SIT_IDENTITY_ONLY). Al other fields
are omitted (because SIT_IDENTITY_ONLY is set).

0 KINK al so expands the semantics of IKE in that it defines an
optimstic proposal for CREATE commands to allow SA creation to
conplete in two nessages

0 | KE Qui ck Mbde (phase 2) uses the hash algorithmused in main
mode (phase 1) to generate the keying material. For this
pur pose, KINK MJST use a pseudo-random function determ ned by
the etype of the session key.

0 KI NK does not use the HASH payl oad at all

0 KINK al |l ows the Nonce payload Nr to be optional to facilitate
optimstic keying.
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5.1. Security Association Payl oads

KI NK supports the following SA attributes from[IPDJ]:

SA Life Type 1 B
SA Life Duration 2 \%
Encapsul ati on Mode 4 B
Aut hentication Al gorithm 5 B
Key Length 6 B
Key Rounds 7 B

Refer to [IPDO] for the actual definitions of these attributes.
5.2. Proposal and Transform Payl oads

KINK directly uses the Proposal and Transform payl oads with no
differences. KINK, however, places additional relevance to the first
proposal and first transform of each conjugate for optimstic keying.

5.3. ldentification Payl oads

The ldentification payload carries information that is used to
identify the traffic that is to be protected by the SA that will be
established. KINK restricts the ID types, which are defined in
section 4.6.2.1 of [IPDO], to the follow ng val ues:

PV4_ADDR_SUBNET
PV6_ADDR
PV6_ADDR_SUBNET
PV4_ADDR_RANGE

PV6_ADDR_RANGE

O~NO Ol A~

5.4. Nonce Payl oads

The Nonce payl oad contai ns random data that MJST be used in key
generation. It MJST be sent by the initiating KINK peer, and MAY be
sent by the responding KINK peer. See section 7 for the discussion
of its use in key generation
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5.5. Notify Payl oads

Notify payl oads are used to transmt several informational data, such
as error conditions and state transitions to a peer. For exanple,
notification information transmt can be error nessages specifying

why an SA could not be established. 1t can also be status data that
a process managi ng an SA dat abase wi shes to conmunicate with a peer
process.

Types in the range 0 - 16383 are intended for reporting errors
[SAKMP].  An inplenmentation receiving a type in this range that it
does not recogni ze in a response MJST assune that the correspondi ng
request has failed entirely. Unrecognized error types in a request
and status types in a request or response MJST be ignored, and they
SHOULD be | ogged. Notify payloads with status types MAY be added to
any nessage and MJUST be ignored if not recognized. They are intended
to indicate capabilities, and as part of SA negotiation are used to
negoti at e non-cryptographi c paraneters.

The table below lists the Notification messages and their
correspondi ng val ues. PAYLOAD- MALFORMED denot es sone error types
defined by [ISAKMP]. Hence | NVALID-PROTOCOL-ID, for exanple, is not
used in this docunment. | NVALI D- MAJOR- VERSI ON and | NVALI D- M NOR-
VERSI ON are not used because KINK BADQWERS is used to tell the
initiator that the version of IKE is not supported.

NOTl FY MESSACES - ERROR TYPES Val ue

| NVALI D- PAYLOAD- TYPE 1
Sent if the | SAKMP payl oad type is not recognized. It is also
sent when the KE payload is not supported by the responder.
Notification Data MJUST contains the one-octet payload type.

| NVAL| D- SPI 11
Sent if the responder has an SPI indicated by the initiator in
case of CREATE flow, or if the responder does not have an SP
indicated by the initiator in case of DELETE fl ow.

NO- PROPOSAL - CHOSEN 14

Sent if none of the proposals in the SA payl oad was
accept abl e.
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PAYLOAD- MALFORMED 16

Sent if the KINK | SAKMP payl oad received was invalid because
sone type, length, or value was out of range. It is also sent
when the request was rejected for reason that was not natched
with other error types.

5.6. Del ete Payl oads
KINK directly uses | SAKMP Del ete payl oads with no changes.
5.7. KE Payl oads

| KE requires that perfect forward secrecy (PFS) be supported through
the use of the KE payload. KINK retains the ability to use PFS, but
rel axes the requirenment fromnust inplenment to SHOULD i npl enent. The
reasons are described in the Security Considerations section

6. Message Construction and Constraints for |Psec DO

Al'l conmands, responses, and acknow edgenents are bound together by
the XID field of the nessage header. The XIDis normally a
monotonically increnenting field, and is used by the initiator to
differentiate between outstanding requests to a responder. The XID
field does not provide replay protection as that functionality is
provi ded by the Kerberos nechanisns. In addition, comuands and
responses MJST use a cryptographi c checksum over the entire message
if the two peers share a key via a ticket exchange.

In all cases in this section, if a nmessage contains a KINK AP _REQ or
KI NK_AP_REP payl oad, other KINK payl oads MAY be encapsul ated in a
Kl NK_ENCRYPT payl oad.

6.1. REPLY Message
The REPLY nessage is a generic reply that MJST contain either a
KI NK_AP_REP, a KINK_KRB_ERROR, or a KINK_ERROR payl oad. REPLY
messages MAY contain additional DO -specific payl oads such as | SAKMP
payl oads that are defined in the foll ow ng sections.

6.2. ACK Message

ACKs are sent only when the ACKREQ bit is set in a REPLY nessage. An
ACK message MJST contai n an AP- REQ payl oad and no ot her payl oad.
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6.3. CREATE Message

This nmessage initiates an establishnent of new security
association(s). The CREATE nmessage must contain an AP-REQ payl oad
and any DO -specific payl oads.

CREATE Kl NK Header
KI NK_AP_REQ
[ KI NK_ENCRYPT]
Kl NK_| SAKMP payl oads
SA Payl oad
Proposal Payl oads
Transf or m Payl oads

Nonce Payl oad (N )
[ KE]
[1Dci, IDcr]
[Notification Payl oads]

Replies are of the follow ng forns:

REPLY KI NK Header
Kl NK_AP_REP
[ KI NK_ENCRYPT]
Kl NK_| SAKMP payl oads
SA Payl oad
Proposal Payl oads
Tr ansf or m Payl oad

[ Nonce Payl oad (Nr)]
[ KE]
[1Dci, IDcr]
[Notification Payl oads]

Note that there MJST be at |east a single proposal payload and a
single transform payl oad in REPLY nessages. There will be nultiple
proposal payl oads only when an SA bundle is negotiated. Also: unlike
| KE, the Nonce payload Nr is not required, and if it exists, an
acknow edgenment nust be requested to indicate that the initiator’s
out going SAs nust be nodified. |If any of the first proposals are not
chosen by the recipient, it SHOULD include the Nonce payl oad.

KINK, like IKE, allows the creation of nany SAs in one create
command. |If any of the optim stic proposals are not chosen by the
responder, it MJST request an ACK

If an I Psec DA -specific error is encountered, the responder nust
reply with a Notify payl oad describing the error
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REPLY KI NK Header
Kl NK_AP_REP
[ KI NK_ENCRYPT]
[ KI NK_ERROR]
Kl NK_| SAKMP payl oads
[Notification Payl oads]

If the responder finds a Kerberos error for which it can produce a
valid authenticator, the REPLY takes the follow ng form

REPLY KI NK Header
KI NK_AP_REP
[ KI NK_ENCRYPT]
KI NK_KRB_ERROR

Finally, if the responder finds a Kerberos or KINK type of error for
which it cannot create an AP-REP, it MJST reply with a | one
KI NK_KRB_ERROR or KI NK_ERROR payl oad:

REPLY KI NK Header
[ KI NK_KRB_ERROR]
[ KI NK_ERROR]

6.4. DELETE Message

Thi s nmessage indicates that the sending peer has deleted or wll
shortly delete Security Association(s) with the other peer

DELETE KI NK Header
KI NK_AP_REQ
[ KI NK_ENCRYPT]
Kl NK_I SAKMP payl oads
Del et e Payl oads
[Notification Payl oads]

There are three forns of replies for a DELETE. The normal formis:

REPLY KI NK Header
KI NK_AP_REP
[ KI NK_ENCRYPT]
[ KI NK_ERROR]
KI NK_| SAKMP payl oads
Del et e Payl oads
[Notification Payl oads]

If an I Psec DO -specific error is encountered, the responder nust
reply with a Notify payl oad describing the error
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REPLY KI NK Header
Kl NK_AP_REP
[ KI NK_ENCRYPT]
[ KI NK_ERROR]
Kl NK_| SAKMP payl oads
[Notification Payl oads]

If the responder finds a Kerberos error for which it can produce a
valid authenticator, the REPLY takes the follow ng form

REPLY KI NK Header
KI NK_AP_REP
[ KI NK_ENCRYPT]
KI NK_KRB_ERROR

If the responder finds a KINK or Kerberos type of error, it MJST
reply with a | one KINK KRB ERROR or Kl NK_ERROR payl oad:

REPLY KI NK Header
[ KI NK_KRB_ERROR]
[ KI NK_ERROR]

6.5. STATUS Message
The STATUS command is used in two ways:
1) As a neans to relay an | SAKMP Notification nessage.

2) As a neans of probing a peer whether its epoch has changed for
dead peer detection.

STATUS contains the foll owi ng payl oads:
KI NK Header
Kl NK_AP_REQ
[ [ KI NK_ENCRYPT]
KI NK_| SAKMP payl oad
[ Notification Payl oads]]

There are three forns of replies for a STATUS. The normal formis:

REPLY KI NK Header
KI NK_AP_REP
[ [ KI NK_ENCRYPT]
[ KI NK_ERROR]
Kl NK_I SAKMP payl oad
[Notification Payl oads]]
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If the responder finds a Kerberos error for which it can produce a
valid authenticator, the REPLY takes the follow ng form

REPLY KI NK Header
KI NK_AP_REP
[ KI NK_ENCRYPT]
KI NK_KRB_ERROR

If the responder finds a KINK or Kerberos type of error, it MJST
reply with a | one KINK KRB ERROR or Kl NK_ERROR payl oad:

REPLY KI NK Header
[ KI NK_KRB_ERROR]
[ KI NK_ERROR]

6.6. CETTGI Message

A CETTGT conmand is only used to carry a Kerberos TGI and is not
related to SA managenent; therefore, it contains only KINK_TGI_REQ
payl oad and does not contain any DO -specific payl oad.

There are two forns of replies for a GETTGI. In the nornal form
where the responder is allowed to return its TGI, the REPLY contains
KINK_TGT_REP payload. |If the responder is not allowed to return its
TGT, it MIST reply with a KINK_ERROR payl oad.

7. | SAKMP Key Derivation

KINK uses the same key derivation nechani sns defined in section 5.5
of [IKE], which is:

KEYMAT = prf(SKEYID d, [g(gm”xy |] protocol | SPI | Ni_b [| N_b])
The followi ng differences apply:

0 prf is the pseudo-random function corresponding to the session
key's etype. They are defined in [ KCRYPTQ.

0 SKEYID d is the session key in the Kerberos service ticket
fromthe AP-REQ Note that subkeys are not used in KINK and
MUST be ignored if received.

0 Both Ni_b and Nr_b are the part of the Nonce payloads (N and
Nr, respectively) as described in section 3.2 of [IKE]. N_b
is optional, which nmeans that Nr_b is treated as if a zero
| ength val ue was supplied when the responder’s nonce (Nr) does
not exist. Wwen N exists, Nr_b MJUST be included in the
cal cul ati on.
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Note that g(gm)~xy refers to the keying material generated when KE
payl oads are supplied using Diffie-Hell man key agreement. This is
expl ained in section 5.5 of [IKE].

The rest of the key derivation (e.g., how to expand KEYMAT) foll ows
| KE. How to use derived keying materials is up to each service
(e.g., section 4.5.2 of [IPSEC]).

8. Key Usage Nunmbers for Kerberos Key Derivation

Ker beros encrypt/decrypt functions and get _mic/verify mc functions

require "key usage nunmbers". They are used to generate specific keys
for cryptographic operations so that different keys are used for
di fferent purposes/objects. KINK uses two usage nunbers, listed
bel ow.
Pur pose Usage nunber
KI NK_ENCRYPT payl oad (for encryption) 39
Cksum field (for checksum 40

9. Transport Considerations

KINK uses UDP on port 910 to transport its nessages. There is one
timer T which SHOULD take into consideration round-trip

consi derations and MJUST inplenment a truncated exponential back-off
mechanism The state machine is sinple: any nmessage that expects a
response MJUST retransmt the request using tinmer T. Since Kerberos
requires that nmessages be retransmtted with newtines for replay
protection, the nmessage MJST be re-created each tinme including the
checksum of the message. Both commands and replies with the ACKREQ
bit set are kept on retransmit tiners. Wen a KINK initiator
receives a REPLY with the ACKREQ bit set, it MJST retain the ability
to regenerate the ACK nmessage for the transaction for a m ni mum of

its full retransmission tinmeout cycle or until it notices that
packets have arrived on the newy constructed SA, whi chever cones
first.

VWhen a KINK peer retransnmits a nessage, it MJST create a new Kerberos
aut henticator for the AP-REQ so that the peer can differentiate

bet ween repl ays and dropped packets. This results in a potentia

race condition when a retransni ssion occurs before an in-flight reply
is received/ processed. To counter this race condition, the
retransmtting party SHOULD keep a list of valid authenticators that
are outstanding for any particular transaction.
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When a KINK peer retransmits a conmand, it MJST use the same ticket
within the retransmssions. This is to avoid race conditions on
using different keys, which result in different KEYMATS between an
initiator and a responder. For this reason, (1) an initiator MJST
obtain a ticket whose lifetinme is greater than the initiator’s

maxi mum transaction tine including tinmeouts, or (2) it MJST continue
to use the sane ticket within a set of retransmissions, and iff it
receives an error (nost likely KRB _AP_ERR TKT_EXPI RED) fromthe
responder, it starts a new transaction with a new ticket.

10. Security Considerations

The principal nanmes are the identities of the KINK services, but the
traffic protected by SAs are identified by DO -specific selectors (IP
addresses, port nunbers, etc.). This may |lead to a breakaway of
SA-protected data fromauthentication. For exanple, if two different
hosts claimthat they have the sane | P address, it may be inpossible
to predict which principal’s key protects the data. Thus, an

i mpl ementati on nust take care for the binding between principal nanes
and the SA sel ectors.

Sending errors w thout cryptographic protection nust be handl ed very
carefully. There is a trade-off between wanting to be hel pful in

di agnosi ng a problem and wanting to avoid being a dupe in a denial of
service attack.

KI NK cobbl es together and reuses many parts of both Kerberos and | KE
the latter which in turn is cobbled together from many ot her nenos.
As such, KINK inherits many of the weaknesses and consi derations of
each of its conponents. However, KINK uses only |KE phase 2 payl oads
to create and del ete SAs; the security considerations which pertain
to | KE phase 1 may be safely ignored. However, being able to ignore
| KE's aut hentication phase necessarily neans that KINK inherits al

of the security considerations of Kerberos authentication as outlined
in [KERBEROS]. For one, a KDC, |ike an Authentication,

Aut hori zation, and Accounting (AAA) server, is a point of attack and
all that inplies. Mich has been witten about various shortcom ngs
and nmitigations of Kerberos, and they should be evaluated for any
depl oynent .

KINK s use of Kerberos presents a couple of considerations. First,
KINK explicitly expects that the KDC will provi de adequate entropy
when it generates session keys. Second, Kerberos is used as a user
aut henti cation protocol with the possibility of dictionary attacks on
user passwords. This neno does not describe a particular nmethod to
avoid these pitfalls, but recommends that suitable randonmly generated
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12.

keys shoul d be used for the service principals such as using the
-randonkey option with MT s "kadni n addprinc" comrand as well as for
clients when that is practical

Ker beros does not currently provide perfect forward secrecy in
general. KINK with the KE payl oad can provide PFS for a service key
froma Kerberos key, but the KE is not mandatory because of the
computational cost. This is a trade-off and operators can choose the
PFS over the cost, and vice versa. KINK itself should be secure from
of fline analysis from conprom sed princi pal passphrases if PFS is
used, but froman overall system s standpoint, the existence of other
Ker beri zed services that do not provide PFS nakes this a | ess than
optimal situation.

I ANA Consi derati ons
The |1 ANA has assigned a well-known port nunber for KINK

The | ANA has created a new registry for KINK paranmeters, and has
registered the followi ng identifiers.

KI NK Message Types (section 4)
KI NK Next Payl oad Types (section 4.2)
KINK Error Codes (section 4.2.8)

Changes and additions to this registry follow the policies described
bel ow. Their meani ngs are described in [ BCP26].

0 Using the nunbers in the "Private Use" range is Private Use

0 Assi gnnent fromthe "RESERVED TO | ANA" range needs Standards
Action, or non-standards-track RFCs with Expert Revi ew.
(Though the full specification may be a public and per manent
docunent of a standards body other than | ETF, an RFC referring
it is needed.)

0 O her change requires Standards Action
Forward Conpatibility Considerations

KINK can acconmpdate future versions of Quick Mde through the use of
the version field in the | SAKMP payl oad as well as new domai ns of
interpretation. In this neno, the only supported Qui ck Mbde version
is 1.0, which corresponds to [IKE]. Likewi se, the only DO supported
is the | Psec domain of interpretation [IPDO]. New Quick Mde
versions and DOs MJST be described in subsequent nenos.
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12.

13.

KI NK i mpl enent ati ons MUST rej ect | SAKMP versions that are greater
than the highest currently supported version with a Kl NK_BADQWERS
error type. A KINK inplenentation that receives a Kl NK_BADQWERS
message SHOULD be capabl e of reverting back to version 1.0.

1. New Versions of Quick Mde

The | Psec working group is defining the next-generation |IKE protoco

[ KEv2], which does not use Quick Mdde, but it is simlar to the one
in IKEvl. The difference between the two is summari zed in Appendix A
of [IKEv2]. Each of them nust be considered in order to use | KEv2

wi th KI NK

2. New DO

The KI NK nessage header contains a field called "Donain of
Interpretation (DO)" to allow other donains of interpretation to use
KINK as a secure transport mechani smfor keying.

As one exanple of a new DO, the MSEC working group defined the G oup
Domain of Interpretation [GA], which defines a few new nessages,
whi ch ook |ike | SAKMP nessages, but are not defined in | SAKMP

In order to carry GO nessages in KINK, the DO field in the KINK
header woul d indicate that GDO is being used, instead of |PSEC DA ,
and t he KI NK_| SAKMP payl oad woul d contain the payl oads defined in the
GDA docunent rather than the payl oads used by [IKE] Quick Mbde. The
versi on nunmber in the KINK | SAKMP header is related to the DO in the
KINK header, so a nmaj.nmin version 1.0 under DO GDA is different
froma maj.nin version 1.0 under DA | PSEC- DA .

Rel ated Wrk

The 1 Psec working group has defined a nunber of protocols that
provide the ability to create and nmai ntain cryptographically secure
SAs at layer three (i.e., the IP layer). This effort has produced
two di stinct protocols:

0 a mechani sm for encrypting and aut henticating |IP datagram
payl oads that assumes a shared secret between the sender and
receiver

0 a mechani sm for |Psec peers to perform nutual authentication

and exchange keying materi al

The | Psec working group has defined a peer-to-peer authentication and
keyi ng nechani sm |KE (RFC 2409). One of the drawbacks of a peer-
to-peer protocol is that each peer must know and inplenment a site’'s
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15.

15.

security policy, which in practice can be quite conplex. In
addition, the peer-to-peer nature of IKE requires the use of Diffie-
Hel lman (DH) to establish a shared secret. DH unfortunately, is
conputationally quite expensive and prone to denial of service
attacks. |IKE also relies on X. 509 certificates to realize scalable
aut hentication of peers. Digital signatures are also conputationally
expensive, and certificate-based trust nodels are difficult to depl oy
in practice. While | KE does allow for a pre-shared key, key
distribution is required between all peers -- an Q(n"2) problem --
which is problematic for |arge depl oynents.
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