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1 Introduction

As increasingly powerful conputers find their way into people’ s hones,
there is growing interest in extending Internet connectivity to those
computers. Unfortunately, this extension exposes sonme conpl ex probl ens
in link-1evel fram ng, address assignment, routing, authentication and
performance. As of this witing there is active work in all these
areas. This nmenmp describes a nethod that has been used to inprove
TCP/ 1 P performance over | ow speed (300 to 19,200 bps) serial |inks.

The conpression proposed here is simlar in spirit to the Thinwire-|I
protocol described in [5]. However, this protocol conpresses nore
effectively (the average conpressed header is 3 bytes conpared to 13 in
Thinwire-11) and is both efficient and sinple to inplement (the Unix
implementation is 250 lines of C and requires, on the average, 90us (170
instructions) for a 20MHz MC68020 to conpress or deconpress a packet).

This conpression is specific to TCP/IP datagrans./2/ The author

i nvestigated conpressing UDP/|P datagranms but found that they were too
infrequent to be worth the bother and either there was insufficient

dat agram t o- dat agr am coherence for good conpression (e.g., nane server
queries) or the higher |evel protocol headers overwhel med the cost of
the UDP/I P header (e.g., Sun’s RPC/INFS). Separately conpressing the IP
and the TCP portions of the datagramwas al so investigated but rejected
since it increased the average conpressed header size by 50% and doubl ed
the conpressi on and deconpressi on code si ze.

2 The problem

Internet services one might wish to access over a serial IP link from
hone range frominteractive ‘termnal’ type connections (e.g., telnet,
rlogin, xtern) to bulk data transfer (e.g., ftp, smp, nntp). Header
conpression is notivated by the need for good interactive response.
l.e., the line efficiency of a protocol is the ratio of the data to
header+data in a datagram |If efficient bulk data transfer is the only
objective, it is always possible to make the datagram | arge enough to
approach an efficiency of 100%

Human-factors studi es[15] have found that interactive response is
perceived as ‘bad’ when | owlevel feedback (character echo) takes |onger

2. The tie to TCP is deeper than m ght be obvious. 1In addition to the
conpression ‘knowi ng’ the format of TCP and | P headers, certain features
of TCP have been used to sinplify the conpression protocol. In
particular, TCP's reliable delivery and the byte-stream conversation
nmodel have been used to elimnate the need for any kind of error
correction dialog in the protocol (see sec. 4).
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than 100 to 200 ns. Protocol headers interact with this threshold three
ways:

(1) If theline is too slow, it may be inpossible to fit both the
headers and data into a 200 ns wi ndow. One typed character results
in a 41 byte TCP/I P packet being sent and a 41 byte echo being
received. The line speed nmust be at |east 4000 bps to handl e these
82 bytes in 200 ms.

(2) Even with a line fast enough to handl e packetized typing echo (4800
bps or above), there nmay be an undesirable interaction between bul k
data and interactive traffic: For reasonable line efficiency the
bul k data packet size needs to be 10 to 20 tinmes the header size.
l.e., the line maxi mumtransm ssion unit or MIU should be 500 to
1000 bytes for 40 byte TCP/IP headers. Even with type-of-service
queuing to give priority to interactive traffic, a telnet packet has
to wait for any in-progress bul k data packet to finish. Assum ng
data transfer in only one direction, that wait averages half the MU
or 500 nms for a 1024 byte MIU at 9600 bps.

(3) Any conmuni cation medi um has a maxi num signalling rate, the Shannon
limt. Based on an AT&T study[2], the Shannon linmt for a typica
di al up phone line is around 22,000 bps. Since a full duplex, 9600
bps nodem al ready runs at 80% of the linmt, nodem manufacturers are
starting to offer asymmetric allocation schenmes to increase
effective bandwi dth: Since a line rarely has equival ent anounts of
data flowi ng both directions simultaneously, it is possible to give
one end of the line nore than 11,000 bps by either tine-division
mul tiplexing a hal f-duplex line (e.g., the Telebit Trail blazer) or
offering a | owspeed ‘reverse channel’ (e.g., the USR Courier
HST)./3/ In either case, the nbdemdynamically tries to guess which
end of the conversation needs high bandw dth by assum ng one end of
the conversation is a human (i.e., demand is limted to <300 bps by
typing speed). The factor-of-forty bandwidth nultiplication due to
protocol headers will fool this allocation heuristic and cause these
nmodenms to ‘thrash’

Fromthe above, it’'s clear that one design goal of the conpression
should be to limt the bandw dth demand of typing and ack traffic to at
nmost 300 bps. A typical maxi numtyping speed is around five characters

3. See the excellent discussion of two-wire dialup |ine capacity in
[1], chap. 11. In particular, there is w despread m sunderstandi ng of
the capabilities of ‘echo-cancelling nodens (such as those conformn ng
to CCITT V.32): Echo-cancellation can offer each side of a two-wire
line the full line bandwidth but, since the far talker’'s signal adds to
the local ‘noise’, not the full line capacity. The 22Kbps Shannon limt
is a hard-limt on data rate through a two-wire tel ephone connection
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per second/ 4/ which | eaves a budget 30 - 5 = 25 characters for headers
or five bytes of header per character typed./5/ Five byte headers solve
problens (1) and (3) directly and, indirectly, problem (2): A packet
size of 100--200 bytes will easily anortize the cost of a five byte
header and offer a user 95--98%of the |line bandwi dth for data. These
short packets nean little interference between interactive and bul k data
traffic (see sec. 5.2).

Anot her design goal is that the conpression protocol be based solely on
i nformati on guaranteed to be known to both ends of a single serial |ink
Consi der the topology shown in fig. 1 where communicating hosts A and B
are on separate local area nets (the heavy black lines) and the nets are
connected by two serial links (the open |ines between gateways C -D and
E--F)./6/ One conpression possibility would be to convert each TCP/IP
conversation into a semantically equival ent conversation in a protoco
with small er headers, e.g., to an X. 25 call. But, because of routing
transients or nmultipathing, it's entirely possible that sone of the A--B
traffic will followthe A-C-D-B path and sonme will follow the A-E-F-B
path. Simlarly, it's possible that A->B traffic will flow A-C-D-B and
B->A traffic will flow B-F-E-A. None of the gateways can count on seeing
all the packets in a particular TCP conversation and a conpression

al gorithmthat works for such a topol ogy cannot be tied to the TCP
connecti on synt ax.

A physical link treated as two, independent, sinplex |inks (one each
direction) inposes the mninumrequirenents on topol ogy, routing and
pi pelining. The ends of each sinplex link only have to agree on the
nost recent packet(s) sent on that link. Thus, although any conpression
schene invol ves shared state, this state is spatially and tenporally

4. See [13]. Typing bursts or multiple character keystrokes such as
cursor keys can exceed this average rate by factors of two to four
However the bandw dth demand stays approxi nately constant since the TCP
Nagl e al gorithni8] aggregates traffic with a <200ns interarrival tine
and the inproved header-to-data ratio conpensates for the increased
dat a.

5. Asimlar analysis leads to essentially the sane header size limt
for bulk data transfer ack packets. Assuming that the MU has been
sel ected for ‘unobtrusive background file transfers (i.e., chosen so
the packet tine is 200--400 ns --- see sec. 5), there can be at nobst 5
data packets per second in the ‘high bandwi dth’ direction. A reasonable
TCP inpl enentation will ack at nost every other data packet so at 5
bytes per ack the reverse channel bandwidth is 2.5 * 5 = 12.5 bytes/sec.

6. Note that although the TCP endpoints are A and B, in this exanple
conpr essi on/ deconpr essi on nust be done at the gateway serial |inks,

i.e., between C and D and between E and F. Since A and B are using IP
they cannot know that their communication path includes a | ow speed
serial link. It is clearly a requirenment that conpression not break the
I P nodel, i.e., that conpression function between internedi ate systens
and not just between end systens.
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| ocal and adheres to Dave Clark’s principle of fate sharing[4]: The two
ends can only disagree on the state if the Iink connecting themis
i noperabl e, in which case the disagreenent doesn’t nmatter

3 The conpression algorithm

3.1 The basic idea

Figure 2 shows a typical (and mininmmlength) TCP/IP datagram header./7/
The header size is 40 bytes: 20 bytes of IP and 20 of TCP
Unfortunately, since the TCP and |IP protocols were not designed by a
committee, all these header fields serve sone useful purpose and it’s
not possible to sinply omt sone in the nane of efficiency.

However, TCP establishes connections and, typically, tens or hundreds of
packets are exchanged on each connection. How nuch of the per-packet
information is likely to stay constant over the life of a connection?
Hal f---the shaded fields in fig. 3. So, if the sender and receiver keep
track of active connections/8/ and the receiver keeps a copy of the
header fromthe | ast packet it saw from each connection, the sender gets
a factor-of-two conpression by sending only a small (<= 8 bhit)
connection identifier together with the 20 bytes that change and letting
the receiver fill in the 20 fixed bytes fromthe saved header.

One can scavenge a few nore bytes by noting that any reasonable
l'ink-1evel framing protocol will tell the receiver the length of a
recei ved nessage so total length (bytes 2 and 3) is redundant. But then
t he header checksum (bytes 10 and 11), which protects individual hops
fromprocessing a corrupted |IP header, is essentially the only part of
the I P header being sent. It seenms rather silly to protect the

transm ssion of information that isn't being transmtted. So, the
recei ver can check the header checksum when the header is actually sent
(i.e., in an unconpressed datagran) but, for conpressed datagrans,
regenerate it locally at the sanme tine the rest of the I P header is
bei ng regenerated./9/

7. The TCP and | P protocols and protocol headers are described in [10]
and [11].

8. The 96-bit tuple <src address, dst address, src port, dst port>
uniquely identifies a TCP connection

9. The I P header checksumis not an end-to-end checksumin the sense
of [14]: The tine-to-live update forces the IP checksumto be
reconmputed at each hop. The author has had unpl easant persona
experience with the consequences of violating the end-to-end argunment in
[14] and this protocol is careful to pass the end-to-end TCP checksum
through unnodi fied. See sec. 4.

Jacobson [ Page 4]



RFC 1144 Conpressing TCP/ | P Headers February 1990

This | eaves 16 bytes of header information to send. All of these bytes
are likely to change over the life of the conversation but they do not
all change at the same tinme. For exanple, during an FTP data transfer
only the packet ID, sequence nunber and checksum change in the
sender->receiver direction and only the packet ID, ack, checksum and,
possi bly, wi ndow, change in the receiver->sender direction. Wth a copy
of the last packet sent for each connection, the sender can figure out
what fields change in the current packet then send a bitmask indicating
what changed fol |l owed by the changing fields./10/

If the sender only sends fields that differ, the above schene gets the
aver age header size down to around ten bytes. However, it’'s worthwhile
| ooki ng at how the fields change: The packet ID typically cones froma

counter that is incremented by one for each packet sent. 1I|.e., the
di fference between the current and previous packet |IDs should be a
smal |, positive integer, usually <256 (one byte) and frequently = 1.

For packets fromthe sender side of a data transfer, the sequence nunber
in the current packet will be the sequence nunber in the previous packet
pl us the anount of data in the previous packet (assuning the packets are
arriving in order). Since |IP packets can be at npbst 64K, the sequence
nunber change nmust be < 2716 (two bytes). So, if the differences in the
changing fields are sent rather than the fields thensel ves, another
three or four bytes per packet can be saved.

That gets us to the five-byte header target. Recognizing a couple of
special cases will get us three byte headers for the two nost conmon
cases---interactive typing traffic and bul k data transfer---but the
basi ¢ conpression schene is the differential codi ng devel oped above.

G ven that this intellectual exercise suggests it is possible to get
five byte headers, it seens reasonable to flesh out the missing details
and actually inplenment sonething.

3.2 The ugly details
3.2.1 Overview

Figure 4 shows a bl ock diagram of the conpression software. The
networ ki ng systemcalls a SLIP output driver with an | P packet to be

10. This is approximately Thinwire-1 from[5]. A slight nmodification
is to do a ‘delta encoding’ where the sender subtracts the previous
packet fromthe current packet (treating each packet as an array of 16
bit integers), then sends a 20-bit mask indicating the non-zero
differences foll owed by those differences. |f distinct conversations
are separated, this is a fairly effective conpression schene (e.g.
typically 12-16 byte headers) that doesn't involve the conpressor
knowi ng any details of the packet structure. Variations on this theme
have been used, successfully, for a nunber of years (e.g., the Proteon
router’s serial link protocol[3]).
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sent over the serial line. The packet goes through a conpressor which
checks if the protocol is TCP. Non-TCP packets and ‘unconpressible’ TCP
packets (described below) are just marked as TYPE |IP and passed to a
franmer. Conpressible TCP packets are | ooked up in an array of packet
headers. |If a matching connection is found, the incom ng packet is
conpressed, the (unconpressed) packet header is copied into the array,
and a packet of type COMPRESSED TCP is sent to the framer. |f no match
is found, the oldest entry in the array is discarded, the packet header
is copied into that slot, and a packet of type UNCOWRESSED TCP is sent
to the framer. (An UNCOVWPRESSED TCP packet is identical to the origina
| P packet except the IP protocol field is replaced with a connection
nunber---an index into the array of saved, per-connection packet
headers. This is how the sender (re-)synchronizes the receiver and
‘seeds’ it with the first, unconpressed packet of a conpressed packet
sequence. )

The framer is responsible for communi cating the packet data, type and
boundary (so the deconpressor can | earn how nmany bytes cane out of the
conpressor). Since the conpression is a differential coding, the franer
must not re-order packets (this is rarely a concern over a single serial
link). It nust also provide good error detection and, if connection
nunbers are conpressed, nust provide an error indication to the
deconpressor (see sec. 4)./11/

The deconpressor does a ‘switch’ on the type of incom ng packets: For
TYPE_ | P, the packet is sinply passed through. For UNCOWRESSED TCP, the
connection nunber is extracted fromthe IP protocol field and

| PPROTO TCP is restored, then the connection nunber is used as an index
into the receiver’'s array of saved TCP/IP headers and the header of the
i ncom ng packet is copied into the indexed slot. For COVWRESSED TCP
the connection nunber is used as an array index to get the TCP/I P header
of the | ast packet fromthat connection, the info in the conpressed
packet is used to update that header, then a new packet is constructed
containing the nowcurrent header fromthe array concatenated with the
data fromthe conpressed packet.

Note that the communication is sinplex---no information flows in the
deconpressor-to-conpressor direction. |In particular, this inplies that
the deconpressor is relying on TCP retransm ssions to correct the saved
state in the event of line errors (see sec. 4).

11. Link level framng is outside the scope of this docunent. Any
fram ng that provides the facilities listed in this paragraph should be
adequate for the conpression protocol. However, the author encourages
potential inplenentors to see [9] for a proposed, standard, SLIP
fram ng.
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3.2.2 Conpressed packet format

Figure 5 shows the format of a conpressed TCP/IP packet. There is a
change mask that identifies which of the fields expected to change
per - packet actually changed, a connection nunber so the receiver can

| ocate the saved copy of the last packet for this TCP connection, the
unnodi fi ed TCP checksum so the end-to-end data integrity check wll

still be valid, then for each bit set in the change mask, the amount the
associated field changed. (Optional fields, controlled by the mask, are
encl osed in dashed lines in the figure.) 1In all cases, the bit is set

if the associated field is present and clear if the field is absent./12/

Since the delta’s in the sequence nunber, etc., are usually small,
particularly if the tuning guidelines in section 5 are followed, all the
nunbers are encoded in a variable I ength scheme that, in practice,
handl es nost traffic with eight bits: A change of one through 255 is
represented in one byte. Zero is inprobable (a change of zero is never
sent) so a byte of zero signals an extension: The next two bytes are
the MSB and LSB, respectively, of a 16 bit value. Nunbers larger than
16 bits force an unconpressed packet to be sent. For exanple, decinal
15 is encoded as hex Of, 255 as ff, 65534 as 00 ff fe, and zero as 00 00
00. This schene packs and decodes fairly efficiently: The usual case
for both encode and decode executes three instructions on a MC680xO0.

The nunbers sent for TCP sequence number and ack are the difference/ 13/
bet ween the current value and the value in the previous packet (an
unconpressed packet is sent if the difference is negative or nore than
64K). The nunber sent for the window is also the difference between the
current and previous values. However, either positive or negative
changes are allowed since the windowis a 16 bit field. The packet’s
urgent pointer is sent if URGis set (an unconpressed packet is sent if
the urgent pointer changes but URGis not set). For packet ID, the
nunber sent is the difference between the current and previous val ues.
However, unlike the rest of the conpressed fields, the assumed change
when | is clear is one, not zero.

There are two inportant special cases:

(1) The sequence nunber and ack both change by the ambunt of data in the
| ast packet; no w ndow change or URG

(2) The sequence nunber changes by the amount of data in the |ast
packet, no ack or w ndow change or URG

12. The bit ‘P in the figure is different fromthe others: It is a
copy of the “PUSH bit fromthe TCP header. ‘PUSH is a curious
anachroni sm consi dered i ndi spensabl e by certain nenbers of the Internet
community. Since PUSH can (and does) change in any datagram an
i nformati on preserving conpression scheme nust pass it explicitly.

13. Al differences are conputed using two’'s conpl ement arithmetic.
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(1) is the case for echoed terminal traffic. (2) is the sender side of
non- echoed termnal traffic or a unidirectional data transfer. Certain
conmbi nations of the S, A, Wand U bits of the change nask are used to
signal these special cases. ‘U (urgent data) is rare so two unlikely
conbi nations are S WU (used for case 1) and S A WU (used for case 2).
To avoid anmbiguity, an unconpressed packet is sent if the actual changes
in a packet are S * WU.

Since the ‘active’ connection changes rarely (e.g., a user will type for
several minutes in a telnet window before changing to a different

wi ndow), the C bit allows the connection nunber to be elided. If Cis
clear, the connection is assunmed to be the sane as for the |ast
conmpressed or unconpressed packet. |If Cis set, the connection nunber

is in the byte i mediately follow ng the change mask./ 14/

From the above, it’s probably obvious that conpressed termnal traffic
usual ly 1 ooks like (in hex): OB c ¢ d, where the OB indicates case (1),
c cis the two byte TCP checksumand d is the character typed. Comuands
to vi or emacs, or packets in the data transfer direction of an FTP
‘put’ or ‘get’ look like OF c ¢c d ... , and acks for that FTP | ook |ike
04 c ¢ a where a is the ambunt of data bei ng acked./15/

3.2.3 Conpressor processing

The conpressor is called with the | P packet to be processed and the
conmpression state structure for the outgoing serial line. It returns a
packet ready for final framng and the link | evel ‘type’ of that packet.

As the |last section noted, the conpressor converts every input packet
into either a TYPE_ | P, UNCOWRESSED TCP or COWPRESSED TCP packet. A

14. The connection nunber is linmted to one byte, i.e., 256
si nul t aneously active TCP connections. |n alnost two years of
operation, the author has never seen a case where nore than sixteen
connection states would be useful (even in one case where the SLIP |ink
was used as a gateway behind a very busy, 64-port term nal nultiplexor).
Thus this does not seemto be a significant restriction and all ows the
protocol field in UNCOWRESSED TCP packets to be used for the connection
number, sinplifying the processing of those packets.

15. It’s al so obvious that the change mask changes infrequently and
could often be elided. 1In fact, one can do slightly better by saving
the | ast conpressed packet (it can be at npbst 16 bytes so this isn't
much additional state) and checking to see if any of it (except the TCP
checksum) has changed. |If not, send a packet type that neans
‘conpressed TCP, sane as last time’ and a packet containing only the
checksum and data. But, since the inprovenent is at nost 25% the added
complexity and state doesn’'t seemjustified. See appendix C
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TYPE_| P packet is an unnodified copy/16/ of the input packet and
processing it doesn’t change the conpressor’s state in any way.

An UNCOWPRESSED TCP packet is identical to the input packet except the

| P protocol field (byte 9) is changed from*'6’ (protocol TCP) to a
connection nunber. In addition, the state slot associated with the
connection nunber is updated with a copy of the input packet’'s IP and
TCP headers and the connection nunber is recorded as the |ast connection
sent on this serial line (for the C conpression described bel ow).

A COVMPRESSED TCP packet contains the data, if any, fromthe origina
packet but the IP and TCP headers are conpletely replaced with a new,
conmpressed header. The connection state slot and | ast connection sent
are updated by the input packet exactly as for an UNCOVPRESSED TCP
packet .

The conpressor’s deci sion procedure is:
- If the packet is not protocol TCP, send it as TYPE IP

- If the packet is an IP fragnent (i.e., either the fragnent offset
field is non-zero or the nore fragnents bit is set), send it as
TYPE_I P./ 17/

- If any of the TCP control bits SYN, FIN or RST are set or if the ACK
bit is clear, consider the packet unconpressible and send it as
TYPE_I P./ 18/

16. It is not necessary (or desirable) to actually duplicate the input
packet for any of the three output types. Note that the conpressor
cannot increase the size of a datagram As the code in appendix A
shows, the protocol can be inplenented so all header nodifications are
made ‘in place’

17. Only the first fragnent contains the TCP header so the fragnent
of fset check is necessary. The first fragment mght contain a conplete
TCP header and, thus, could be conpressed. However the check for a
compl ete TCP header adds quite a |lot of code and, given the argunents in
[6], it seems reasonable to send all I P fragnents unconpressed

18. The ACK test is redundant since a standard conform ng
i npl ementation nust set ACK in all packets except for the initial SYN
packet. However, the test costs nothing and avoids turning a bogus
packet into a valid one.

SYN packets are not conpressed because only half of themcontain a valid
ACK field and they usually contain a TCP option (the max. segnment size)
whi ch the follow ng packets don’t. Thus the next packet would be sent
unconpressed because the TCP header |ength changed and sendi ng the SYN
as UNCOWPRESSED TCP instead of TYPE_IP woul d buy not hing.

The decision to not conpress FIN packets is questionable. Discounting
the trick in appendix B.1, there is a free bit in the header that could
be used to communicate the FIN flag. However, since connections tend to
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If a packet nmkes it through the above checks, it will be sent as either
UNCOVPRESSED TCP or COVPRESSED TCP

If no connection state can be found that matches the packet’s source
and destination | P addresses and TCP ports, sonme state is reclai med
(whi ch should probably be the | east recently used) and an
UNCOVPRESSED TCP packet is sent.

If a connection state is found, the packet header it contains is
checked agai nst the current packet to nake sure there were no
unexpect ed changes. (E.g., that all the shaded fields in fig. 3 are
the sane). The IP protocol, fragnment offset, nore fragnents, SYN
FIN and RST fields were checked above and the source and destination
address and ports were checked as part of locating the state. So
the remaining fields to check are protocol version, header |ength,
type of service, don't fragnent, tinme-to-live, data offset, IP
options (if any) and TCP options (if any). |If any of these fields
differ between the two headers, an UNCOVWRESSED TCP packet is sent.

If all the ‘unchanging fields match, an attenpt is nade to conpress the
current packet:

If the URGflag is set, the urgent data field is encoded (note that
it may be zero) and the Ubit is set in the change nask.
Unfortunately, if URGis clear, the urgent data field nust be
checked agai nst the previous packet and, if it changes, an
UNCOVPRESSED TCP packet is sent. ('Urgent data’ shoul dn’t change
when URG is clear but [11] doesn't require this.)

The difference between the current and previous packet’'s w ndow
field is conputed and, if non-zero, is encoded and the Whit is set
in the change mask.

The difference between ack fields is conputed. |If the result is

| ess than zero or greater than 2716 - 1, an UNCOVWRESSED TCP packet
is sent./19/ OQherwise, if the result is non-zero, it is encoded
and the A bit is set in the change mask.

The difference between sequence nunber fields is conputed. |If the
result is less than zero or greater than 2716 - 1, an

| ast for many packets, it seemed unreasonable to dedicate an entire bit
to a flag that would only appear once in the lifetime of the connection

19. The two tests can be conbined into a single test of the npst
significant 16 bits of the difference being non-zero.
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UNCOVPRESSED _TCP packet is sent./20/ Oherwise, if the result is
non-zero, it is encoded and the S bit is set in the change nask

Once the U, W A and S changes have been determ ned, the special -case
encodi ngs can be checked:

- If U S and Ware set, the changes match one of the special -case
encodi ngs. Send an UNCOWPRESSED TCP packet .

- If only Sis set, check if the change equal s the anount of user data
in the |ast packet. 1.e., subtract the TCP and | P header |engths
fromthe | ast packet’s total length field and conpare the result to
the S change. |If they' re the sane, set the change mask to SAW (the
special case for ‘unidirectional data transfer’) and discard the
encoded sequence nunber change (the deconpressor can reconstruct it
since it knows the |ast packet’s total |ength and header |ength).

- If only S and A are set, check if they both changed by the sane
amount and that anmount is the amount of user data in the |ast
packet. If so, set the change mask to SWJ (the special case for
‘echoed interactive traffic) and discard the encoded changes.

- If nothing changed, check if this packet has no user data (in which
case it is probably a duplicate ack or wi ndow probe) or if the
previ ous packet contai ned user data (which neans this packet is a
retransm ssion on a connection with no pipelining). In either of
these cases, send an UNCOVMPRESSED TCP packet.

Finally, the TCP/IP header on the outgoing packet is replaced with a
conpressed header:

- The change in the packet IDis conputed and, if not one,/21/ the
difference is encoded (note that it may be zero or negative) and the
I bit is set in the change nask.

- If the PUSH bit is set in the original datagram the P bit is set in
t he change nask.

- The TCP and | P headers of the packet are copied to the connection
state slot.

20. A negative sequence number change probably indicates a
retransm ssion. Since this may be due to the deconpressor having
dropped a packet, an unconpressed packet is sent to re-sync the
deconpressor (see sec. 4).

21. Note that the test here is against one, not zero. The packet IDis
typically incremented by one for each packet sent so a change of zero is
very unlikely. A change of one is likely: It occurs during any period
when the originating systemhas activity on only one connection
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- The TCP and | P headers of the packet are di scarded and a new header
is prepended consisting of (in reverse order):

- the accunul at ed, encoded changes.

the TCP checksum (if the new header is being constructed ‘in

pl ace’, the checksum may have been overwitten and will have to
be taken fromthe header copy in the connection state or saved
in a tenporary before the original header is discarded)

- the connection nunber (if different than the |ast one sent on
this serial line). This also means that the the Iine' s |ast
connection sent nmust be set to the connection nunber and the C
bit set in the change nmask.

- the change nask.

At this point, the conpressed TCP packet is passed to the framer for
transm ssi on.

3.2.4 Deconpressor processing

Because of the sinplex comunication nodel, processing at the
deconpressor is nmuch sinpler than at the conpressor --- all the
deci si ons have been made and the deconpressor sinply does what the
compressor has told it to do

The deconpressor is called with the incom ng packet,/22/ the |length and
type of the packet and the conpression state structure for the incom ng
serial line. A (possibly re-constructed) |P packet will be returned.

The deconpressor can receive four types of packet: the three generated
by the conpressor and a TYPE ERRCOR pseudo- packet generated when the
receive framer detects an error./23/ The first stepis a ‘switch’ on

t he packet type:

- If the packet is TYPE _ERROR or an unrecogni zed type, a ‘toss’ flag
is set inthe state to force COMWRESSED TCP packets to be discarded
until one with the C bit set or an UNCOWRESSED TCP packet arrives.
Not hing (a null packet) is returned.

22. It’s assumed that link-level fram ng has been renoved by this point
and t he packet and | ength do not include type or fram ng bytes.

23. No data need be associated with a TYPE ERROR packet. It exists so
the receive framer can tell the deconpressor that there may be a gap in
the data stream The deconpressor uses this as a signal that packets
shoul d be tossed until one arrives with an explicit connection number (C
bit set). See the last part of sec. 4.1 for a discussion of why this is
necessary.
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- If the packet is TYPE_IP, an unnodified copy of it is returned and
the state is not nodified.

- If the packet is UNCOMWPRESSED TCP, the state index fromthe IP
protocol field is checked./24/ If it's illegal, the toss flag is
set and nothing is returned. Qherwise, the toss flag is cleared,
the index is copied to the state’'s | ast connection received field, a
copy of the input packet is made,/25/ the TCP protocol number is
restored to the I P protocol field, the packet header is copied to
the indicated state slot, then the packet copy is returned.

If the packet was not handl ed above, it is COMPRESSED TCP and a new
TCP/ I P header has to be synthesized frominformation in the packet plus
the | ast packet’s header in the state slot. First, the explicit or
inmplicit connection nunber is used to |ocate the state slot:

- If the Chit is set in the change nask, the state index is checked.
If it’sillegal, the toss flag is set and nothing is returned.
O herwi se, last connection received is set to the packet’s state
i ndex and the toss flag is cleared.

- If the Chit is clear and the toss flag is set, the packet is
i gnored and nothing is returned.

At this point, last connection received is the index of the appropriate
state slot and the first byte(s) of the conpressed packet (the change
mask and, possibly, connection index) have been consunmed. Since the
TCP/ 1 P header in the state slot nust end up reflecting the newy arrived
packet, it's sinplest to apply the changes fromthe packet to that
header then construct the output packet fromthat header concatenated
with the data fromthe input packet. (In the follow ng description
‘saved header’ is used as an abbreviation for ‘the TCP/IP header saved
in the state slot’.)

- The next two bytes in the incom ng packet are the TCP checksum
They are copied to the saved header.

- If the P bit is set in the change mask, the TCP PUSH bit is set in
the saved header. O herwi se the PUSH bit is cleared.

24. State indices follow the C I anguage convention and run fromO to N
- 1, where 0 < N <= 256 is the nunber of available state slots.

25. As with the compressor, the code can be structured so no copies are
done and all nodifications are done in-place. However, since the output
packet can be larger than the input packet, 128 bytes of free space nust
be left at the front of the input packet buffer to allow roomto prepend
the TCP/I P header.
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- If the low order four bits (S, A Wand U of the change nask are
all set (the ‘unidirectional data’ special case), the anmount of user
data in the | ast packet is calculated by subtracting the TCP and IP
header lengths fromthe IP total length in the saved header. That
anount is then added to the TCP sequence nunber in the saved header.

- If S, Wand U are set and Ais clear (the ‘terminal traffic’ special
case), the amount of user data in the |ast packet is cal cul ated and
added to both the TCP sequence nunber and ack fields in the saved
header .

- O herwi se, the change nmask bits are interpreted individually in the
order that the conpressor set them

If the Ubit is set, the TCP URG bit is set in the saved header
and the next byte(s) of the incom ng packet are decoded and
stuffed into the TCP Urgent Pointer. |If the Ubit is clear, the
TCP URG bit is cleared.

- If the Whit is set, the next byte(s) of the incom ng packet are
decoded and added to the TCP window field of the saved header

- If the Abit is set, the next byte(s) of the inconm ng packet are
decoded and added to the TCP ack field of the saved header

- If the S hit is set, the next byte(s) of the incom ng packet are
decoded and added to the TCP sequence nunber field of the saved
header .

- If the | bit is set in the change nmask, the next byte(s) of the
i ncom ng packet are decoded and added to the IP ID field of the
saved packet. Oherwise, one is added to the IP ID.

At this point, all the header information fromthe i ncom ng packet has
been consuned and only data remains. The | ength of the renmining data
is added to the length of the saved IP and TCP headers and the result is
put into the saved IP total length field. The saved |IP header is now up
to date so its checksumis recal culated and stored in the I P checksum
field. Finally, an output datagram consisting of the saved header
concatenated with the remaining incomng data is constructed and
returned.

4 FError handling
4.1 FError detection
In the author’s experience, dialup connections are particularly prone to

data errors. These errors interact with conpression in two different
ways:
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First is the local effect of an error in a conpressed packet. All error
detection is based on redundancy yet conpression has squeezed out al nost
all the redundancy in the TCP and |IP headers. |In other words, the
deconpressor will happily turn randomline noise into a perfectly valid
TCP/ I P packet./26/ One could rely on the TCP checksumto detect
corrupted conpressed packets but, unfortunately, some rather likely
errors will not be detected. For exanple, the TCP checksumw Il often
not detect two single bit errors separated by 16 bits. For a V.32 nodem
signalling at 2400 baud with 4 bits/baud, any line hit lasting |onger
than 400us. would corrupt 16 bits. According to [2], residential phone
line hits of up to 2ns. are |ikely.

The correct way to deal with this problemis to provide for error
detection at the framng level. Since the franmng (at |east in theory)
can be tailored to the characteristics of a particular link, the
detection can be as |ight or heavy-wei ght as appropriate for that
link./27/ Since packet error detection is done at the framng |evel,
the deconpressor sinply assunmes that it will get an indication that the
current packet was received with errors. (The deconpressor always

i gnores (discards) a packet with errors. However, the indication is
needed to prevent the error being propagated --- see bel ow. )

The ‘discard erroneous packets’ policy gives rise to the second
interaction of errors and conpression. Consider the follow ng
conversati on:

o e e e e e e e e e e e e e e e e e e e e mmmmmaa o - +
| original | sent | recei ved | reconstructed

S T S oo s +
| 1: A | 1. A | 1. A | 1. A |
| 22 BC | 1, BC]|] 1, BC | 2: BC |
| 4 DE | 2, DE| --- | --- |
| 6 F | 2, F | 2, F | 4 F |
| 72 GH | 1, CGH| 1, CGH | 5 H |
o m e e e e e e e e e e e e e e e e e eeee e +

(Each entry above has the form‘starting sequence nunber:data sent’ or

‘ ?sequence nunber change,data sent’.) The first thing sent is an
unconpr essed packet, followed by four conpressed packets. The third
packet picks up an error and is discarded. To reconstruct the fourth
packet, the receiver applies the sequence nunber change fromincom ng
conpressed packet to the sequence nunmber of the |ast correctly received

26. nodul o the TCP checksum

27. Wi le appropriate error detection is |ink dependent, the CCITT CRC
used in [9] strikes an excellent bal ance between ease of conputation and
robust error detection for a large variety of links, particularly at the
relatively small packet sizes needed for good interactive response.
Thus, for the sake of interoperability, the framing in [9] should be
used unless there is a truly conpelling reason to do otherw se.
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packet, packet two, and generates an incorrect sequence nunber for

packet four. After the error, all reconstructed packets’ sequence

nunbers will be in error, shifted down by the amount of data in the
m ssi ng packet./ 28/

Wthout sonme sort of check, the preceding error would result in the
receiver invisibly losing two bytes fromthe middl e of the transfer
(since the deconpressor regenerates sequence numbers, the packets
containing F and GH arrive at the receiver’s TCP with exactly the
sequence nunbers they would have had if the DE packet had never

exi sted). Although sone TCP conversations can survive m ssing data/ 29/
it is not a practice to be encouraged. Fortunately the TCP checksum
since it is a sinple sumof the packet contents including the sequence
nunbers, detects 100% of these errors. E.g., the receiver’s conmputed
checksum for the last two packets above always differs fromthe packet
checksum by two

Unfortunately, there is a way for the TCP checksum protection descri bed
above to fail if the changes in an incoming conpressed packet are
applied to the wong conversation: Consider two active conversations Cl
and C2 and a packet from Cl foll owed by two packets from C2. Since the
connecti on nunber doesn’'t change, it's omtted fromthe second C2
packet. But, if the first C2 packet is received with a CRC error, the
second C2 packet will mistakenly be considered the next packet in Cl.
Since the C2 checksumis a random nunber with respect to the ClL sequence
nunbers, there is at least a 2"-16 probability that this packet will be
accepted by the C1 TCP receiver./30/ To prevent this, after a CRC error
indication fromthe framer the receiver discards packets until it
receives either a COVWRESSED TCP packet with the C bit set or an
UNCOVWPRESSED TCP packet. |.e., packets are discarded until the receiver
gets an explicit connection nunber.

To summari ze this section, there are two different types of errors:
per - packet corruption and per-conversation |oss-of-sync. The first type
is detected at the deconpressor froma |link-level CRC error, the second
at the TCP receiver froma (guaranteed) invalid TCP checksum The

combi nation of these two independent mechani snms ensures that erroneous
packets are di scarded

28. This is an exanple of a generic problemwith differential or delta
encodi ngs known as ‘losing DC .

29. Many system nmanagers claimthat holes in an NNTP stream are nore
val uabl e than the data.

30. Wth worst-case traffic, this probability translates to one
undetected error every three hours over a 9600 baud Iine with a 30%
error rate).
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4.2 FError recovery

The previous section noted that after a CRC error the deconpressor wll

i ntroduce TCP checksumerrors in every unconpressed packet. Although
the checksumerrors prevent data stream corruption, the TCP conversation
won't be terribly useful until the deconpressor again generates valid
packets. How can this be forced to happen?

The deconpressor generates invalid packets because its state (the saved
‘|l ast packet header’) disagrees with the conpressor’s state. An
UNCOVPRESSED TCP packet will correct the deconpressor’s state. Thus
error recovery amunts to forcing an unconpressed packet out of the
conmpressor whenever the deconmpressor is (or might be) confused.

The first thought is to take advantage of the full duplex comunication
Iink and have the deconpressor send sonething to the conpressor
requesting an unconpressed packet. This is clearly undesirable since it
constrains the topology nore than the mi ni mum suggested in sec. 2 and
requires that a great deal of protocol be added to both the deconpressor
and conpressor. A little thought convinces one that this alternative is
not only undesirable, it sinply won’t work: Conpressed packets are
small and it's likely that aline hit will so conpletely obliterate one
that the deconpressor will get nothing at all. Thus packets are
reconstructed incorrectly (because of the nissing conpressed packet) but
only the TCP end points, not the deconpressor, know that the packets are
i ncorrect.

But the TCP end points know about the error and TCP is a reliable
protocol designed to run over unreliable nedia. This neans the end
poi nts nust eventually take sone sort of error recovery action and
there’s an obvious trigger for the conpressor to resync the
deconpressor: send unconpressed packets whenever TCP is doing error
recovery.

But how does the conpressor recognize TCP error recovery? Consider the
schematic TCP data transfer of fig. 6. The confused deconpressor is
in the forward (data transfer) half of the TCP conversation. The

recei ving TCP discards packets rather than acking them (because of the
checksum errors), the sending TCP eventually times out and retransmts a
packet, and the forward path conpressor finds that the difference

bet ween the sequence nunber in the retransmtted packet and the sequence
nunber in the |ast packet seen is either negative (if there were

mul tiple packets in transit) or zero (one packet in transit). The first
case is detected in the conpression step that conputes sequence nunber
differences. The second case is detected in the step that checks the

‘special case’ encodings but needs an additional test: |It's fairly
common for an interactive conversation to send a datal ess ack packet
foll owed by a data packet. The ack and data packet will have the sane

sequence nunbers yet the data packet is not a retransm ssion. To
prevent sendi ng an unnecessary unconpressed packet, the length of the
previ ous packet should be checked and, if it contained data, a zero
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sequence nunber change nust indicate a retransm ssion.

A confused deconpressor in the reverse (ack) half of the conversation is
as easy to detect (fig. 7): The sendi ng TCP discards acks (because
they contain checksumerrors), eventually tinmes out, then retransmts
sonme packet. The receiving TCP thus gets a duplicate packet and nust
generate an ack for the next expected sequence nunmber[1l1l, p. 69]. This

ack will be a duplicate of the last ack the receiver generated so the
reverse-path conpressor will find no ack, seq nunber, wi ndow or urg
change. |If this happens for a packet that contains no data, the

conpressor assunmes it is a duplicate ack sent in response to a
retransmt and sends an UNCOVPRESSED TCP packet./31/

5 Configurable paraneters and tuning

5.1 Conpression configuration

There are two configuration paraneters associ ated with header
conpression: Wether or not conpressed packets should be sent on a
particular line and, if so, how many state slots (saved packet headers)
to reserve. There is also one link-level configuration paraneter, the
maxi mum packet size or MIU, and one front-end configuration paraneter
data conmpression, that interact with header conpression. Conpression
configuration is discussed in this section. MU and data conpression
are discussed in the next two sections.

There are sone hosts (e.g., |ow end PCs) which may not have enough
processor or menory resources to inplenent this conpression. There are
also rare link or application characteristics that nake header
conpressi on unnecessary or undesirable. And there are many existing
SLIP links that do not currently use this style of header conpression
For the sake of interoperability, serial line IP drivers that allow
header conpression should include sone sort of user configurable flag to
di sabl e conpression (see appendi x B.2)./32/

If conpression is enabled, the conpressor nust be sure to never send a
connection id (state index) that will be dropped by the deconpressor
E.g., a black hole is created if the deconpressor has sixteen slots and

31. The packet could be a zero-w ndow probe rather than a retransmitted
ack but wi ndow probes should be infrequent and it does no harmto send
t hem unconpr essed.

32. The PPP protocol in [9] allows the end points to negotiate
conpression so there is no interoperability problem However, there

shoul d still be a provision for the system nanager at each end to
control whether conpression is negotiated on or off. And, obviously,
compression should default to ‘off’ until it has been negotiated ‘on’
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the conpressor uses twenty./33/ Also, if the conpressor is allowed too
few slots, the LRU allocator will thrash and nost packets will be sent
as UNCOWPRESSED TCP. Too many slots and nenory is wasted.

Experinmenting with different sizes over the past year, the author has
found that eight slots will thrash (i.e., the perfornmance degradation is
noti ceabl e) when many wi ndows on a nulti-w ndow workstation are

simul taneously in use or the workstation is being used as a gateway for
three or nore other machines. Sixteen slots were never observed to
thrash. (This may sinply be because a 9600 bps line split nore than 16
ways is already so overloaded that the additional degradation from
round-robbining slots is negligible.)

Each sl ot nust be | arge enough to hold a maxi mum | ength TCP/ | P header of
128 bytes/ 34/ so 16 slots occupy 2KB of menory. In these days of 4 Mit
RAM chi ps, 2KB seens so little nenory that the author recommends the
foll owi ng configuration rules:

(1) If the fram ng protocol does not allow negotiation, the conpressor
and deconpressor should provide sixteen slots, zero through fifteen

(2) If the frami ng protocol allows negotiation, any nmutual ly agreeabl e
nunber of slots from1l to 256 should be negotiable./35/ |f nunber
of slots is not negotiated, or until it is negotiated, both sides
shoul d assune si xt een.

(3) If you have conmplete control of all the machines at both ends of
every link and none of themw ||l ever be used to talk to machines
out si de of your control, you are free to configure them however you
pl ease, ignoring the above. However, when your little eastern-block
dictatorship collapses (as they all eventually seemto), be aware
that a large, vocal, and not particularly forgiving Internet
community will take great delight in pointing out to anyone willing

33. Strictly speaking, there’s no reason why the connection id should
be treated as an array index. |If the deconmpressor’s states were kept in
a hash table or other associative structure, the connection id would be
a key, not an index, and perfornmance with too few deconpressor slots
woul d only degrade enornmously rather than failing altogether. However,
an associative structure is substantially nore costly in code and cpu
time and, given the snmall per-slot cost (128 bytes of nmenory), it seens
reasonabl e to design for slot arrays at the deconpressor and some
(possibly inplicit) comrunication of the array size.

34. The maxi mrum header | ength, fixed by the protocol design, is 64
bytes of IP and 64 bytes of TCP

35. Allowing only one slot nmay neke the conpressor code nore conpl ex.
| mpl enent ati ons shoul d avoid offering one slot if possible and
compressor inplenmentations may di sabl e conpression if only one slot is
negot i at ed.
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to listen that you have ni sconfigured your systenms and are not
i nt eroper abl e.

5.2 Choosing a maxi mumtransm ssion unit

Fromthe discussion in sec. 2, it seens desirable to limt the maxi mum
packet size (MrIU) on any line where there mght be interactive traffic
and nmultiple active connections (to maintain good interactive response
bet ween the different connections conpeting for the line). The obvious
question is ‘how nuch does this hurt throughput? It doesn't.

Fi gure 8 shows how user data throughput/36/ scales with MTUwith (solid
line) and wi thout (dashed Iine) header conpression. The dotted lines
show what MIU corresponds to a 200 ns packet time at 2400, 9600 and
19,200 bps. Note that with header conpression even a 2400 bps |ine can
be responsive yet have reasonabl e throughput (83%./37/

Figure 9 shows how line efficiency scales with increasing |ine speed,
assunming that a 200ns. MIU i s al ways chosen./38/ The knee in the
performance curve is around 2400 bps. Below this, efficiency is
sensitive to small changes in speed (or MIU since the two are linearly
rel ated) and good efficiency comes at the expense of good response.
Above 2400bps the curve is flat and efficiency is relatively independent
of speed or MIU. In other words, it is possible to have both good
response and high Iine efficiency.

To illustrate, note that for a 9600 bps |ine with header conpression
there is essentially no benefit in increasing the MU beyond 200 bytes:
If the MTU is increased to 576, the average delay increases by 188%
whi | e t hroughput only inproves by 3% (from96 to 99%.

36. The vertical axis is in percent of line speed. E.g., ‘95 neans
that 95% of the |ine bandwidth is going to user data or, in other words,
the user woul d see a data transfer rate of 9120 bps on a 9600 bps I|ine.
Four bytes of link-1evel (framer) encapsulation in addition to the
TCP/ 1 P or conpressed header were included when calculating the relative
throughput. The 200 ns packet times were conputed assum ng an
asynchronous line using 10 bits per character (8 data bits, 1 start, 1
stop, ho parity).

37. However, the 40 byte TCP MsS required for a 2400 bps line night
stress-test your TCP inplenentation

38. For a typical async line, a 200ns. MIUis sinply .02 tinmes the |line
speed in bits per second.
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5.3 Interaction with data conpression

Since the early 1980's, fast, effective, data conpression algorithns
such as Lenpel -Ziv[7] and prograns that enbody them such as the
conpress program shipped with Berkel ey Uni x, have beconme wi dely
avai |l abl e. Wen using | ow speed or long haul lines, it has becone
comon practice to conpress data before sending it. For dialup
connections, this conpression is often done in the nodens, independent
of the conmunicating hosts. Some interesting issues would seemto be:
(1) Gven a good data conpressor, is there any need for header
conpression? (2) Does header conpression interact with data
conpression? (3) Should data be conpressed before or after header
conpr essi on?/ 39/

To investigate (1), Lenpel-Ziv conpression was done on a trace of 446
TCP/ 1 P packets taken fromthe user’s side of a typical telnet
conversation. Since the packets resulted fromtyping, alnost al

contai ned only one data byte plus 40 bytes of header. |.e., the test
essentially neasured L-Z conpression of TCP/IP headers. The conpression
ratio (the ratio of unconpressed to conpressed data) was 2.6. |n other

wor ds, the average header was reduced from40 to 16 bytes. VWhile this
is good conpression, it is far fromthe 5 bytes of header needed for
good interactive response and far fromthe 3 bytes of header (a
conpression ratio of 13.3) that header conpression yielded on the sane
packet trace.

The second and third questions are nore conplex. To investigate them
several packet traces fromFTP file transfers were anal yzed/ 40/ with and
wi t hout header conpression and with and without L-Z conpression. The
L-Z conpression was tried at two places in the outgoing data stream
(fig. 10): (1) just before the data was handed to TCP for
encapsul ati on (sinulating conpression done at the ‘application’ |evel)
and (2) after the data was encapsul ated (sinulating conpression done in
the noden). Table 1 summarizes the results for a 78,776 byte ASCI| text
file (the Unix csh.1l manual entry)/41/ transferred using the guidelines
of the previous section (256 byte MIU or 216 byte MSS; 368 packets
total). Conpression ratios for the following ten tests are shown
(reading left to right and top to bottom

39. The answers, for those who wish to skip the renmai nder of this
section, are ‘yes’, ‘no’ and ‘either’, respectively.

40. The data volume fromuser side of a telnet is too small to benefit
from data conpression and can be adversely affected by the del ay nost
compression algorithnms (necessarily) add. The statistics and vol une of
the conputer side of a telnet are simlar to an (ASCIl1) FTP so these
results should apply to either

41. The ten experinents descri bed were each done on ten ASCII files
(four long e-mail messages, three Unix C source files and three Unix
manual entries). The results were remarkably simlar for different
files and the general concl usions reached bel ow apply to all ten files.
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- data file (no conpression or encapsul ation)
- data -> L--Z conpressor

- data -> TCP/I P encapsul ati on

- data -> L--Z -> TCP/IP

- data -> TCP/IP -> L--Z

- data -> L--Z -> TCP/IP -> L--Z

- data -> TCP/IP -> Hdr. Conpress

- data -> L--Z -> TCP/IP -> Hdr. Conpress

- data -> TCP/IP -> Hdr. Conpress. -> L--Z

- data -> L--Z -> TCP/IP -> Hdr. Compress. -> L--Z

o m ot o o e e e e e e e e e e e e e e e e e e e e e e e e m e mm oo oo +
| | No data | L--Z | L--Z | L--Z

| | compress. |on data |on wire | on both

o e e o - S R R S +
| Raw Data | 1.00 | 2. 44 | .- -

| + TCP Encap. | 0.83 | 2.03 | 1.97 | 1.58

| w Hdr Conp. | 0.98 | 2.39 | 2.26 | 1.66 |
e m m e e e e e e e e e e e e e e e e e e e e e e eeeo o +

Table 1: ASCI I Text File Conpression Ratios

The first colum of table 1 says the data expands by 19% (‘ conpresses

by .83) when encapsulated in TCP/IP and by 2% when encapsul ated in
header conpressed TCP/IP./42/ The first row says L--Z conpression is
quite effective on this data, shrinking it to less than half its
original size. Columm four illustrates the well-known fact that it is a
m stake to L--Z conpress already conpressed data. The interesting
information is in rows tw and three of colums two and three. These
columms say that the benefit of data conpression overwhel ns the cost of
encapsul ation, even for straight TCP/IP. They also say that it is
slightly better to conpress the data before encapsulating it rather than
conmpressing at the fram ng/ nodem |l evel. The differences however are

42. This is what would be expected fromthe rel ative header sizes:
256/ 216 for TCP/IP and 219/216 for header conpression
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small --- 3% and 6% respectively, for the TCP/I P and header conpressed
encapsul ati ons. / 43/

Table 2 shows the same experinent for a 122,880 byte binary file (the
Sun-3 ps executable). Although the raw data doesn't conpress nearly as
well, the results are qualitatively the sane as for the ASCII data. The
one significant change is in rowtws: It is about 3% better to conpress
the data in the nodemrather than at the source if doing TCP/IP
encapsul ati on (apparently, Sun binaries and TCP/I P headers have simlar
statistics). However, with header conpression (row three) the results
were simlar to the ASCII data --- it’'s about 3% worse to conpress at
the nodem rather than the source./ 44/

o m e e e e e e e e e e e e e e e e e e e e e e e e e e mm e e ea oo +
| | No data | L--Z | L--Z | L--Z

| | compress. |on data |on wire | on both
oo s S T T S +
| Raw Data | 1.00 | 1.72 | R .-

| + TCP Encap. | 0.83 | 1.43 | 1.48 | 1.21 |
| w Hdr Conp. | 0.98 | 1.69 | 1.64 | 1.28

o m ot o o e e e e e e e e e e e e e e e e e e e e e e e e m e mm oo oo +

Table 2: Binary File Conpression Ratios

6 Performance neasurenents

An i mpl enent ati on goal of conpression code was to arrive at something
simpl e enough to run at | SDN speeds (64Kbps) on a typical 1989

43. The differences are due to the wildly different byte patterns of
TCP/ 1 P datagrans and ASCI| text. Any conpression scheme with an
under | ying, Markov source nodel, such as Lenpel-Ziv, will do worse when
radically different sources are interleaved. |If the relative
proportions of the two sources are changed, i.e., the MU is increased,
the performance difference between the two conpressor |ocations
decreases. However, the rate of decrease is very slow --- increasing
the MIU by 400% (256 to 1024) only changed the difference between the
data and nodem L--Z choices from2.5%to 1.3%

44. There are other good reasons to conpress at the source: Far fewer
packets have to be encapsul ated and far fewer characters have to be sent
to the nodem The author suspects that the ‘conpress data in the nodem
alternative should be avoi ded except when faced with an intractabl e,
vendor proprietary operating system
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| | Average per-packet |
| Machi ne | processing time (us.) |
I I I
I I I

Conpress | Deconpress

I IRy T S T ISRRpipR +
| Sparcstation-1 | 24 | 18
| Sun 4/ 260 | 46 | 20
| Sun 3/60 | 90 | 90
| Sun 3/50 | 130 | 150
|  HP9000/ 370 | 42 | 33
| HP9000/ 360 | 68 | 70
| DEC 3100 | 27 | 25
| Vax 780 | 430 | 300
| Vax 750 | 800 | 500
| CCl Tahoe | 110 | 140 |
e +

Table 3: Conpression code timngs

wor kstation. 64Kbps is a byte every 122us so 120us was (arbitrarily)
pi cked as the target conpression/deconpression tine./45/

As part of the compression code devel opnent, a trace-driven exerciser
was devel oped. This was initially used to conpare different conpression
protocol choices then later to test the code on different conputer
architectures and do regression tests after performance ‘inprovenents’.
A small nodification of this test programresulted in a usefu

measur enent tool./46/ Table 3 shows the result of timng the
compression code on all the machines available to the author (tines were
measured using a mxed telnet/ftp traffic trace). Wth the exception of
the Vax architectures, which suffer from(a) having bytes in the wong
order and (b) a lousy conpiler (Unix pcc), all machines essentially net
the 120us goal

45. The time choice wasn’'t conpletely arbitrary: Deconpression is
often done during the inter-frame ‘flag’ character tine so, on systens
where the deconpression is done at the same priority level as the seria
line input interrupt, times nmuch | onger than a character tine would
result in receiver overruns. And, with the current average of five byte
franes (on the wire, including both conpressed header and fram ng), a
conpr essi on/ deconpr ession that takes one byte tine can use at nost 20%
of the available tine. This seens |ike a confortable budget.

46. Both the test programand tiner programare included in the
ftp-abl e package described in appendix A as files tester.c and tiner.c.
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A Sanple Inplenmentation

The following is a sanple inplenentation of the protocol described in
thi s docunent.

Since many people who might have the deal with this code are famliar
with the Berkeley Unix kernel and its coding style (affectionately known
as kernel normal form), this code was done in that style. It uses the
Ber kel ey ‘subroutines’ (actually, nacros and/or inline assenbler

expansi ons) for converting to/fromnetwrk byte order and
copyi ng/ conparing strings of bytes. These routines are briefly
described in sec. A5 for anyone not familiar with them

This code has been run on all the machines listed in the table on page
24. Thus, the author hopes there are no byte order or alignnent

probl enms (al though there are enbedded assunptions about alignnment that
are valid for Berkeley Unix but may not be true for other IP

i mpl erentations --- see the comments nentioning alignnment in

sl _conpress_tcp and sl _deconpress_tcp).

There was sone attenpt to nake this code efficient. Unfortunately, that
may have made portions of it inconprehensible. The author apol ogizes
for any frustration this engenders. (In honesty, ny C style is known to
be obscure and clains of ‘efficiency’ are sinply a conveni ent excuse.)

This sampl e code and a conpl ete Berkel ey Unix inplenentation is
avai l abl e i n machi ne readabl e formvia anonynous ftp fromlInternet host
ftp.ee.lbl.gov (128.3.254.68), file cslip.tar.Z. This is a conpressed
Unix tar file. It must be ftped in binary node.

Al of the code in this appendix is covered by the follow ng copyright:

/
Copyright (c) 1989 Regents of the University of California.
Al rights reserved.

Redi stribution and use in source and binary forns are
permitted provided that the above copyright notice and this
par agraph are duplicated in all such forms and that any
docunentation, advertising materials, and other materials
related to such distribution and use acknow edge that the
software was devel oped by the University of California,
Berkel ey. The nanme of the University may not be used to
endorse or pronote products derived fromthis software

wi t hout specific prior witten perm ssion

TH' S SOFTWARE | S PROVIDED **AS | S’ AND W THOUT ANY EXPRESS
OR | MPLI ED WARRANTI ES, | NCLUDI NG W THOUT LI M TATI ON, THE

| MPLI ED WARRANTI ES OF MERCHANTI BI LI TY AND FI TNESS FOR A
PARTI CULAR PURPOSE

E R S T R T N N N N
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A.1 Definitions and State Data

#defi ne MAX _STATES 16 /* must be >2 and <255 */
#defi ne MAX HDR 128 /[* max TCP+I P hdr length (by protocol def) */

/* packet types */
#def i ne TYPE_I P 0x40
#defi ne TYPE_UNCOWPRESSED TCP 0x70
#defi ne TYPE_COVPRESSED TCP 0x80
#define TYPE_ ERROR 0x00 /* this is not a type that ever appears on
* the wire. The receive framer uses it to
* tell the deconpressor there was a packet
* transm ssion error. */
/*
* Bits in first octet of conpressed packet
*/

/* flag bits for what changed in a packet */

#define NEWC 0x40
#define NEWI 0x20
#define TCP_PUSH BI T 0x10

#defi ne NEWS 0x08
#defi ne NEWA 0x04
#defi ne NEWW 0x02
#define NEWU 0x01

/* reserved, special-case val ues of above */

#define SPECI AL_I (NEW._S| NEW W NEW U) /* echoed interactive traffic */
#define SPECI AL_D (NEW. S| NEW A NEWWNEWU) /* unidirectional data */
#def i ne SPECI ALS MASK ( NEW S| NEW Al NEW W NEW U)

/*

* "state" data for each active tcp conversation on the wire. This is

* basically a copy of the entire | PP TCP header fromthe | ast packet together
*with a small identifier the transmt & receive ends of the line use to

* | ocate saved header.

*/

struct cstate {
struct cstate *cs_next; [* next npbst recently used cstate (xnmit only) */

u_short cs_hlen; /* size of hdr (receive only) */
u_char cs_id; /* connection # associated with this state */
u_char cs_filler;
uni on {
char hdr[ MAX HDR] ;
struct ip csu_ip; [* ip/tcp hdr from nobst recent packet */
} slcs_u;

b

#define cs_ip slcs_u.csu_ip
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#define cs_hdr slcs_u.csu_hdr

/*
* all the state data for one serial line (we need one of these per line).
*/
struct sl conpress {
struct cstate *last_cs; /* nost recently used tstate */
u_char |ast_recv; /* last rcvd conn. id */
u_char last_xmt; /* last sent conn. id */
u_short fl ags;
struct cstate tstate[ MAX STATES]; /* xmit connection states */
struct cstate rstate[ MAX STATES]; [/* receive connection states */
b
/* flag val ues */
#defi ne SLF_TOSS 1 /* tossing rcvd franes because of input err */
/*

* The followi ng macros are used to encode and decode nunbers. They al

* assune that ‘cp’ points to a buffer where the next byte encoded (decoded)
* is to be stored (retrieved). Since the decode routines do arithnetic,

* they have to convert fromand to network byte order

*/

/*
* ENCODE encodes a nunber that is known to be non-zero. ENCODEZ checks for
* zero (zero has to be encoded in the long, 3 byte fornm.
*/
#def i ne ENCODE(n) { \
if ((u_short)(n) >= 256) { \

*cp++ = 0; \
cp[1] = (n); \
cp[0] = (n) >> 8; \
cp += 2; \

} else {\
*cp++ = (n); \

1\

}
#def i ne ENCODEZ(n) { \
if ((u_short)(n) >= 256 || (u_short)(n) ==0) { \

*cpt++ = 0; \
cp[1] = (n); \
cp[0] = (n) >> 8 \
cp += 2; \
} else {\
*cp++ = (n); \
P
}
/*

* DECODEL takes the (conpressed) change at byte cp and adds it to the
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* current value of packet field 'f’' (which nmust be a 4-byte (long) integer
* in network byte order). DECODES does the same for a 2-byte (short) field
* DECODEU t akes the change at cp and stuffs it into the (short) field f.
* 'cp’ is updated to point to the next field in the conpressed header
*/
#define DECODEL(f) { \
if (*cp == 0) {\

(f) = htonl (ntohl (f) + ((cp[1] << 8) | ¢cp[2])); \
cp += 3; \
} else {\

(f) = htonl(ntohl (f) + (u_long)*cp++); \
J 3
}

#defi ne DECODES(f) { \
if (*cp == 0) {\
(f) = htons(ntohs(f) + ((cp[1] << 8) | cp[2])); \
cp += 3; \
} else {\
(f) = htons(ntohs(f) + (u_long)*cp++); \
JEA

}
#define DECODEU(f) { \
if (*cp == 0) {\
(f) = htons((cp[1] << 8) | cp[2]); \
cp += 3; \
} else {\
(f) = htons((u_long)*cp++); \
P
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A. 2 Conpression

This routine | ooks daunting but isn't really. The code splits into four
approxi mately equal sized sections: The first quarter nmanages a
circularly linked, |east-recently-used list of ‘active TCP
connections./47/ The second figures out the sequence/ ack/w ndow urg
changes and buil ds the bul k of the conpressed packet. The third handl es
the speci al -case encodi ngs. The |ast quarter does packet 1D and
connection I D encoding and repl aces the original packet header with the
conpressed header.

The argunments to this routine are a pointer to a packet to be
conpressed, a pointer to the conpression state data for the serial I|ine,
and a flag which enables or disables connection id (C bit) conpression.

Conpression is done ‘in-place’ so, if a conpressed packet is created,
both the start address and |length of the incom ng packet (the off and
len fields of mM will be updated to reflect the renmoval of the origina
header and its replacenent by the conpressed header. |If either a
compressed or unconpressed packet is created, the conpression state is
updated. This routines returns the packet type for the transmt framer
(TYPE_I P, TYPE_UNCOWPRESSED TCP or TYPE_COWPRESSED TCP).

Because 16 and 32 bit arithmetic is done on various header fields, the
incom ng | P packet rmust be aligned appropriately (e.g., on a SPARC, the
| P header is aligned on a 32-bit boundary). Substantial changes would
have to be made to the code below if this were not true (and it woul d
probably be cheaper to byte copy the i ncom ng header to sonewhere
correctly aligned than to nake those changes).

Note that the outgoing packet will be aligned arbitrarily (e.g., it
could easily start on an odd-byte boundary).

u_char

sl _conpress_tcp(m conp, conpress_cid)
struct mbuf *m
struct sl conmpress *conp;
i nt conpress_cid;

regi ster struct cstate *cs = conp->l ast_cs->cs_next;
register struct ip *ip = mod(m struct ip *);

register u_int hlen = ip->ip_hl;
regi ster struct tcphdr *oth; [* last TCP header */
regi ster struct tcphdr *th; [* current TCP header */

47. The two npbst conmmon operations on the connection list are a ‘find
that termnates at the first entry (a new packet for the nost recently
used connection) and moving the last entry on the list to the head of
the list (the first packet froma new connection). A circular list
efficiently handl es these two operations.
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register u_int deltaS, deltah /* general purpose tenporaries */
register u_int changes = O; /* change mask */
u_char new seq[ 16]; /* changes fromlast to current */

regi ster u_char *cp = new_seq;

/
Bail if this is an IP fragment or if the TCP packet isn’t
‘conpressible’ (i.e., ACKisn't set or sone other control bit is
set). (We assume that the caller has already nade sure the packet
* is |P proto TCP).
*/
if ((ip->p_off & htons(0x3fff)) || m>mlen < 40)

return (TYPE_I P)

* X X *

th = (struct tcphdr *) & ((int *) ip)[hlen];
if ((th->th_flags & (TH.SYN| TH.FIN| TH RST | TH ACK)) != TH_ACK)
return (TYPE_I P);

Packet is conpressible -- we’'re going to send either a
COVPRESSED TCP or UNCOWPRESSED TCP packet. Either way we need to

| ocate (or create) the connection state. Special case the nost

* recently used connection since it’'s nost likely to be used again &
* we don't have to do any reordering if it’'s used.

* Ok %k

*/
if (ip->p_src.s_addr !'= cs->cs_ip.ip_src.s_addr |
i p->ip_dst.s_addr != cs->cs_ip.ip_dst.s_addr |
*(int *) th 1= ((int *) &s->cs_ip)[cs->cs_ip.ip_hl]) {
/*
* Wsn't the first -- search for it
*
* States are kept in a circularly linked list with | ast_cs
* pointing to the end of the list. The list is kept in lru
* order by noving a state to the head of the |ist whenever
* it is referenced. Since the list is short and,
* enpirically, the connection we want is al nost al ways near
* the front, we locate states via linear search. If we
* don’t find a state for the datagram the ol dest state is
* (re-)used.
*/

register struct cstate *lcs;
register struct cstate *lastcs = conp->l ast_cs;

do {
lcs = cs;
CS = CS->Cs_next;
if (ip->ip_src.s_addr == cs->cs_ip.ip_src.s_addr

&% i p->ip_dst.s_addr == cs->cs_ip.ip_dst.s_addr
&& *(int *) th == ((int *) &s->cs_ip)[cs->cs_ip.ip_hl])
got o found;
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f ound:

~—~
* Ok Rk ok k¥ ok

*
~

oth
del
hl e
hl e

if

/*

*
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} while (cs !'= lastcs);
/*

* Didn't find it -- re-use oldest cstate. Send an

* unconpressed packet that tells the other side what

* connection nunmber we’'re using for this conversation. Note

* that since the state list is circular, the ol dest state

* points to the newest and we only need to set last_cs to

* update the lru |inkage.

*

/

comp->l ast_cs = lcs;
hlen += th->th_off;
hl en <<= 2;

got o unconpr essed;

/* Found it -- nove to the front on the connection list. */
if (lastcs == c¢s)

comp->l ast_cs = lcs;
el se {

| cs->cs_next = cs->cs_nhext;

cs->cs_next = | astcs->cs_next;

| astcs->cs_next = cs;

Make sure that only what we expect to change changed. The first
line of the ‘if’ checks the IP protocol version, header length &
type of service. The 2nd line checks the "Don't fragment" bit.
The 3rd line checks the tinme-to-live and protocol (the protoco
check is unnecessary but costless). The 4th line checks the TCP
header length. The 5th line checks IP options, if any. The 6th
l'ine checks TCP options, if any. |If any of these things are
different between the previous & current datagram we send the
current datagram ‘unconpressed’

= (struct tcphdr *) & ((int *) &cs->cs_ip)[hlen];
taS = hlen;
n += th->th_off;
n <<= 2;
(((u_short *) ip)[O] '= ((u_short *) &cs->cs_ip)[0] |

((u_short *) ip)[3] !'= ((u_short *) &cs->cs_ip)[3] |

((u_short *) ip)[4] '= ((u_short *) &cs->cs_ip)[4] |

th->th_off !'= oth->th_off ||

(deltaS > 5 & BCWP(ip + 1, &cs->cs_ip + 1, (deltaS - 5) << 2)) ||
(th->th_off >5 & BCMP(th + 1, oth + 1, (th->th_off - 5) << 2)))

got o unconpr essed;
Fi gure out which of the changing fields changed. The receiver
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* expects changes in the order: urgent, w ndow, ack, seq.
*/
if (th->th_flags & TH URG {
deltaS = ntohs(th->th_urp);
ENCODEZ( del t aS) ;
changes | = NEW. U;
} else if (th->th_urp != oth->th_urp)
/*
* argh! URG not set but urp changed -- a sensible
* inplementation should never do this but RFC793 doesn’t
* prohibit the change so we have to deal with it.
*/
got o unconpr essed;

if (deltaS = (u_short) (ntohs(th->th_win) - ntohs(oth->th_wn))) {
ENCODE( del t aS) ;
changes | = NEW W

}
if (deltaA = ntohl (th->th_ack) - ntohl (oth->th_ack)) {
if (deltaA > Oxffff)
got o unconpr essed;
ENCODE( del t aA) ;
changes | = NEWA;

}
if (deltaS = ntohl (th->th_seq) - ntohl (oth->th_seq)) {
if (deltaS > Oxffff)
got o unconpr essed,;
ENCODE( del t aS) ;
changes | = NEWS;

}
/*
* Look for the special-case encodi ngs.
*/
swi tch (changes) {
case O:
/*
* Not hi ng changed. If this packet contains data and the | ast
* one didn't, this is probably a data packet follow ng an
* ack (normal on an interactive connection) and we send it

conpressed. Oherwise it's probably a retransmt,
* retransmitted ack or wi ndow probe. Send it unconpressed
* in case the other side missed the conpressed version.

*/
if (ip->p_len !=cs->s_ip.ip_len &&
ntohs(cs->cs_ip.ip_len) == hlen)
br eak;

[* (fall through) */

case SPECI AL_1I:
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case SPECI AL_D:
/*
* Actual changes match one of our special case encodings --
* send packet unconpressed.
*/
got o unconpr essed;

case NEWS | NEWA:
if (deltaS == deltaA &&
del taS == ntohs(cs->cs_ip.ip_len) - hlen) {
/* special case for echoed termnal traffic */
changes = SPECI AL_I;
Cp = new_seq;
}

br eak;

case NEW S:
if (deltaS == ntohs(cs->cs_ip.ip_len) - hlen) {
/* special case for data xfer */
changes = SPECI AL_D;
Cp = new_seq;
}
br eak;
}
deltaS = ntohs(ip->ip_id) - ntohs(cs->cs_ip.ip_id);
if (deltas != 1) {
ENCODEZ( del t aS) ;
changes | = NEW I ;

}
if (th->th _flags & TH PUSH)
changes | = TCP_PUSH BI T;
/*
* xab the cksum before we overwite it below Then update our
* state with this packet’s header
*/
del taA = ntohs(th->th_sum;
BCOPY(i p, &cs->cs_ip, hlen);

/
We want to use the original packet as our conpressed packet. (cp -
new seq) is the nunber of bytes we need for conpressed sequence
nunbers. I n addition we need one byte for the change nask, one
for the connection id and two for the tcp checksum So, (cp -
new seq) + 4 bytes of header are needed. hlen is how many bytes
of the original packet to toss so subtract the two to get the new
packet size

/

deltaS = cp - new seq;

cp = (u_char *) ip;

if (conpress_cid == 0 || conp->last_xmt != cs->cs_id) {

comp->l ast_xmt = cs->cs_id;

L T R
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hlen -= deltaS + 4;
cp += hlen;

*cp++ = changes | NEWC,
*Ccp++ = cs->cs_id;
} else {
hlen -= deltaS + 3;
cp += hlen;
*cp++ = changes;
}
m>mlen -= hlen

m >m of f += hl en;

*cp++ = del taA >> 8;

*cp++ = deltaA
BCOPY(new_seq, cp, deltaS)
return (TYPE_COVWPRESSED TCP);

unconpr essed:

/ *

* Updat e connection state cs & send unconpressed packet

* ("unconpressed’ means a regular ip/tcp packet but with the
* ’conversation id we hope to use on future conpressed packets in
* the protocol field)

*/

BCOPY(i p, &cs->cs_ip, hlen);

i p->ip_p = cs->cs_id;

comp->last_xmt = cs->cs_id;

return ( TYPE_UNCOVPRESSED TCP);
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A. 3 Deconpression

This routine deconpresses a received packet. It is called with a
poi nter to the packet, the packet length and type, and a pointer to the
conpression state structure for the incomng serial line. It returns a

pointer to the resulting packet or zero if there were errors in the
i ncom ng packet. If the packet is COVWRESSED TCP or UNCOVWPRESSED TCP
the conpression state will be updated.

The new packet will be constructed in-place. That neans that there nust
be 128 bytes of free space in front of bufp to allow roomfor the
reconstructed I P and TCP headers. The reconstructed packet will be
aligned on a 32-bit boundary.

u_char *
sl _unconpress_tcp(bufp, len, type, conp)
u_char *bufp;
int |en;
u_int type;
struct sl conpress *conp;

regi ster u_char *cp;

register u_int hlen, changes;
register struct tcphdr *th;
regi ster struct cstate *cs;
register struct ip *ip;

switch (type) {
case TYPE_ERRCR
def aul t:

got o bad;

case TYPE_IP
return (bufp);

case TYPE_UNCOVPRESSED TCP

/*

* Locate the saved state for this connection. |f the state
* index is legal, clear the "discard flag.

*/

ip = (struct ip *) bufp;
if (ip->ip_p >= MAX_STATES)

got o bad;
cs = &conp->rstate[conp->last _recv = ip->ip_p];
conmp->fl ags &= ~SLF_TOSS

/*

* Restore the I P protocol field then save a copy of this

* packet header. (The checksumis zeroed in the copy so we
* don’t have to zero it each tinme we process a conpressed
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* packet .

*/

i p->i p_p = | PPROTO_TCP;

hlen = ip->ip_hl;

hlen += ((struct tcphdr *) & ((int *) ip)[hlen])->th_off;
hl en <<= 2;

BCOPY(ip, &cs->cs_ip, hlen);

CS->CS_i p.ip_sum= 0;

cs->cs_hlen = hlen;

return (bufp);

case TYPE_COVPRESSED TCP
br eak;

/* W’ ve got a conpressed packet. */
cp = bufp;
changes = *cp++
if (changes & NEWCO) {
/*
* Make sure the state index is in range, then grab the
* state. If we have a good state index, clear the ’discard

* flag.

*/

if (*cp >= MAX_STATES)
got o bad;

comp->fl ags &= ~SLF_TOSS
conp->l ast _recv = *cp++
} else {
/*
* This packet has an inplicit state index. |If we’'ve had a
* line error since the last time we got an explicit state
* index, we have to toss the packet.
*/
if (comp->flags & SLF_TOSS)
return ((u_char *) 0);
}
/*
* Find the state then fill in the TCP checksum and PUSH bit.
*/
cs = &conp->rstate[conp->last _recv];
hlen = cs->cs_ip.ip_hl << 2;
th = (struct tcphdr *) & ((u_char *) &cs->cs_ip)[hlen];
th->th_sum = htons((*cp << 8) | cp[1]);
cp += 2,
if (changes & TCP_PUSH BI T)
th->th flags |= TH PUSH;
el se
th->th_flags & ~TH_PUSH,

/*
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* Fix up the state’s ack, seq, urg and win fields based on the
* changenask.
*/
switch (changes & SPECI ALS MASK) {
case SPECI AL_I:
{
register u_int i = ntohs(cs->cs_ip.ip_len) - cs->cs_hlen;
th->th_ack = htonl (ntohl (th->th_ack) + i);
th->th_seq = htonl (ntohl (th->th_seq) + i);
}

br eak;

case SPECI AL_D:

th->th_seq = htonl (ntohl (th->th_seq) + ntohs(cs->cs_ip.ip_Ilen)
- cs->cs_hlen);
br eak;
defaul t:

if (changes & NEWU) {
th->th_flags |= TH URG
DECODEU( t h- >t h_ur p)
} else
th->th flags & ~TH URG
i f (changes & NEW W
DECODES( t h- >t h_wi n)
if (changes & NEW A)
DECODEL( t h- >t h_ack)
if (changes & NEWS)
DECODEL(t h->t h_seq)
br eak;
}
/* Update the IP ID */
if (changes & NEW)
DECODES(cs->cs_ip.ip_id)
el se
cs->cs_ip.ip_id = htons(ntohs(cs->cs_ip.ip_id) + 1);

At this point, cp points to the first byte of data in the packet.
If we're not aligned on a 4-byte boundary, copy the data down so
the IP & TCP headers will be aligned. Then back up cp by the
TCP/ 1 P header |length to make room for the reconstructed header (we
assune the packet we were handed has enough space to prepend 128
bytes of header). Adjust the lenth to account for the new header
& fill in the IP total |ength.

/

len -= (cp - bufp);

if (len < 0)

/*

* we nmust have dropped some characters (crc shoul d detect

* this but the old slip fram ng won’'t)

0% k3 X X 3k X %
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*/
got o bad;

if ((int) cp & 3) {
if (len > 0)
OVBCOPY(cp, (int) cp & ~3, len);
cp = (u_char *) ((int) cp & ~3);

cp -= cs->cs_hlen;

|l en += cs->cs_hl en;
cs->cs_ip.ip_len = htons(len);
BCOPY(&cs->cs_ip, cp, cs->cs_hlen);

/* reconpute the ip header checksum */
{
regi ster u_short *bp = (u_short *) cp;
for (changes = 0; hlen > 0; hlen -= 2)
changes += *bp++;

changes = (changes & Oxffff) + (changes >> 16);
changes = (changes & Oxffff) + (changes >> 16);

((struct ip *) cp)->i p_sum = ~changes;

return (cp);

bad:
comp->flags | = SLF_TGCSS;
return ((u_char *) 0);

}

Jacobson
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A4 Initialization

This routine initializes the state structure for both the transmt and
recei ve halves of sonme serial line. 1t nmust be called each tine the
line is brought up

voi d
sl _conpress_init(conp)

struct sl conpress *conp;
{

register u_int i;
register struct cstate *tstate = conp->tstate;

/*
* Clean out any junk left fromthe last tine |ine was used.
*/

bzero((char *) conp, sizeof(*com));

/*

* Link the transmt states into a circular list.
*/

for (i = MAX_STATES - 1; i > 0; --i) {

tstate[i].cs_ id =1i;
tstate[i].cs_next = & state[i - 1];

}

tstate[0].cs_next = &t state[ MAX STATES - 1];

tstate[0].cs_id = O;

comp->l ast _cs = &t state[O0];

/*

* Make sure we don't accidentally do Cl D conpression
* (assunmes MAX STATES < 255).

*/
comp- >l ast _recv

= 255;
comp->l ast_xmt = 255;

A.5 Berkel ey Uni x dependenci es

Note: The following is of interest only if you are trying to bring the
sanpl e code up on a systemthat is not derived from 4BSD (Berkel ey
Uni x) .

The code uses the normal Berkeley Unix header files (from
fusr/include/netinet) for definitions of the structure of IP and TCP
headers. The structure tags tend to foll ow the protocol RFCs closely
and shoul d be obvious even if you do not have access to a 4BSD
system / 48/

48. In the event they are not obvious, the header files (and all the
Ber kel ey networ ki ng code) can be anonynous ftp’d from host
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The macro BCOPY(src, dst, ant) is invoked to copy ant bytes fromsrc to
dst. In BSD, it translates into a call to bcopy. |If you have the

m sfortune to be running SystemV Unix, it can be translated into a cal
to nencpy. The nmacro OVBCOPY(src, dst, amt) is used to copy when src
and dst overlap (i.e., when doing the 4-byte alignnent copy). In the
BSD kernel, it translates into a call to ovbcopy. Since AT&T botched
the definition of mencpy, this should probably translate into a copy

| oop under System V.

The nmacro BCVP(src, dst, ant) is invoked to conpare ant bytes of src and
dst for equality. In BSD, it translates into a call to bcnp. In
SystemV, it can be translated into a call to nencnp or you can wite a
routine to do the conpare. The routine should return zero if all bytes
of src and dst are equal and non-zero ot herw se.

The routine ntohl (dat) converts (4 byte) |long dat fromnetwork byte
order to host byte order. On a reasonable cpu this can be the no-op
nMacr o:

#def i ne ntohl (dat) (dat)

On a Vax or IBMPC (or anything with Intel byte order), you will have to
define a nacro or routine to rearrange hytes.

The routine ntohs(dat) is like ntohl but converts (2 byte) shorts
instead of longs. The routines htonl (dat) and htons(dat) do the inverse
transform (host to network byte order) for |ongs and shorts.

A struct nbuf is used in the call to sl _conpress_tcp because that
routine needs to nodify both the start address and length if the

i ncom ng packet is conpressed. In BSD, an nbuf is the kernel’s buffer
managenent structure. |f other systems, the follow ng definition should
be sufficient:

struct nbuf {
u char *moff; /* pointer to start of data */
i nt mlen; /* length of data */

b
#define nmtod(m t) ((t)(m>moff))

ucbar pa. berkel ey. edu, files pub/4.3/tcp.tar and pub/4.3/inet.tar
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B Conpatibility with past m stakes

When conbined with the nodern PPP serial line protocol[9], the use of
header conpression is autonmatic and invisible to the user
Unfortunately, many sites have existing users of the SLIP described in
[12] which doesn't allow for different protocol types to distinguish
header conpressed packets from | P packets or for version nunbers or an
option exchange that could be used to automatically negoti ate header
conpr essi on.

The author has used the following tricks to all ow header conpressed SLIP
to interoperate with the existing servers and clients. Note that these
are hacks for conpatibility with past nistakes and shoul d be offensive
to any right thinking person. They are offered solely to ease the pain
of running SLIP while users wait patiently for vendors to rel ease PPP

B.1 Living without a framing ‘type’ byte

The bizarre packet type nunbers in sec. A1 were chosen to allow a
‘packet type’ to be sent on lines where it is undesirable or inpossible
to add an explicit type byte. Note that the first byte of an | P packet
al ways contains ‘4" (the IP protocol version) in the top four bits. And
that the nmost significant bit of the first byte of the conpressed header
is ignored. Using the packet types in sec. A1, the type can be encoded
in the nost significant bits of the outgoing packet using the code

p->dat[0] |= sl _conpress_tcp(p, conp);
and decoded on the receive side by

if (p->dat[0] & 0x80)
type = TYPE_COWPRESSED TCP
else if (p->dat[0] >= 0x70) {
type = TYPE_UNCOWPRESSED TCP
p->dat[ 0] &=~ 0x30;
} else
type = TYPE IP
status = sl _unconpress_tcp(p, type, conp);

B.2 Backwards conpatible SLIP servers

The SLIP described in [12] doesn't include any mechani smthat could be
used to automatically negotiate header conpression. It would be nice to
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all ow users of this SLIP to use header conpression but, when users of
the two SLIP varients share a common server, it would be annoyi ng and
difficult to manually configure both ends of each connection to enable
conpression. The follow ng procedure can be used to avoid nanua
configuration.

Since there are two types of dial-in clients (those that inplenent
conmpression and those that don’t) but one server for both types, it’'s
clear that the server will be reconfiguring for each new client session
but clients change configuration seldomif ever. |f manua

configuration has to be done, it should be done on the side that changes
infrequently --- the client. This suggests that the server should
sonehow |l earn fromthe client whether to use header conpression

Assum ng synmetry (i.e., if compression is used at all it should be used
both directions) the server can use the receipt of a compressed packet
fromsone client to indicate that it can send conpressed packets to that
client. This leads to the follow ng algorithm

There are two bits per line to control header conpression: allowed and
on. |If onis set, conpressed packets are sent, otherw se not. |If

all owed is set, conpressed packets can be received and, if an
UNCOVPRESSED TCP packet arrives when on is clear, on will be set./49/

If a conpressed packet arrives when allowed is clear, it will be

i gnor ed.

Clients are configured with both bits set (allowed is always set if on
is set) and the server starts each session with allowed set and on
clear. The first conpressed packet fromthe client (which nust be a
UNCOVPRESSED TCP packet) turns on conpression for the server

49. Since [12] frami ng doesn't include error detection, one should be
careful not to ‘false trigger’ conpression on the server. The
UNCOVPRESSED_TCP packet shoul d checked for consistency (e.g., IP
checksum correctness) before conpression is enabled. Arrival of
COVWPRESSED TCP packets shoul d not be used to enabl e conpression
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C More aggressive conpression

As noted in sec. 3.2.2, easily detected patterns exist in the stream of
conpressed headers, indicating that nore conpression could be done.
Woul d this be worthwhil e?

The average conpressed datagram has only seven bits of header./50/ The
fram ng nust be at |east one bit (to encode the ‘type’) and will
probably be nore like two to three bytes. In nobst interesting cases
there will be at | east one byte of data. Finally, the end-to-end
check---the TCP checksum --nust be passed through unnodified./51/

The fram ng, data and checksumw Il remain even if the header is

compl etely conpressed out so the change in average packet size is, at
best, four bytes down to three bytes and one bit --- roughly a 25%

i mprovenent in delay./52/ While this may seemsignificant, on a 2400
bps line it neans that typing echo response takes 25 rather than 29 ns.
At the present stage of human evolution, this difference is not

det ect abl e.

However, the author sheepishly admits to perverting this conpression
schene for a very special case data-acquisition problem W had an

i nstrument and control package floating at 200KV, comrunicating with
ground level via a telenmetry system For many reasons (nultiplexed
communi cation, pipelining, error recovery, availability of well tested
i mpl ementations, etc.), it was convenient to talk to the package using
TCP/ 1 P. However, since the prinary use of the telenetry |ink was data
acquisition, it was designed with an uplink channel capacity <0.5%the
downlink’s. To neet application delay budgets, data packets were 100
bytes and, since TCP acks every other packet, the relative uplink
bandwi dth for acks is a/200 where ‘a’ is the total size of ack packets.
Using the scheme in this paper, the smallest ack is four bytes which
woul d inply an uplink bandwi dth 2% of the downlink. This wasn't

50. Tests run with several mllion packets froma nixed traffic |oad
(i.e., statistics kept on a year’s traffic fromnmy home to work) show
that 80% of packets use one of the two special encodings and, thus, the
only header is the change nask.

51. If soneone tries to sell you a schene that conpresses the TCP
checksum ‘ Just say no’. Sone poor fool has yet to have the sad
experience that reveals the end-to-end argunent is gospel truth. Wrse,
since the fool is subverting your end-to-end error check, you may pay
the price for this education and they will be none the wiser. What does
it profit a man to gain two byte tinmes of delay and | ose peace of m nd?

52. Note again that we nust be concerned about interactive delay to be
making this argunment: Bulk data transfer performance will be domi nated
by the tine to send the data and the difference between three and four
byt e headers on a datagram containing tens or hundreds of data bytes is,
practically, no difference.
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possi ble so we used the schene described in footnote 15: |If the first
bit of the frame was one, it meant ‘sane conpressed header as | ast
time’. Oherwise the next two bits gave one of the types described in

sec. 3.2. Since the link had excellent forward error correction and
traffic nade only a single hop, the TCP checksum was conpressed out
(blush!) of the ‘sanme header’ packet types/53/ so the total header size
for these packets was one bit. Over several nonths of operation, nore
than 99% of the 40 byte TCP/I P headers were conpressed down to one
bit./54/

D Security Considerations
Security considerations are not addressed in this meno.
E Author’s address

Address: Van Jacobson
Real Tinme Systens G oup
Mai | Stop 46A
Law ence Berkel ey Laboratory
Ber kel ey, CA 94720

Phone: Use email (author ignores his phone)

EMai | : van@el i os. ee. | bl . gov

53. The checksum was re-generated in the deconpressor and, of course,
the ‘toss’ logic was nmade consi derably nore aggressive to prevent error
propagati on.

54. W have heard the suggestion that ‘real-tinme’ needs require
abandoning TCP/IP in favor of a ‘light-weight’ protocol with smaller
headers. It is difficult to envision a protocol that averages |ess than
one header bit per packet.
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