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Cryptography (ECC) as they were defined in sonme seminal references
from 1994 and earlier. These descriptions may be useful for

i mpl ementing the fundanental al gorithnms wi thout using any of the
speci ali zed nethods that were developed in follow ng years. Only
elliptic curves defined over fields of characteristic greater than
three are in scope; these curves are those used in Suite B.
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1. Introduction

ECC is a public-key technology that offers performance advantages at
hi gher security levels. It includes an elliptic curve version of the
Diffie-Hell man key exchange protocol [DH1976] and elliptic curve
versions of the El Gamal Signature Al gorithm[E1985]. The adoption of
ECC has been sl ower than had been antici pated, perhaps due to the

| ack of freely available nornmative docunments and uncertainty over
intellectual property rights.

This note contains a description of the fundanental algorithms of ECC
over finite fields with characteristic greater than three, based
directly on original references. Its intent is to provide the
Internet community with a summary of the basic al gorithns that
predate any specialized or optimzed algorithms. The summary is
detail ed enough for use as a normative reference. The origina
descriptions and notations were foll owed as cl osely as possible.

There are several standards that specify or incorporate ECC

al gorithms, including the Internet Key Exchange (1 KE), ANSI X9.62,
and | EEE P1363. The algorithnms in this note can interoperate with
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some of the algorithnms in these standards, with a suitable choice of
paraneters and options. The specifics are item zed in Section 7

The rest of the note is organized as follows. Sections 2.1, 2.2, and
2.3 furnish the necessary term nol ogy and notation from nodul ar
arithmetic, group theory, and the theory of finite fields,
respectively. Section 3 defines the groups based on elliptic curves
over finite fields of characteristic greater than three. Section 4
presents the fundamental Elliptic Curve Diffie-Hellnmn (ECDH)
algorithm Section 5 presents elliptic curve versions of the El Ganal
signature nethod. The representation of integers as octet strings is
specified in Section 6. Sections 2 through 6, inclusive, contain al
of the normative text (the text that defines the normfor

i mpl ementations conformng to this specification), and all of the
followi ng sections are purely informative. Interoperability is

di scussed in Section 7. Validation testing is described in

Section 8. Section 9 reviews intellectual property issues.

Section 10 summari zes security considerations. Appendix B describes
random nunber generation, and ot her appendi ces provide clarifying
detail s.

1.1. Conventions Used in This Documnent
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in Appendi x A

2. Mathematical Background

This section reviews mathenatical prelininaries and establishes
term nol ogy and notation that are used bel ow.

2. 1. Modul ar Arithnmetic

This section reviews nodular arithnmetic. Two integers x and y are
said to be congruent modulo n if x - y is an integer multiple of n

Two integers x and y are coprine when their greatest comon divisor
is 1, inthis case, there is no third nunber z > 1 such that z
divides x and z divides vy.

The set zgq ={ 0, 1, 2, ..., g-1} is closed under the operations of
modul ar addi ti on, nodul ar subtraction, modular multiplication, and
modul ar i nverse. These operations are as foll ows.

For each pair of integers a and b in Zg, a + b nod q is equal to
a+bif a+b<gqg, andis equal to a + b - g otherw se
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For each pair of integers a and b in Zg, a - b nod q is equal to
a-bif a- b>0, and is equal to a - b + q otherw se.

For each pair of integers a and b in Zg, a * b nod q is equal to
the remainder of a * b divided by q.

For each integer x in Zq that is coprime with q, the inverse of x
modul o g is denoted as 1/x nmod g, and can be computed using the
ext ended Euclidean al gorithm (see Section 4.5.2 of [K1981v2], for
exanpl e).

Al gorithms for these operations are well known; for instance, see
Chapter 4 of [K1981v2].

2.2. Goup Operations

Thi s section establishes sone term nol ogy and notation for
mat hemat i cal groups, which are needed | ater on. Background
ref erences abound; see [D1966], for exanple.

A group is a set of elenments G together with an operation that

conbi nes any two elenments in Gand returns a third elenment in G The
operation is denoted as * and its application is denoted as a * b,
for any two elements a and b in G The operation is associative,

that is, for all a, b, and c in G a * (b * c¢) is identical to (a *
b) * ¢c. Repeated application of the group operation N-1 tines to the
element a is denoted as a"N, for any elenent a in G and any positive
integer NN That is, a®2 = a * a, a3 =a * a * a, and so on. The
associativity of the group operation ensures that the conputation of
a"n is unanbi guous; any grouping of the terns gives the sane result.

The above definition of a group operation uses multiplicative
notation. Sometines an alternative called additive notation is used,
inwhich a* bis denoted as a + b, and a®N is denoted as N* a. In
multiplicative notation, a®N is called exponentiation, while the
equi val ent operation in additive notation is called scal ar

mul tiplication. |In this docunment, nultiplicative notation is used

t hroughout for consistency. Appendix E elucidates the correspondence
bet ween the two notations.

Every group has a special elenent called the identity el enent, which
we denote as e. For each elenent ain G e* a=a®* e =a. By
convention, a*0 is equal to the identity element for any a in G

Every group elenent a has a unique inverse elenment b such that
a*b=Db*a=e The inverse of ais denoted as a*-1 in
multiplicative notation. (In additive notation, the inverse of ais
denoted as -a.)
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For any positive integer X, a*(-X) is defined to be (a*-1)"(X
Using this convention, exponentiation behaves as one woul d expect,
nanely for any integers X and Y:

ar(X+Y) = (arXx)*(any)
ar(XY) = (ary)~X

In cryptographic applications, one typically deals with finite groups
(groups with a finite nunber of elenents), and for such groups, the
nunber of elements of the group is also called the order of the
group. A group elenent a is said to have finite order if a*"X = e for
some positive integer X, and the order of a is the smallest such X

If no such X exists, ais said to have infinite order. Al elenents
of a finite group have a finite order, and the order of an element is
al ways a divisor of the group order.

(arX) "y

If a group elenent a has order R, then for any integers X and Y,
arX = a®(X nod R),
a*X = a*Y if and only if X is congruent to Y nod R,

the set H={ a, a2, a3, ... , a"R=e } fornms a subgroup of G
called the cyclic subgroup generated by a, and a is said to be a
generator of H.

Typically, there are several group el enents that generate H  Any
group elenent of the forma™™M with Mrelatively prine to R also
generates H  Note that a®Mis equal to g"(Mnmodulo R) for any non-
negative integer M

G ven the element a of order R, and an integer i between 1 and R 1
inclusive, the elenment a”i can be conputed by the "square and

mul tiply" method outlined in Section 2.1 of [ML983] (see al so Knuth,
Vol . 2, Section 4.6.3), or other nethods.

2.3. The Finite Field Fp

This section establishes term nology and notation for finite fields
with prine characteristic.

When p is a prinme nunber, then the set Zp, with the addition,
subtraction, multiplication, and division operations, is a finite
field with characteristic p. Each nonzero elenment x in Zp has an
inverse 1/x. There is a one-to-one correspondence between the

i ntegers between zero and p-1, inclusive, and the elenents of the
field. The field Zp is sonetinmes denoted as Fp or GF(p).
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Equations involving field elements do not explicitly denote the "nod
p" operation, but it is understood to be inplicit. For exanple, the
statement that x, y, and z are in Fp and

Z =X +y

is equivalent to the statenent that x, y, and z are in the set
{01, ..., p-1} and

z =X +y nod p.
3. Eliptic Curve G oups

This note only covers elliptic curves over fields with characteristic
greater than three; these are the curves used in Suite B [SuiteB].

For other fields, the definition of the elliptic curve group would be
different.

An elliptic curve over a field Fp is defined by the curve equation
yh2 = x"3 + a*x + b,

where x, y, a, and b are elenents of the field Fp [ ML985], and the
discrimnant is nonzero (as described in Section 3.3.1). A point on
an elliptic curve is a pair (x,y) of values in Fp that satisfies the
curve equation, or it is a special point (@@ that represents the
identity elenent (which is called the "point at infinity"). The
order of an elliptic curve group is the nunber of distinct points.

Two elliptic curve points (x1,yl) and (x2,y2) are equal whenever
x1=x2 and yl=y2, or when both points are the point at infinity. The
i nverse of the point (x1,yl) is the point (x1,-yl). The point at
infinity is its own inverse

The group operation associated with the elliptic curve group is as
follows [BCL989]. To an arbitrary pair of points P and Q specified
by their coordinates (x1,yl) and (x2,y2), respectively, the group
operation assigns a third point PPQw th the coordi nates (x3,y3).
These coordi nates are conputed as foll ows:

(x3,y3) = (@@ when Pis not equal to Q and x1 is equal to x2.
X3 ((y2-yl)/(x2-x1))"2 - x1 - x2 and

y3 (x1-x3)*(y2-y1)/(x2-x1) - yl1 when P is not equal to Q and
x1 is not equal to x2.

(x3,y3) = (@@ when Pis equal to Qand yl is equal to O.
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X3 ((3*x1"2 + a)/(2*y1))~2 - 2*x1 and
y3 (x1-x3)*(3*x1"2 + a)/(2*yl) - ylif Pis equal to Qand yl is
not equal to O.

In the above equations, a, x1, x2, x3, yl, y2, and y3 are el enments of
the field Fp; thus, conputation of x3 and y3 in practice nust reduce
the right-hand-side nodulo p. Pseudocode for the group operation is
provided in Appendix F.1

The representation of elliptic curve points as a pair of integers in
Zp is known as the affine coordinate representation. This
representation is suitable as an external data representation for
communi cating or storing group el enments, though the point at infinity
must be treated as a special case.

Sone pairs of integers are not valid elliptic curve points. Awvalid
pair will satisfy the curve equation, while an invalid pair will not.

3.1. Honogeneous Coordi nates

An alternative way to inplenent the group operation is to use
honogeneous coordi nates [K1987] (see also [ KMOV1991]). This nethod
is typically nore efficient because it does not require a nodul ar

i nversion operation.

An elliptic curve point (x,y) (other than the point at infinity
(@@) is equivalent to a point (X Y,2Z) in honogeneous coordi nates
whenever x=X/Z nmod p and y=Y/Z nod p.

Let P1=(X1, Y1, Z1) and P2=(X2,Y2,Z2) be points on an elliptic curve,
and suppose that the points P1 and P2 are not equal to (@@, Pl is
not equal to P2, and P1 is not equal to P2*-1. Then the product
P3=(X3,Y3,23) = P1 * P2 is given by

X3 =v * (Z22* (Z1 * ur2 - 2 * X1 * v*2) - v*3) nod p
Y3 =22 * (3* X1 *u*v*2 - YL* yr3 - Z1L * u*3) +u * v*3 nod p
Z3 = v~3 * Z1 * Z2 nod p

where u = Y2 * Z1 - Y1 * Z2 nod p and v = X2 * Z1 - X1 * Z2 nod p.
When the points P1 and P2 are equal, then (X1/Z1, Y1/Z1) is equal to

(X2/z2, Y2/Z72), which is true if and only if u and v are both equa
to zero.
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The product P3=(X3,Y3,Z3) = P1 * P1 is given by
X3 =2*VY1L*Z1* (w2 - 8* XL * Y12 * Z1) nod p

Y3 =4* Y1r2 * 71 * (3 * w* XL - 2 * YIr2 * Z1) - w3 nod p

Z3 =8 * (YL * Z1)*3 nod p

where w =3 * X1"2 + a * Z1"2 nmod p. |In the above equations, a, u,
v, w, X1, X2, X3, Y1, Y2, Y3, Z1, Z2, and Z3 are integers in the set
Fp. Pseudocode for the group operation in honbgeneous coordinates is
provided in Appendix F. 2.
When converting from affine coordi nates to honbgeneous coordi nates,
it is convenient to set Zto 1. \Wen converting from honogeneous
coordinates to affine coordinates, it is necessary to performa
nmodul ar inverse to find 1/Z nod p.

3.2. O her Coordinates

Sone ot her coordi nate systens have been described; several are
docunented in [ CCLl986], including Jacobi coordinates.

3.3. ECC Paraneters

In cryptographic contexts, an elliptic curve paraneter set consists
of a cyclic subgroup of an elliptic curve together with a preferred
generator of that subgroup. Wien working over a prine order finite
field with characteristic greater than three, an elliptic curve group
is conpletely specified by the follow ng paraneters:

The prime nunber p that indicates the order of the field Fp

The value a used in the curve equation

The value b used in the curve equation

The generator g of the subgroup.

The order n of the subgroup generated by g.
An exampl e of an ECC paraneter set is provided in Appendix D
Par amet er generation is out of scope for this note.
Each elliptic curve point is associated with a particul ar paraneter

set. The elliptic curve group operation is only defined between two
points in the same group. It is an error to apply the group
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operation to two elenments that are fromdifferent groups, or to apply
the group operation to a pair of coordinates that is not a valid
point. (A pair (x,y) of coordinates in Fp is a valid point only when
it satisfies the curve equation.) See Section 10.3 for further

i nfornation.

3.3. 1. Di scri m nant

For each elliptic curve group, the discrimnant -16*(4*a”"3 + 27*b"2)
nmust be nonzero nodulo p [S1986]; this requires that

4*an3 + 27*p”2 1= 0 nod p.
3.3.2. Security

Security is highly dependent on the choice of these paraneters. This
section gives nornmative gui dance on acceptabl e choices. See also
Section 10 for informative gui dance

The order of the group generated by g MJUST be divisible by a | arge
prime, in order to preclude easy solutions of the discrete |ogarithm
probl em [ K1987] .

Wth sonme paraneter choices, the discrete |log problemis
significantly easier to solve. This includes paraneter sets in which
b=0andp =3 (nod 4), and paraneter sets in which a = 0 and

p =2 (npd 3) [MOW1993]. These paraneter choices are inferior for
crypt ographi ¢ purposes and SHOULD NOT be used.

4. Elliptic Curve Diffie-Hell man ( ECDH)

The Diffie-Hell man (DH) key exchange protocol [DH1976] allows two
parties conmuni cati ng over an insecure channel to agree on a secret
key. It was originally defined in terns of operations in the

mul tiplicative group of a field with a large prine characteristic.
Massey [ ML983] observed that it can be easily generalized so that it
is defined in terns of an arbitrary cyclic group. MIller [M985] and
Koblitz [K1987] analyzed the DH protocol over an elliptic curve
group. W describe DH follow ng the forner reference.

Let G be a group, and g be a generator for that group, and let t
denote the order of G The DH protocol runs as follows. Party A
chooses an exponent j between 1 and t-1, inclusive, uniformy at
random conputes g”j, and sends that element to B. Party B chooses
an exponent k between 1 and t-1, inclusive, uniformy at random
conmputes g™k, and sends that elenent to AL Each party can conpute
gM(j*k); party A conputes (g*k)”j, and party B conputes (g”"j)"k
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4.

4.

5

5.

See Appendi x B regardi ng generation of randomintegers.
1. Data Types

Each run of the ECDH protocol is associated with a particul ar
paraneter set (as defined in Section 3.3), and the public keys g"j
and gk and the shared secret g~(j*k) are elenments of the cyclic
subgroup associated with the paraneter set.

An ECDH private key z is an integer in Zt, where t is the order of
t he subgroup.

2. Conpact Representation

As described in the final paragraph of [ML985], the x-coordinate of
the shared secret value g™(j*k) is a suitable representative for the
entire point whenever exponentiation is used as a one-way function

In the ECDH key exchange protocol, after the elenment g~(j*k) has been
comput ed, the x-coordinate of that value can be used as the shared
secret. W call this conpact output.

Fol | owi ng [ ML985] agai n, when conpact output is used in ECDH, only
the x-coordinate of an elliptic curve point needs to be transnitted,
i nstead of both coordinates as in the typical affine coordinate
representation. We call this the conpact representation. |Its

mat hemat i cal background is explained in Appendi x C

ECDH can be used with or wi thout conpact output. Both parties in a
particular run of the ECDH protocol MJST use the sane nethod. ECDH
can be used with or without conpact representation. |If conpact
representation is used in a particular run of the ECDH protocol, then
compact out put MJST be used as well.

Elliptic Curve El Gamal Signatures
1. Background

The El Gamal signature algorithmwas introduced in 1984 [ E1984a]

[ E1984b] [E1985]. It is based on the discrete |ogarithm problem and
was originally defined for the nultiplicative group of the integers
modul o a large prime nunber. It is straightforward to extend it to

use other finite groups, such as the multiplicative group of the
finite field G-(2*"w) [AW1990] or an elliptic curve group [A1992].

An El Garmal signature consists of a pair of conponents. There are
many possi bl e generalizations of El Ganmal signature nethods that have
been obtai ned by different rearrangenents of the equation for the
second conponent; see [ HW1994], [HP1994], [NR1994], [A1992], and
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[ AW1990]. These generalizations are independent of the mathematica
group used, and have been described for the multiplicative group
modul o a prine nunber, the multiplicative group of G~(2”w), and
elliptic curve groups [ HW1994] [ NR1994] [ AMW1990] [ A1992].

The Digital Signature Al gorithm (DSA) [FIPS186] is an inportant
El Garal signature variant.

5. 2. Hash Functi ons

El Gamal signatures nust use a collision-resistant hash function, so
that it can sign nmessages of arbitrary length and can avoid

exi stential forgery attacks; see Section 10.4. (This is true for al
El Garal variants [HW1994].) W denote the hash function as h().
Its input is a bit string of arbitrary length, and its output is a
non- negati ve integer

Let H() denote a hash function whose output is a fixed-length bit
string. To use Hin an El Gamal signature nmethod, we define the
mappi ng between that output and the non-negative integers; this
realizes the function h() described above. Gven a bit string m the
function h(n) is conputed as foll ows:

1. H(m is evaluated; the result is a fixed-length bit string.

2. Convert the resulting bit string to an integer i by treating its

leftnost (initial) bit as the nost significant bit of i, and
treating its rightnost (final) bit as the |east significant bit
of 1i.

5.3. KT-1V Signatures

Koyarma and Tsuruoka described a signature nethod based on Elliptic
Curve El Gamal, in which the first signature conponent is the

x-coordinate of an elliptic curve point reduced nodul o q [ KT1994].
In this section, we recall that method, which we refer to as KT-1V.

The al gorithmuses an elliptic curve group, as described in

Section 3.3, with prime field order p and curve equation paraneters a
and b. W denote the generator as al pha, and the order of the
generator as q. W follow [FIPS186] in checking for exceptional
cases.

5.3.1. Keypair Ceneration
The private key z is an integer between 1 and g-1, inclusive,

generated uniformy at random (See Appendi x B regardi ng random
integers.) The public key is the group elenent Y = al pha®z. Each
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public key is associated with a particul ar parameter set as per
Section 3. 3.

5. 3.

Si gnature Creation

To conpute a KT-1V signature for a message musing the private key z:

1.

5.

Choose an integer k uniformy at randomfromthe set of all
integers between 1 and g-1, inclusive. (See Appendix B regarding
random i nt egers.)

Calculate R = (r_x, r_y) = al pha”k.
Calculate s1 =r_x nod q.

Check if h(m +z * s1 =0 nod q; if so, a new value of k MJST be
generated and the signature MJST be recal culated. As an option,
one MAY check if s1 =0; if so, a new value of k SHOULD be
generated and the signature SHOULD be recal culated. (It is
extrenmely unlikely that s1 = 0 or h(m +z * s1 =0nod qif
signatures are generated properly.)

Calculate s2 = k/(h(m + z*sl) nod q.

The signature is the ordered pair (sl, s2). Both signature
components are non-negative integers.

5. 3.

Signature Verification

G ven the nessage m the generator g, the group order g, the public
key Y, and the signature (sl1, s2), verification is as foll ows:

1.

Check to see that 0 < sl < g and 0 <s2 < q; if either condition
is violated, the signature SHALL be rejected.

Conput e the non-negative integers ul and u2, where
ul = h(m * s2 nod g, and
u2 = sl1 * s2 nod q.
Conpute the elliptic curve point R = al pha®ul * Y~u2.
If the x-coordinate of R nod q is equal to sl1l, then the

signature and nessage pass the verification; otherw se, they
fail.

MG ew, et al. I nf or mat i onal [ Page 13]



RFC 6090 Fundanent al ECC February 2011

5.4. KT-1 Signatures
Horster, Mchels, and Petersen categorized many different El Gama
signature net hods, denonstrated their equival ence, and showed how to
convert signatures of one type to another type [HW1994]. In their
term nol ogy, the signature nethod of Section 5.3 and [KT1994] is a
Type 1V nmethod, which is why it is denoted as KT-1V.
A Type | KT signature nmethod has a second conponent that is computed
in the sane manner as that of the Digital Signature Algorithm In
this section, we describe this nmethod, which we refer to as KT-|I
5.4.1. Keypair Generation
Keypai rs and keypair generation are exactly as in Section 5.3.1
5.4.2. Signature Creation
To conpute a KT-1 signature for a nessage musing the private key z:
1. Choose an integer k uniformy at randomfromthe set of all
integers between 1 and g-1, inclusive. (See Appendi x B regarding
random i nt egers.)
2. Calculate R = (r_x, r_y) = al pha”k.
3. Calculate s1 =r_x nod q.

4. Calculate s2 (h(m + z*s1)/k nod ¢

5. As an option, one MAY check if s1 = 0 or s2 = 0. |If either
sl =0 or s2 =0, a new value of k SHOULD be generated and the
si gnature SHOULD be recalculated. (It is extrenely unlikely that
sl =0 or s2 =0 if signatures are generated properly.)

The signature is the ordered pair (sl, s2). Both signature
components are non-negative integers.

5.4.3. Signature Verification

G ven the nessage m the public key Y, and the signature (sl1, s2),
verification is as foll ows:

1. Check to see that 0 < sl <qgqand 0 <s2 <gq; if either condition
is violated, the signature SHALL be rejected.

2. Compute s2 inv = 1/s2 nod q.
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3. Conpute the non-negative integers ul and u2, where
ul = h(m * s2_inv nod q, and
u2 = sl1 * s2 inv nod q.
4. Conpute the elliptic curve point R = al pha®ul * Y*u2.

5. If the x-coordinate of R nmod q is equal to sl1, then the
signature and nessage pass the verification; otherw se, they
fail

5.5. Converting KT-1V Signatures to KT-1 Signatures

A KT-1V signature for a nessage mand a public key Y can easily be
converted into a KT-1 signature for the sane nessage and public key.
If (sl1l, s2) is a KT-1V signature for a nessage m then

(sl, 1/s2 nod q) is a KT-1 signature for the same nessage [ HWP1994].

The conversion operation uses only public information, and it can be
performed by the creator of the pre-conversion KT-1V signhature, the
verifier of the post-conversion KT-1 signature, or by any other
entity.

An i nmpl enentation MAY use this method to compute KT-1 signatures.
5.6. Rationale

Thi s subsection is not normative for this specification and is
provi ded only as background i nfornation.

[ HVP1994] presents many generalizations of El Ganal signatures.
Equation (5) of that reference shows the general signature equation

A=xA* B+k?* C(nod Q)

where x_A is the private key, k is the secret value, and A, B, and C
are determ ned by the Type of the equation, as shown in Table 1 of

[ HVP1994]. DSA [FIPS186] is an EG1.1 signature nethod (as is KT-1),
with A=m B=-r, and C=s. (Here we use the notation of

[ HMP1994] in which the first signature conponent is r and the second
signature conponent is s; in KT-1 and KT-1V these conponents are
denoted as s1 and s2, respectively. The private key x_A corresponds
to the private key z.) |Its signature equation is

m=-r * z+s * k (nod q).
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The signature nethod of [KT1994] and Section 5.3 is an EGIV. 1
method, with A= m* s, B=-r * s, C=1. |Its signhature equation is

m*s =-r *s * z+ k (nod q)

The functions f and g nentioned in Table 1 of [HWP1994] are nerely
mul tiplication, as described under the heading "Fifth
general i zation".

In the above equations, we rely on the inplicit conversion of the
message mfroma bit string to an integer. No hash function is shown
in these equations, but, as described in Section 10.4, a hash
function should be applied to the nessage prior to signing in order
to prevent existential forgery attacks.

Nyberg and Rueppel [NR1994] studied many different El Gamal signature
met hods and defined "strong equi val ence"” as foll ows:

Two signature nethods are called strongly equivalent if the
signature of the first schene can be transforned efficiently into
signatures of the second schene and vice versa, w thout know edge
of the private key.

KT-1 and KT-1V signatures are obviously strongly equival ent.

A valid signature with s2=0 | eaks the secret key, since in that case
z =-h(m / s1 mod q. W follow [FIPS186] in checking for this
exceptional case and the case that s1=0. The s2=0 check was
suggested by Rivest [R1992] and is discussed in [BS1992].

[ KT1994] uses "a positive integer q that does not exceed " when
computing the signature conmponent sl fromthe x-coordinate r_x of the
elliptic curve point R= (r_x, r_y). The value q is also used
during signature validation when conparing the x-coordinate of a
conmputed elliptic curve point to the value to s1. In this note, we
use the sinplifying convention that g = q.

6. Converting between Integers and Cctet Strings

A method for the conversion between integers and octet strings is
specified in this section, followi ng the established conventions of
public key cryptography [R1993]. This nethod allows integers to be
represented as octet strings that are suitable for transm ssion or
storage. This method SHOULD be used when representing an elliptic
curve point or an elliptic curve coordinate as they are defined in
this note.
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6.1. Cctet-String-to-Integer Conversion
The octet string S shall be converted to an integer x as follows.
Let S1, ..., Sk be the octets of Sfromfirst to last. Then the
integer x shall satisfy
k
x = SUM 27°(8(k-i)) Si
i =1

In other words, the first octet of S has the npbst significance in the
integer and the last octet of S has the |east significance.

Note: the integer x satisfies 0 <= x < 2"(8%*k).
6.2. Integer-to-Cctet-String Conversion

The integer x shall be converted to an octet string S of length k as
follows. The string S shall satisfy

k
y = SUM 27(8(k-i)) Si
i =1
where S1, ..., Sk are the octets of S fromfirst to | ast.

In other words, the first octet of S has the npbst significance in the
integer, and the last octet of S has the |east significance.

7. Interoperability

The algorithnms in this note can be used to interoperate with sone
ot her ECC specifications. This section provides details for each
al gorithm

7.1. ECDH

Section 4 can be used with the Internet Key Exchange (I KE) versions
one [ RFC2409] or two [RFC5996]. These algorithnms are conpatible with
the ECP groups defined by [ RFC5903], [RFC5114], [RFC2409], and

[ RFC2412]. The group definition in this protocol uses an affine
coordi nate representation of the public key. [RFC5903] uses the
compact output of Section 4.2, while [ RFC4753] (which was obsol et ed
by RFC 5903) does not. Neither of those RFCs use conpact
representation. Note that some groups indicate that the curve
paraneter "a" is negative; these values are to be interpreted nodul o
the order of the field. For exanple, a paraneter of a = -3 is equa
top- 3, where pis the order of the field. The test cases in
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7

2

Section 8 of [RFC5903] can be used to test an inplenentation; these
cases use the nultiplicative notation, as does this note. The KE
and KEr payl oads are equal to g*j and g™k, respectively, with 64 bits
of encodi ng data prepended to them

The algorithns in Section 4 can be used to interoperate with the | EEE
[ P1363] and ANSI [ X9.62] standards for ECDH based on fields of
characteristic greater than three. |EEE P1363 ECDH can be used in a
manner that will interoperate with this note, with the follow ng
options and paraneter choices fromthat specification

prime curves with a cofactor of 1,

the ECSVDP-DH (Elliptic Curve Secret Value Derivation Primtive,
Diffie-Hell man version),

the Key Derivation Function (KDF) nust be the "identity" function
(equivalently, the KDF step should be onmtted and the shared
secret val ue should be output directly).

KT-1 and ECDSA

The Digital Signature Algorithm (DSA) is based on the discrete

| ogarithm probl em over the multiplicative subgroup of the finite
field with large prime order [DSA1991] [FIPS186]. The Elliptic Curve
Digital Signature Al gorithm (ECDSA) [P1363] [X9.62] is an elliptic
curve version of DSA.

KT-1 is mathematically and functionally equival ent to ECDSA, and can
interoperate with the | EEE [ P1363] and ANSI [ X9.62] standards for
Elliptic Curve DSA (ECDSA) based on fields of characteristic greater
than three. KT-1 signhatures can be verified using the ECDSA
verification algorithm and ECDSA signatures can be verified using
the KT-1 verification algorithm

Validating an | nplementation

It is essential to validate the inplementation of a cryptographic
algorithm This section outlines tests that should be perforned on
the algorithns defined in this note.

A known answer test, or KAT, uses a fixed set of inputs to test an
algorithm the output of the algorithmis conpared with the expected
output, which is also a fixed value. KATs for ECDH and KT-1 are set
out in the follow ng subsecti ons.
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A consi stency test generates inputs for one algorithmbeing tested
using a second algorithmthat is also being tested, then checks the
output of the first algorithm A signature creation algorithmcan be
tested for consistency against a signature verification algorithm

I mpl enent ati ons of KT-1 should be tested in this way. Their
signature generation processes are non-determnistic, and thus cannot
be tested using a KAT. Signature verification algorithms, on the
other hand, are determnistic and should be tested via a KAT. This
combi nation of tests provides coverage for all of the operations,

i ncludi ng keypair generation. Consistency testing should also be
applied to ECDH

8.1. ECDH

An ECDH i npl enent ati on can be validated using the known answer test
cases from[RFC5903] or [RFC5114]. The correspondence between the
notation in RFC 5903 and the notation in this note is summarized in
the following table. (Refer to Sections 3.3 and 4; the generator g
is expressed in affine coordinate representation as (gx, gy)).

T o e m e e e e e e e e e e e e e e me e +
| ECDH | RFC 5903 |
R O +
| order p of field Fp | p |
| curve coefficient a | -3 |
| curve coefficient b | b |
| generator g | 9=(gx, gy) |
| private keys j and k | i and r |
I o= I

public keys g%j, g’k | g

The correspondence between the notation in RFC 5114 and the notation
inthis note is summarized in the follow ng table

O e +
| ECDH | RFC 5114 |
Fom e meeeeeemeecieaaaas Fom e meemeeeeeeeccieeaaaaaa +
| order p of field Fp | p |
| curve coefficient a | a |
| curve coefficient b | b |
| generator g | 9=(gx, gy) I
| group order n | n |
| private keys j and k | dA and dB |
| public keys g"j, gk | g*(dA) = (x_gA, y_gA) and

| | 9"(dB) = (x_gB, y_gB) |
| shared secret g~(j*k) | g*(dA*dB) = (x_Z, y_2) |
O e +
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8.

9

9

2. KT-I
A KT-1 inplementation can be validated using the known answer test
cases from[RFC4754]. The correspondence between the notation in
that RFC and the notation in this note is summarized in the follow ng
tabl e.

Tt Fom e e e oo +

| KT-1 | RFC 4754 |

o e e e e m oo oo o e e e e oo oo +

| order p of field Fp | p |

| curve coefficient a| -3 |

| curve coefficient b | b |

| generator al pha | g |

| group order ¢ | g |

| private key z | w |

| public key Y | g"w = (gwx, gwy) |

| random k | ephempriv k |

| s1 | r |

| s2 | s I

| s2_inv | sinv |

| ul | u = h*sinv nod q

| u2 | v =r*sinv nod q |

o e e e e oo s o e e oo +

Intell ectual Property

Concerns about intellectual property have slowed the adoption of ECC
because a nunber of optinizations and specialized al gorithns have
been patented in recent years.
Al of the normative references for ECDH (as defined in Section 4)
were published during or before 1989, and those for KT-I were
publ i shed during or before May 1994. Al of the normative text for
these algorithns is based solely on their respective references.
1. Disclainmer

Thi s docunent is not intended as | egal advice. Readers are advised
to consult their own |egal advisers if they would like a |l ega
interpretation of their rights.

The | ETF policies and processes regarding intellectual property and
patents are outlined in [RFC3979] and [ RFC4879] and at
https://datatracker.ietf.org/ipr/about/.
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10.

10.

Security Considerations

The security level of an elliptic curve cryptosystemis determ ned by
the cryptanalytic algorithmthat is the | east expensive for an
attacker to inplenent. There are several algorithns to consider

The Pohlig-Hell man method is a divide-and-conquer technique [PH1978].
If the group order n can be factored as

n=9ql*qg2* ... * qz,

then the discrete | og problemover the group can be solved by

i ndependently solving a discrete log problemin groups of order q1l,
g2, ..., gz, then conmbining the results using the Chinese remnai nder
theorem The overall conputational cost is dom nated by that of the
discrete log problemin the subgroup with the | argest order

Shanks’ al gorithm [K1981v3] conputes a discrete logarithmin a group
of order n using Q(sqrt(n)) operations and Q(sqrt(n)) storage. The
Pol l ard rho al gorithm[P1978] computes a discrete logarithmin a
group of order n using Q(sqrt(n)) operations, with a negligible
anmount of storage, and can be efficiently parallelized [ VWM994].

The Poll ard | anbda al gorithm [P1978] can solve the discrete |ogarithm
probl em using Q(sqrt(w)) operations and Q(log(w)) storage, when the
exponent is known to lie in an interval of width w.

The al gorithns descri bed above work in any group. There are
specialized algorithnms that specifically target elliptic curve
groups. There are no known subexponential algorithns agai nst genera
elliptic curve groups, though there are nethods that target certain
special elliptic curve groups; see [ MWV1993] and [ FR1994].

1. Subgroups

A group consisting of a nonenpty set of elenments S with associated
group operation * is a subgroup of the group with the set of elenents
G if the latter group uses the same group operation and Sis a
subset of G For each elliptic curve equation, there is an elliptic
curve group whose group order is equal to the order of the elliptic
curve; that is, there is a group that contains every point on the
curve.

The order mof the elliptic curve is divisible by the order n of the
group associated with the generator; that is, for each elliptic curve
group, m=n * ¢ for sone nunber c. The nunber c is called the
"cofactor" [P1363]. Each ECC paraneter set as in Section 3.3 is
associated with a particular cofactor.
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10.

10.

It is possible and desirable to use a cofactor equal to 1.
2. Diffie-Hellmn

Note that the key exchange protocol as defined in Section 4 does not
protect against active attacks; Party A nust use sone nethod to
ensure that (g"k) originated with the intended comruni cant B, rather
than an attacker, and Party B must do the same with (g”j).

It is not sufficient to authenticate the shared secret g~(j*k), since
this | eaves the protocol open to attacks that mani pulate the public
keys. Instead, the values of the public keys g"x and g’y that are
exchanged should be directly authenticated. This is the strategy
used by protocols that build on Diffie-Hellman and that use end-
entity authentication to protect against active attacks, such as
QAKLEY [ RFC2412] and the Internet Key Exchange [ RFC2409] [ RFC4306]

[ RFC5996] .

When the cofactor of a group is not equal to 1, there are a nunmber of
attacks that are possible against ECDH  See [ WM996], [AV1996], and
[ LL1997].

3. Goup Representation and Security

The elliptic curve group operation does not explicitly incorporate
the paraneter b fromthe curve equation. This opens the possibility
that a malicious attacker could |earn information about an ECDH
private key by submtting a bogus public key [ BMMR0OOO]. An attacker
can craft an elliptic curve group G that has identical paraneters to
a group Gthat is being used in an ECDH protocol, except that b is
different. An attacker can subnmit a point on G into a run of the
ECDH protocol that is using group G and gain information fromthe
fact that the group operations using the private key of the device
under attack are effectively taking place in G instead of G

This attack can gain useful information about an ECDH private key
that is associated with a static public key, i.e., a public key that
is used in nore than one run of the protocol. However, it does not
gain any useful information agai nst epheneral keys.

This sort of attack is thwarted if an ECDH i npl enent ati on does not
assume that each pair of coordinates in Zp is actually a point on the
appropriate elliptic curve.

These considerations also apply when ECDH is used with conpact
representation (see Appendix C).
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11.

12.

12.

4. Signatures

Elliptic curve parameters should only be used if they conme froma
trusted source; otherw se, sone attacks are possible [ AV1996]
[ V1996] .

If no hash function is used in an El Gamal signature system then the
systemis vulnerable to existential forgeries, in which an attacker
who does not know a private key can generate valid signatures for the
associ ated public key, but cannot generate a signature for a nessage
of its own choosing. (See [E1985] for instance.) The use of a
collision-resistant hash function elimnates this vulnerability.

In principle, any collision-resistant hash function is suitable for
use in KT signatures. To facilitate interoperability, we recognize
the follow ng hashes as suitable for use as the function H defined in
Section 5. 2:

SHA- 256, which has a 256-bit out put.
SHA- 384, which has a 384-bit output.
SHA- 512, which has a 512-bit out put.
Al'l of these hash functions are defined in [FIPS180-2].
The nunber of bits in the output of the hash used in KT signatures
shoul d be equal or close to the nunber of bits needed to represent
the group order.
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Appendi x A,  Key Words

The definitions of these key words are quoted from [ RFC2119] and are
commonly used in Internet standards. They are reproduced in this
note in order to avoid a normative reference fromafter 1994.

1. MIST - This word, or the terns "REQUI RED' or "SHALL", neans that
the definition is an absolute requirenent of the specification

2. MJST NOT - This phrase, or the phrase "SHALL NOT", neans that the
definition is an absolute prohibition of the specification

3. SHOULD - This word, or the adjective "RECOWENDED', neans that
there may exist valid reasons in particular circunstances to

ignore a particular item but the full inplications nust be
under st ood and carefully wei ghed before choosing a different
cour se.

4. SHOULD NOT - This phrase, or the phrase "NOI' RECOVWENDED', neans
that there may exist valid reasons in particular circunstances
when the particul ar behavior is acceptable or even useful, but

the full inplications should be understood and the case carefully
wei ghed before inplenenting any behavi or described with this
| abel .

5. MAY - This word, or the adjective "OPTIONAL", nmeans that an item
is truly optional. One vendor may choose to include the item
because a particular marketplace requires it or because the
vendor feels that it enhances the product while another vendor
may omt the sane item An inplenentation which does not include
a particular option MJST be prepared to interoperate with another
i mpl ement ati on whi ch does include the option, though perhaps wth
reduced functionality. |In the sane vein an inplenentation which
does include a particular option MJIST be prepared to interoperate
wi th anot her inplenentation which does not include the option
(except, of course, for the feature the option provides.)

Appendi x B. Random | nt eger Generation

It is easy to generate an integer uniformy at random between zero
and (2”~t)-1, inclusive, for sone positive integer t. Generate a
random bit string that contains exactly t bits, and then convert the
bit string to a non-negative integer by treating the bits as the
coefficients in a base-2 expansion of an integer.
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It is sonetimes necessary to generate an integer r uniformy at
random so that r satisfies a certain property P, for exanple, lying
within a certain interval. A sinple way to do this is with the
rejection nethod:

1. Cenerate a candidate nunber c¢ uniformy at randomfroma set that
includes all nunbers that satisfy property P (plus sonme other
nunbers, preferably not too nmany)

2. If c satisfies property P, then return c. Qherwise, return to
Step 1.

For exanple, to generate a nunber between 1 and n-1, inclusive,
repeatedly generate integers between zero and (27t)-1, inclusive,
stopping at the first integer that falls within that interval

Recomendati ons on how to generate random bit strings are provided in
[ RFC4086] .

Appendi x C. Why Conpact Representation Wrks

In the affine representation, the x-coordi nate of the point P* does
not depend on the y-coordinate of the point P, for any non-negative
exponent i and any point P. This fact can be seen as follows. Wen
given only the x-coordinate of a point P, it is not possible to
determ ne exactly what the y-coordinate is, but the y value will be a
solution to the curve equation

yr2 = x*"3 + a*x + b (nod p).

There are at nost two distinct solutions y = wand y = -w nod p, and
the point P nmust be either @(x,w) or Q-1=(x,-w). Thus P*n is equal
to either @n or (Q*-1)*n = (Q'n)~-1. These val ues have the sane
x-coordi nate. Thus, the x-coordinate of a point P* can be conputed
fromthe x-coordinate of a point P by conputing one of the possible
val ues of the y coordinate of P, then conputing the ith power of P,
and then ignoring the y-coordinate of that result.

In general, it is possible to compute a square root nodul o p by using
Shanks’ net hod [ K1981v2]; sinple nethods exist for sone values of p
Wen p = 3 (nod 4), the square roots of z nod p are w and -w nod p,
wher e

w=2z" ((p+l)/4) (mod p);
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this observation is due to Lehmer [L1969]. When p satisfies this
property, y can be computed fromthe curve equation, and either y = w
or y =-wnod p, where

w= (x*"3 + a*x + b)*((p+1)/4) (nod p).
Square roots nmodulo p only exist for a quadratic residue nodul o p,
[R1988]; if z is not a quadratic residue, then there is no nunmber w
such that w2 = z (nod p). A sinple way to verify that z is a
quadratic residue after conmputing wis to verify that
w* w=2z (nod p). |If this relation does not hold for the above
equation, then the value x is not a valid x-coordinate for a valid
elliptic curve point. This is an inportant considerati on when ECDH
is used with conpact output; see Section 10. 3.

The primes used in the P-256, P-384, and P-521 curves described in
[ RFC5903] all have the property that p = 3 (nod 4).

Appendi x D. Exanpl e ECC Paraneter Set
For concreteness, we recall an elliptic curve defined by Solinas and
Fu in [RFC5903] and referred to as P-256, which is believed to
provide a 128-bit security level. W use the notation of
Section 3.3, and express the generator in the affine coordinate
representation g=(gx,gy), where the values gx and gy are in Fp
p: FFFFFFFFO0000001000000000000000000000000FFFFFFFFFFFFFFFFFFFFFFFF
a: - 3
b: 5AC635D8AA3A93E7B3EBBD55769886BC651D06B0CC53BOF63BCE3C3E27D2604B
n: FFFFFFFFO0000000FFFFFFFFFFFFFFFFBCEG6FAADA7179E84F3BI9CAC2FC632551
gx: 6Bl7D1F2E12C4247F8BCE6E563A440F277037D812DEB33A0F4A13945D898C296
gy: A4FE342E2FE1A7F9BBEE7EB4A7COF9E162BCE33576B315ECECBB6406837BF51F5

Note that p can al so be expressed as

p = 27(256) - 27(224) +27( 192) +27( 96) - 1.
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Appendi x E.  Additive and Multiplicative Notation

The early publications on elliptic curve cryptography used

mul tiplicative notation, but nobst nodern publications use additive
notation. This section includes a table nmappi ng between those two
conventions. In this section, a and b are elenents of an elliptic
curve group, and N is an integer

o e e e e e e oo o e e e e +
| Multiplicative Notation | Additive Notation |
e O +
| rmultiplication | addition |
| a* b | a+b |
| squaring | doubling |
| a* a=a"2 | a+a=2a |
| exponentiation | scalar multiplication

| asN=a * a* ... * a | Na=a+a+... +a

| inverse | inverse |
| ar-1 | -a |
St Tt +

Appendix F. Al gorithns

This section contains a pseudocode description of the elliptic curve
group operation. Text that follows the synmbol "//" is to be
interpreted as coments rather than instructions.

F.1. Affine Coordinates

To an arbitrary pair of elliptic curve points P and Q specified by
their affine coordi nates P=(x1,yl) and Q=(x2,y2), the group operation
assigns a third point R=P*Qwth the coordinates (x3,y3). These
coordi nates are conputed as foll ows:

if Pis (@@,
R=0Q

elseif Qis (@@,
R=P

else if Pis not equal to Q and x1 is equal to x2,
R=(@@

else if Pis not equal to Qand x1 is not equal to x2,
x3 = ((y2-yl)/(x2-x1))"2 - x1 - x2 nmod p and
y3 = (x1-x3)*(y2-y1l)/(x2-x1) - y1 nod p

else if Pis equal to Qand yl1 is equal to O,
R=(@@

el se /[l Pis equal to Qand yl is not equal to O
x3 = ((3*x1"2 + a)/(2*yl))"2 - 2*x1 nod p and
y3 = (x1-x3)*(3*x1"2 + a)/(2*yl) - y nod p
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Fromthe first and second case, it follows that the point at infinity
is the neutral element of this operation, which is its own inverse.

Fromthe curve equation, it follows that for a given curve point P =
(x,y) distinct fromthe point at infinity, (x,-y) also is a curve
point, and fromthe third and the fifth case it follows that this is
the inverse of P, P*-1.

Note: The fifth and sixth case are known as "point squaring”
F. 2. Honbgeneous Coor di nat es

An elliptic curve point (x,y) (other than the point at infinity
(@@) is equivalent to a point (X Y,2Z2) in honogeneous coordi nates
(with X, Y, and Zin Fp and not all three being zero at once)
whenever x=X/Z and y=Y/Z. "Honbgenous coordi nates" neans that two
triples (X, Y,2) and (X ,Y ,Z ) are regarded as "equal" (i.e.,
representing the same point) if there is sone nonzero s in Fp such
that X =s*X, Y =s*Y, and Z' =s*Z. The point at infinity (@@ is
regarded as equivalent to the honogenous coordinates (0,1,0), i.e.,
it can be represented by any triple (0,Y,0) with nonzero Y in Fp

Let P1=(X1, VY1, Z1) and P2=(X2,Y2,Z2) be points on the elliptic curve,
and let u=Y2* Z1 - Y1 * Z2 and v = X2 * Z1 - X1 * Z2.

We observe that the points P1 and P2 are equal if and only if u and v
are both equal to zero. Oherwise, if either P1 or P2 are equal to
the point at infinity, v is zero and u is nonzero (but the converse

i nplication does not hold).

Then, the product P3=(X3,Y3,Z3) = P1 * P2 is given by:

if PLis the point at infinity,

P3 = P2

else if P2 is the point at infinity,
P3 = P1

else if uis not equal to O but v is equal to O,
P3 = (0,1,0)

else if both u and v are not equal to O,

X3 =v * (Z22* (Z1 * ur2 - 2 * X1 * v*2) - v73)

Y3 =22 * (3* XL *u*vr2 - YL *vr3 - Z1 * u*3) +u * v~3
= vAr3 * Z1 * Z2
el se /1l P2 equals P1, P3 = P1 * P1

W=3* XIr2 + a * Z1r2
X3 =2 * YL* ZL* (W2 - 8* XL * YIr2 * Z1)

Y3 =4 % YIr2 % Z1 % (3% w* XL - 2* Y12 * Z1) - w3
Z3 =8 * (YL * Z1)"3
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It thus turns out that the point at infinity is the identity el enent
and for P1=(X, Y,Z) not equal to this point at infinity, P2=(X-Y,2)
represents P17-1.
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