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Abst ract

Routing protocols have been extended over tine to use cryptographic
mechani sms to ensure that data received froma nei ghboring router has
not been nodified in transit and actually originated from an

aut hori zed nei ghboring router.

The cryptographi ¢ nmechani snms defined to date and described in this
docunent rely on a digest produced with a hash algorithmapplied to
the payl oad encapsulated in the routing protocol packet.

This docunent outlines sone of the linmtations of the current

mechani sm probl ens with manual keying of these cryptographic

al gorithnms, and possible vectors for the exploitation of these
limtations.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Group (IESG. Not all docunents
approved by the |ESG are a candidate for any |evel of Internet

St andard; see Section 2 of RFC 5741.

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtained at
http://ww.rfc-editor.org/info/rfc6039.
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1.

Pr obl em St at enent

Prot ocol s, such as OSPF version 2 [ RFC2328], version 3 [ RFC5340],

I S-1S [RFC1195], BGP-4 [ RFC4271], and BFD [ RFC5880], enploy various
mechani sns to create a cryptographi c digest of each transnitted
protocol packet. Traditionally, these digests are the results of a
one-way hash algorithm such as Message Digest 5 (MD5) [RFC1321],
across the contents of the packet being transmtted. A secret key is
used as the hash base (or seed). The digest is then reconmputed by
the receiving router, using the sane key as the original router used
to create the hash, then conpared with the transmtted digest to
verify:

o That the router originating this packet is authorized via the
shared key nechanismto peer with the I ocal router and exchange
routing data. The inplicit trust of the routing protocol exchange
protected by a shared secret is intended to protect against the
injection of falsely generated routing data into the routing
system by unaut hori zed systens.

o That the data has not been altered in transit between the two
nei ghbori ng routers.

Di gest verification schenes are not intended to protect the
confidentiality of information being exchanged between routers. The
information (entries in the routing table) is potentially avail able
t hrough ot her nmechani snms. Mdyreover, access to the physical nedia
between two routers exchanging routing data will confer the ability
to capture or otherw se discover the contents of the routing tables
in those routers

Aut henti cati on mechani snms defined today have notable Iimtations:

o Manual configuration of shared secret keys, especially in |arge
net wor ks and bet ween networ ks, poses a mmjor managenent probl em
In many cases, it is challenging to replace keys without
significant coordination or disruption

o In sonme cases, when manual keys are configured, sone forns of
replay protection are no |onger possible, allowi ng the routing
protocol to be attacked through the replay of captured routing
nmessages.

Thi s docunent outlines sone of the problens wth manual keying of
these cryptographic al gorithns.
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1.1. Pre-lmage vs. Collision Attacks

A pre-image attack (an attenpt to find new data with the same hash
val ue) woul d enabl e someone to find an i nput nessage that causes a
hash function to produce a particular output. In contrast, a
collision attack finds two nessages with the same hash, but the
attacker can’'t pick what the nmessage will be. Feasible collision
attacks agai nst MD4, MD5, HAVAL-128, and RI PEMD have been documnented
in [Crypto2004].

The ability to produce a collision does not currently introduce any
obvi ous or known attacks on routing protocols. Pre-imge attacks
have the potential to cause problens in the future; however, due to
the message length, there are serious linmtations to the feasibility
of mounting such an attack

Protocol s thensel ves have sone built-in protection against collision
attacks. This is because a |ot of values for fields in a protocol
packet are invalid or will produce an unusabl e packet. For exanple,
in OSPF the Link State Advertisement (LSA) type can be from1 to 11
Any other value in the field will result in the packet being

di scar ded

Assunme two packets Mand M are generated and have the sanme hash

The above condition will further reduce the ability to produce a
message that is also a correct nmessage fromthe protocol perspective,
as a lot of potential values are thensel ves not valid.

1.2. Concerns about MD5 and the SHA-1 Al gorithm

There are published concerns about the overall strength of the M5

al gorithm ([ Dobb96a], [ Dobb96b], [Wang04]). \While those published
concerns apply to the use of MD5 in other nodes (e.g., use of M5
X.509v3/PKI X digital certificates), they are not an attack upon Keyed
MD5 and Hash-based Message Aut hentication Code MD5 ( HVAC- MD5), which
is what the current routing protocols have specified. There are also
publ i shed concerns about the Secure Hash Al gorithm (SHA) al gorithm

([ Wang05], [Philip01], [Prav0l], [Prav02], [Arjen05]) and al so
concerns about the MD5 and SHA al gorithms in the HVAC [ RFC2104] node
([RRO7], [RRO8]). The National Institute of Standards and Technol ogy
(NIST) will be supporting HVAC- SHA-1 even after 2010 [ Nl STHhacSHA],
whereas it will drop support for SHA-1 in digital signatures. N ST
al so reconmends application and protocol designers nove to the SHA-2
famly of hash functions (i.e., SHA-224, SHA-256, SHA-384 and
SHA-512) for all new applications and protocols.
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However, as expl ai ned above, such attacks are currently not
applicable to the routing protocols. Separately, some organizations
(e.g., the US governnent) prefer N ST al gorithns, such as the SHA
famly, over other algorithns (like MD5) for local policy reasons.

2. Open Shortest Path First Version 2 (OSPFv2)

OSPF [ RFC2328] describes the use of an MD5 digest with OSPF packets.
MD5 keys are manual ly configured. The OSPF packet header includes an
authentication type field as well as 64 bits of data for use by the
appropri ate authenticati on schene. GOSPF al so provides for a non-
decreasi ng sequence nunber to be included in each OSPF protoco

packet to protect against replay attacks.

"OSPF with Digital Signatures” [RFC2154] is an Experinental RFC that
descri bes extensions to OSPF to digitally sign its Link State
Advertisements (LSAs). It is believed that if stronger

aut hentication and security is required, then OSPF (and the other
routing protocols) rmust migrate to using full digital signatures.
Doi ng this woul d enabl e preci se authentication of the OSPF router
originating each OSPF |ink-state advertisenent, and thereby provide
much stronger integrity protection for the OSPF routing donain.
However, since there have been no depl oynents, there is precious
little operational experience with this specification, and hence it
is not covered in this docunent.

2.1. Managenent |ssues with OSPFv2

According to the OSPF specification [ RFC2328], digests are applied to
packets transmtted between adjacent nei ghbors, rather than being
applied to the routing information originated by a router (digests
are not applied at the LSA level, but rather at the packet |evel).

[ RFC2328] states that any set of OSPF routers adjacent across a
single link may use a different key to build MD5 digests than the key
used to build MD5 digests on any other link. Thus, M5 keys may be
configured, and changed, on a per-link basis in an OSPF networKk.

OSPF does not specify a mechanismto negotiate keys, nor does it
specify any nechanismto negotiate the hash algorithms to be used.

Wth the proliferation of the nunber of hash algorithns, as well as
the need to continuously upgrade the algorithns, manually configuring
the informati on beconmes very tedious. It should also be noted that
rekeyi ng OSPF requires coordination anong the adjacent routers.
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2.2.

Techni cal |ssues with OSPFv2

VWil e OSPF provides relatively strong protection through the
inclusion of MD5 digests, with additional data and sequence nunbers
in transmtted packets, there are still attacks agai nst OSPF:

(0]

The sequence nunmber is initialized to zero when forming an

adj acency with a newy di scovered nei ghbor. When an adjacency is
brought down, the sequence nunber is also set to zero. |If the
cryptographically protected packets of a router that is brought
down (for administrative or other reasons) are replayed by a
mal i cious router, traffic could be forced through the nalicious
router. A malicious router night then induce routing |oops, or

i ntercept or blackhole the traffic.

OSPF allows nmultiple packets with the sanme sequence nunber. This
means that it's possible to replay the sane packet nmany tines
before the next legitimte packet is sent. An attacker may resend
the sane packet repeatedly until the next Hello packet is
transmitted and received. The Hello interval, which is unknown,
determ nes the attack w ndow.

OSPF does not require the use of any particular hash algorithm
however, only the use of MD5 digests for authentication and repl ay
protection is specified in RFC 2328. Mst OSPF inpl enent ati ons
only support MD5 in addition to Null and Sinple Password

aut henti cati on.

Recently, limtations in collision-resistance properties of the
MD5 and SHA-1 hash functions have been discovered; [RFC4270]
summari zes the discoveries. There have been attacks against the
use of MD5 as a hash; while these attacks do not directly apply to
the use of MD5 in routing protocols, it is prudent to have ot her
options available. For this reason, the general use of these

al gorithms shoul d be discouraged, and [ RFC5709] adds support for
using SHA-1 and SHA-2 with the HVAC construct for OSPF.

OSPF on a broadcast network shares the sane key between al
nei ghbors on that broadcast network. Some OSPF packets are sent
to a multicast address.

Spoofing by any malici ous nei ghbor possessing credentials or

repl ayabl e packets is therefore very easy. Possession of the key
itself is used as an identity validation, and no other identity
check is used. A malicious neighbor could send a packet, forging
the identity of the sender as being from another nei ghbor. There
woul d be no way in which the victimcould distinguish the identity
of the packet sender
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3.

3.

o |In some OSPF inplenmentations, neighbors on broadcast, non-
broadcast nulti-access (NBMA), and point-to-nultipoint networks
are identified by the IP address in the I P header. The |IP header
is not covered by the MAC in the cryptographic authentication
scheme as described in RFC 2328, and an attack can be nade to
exploit this om ssion

Assume the foll owi ng scenari o.

R1 sends an authenticated HELLOto R2. This HELLO is captured and
repl ayed back to RL. The source IP in the |P header of the
repl ayed packet is changed to that of R2.

R1, not finding itself in the HELLO woul d deduce that the
connection is not bidirectional and would bring down the
adj acency.

Open Shortest Path First Version 3 (OSPFv3)

OSPFv3 [ RFC5340] relies on the I P Authentication Header (AH)
[ RFC4302] and the I P Encapsul ating Security Payl oad (ESP) [ RFC4303]
to cryptographically sign routing information passed between routers.

When using ESP, the null encryption algorithm][RFC2410] is used, so
the data carried in the OSPFv3 packets is signed, but not encrypted.
This provides data origin authentication for adjacent routers, and
data integrity (which gives the assurance that the data transmtted
by a router has not changed in transit). However, it does not
provide confidentiality of the information transmitted; this is
accept abl e because the privacy of the information being carried in
the routing protocols need not be kept secret.

"Aut hentication/ Confidentiality for OSPFv3" [RFC4552] mandates the
use of ESP with null encryption for authentication and al so does
encourage the use of confidentiality to protect the privacy of the
routing information transnmitted, using ESP encryption. However, it
only specifies the use of manual keying of routing information as
di scussed in the foll owing section

1. Managenent |ssues with OSPFv3

The OSPFv3 security docunent ("Authentication/Confidentiality for
OSPFv3" [ RFC4552]) discusses, at length, the reasoning behind using
manual |y confi gured keys, rather than some automated key managenent
protocol such as I KEv2 [ RFC4306]. The primary problemis the |ack of
a suitabl e key managenent nmechani sm as OSPF adj acencies are forned
on a one-to-nany basis and nost key managenent nechani sns are
designed for a one-to-one conmunication nodel. This forces the
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system admi ni strator to use manual ly configured security associations
(SAs) and cryptographic keys to provide the authentication and, if
desired, confidentiality services.

Regardi ng replay protection, [RFC4552] states that:

Since it is not possible using the current standards to provide
compl ete replay protection while using manual keying, the proposed
solution will not provide protection against replay attacks.

In the OSPFv3 case, the primary adninistrative issue with manually
configured SAs and keys is the nmanagenent issue -- nmintaining shared
sets of keys on all routers within a network. As with OSPFv2,
rekeying is an infrequent event requiring coordination. [RFC4A552]
does not require that all OSPFv3 routers have the sanme key configured
for every nei ghbor, so each set of neighbors connected to a given
link could have a different key configured. Wile this makes it

easi er to change the keys (by forcing the systemadninistrator to
only change the keys on the routers on a single link), the process of
manual configuration for all the routers in a network to change the
keys used for OSPFv3 digests and confidentiality on a periodic basis
can be difficult.

3.2. Technical |ssues with OSPFv3

The primary technical concern with the current specifications for
OSPFv3 is that when manual SA and key managenent is used as specified
in "Sequence Nunber Generation", Section 3.3.2 of [RFC4302]: "The
sender assunes anti-replay is enabled as a default, unless otherw se
notified by the receiver (see Section 3.4.3) or if the SA was
configured using manual key managerment". Repl ayi ng OSPFv3 packets
can induce several failures in a network, including:

0 Replaying Hello packets with an enpty nei ghbor |ist can cause al
t he nei ghbor adjacencies with the sending router to be reset,
di srupti ng network comuni cati ons.

0 Replaying Hello packets fromearly in the designated router
el ection process on broadcast |inks can cause all the nei ghbor
adj acencies with the sending router to be reset, disrupting
net wor kK conmuni cati ons.

0 Repl ayi ng dat abase description (DB-Description) packets can cause

all FULL nei ghbor adjacencies with the sending router to be reset,
di srupti ng network comuni cati ons.
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4.

4.

0 Replaying link state request (LS-Request) packets can cause all
FULL nei ghbor adjacencies with the sending router to be reset,
di srupti ng network comuni cati ons.

0 Capturing a full adjacency process (fromtwo-way all the way to
FULL state), and then replaying this process when the router is no
| onger attached can cause a fal se adjacency to be fornmed, allow ng
an attacker to attract traffic.

0 OSPFv3 on a broadcast network shares the sane key between all
nei ghbors on that network. Sone OSPF packets are sent to a
mul ti cast address.

Spoofing by a malicious neighbor is very easy. Possession of the
key itself is used as an identity check. There is no other
identity check used. A neighbor could send a packet specifying
the packet cane from sone ot her nei ghbor and there would be no way
in which the attacked router could figure out the identity of the
packet sender.

Internediate Systemto Internediate System Routing Protocol (1S-1S)

Integrated 1S-1S [RFCL195] uses HVAC- MD5 aut hentication w th manual
keying, as described in [RFC5304], and has recently been extended to
provi de support for using the HMAC construct along with the SHA

fam ly of cryptographic hash functions [RFC5310]. There is no
provision within IS-1S to encrypt the body of a routing protocol
message.

1. Managenent |Issues with IS-IS

[ RFC5304] states that each Link State Protocol Data Unit (LSP)
generated by an internediate systemis signed with the HVAC MD5

al gorithmusing a key nmanual ly defined by the network adm nistrator
Since authentication is perforned on the LSPs transnmitted by an

i ntermedi ate system rather than on the packets transmitted to a
specific neighbor, it is inplied that all the internmedi ate systens
within a single flooding domain nust be configured with the same key
in order for authentication to work correctly.

The initial configuration of manual keys for authentication within an
IS-1Snetwork is sinplified by a state where LSPs cont ai ni ng
HVAC- MD5/ HVAC- SHA aut hentication TLVs are accepted by internediate
systens without the keys, but the digest is not validated. Once keys
are configured on all routers, changing those keys beconmes nuch nore
difficult.
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I S-1S [RFC1195] does not specify a mechanismto negotiate keys, nor
does it specify any nmechanismto negotiate the hash algorithms to be
used.

Wth the proliferation of avail able hash algorithns, as well as the
need to upgrade the al gorithns, manual configuration requires
coordi nati on anong internmedi ate systems, which can becone tedious.

4.2. Technical Issues with IS-1S

[ RFC5304] states: "This mechani sm does not prevent replay attacks;
however, in nost cases, such attacks would trigger existing
mechanisms in the 1S-1S protocol that would effectively reject old
i nformation".

The few cases where existing nechanisns in the IS-IS protocol would
not effectively reject old information are:
- the Hello packets or the IS 1S Hellos (IIHs) that are used to
di scover nei ghbors, and
- the Sequence Nunber Packets (SNPs).

As described in IS 1S [RFC1195], a list of known neighbors is
included in each Hello transnitted by an internediate systemto
ensure two-way conmuni cations with any specific nei ghbor before
exchangi ng |ink state databases.

IS-1S does not provide a sequence nunber. [|S-1S packets are

vul nerabl e to replay attacks; any packet can be replayed at any point
of time. So long as the keys used are the sane, protocol elenents
that would not be rejected will affect existing sessions.

A Hell o packet containing a digest within a TLV and an enpty nei ghbor
list could be replayed, resulting in all adjacencies with the
original transmtting internediate systemto be restarted.

A replay of an old Conpl ete Sequence Number Packet (CSNP) coul d cause
LSPs to be flooded, resulting in an LSP storm

IS 1S specifies the use of the HVAC- MD5 and HVAC- SHA-1 to protect
I S-1S packets.

I S-1S does not have a notion of Key ID. During key rollover, each
message received has to be checked for integrity against all keys
that are valid. A denial-of-service (DoS) attack may be induced by
sending IS-1S packets with random hashes. This will cause the IS-IS
packet to be checked for authentication with all possible keys,
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i ncreasing the anmount of processing required. This issue, however,
has been fixed in the recent [RFC5310], which introduces the concept
of Key IDs in IS1S

Recently, limtations in collision-resistance properties of the M5
and SHA-1 hash functions have been di scovered; [RFC4270] summari zes
the di scoveries. There have been attacks against the use of MD5 as a
hash; while these attacks do not directly apply to the use of
HVAC-MD5 in IS IS, it is prudent to have other options avail abl e.

For this reason, the general use of these algorithns should be

di scouraged, and [ RFC5310] adds support for using HVAC SHA with

I S-1S.

IS-1S on a broadcast network shares the sane key between al
nei ghbors on that network.

Thi s nmakes spoofing by a nmalicious nei ghbor easy since |S-1S packets
are sent to a link-layer multicast address. Possession of the key
itself is used as an authorization check. A neighbor could send a
packet spoofing the identity of a neighbor, and there would be no way
in which the attacked router could discern the identity of the
mal i ci ous packet sender

The Remaining Lifetinme field in the LSP is not covered by the
authentication. An IS-1S router can receive its own sel f-generated
LSP segment with zero lifetime remaining. |In that case, if it has a
copy with non-zero lifetinme, it purges that LSP, i.e., it increnents
the current sequence nunber and floods all the segnents again. This
is much worse in IS-1S than in OSPF because there is only one LSP

ot her than the pseudonode LSPs for the LANs on which the IS-1S router
is the Designated Internediate System (DI S)

In this way, an attacker can force the router to flood all segnents
-- potentially a large nunber if the nunber of routes is large. It

al so causes the sequence nunber of all the LSPs to increase fast. |If
the sequence nunber increases to the nmaxi mum (OxXFFFFFFFF), the IS 1S
process must shut down for around 20 minutes (the product of MaxAge +
ZeroAgelLifetinme) to allow the old LSPs to age out of all the router
dat abases.

5. Border Gateway Protocol (BGP-4)

BGP-4 [ RFC4271] uses TCP [RFC0793] for transporting routing
i nformati on between BGP speakers that have forned an adjacency.

[ RFC2385] describes the use of the TCP MD5 digest option for

provi di ng packet origin authentication and data integrity protection
of BGP packets. [RFC3562] provides suggestions for choosing the key
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I ength of the ad hoc Keyed MD5 nechani sm specified in [ RFC2385].
There is no provision for confidentiality for any of these BGP
nmessages.

TCP MD5 [ RFC2385] has recently been obsol eted by a new TCP

Aut hentication Option (TCP-AO [RFC5925]. [RFC5925] specifies the
use of stronger Message Authentication Codes (MACs), protects against
repl ays even for long-lived TCP connections, and provi des nore
details than TCP-MD5 on the association of security with TCP
connections. It allows rekeying during a TCP connection, assum ng
that an out-of-band protocol or nanual mechani sm provides the new
keys. Note that TCP MD5 does not preclude rekeying during a
connection, but does not require its support either. Further, TCP-AO
supports key changes with zero segment | oss, whereas key changes in
TCP MD5 can | ose segments in transit during the changeover or require
trying multiple keys on each received segnent during key use overl ap
because TCP MD5 | acks an explicit Key ID. Al though TCP recovers | ost
segnents through retransm ssion, | oss can have a substantial inpact
on perfornance.

However, this docunent covers only TCP MD5, as all current

depl oynents are still using BGP with TCP MD5 and have not upgraded to
[ RFC5925]. There isn’t enough operational experience present to

eval uate the technical and managenent issues with this proposal yet.

Conpared to previously described | GP protocols, BGP has additiona
exposure due to the nature of the environment where it is typically
used -- nanely, between autononous networks (under different

adm nistrative control). Wile routers running interior gateway
protocols nmay all be configured with the same administrative
authority, two BGP peers may be in different administrative domains,
having different policies for key strength, rollover frequency, etc.
An aut onompous system nust often support a | arge nunber of keys at

di fferent BGP boundaries, as each connecting AS represents a
different admnistrative entity. |In practice, once set, shared
secrets between BCP peers are rarely, if ever, changed.

5.1. Managenent |ssues with BGP-4

Each pair of BGP speakers formng a peering may have a different M5
shared key that facilitates the independent configuration and
changi ng of keys across a | arge-scale network. Manual configuration
and mai nt enance of cryptographic keys across all BGP sessions is a
chal l enge in any | arge-scal e environnent.

Most BGP inplenentations will accept BGP packets with a bad di gest up

to the hold interval negotiated between BGP peers at peering startup,
in order to allow for MD5 keys to be changed with mininal inpact on
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operation of the network. This technique does, however, allow sonme
short period of time during which an attacker may inject BGP packets
with false MD5 digests into the network and can expect those packets
to be accepted, even though the MD5 digests are not valid.

5.2. Technical |ssues with BGP-4

BGP relies on TCP [ RFC0793] for transporting data between BGP
speakers. BGP can rely on TCP's protection against data corruption
and replay to preclude replay attacks agai nst BGP sessions. A great
deal of research has gone into the feasibility of an attacker
overcom ng these protections, including [ TcpWndow] and [ConvO01].

Most router and operating system (0S) vendors have nodified their TCP
i mpl ementations to resolve the security vulnerabilities described in
these references, where possible.

As mentioned earlier, MD5 is vulnerable to collision attacks and can
be attacked through several means, such as those explored in
[ Vang04] .

Though it can be argued that the collision attacks do not have a
practical application in this scenario, the use of MD5 should be
di scour aged.

Rout ers performing cryptographic processing of packets in software
may be exposed to additional opportunities for DoS attacks. An
attacker may be able to transmit enough spoofed traffic with fal se
digests that the router’s processor and nenory resources are
consuned, causing the router to be unable to perform nornal
processing. This exposure is particularly problenmatic between
routers not under unified adninistrative control

6. The Routing Information Protocol (RIP)

The initial version of RIP was specified in STD 34 [ RFC1058]. This
version did not provide for any authentication or authorization of
routing data, and thus was vul nerable to any of a nunber of attacks
agai nst routing protocols. This limtation was one reason why this
protocol was moved to Historic status [ RFC1923].

RIPv2, originally specified in [ RFC1388], then [ RFC1723], was
finalized in STD 56 [ RFC2453]. This version of the protocol provides
for authenticating packets with a digest. The details thereof have
initially been provided in "RIP-2 MD5 Authentication" [RFC2082];

"Rl Pv2 Cryptographic Authentication” [RFC4822] obsol etes [ RFC2082]
and adds details of how the SHA fam |y of hash algorithnms can be used
to protect RIPv2. [RFC2082] only specified the use of Keyed MD5.
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Technical Issues with RIP

The sequence number used by a router is initialized to zero at
startup, and is also set to zero whenever the nei ghbor is brought
down. If the cryptographically protected packets of a router that
i s brought down (for adnministrative or other reasons) are stored
by a malicious router, the new router could replay the packets
fromthe previous session, thus forcing traffic through the
mal i ci ous router. Dropping of such packets by the router could
result in blackholes. Also, forwarding wong packets could result
in routing |oops.

RIPv2 allows nultiple packets with the same sequence nunber. This
could nean the sane packet nmay be replayed nmany tinmes before the
next legitimate packet is sent. An attacker may resend the sane
packet repeatedly until the next Hello packet is transmtted and
recei ved, which nmeans the Hello interval therefore deternines the
attack w ndow.

Rl Pv2 [ RFC2453] did not specify the use of any particul ar hash
algorithm RFC 4822 introduced HVAC- SHA1 as nandatory to

i mpl ement, along with Keyed MD5 as specified in [ RFC2082].
Support for Keyed MD5 was nmandated to ensure conpatability with
| egacy i npl enent ati ons.

"Rl Pv2 Cryptographi c Authentication" [RFC4822] does not cover the
UDP and the I P headers. It is therefore possible for an attacker
to nodify sone fields in the above headers without routers
becom ng aware of it.

There is linmted exposure to nodification of the UDP header, as
the RIP protocol uses only it to conpute the length of the RIP
packet. Changes introduced in the UDP header would cause R P
authentication to fail the RIP authentication, thereby limting
exposure.

RI P uses the source |IP address fromthe |IP header to determni ne
whi ch RI P neighbor it has learnt the RIP Update from Changi ng
the source | P address can be used by an attacker to disrupt the
RI P routing sessions between two routers RL and R2, as shown in
the follow ng exanpl es.

Scenari o 1:

R1 sends an authenticated RI P nessage to R2 with a cryptographic
sequence nunber X
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.1

The attacker then needs a packet with a hi gher sequence numnber
originated by R2 either, fromthis session or fromsone earlier
sessi on.

The attacker can then replay this packet to R2 by changi ng the
source IP to that of RI.

R2 woul d then no | onger accept any nore RIP Updates fromR1l, as
those woul d have a | ower cryptographi c sequence nunber. After 180
seconds (or less), R2 would consider Rl timed out and bring down
the RI P session.

Scenari o 2:

R1 announces a route with cost Cl to R2. This packet can be
captured by an attacker. Later, if this cost changes and Rl
announces this with a different cost C2, the attacker can replay
the captured packet, nodifying the source IPto a new arbitrary IP
address, thereby nasquerading as a different router.

R2 will accept this route and the router as a new gateway, and R2
woul d then use the non-existent router as a next hop for that
network. This would only be effective if the cost Cl is | ess than
c2.

Bi di recti onal Forwardi ng Detection (BFD)

BFD is specified in [ RFC5880]. Extensions to BFD for nultihop
[ RFC5883] and single hop [ RFC5881] are defined for I Pv4 and I Pv6. |t
is designed to detect failure with the forwardi ng pl ane next hop

The BFD base specification specifies an optional authentication
mechani smthat can be used by the receiver of a packet to be able to
authenticate the source of the packet. It relies on the facts that
the keys are shared between the peers and no nechanismis defined for
the actual key generation

Techni cal |ssues with BFD

o The level of security provided is based on the Authentication Type
used. However, the authentication algorithns defined are MD5 or
SHA-1 based. As nentioned earlier, MD5 and SHA-1 are both known
to be vulnerable to collision attacks.

o The BFD specification nentions nmechanisnms to allow for the change
of authentication state based on the state of a received packet.
This can cause a denial -of-service attack where a nalicious
aut henti cated packet (stored froma past session) can be rel ayed
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over a session that does not use authentication. This causes one
end to assune that authentication is enabled at the other end, and
hence the BFD adjacency is dropped. This would be a harder attack
to put forth when neticul ously keyed authentication is in use.

o0 BFD works on microsecond tiners. Wen malicious packets are sent
at short intervals, with the authentication bit set, it can cause
a DoS attack.

o BFD allows a npode called the echo nobde. Echo packets are not
defined in the BFD specification, though they can keep the BFD
session up. There are no guidelines on the properties of the echo
packets beyond the choice of the source and destinati on addresses.
Wil e the BFD specification recommends applying security
mechani sms to prevent spoofing of these packets, there are no
gui del i nes on what type of nechani sns are appropriate.

Any security issues in the echo node will directly affect the BFD
protocol and session states, and hence the network stability. The
potential effects and renmedi es as understood today are sonewhat
limted, however. For instance, any replay attacks woul d be

i ndi stinguishable fromnormal forwarding of the tested router. An
attack would still cause a faulty link to be believed to be up,

but there is little that can be done about it. However, if the
echo packets are guessable, it may be possible to spoof from an
external source and cause BFD to believe that a one-way link is

really bidirectional. As a result, it is inportant that the echo
packets contain random nmaterial that is also checked upon
reception.

0 BFD packets can be sent at nillisecond intervals (the protoco
uses tiners at mcrosecond intervals). Wen using authentication,
this can cause frequent sequence number wap-around as a 32-bit
sequence nunber is used, thus considerably reducing the security
of the authentication algorithns.

0 Recently, limtations in collision-resistance properties of the
MD5 and SHA-1 hash functions have been di scovered; [RFC4270]
summari zes the discoveries. There have been attacks against the
use of MD5 as a hash; while these attacks do not directly apply to
the use of HVAC-MD5 and keyed SHA-1 in BFD, it is prudent to have
ot her options available. Such attacks do not nean that BFD using
SHA-1 for authentication is at risk. However, it does nean that
SHA-1 shoul d be replaced as soon as possi ble and shoul d not be
used for new applications.
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10.

10.

It should be noted that if SHA-1 is used in the Hashed Message
Aut henti cati on Code (HMAC) [ RFC2104] construction, then collision
attacks currently known agai nst SHA-1 do not apply. The new
attacks on SHA-1 have no inpact on the security of HVAC- SHA- 1.

There are al ready proposals [ GenBFDAuth] that add support for HVAC
with the SHA-1 and SHA-2 fanily of hash functions for BFD.

Security Considerations
Thi s docunent outlines security issues arising fromthe current
met hodol ogy for manual keying of various routing protocols. No
specific changes to routing protocols are proposed in this docunent;
i kewi se, no new security requirenents result.
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