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Abst ract
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sender packet format that ensures equal test packet sizes are used in
both directions.
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1.

I nt roducti on

The Two- WAy Active Measurenent Protocol (TWAMP) [ RFC5357] is an
extension of the One-way Active Measurenment Protocol (OMNMP)

[ RFC4656]. The TWAMP specification gathered wide review as it
approached conpl etion, and the by-products were severa
recomrendati ons for new features in TWAMP

This meno describes two closely related features for TWAMP

One is the OPTIONAL capability for the responder host to return a
l'imted nunber of unassigned (padding) octets to the Control-dient
or Session-Sender entities in both the TWAMP- Control and TWAMP- Test
protocols. Wth this capability, the Control-Cient or Session-
Sender can enbed octets of information it deenms useful and have the
assurance that the corresponding reply/test packet will contain that
information when it is reflected and returned (by the Server or
Sessi on- Ref | ector).

The neno al so adds an OPTI ONAL capability to ensure that reflected
test packets are the sanme size in both directions of transm ssion
This is acconplished by specifying a new TWAMP- Test Sessi on- Sender
packet format. Although TWAMP [ RFC5357] recomends paddi ng
truncation to achi eve symetrical sizes (to conpensate for the
Session-Reflector’s | arger test packet header), it’s not guaranteed
that the Session-Reflector will truncate the padding, and it’s not
possible if there’s insufficient padding.

This meno is an update to the TWAMP core protocol specified in
[ RFC5357]. Measurement systens are not required to inplenent the
features described in this nmeno to claimconpliance with [ RFC5357].

Thr oughout this nmeno, the bits marked MBZ (Must Be Zero) MJST be set
to zero by senders and MJUST be ignored by receivers. Also, the HVAC
(Hashed Message Aut hentication Code) MJST be cal culated as defined in
Section 3.2 of [RFC4656].

Requi renment s Language
The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].
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3.

Pur pose and Scope

The purpose of this meno is to define two OPTIONAL cl osely rel ated
features for TWAMP [ RFC5357]. The features enhance the TWAMP host’s
capabilities to performa sinple operation on control and test
packets: the reflection of octets or padding, and the capability to
ensure symetrical size TWAMP-Test packets. Mbdtivations include
permitting the controller host to tag packets with an index for
simplified identification, and/or assert that the same size test
packets will be used in each direction.

The scope of the nenp is Iimted to specifications of the follow ng
features:

0 Reflect Cctets: the capability of the Server/ Session-Reflector to
reflect specific octets back to the Client/Session-Sender, and a
simlar service provided by the dient and Sessi on- Sender

o Symmetrical Size: the capability to ensure that TWAMP- Test
protocol uses the sane packet size in both directions through
support of a new TWAMP-Test Sessi on- Sender test packet format in
bot h the Session-Sender and the Session-Reflector. Only the
Sessi on- Sender test packet format is new.

This meno extends the nodes of operation through assignment of two
new val ues in the Mddes field (see Section 3.1 of [RFC4656] for the
format of the Server G eeting message), while retaining backward
conpatibility with the core TWAMP [ RFC5357] inplenentations. The two
new val ues correspond to the two features defined in this neno.

When the Server and Control-Cient have agreed to use the Reflect
Cctets node during control connection setup, then the Control -Client,
the Server, the Session-Sender, and the Session-Reflector MJST al
conformto the requirenents of that node, as identified bel ow.

When the Server and Control -Cient have agreed to use the Symmetrica
Si ze nmode during control connection setup, then the Control-Cdient,
the Server, the Session-Sender, and the Session-Reflector MJST al
conformto the requirenents of that node, as identified bel ow.

TWAMP Control Extensions

TWAMP- Cont rol protocol [RFC5357] uses the Mddes field to identify and
sel ect specific comunication capabilities, and this field is a
recogni zed extension mechanism The follow ng sections describe two
such extensions.
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4.1. Connection Setup with New Features

TWAMP connection establishment follows the procedure defined in
Section 3.1 of [RFC4656] and Section 3.1 of [RFC5357]. The new
features require two new bit positions (and values) to identify the
ability of the Server/Session-Reflector to reflect specific octets
back to the Control -Cient/Session-Sender, and to support the new
Sessi on- Sender packet format in the TWAMP-Test protocol. See the

| ANA section for details on the assigned values and bit positions.

The Server sets one or both of the new bit positions in the Mdes
field of the Server Greeting nessage to indicate its capabilities and
willingness to operate in either of these nodes (or both) if desired.

If the Control-Client intends to operate all test sessions invoked
with this control connection using one or both of the new nodes, it
MUST set the Mode field bit corresponding to each function in the
Set up Response nessage. Wth this and ot her extensions, the Control -
Client MAY set nultiple Mde field bits in the Setup Response
nmessage.
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4.2. Reflect Cctets: Request-TW Sessi on Packet Format

The bits designated for the Reflect Octets feature in the Request-TW
Session conmand are as shown in the packet format bel ow

0 1 2 3

01234567890123456789012345678901
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| 5 | MBZ | IPYN | Conf-Sender | Conf-Receiver |
el i I e i it T e e e e i i T o S e e S e T R R
| Nunber of Schedule Slots |
I S i o T s S S S e s s T

Many fields (66 octets) not shown ...

i I S T S S i I S A SHE N SR

| Paddi ng Length (4 octets) |

I i I S i I S ki S N SRR S
Start Time (8 octets)

e T S T O i i S R T i e i S
Ti meout (8 octets)

I I
| |
+- -+
I I
I I
i e e R e o o e i ol S N B S
| Type- P Descri ptor |
B i s T T i i o S o T Ji I
| Octets to be reflected | Length of padding to reflect |
e L i i T e R  h h ok i R S
| MBZ (4 octets) |
i e e R e o o e O e b i ol S N S S
I I
| |
I I
I I
+- +

HVAC (16 octets)

T S S T

It is inportant to note that the Padding Length field continues to
specify the nunber of padding octets that the Session-Sender will
append to ALL TWAMP- Test packets associated with this test session.
See bel ow for considerations on the mninmum |l ength of the padding
octets following the definitions of the two new fields that foll ow
the Type-P Descriptor.

Note that the nunmber of padding octets appended to the Session-

Refl ector’s test packet depends on support for the truncation process
that TWAMP recomends, see Section 4.2.1 of [RFC5357].
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The Cctets to be reflected field SHALL be 2 octets |ong, as shown,
and contain the octets that the Server MJST reflect in the Accept
Sessi on message as specified bel ow

The Length of padding to reflect field SHALL be 2 octets | ong and
contain an unsigned binary value in units of octets. This field
communi cates the length of the padding in the TWAMP- Test Packet that
the Session-Sender expects to be reflected and the length of octets
that the Session-Reflector SHALL return in its TWAMP- Test packet
format (see Section 5.2). By including this length field in the
Request - TW Sessi on nessage, a Server is able to deternmine if it can
comply with a specific request to reflect padding in the TWAMP- Test
packets and to arrange for the Session-Reflector processing in
advance.

The Paddi ng Length SHOULD be >= 27 octets when specifying a test
session using the Unauthenticated TWAMP- Test node to allow for the
truncation process that TWAMP recomrends, see Section 4.2.1 of

[ RFC5357] .

The Paddi ng Length SHOULD be >= 56 octets when specifying a test
session using the Authenticated or Encrypted TWAMP- Test nbdes to
all ow for the truncation process that TWAMP reconmends, see Section
4.2.1 of [RFC5357].

The Paddi ng Length SHALL be > the Length of padding to reflect when
specifying a test session using the OPTI ONAL Refl ect Cctets node.

I n Unaut henti cated TWAMP- Test node, the Padding Length SHALL be >= 27
+ Length of padding to reflect octets when specifying a test session
usi ng both the OPTIONAL Reflect COctets node and the truncation
process that TWAMP reconmends, see Section 4.2.1 of [RFC5357].

In Aut henticated or Encrypted TWAMP- Test nodes, the Padding Length
SHALL be >= 56 + Length of padding to reflect octets when specifying
a test session using both the OPTIONAL Reflect Octets node and the
truncation process that TWAMP recomrends, see Section 4.2.1 of

[ RFC5357] .

4.3. Reflect Cctets: Accept Session Packet Format

The bits designated for the Reflect Padding feature in the Accept
Session comrand are as shown in the packet fornmat bel ow
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0 1 2 3
01234567890123456789012345678901
i T s T i T S S I S i (T S S S e S
| Accept | VBZ | Por t
R e s T e e S e in i i e e e e R e

SID (16 octets)

B T S i T s i i e e SEI S
| Ref |l ected octets | Server octets

R i T I e T S S e S TR S T e i I S e S e e e e o o
| MBZ (8 octets)

B i s T T i i o S o T Ji I
+-

+
I
I
I
I
|
I
|
I
HVAC (16 octets) |
I
I

I i S S T o S S e e e e i S i S S

The Reflected octets field SHALL contain the octets fromthe Request-
TW Session Cctets to be reflected field and be 2 octets |ong, as
shown.

The Server octets field SHALL contain information that the Server
intends to be returned in the TWAMP- Test Packet Padding (to be
reflected) field, OR SHALL be zero, and be 2 octets | ong, as shown.
Al t hough the Server deternmines the SID, this field is very long (16
octets) and does not nornmally appear in TWAMP- Test packets. The
following itens MUST be part of conpliant inplenentations using the
Refl ect Cctets feature:

0 When a Server does not require octets to be returned in TWAMP- Test
packets, it MJST send all zeros in the Server octets field.

0 When a Server intends octets to be returned in TWAMP- Test packets,
it MIUST send a non-zero value in the Server octets field, and the
TWAMP- Test Sender MJST include those octets at the begi nning of
the Packet Padding (to be reflected) field.

0 Section 4.1.2 defines how Server octets MJST be included in the

TWAMP- Test packet padding when this service is desired by the
Server (indicated in the second of two figures in this section).
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When perforning the truncation process that TWAMP recomends, see
Section 4.2.1 of [RFC5357], if calculations on the Paddi ng | engths
reveal that there are insufficient octets supplied to produce equal -
| engt h Sessi on- Sender and Sessi on-Refl ector test packets, then the
Accept field MIST be set to 3 to indicate that sonme aspect of the
request is not supported.

4.4. Additional Considerations

The val ue of the Modes field sent by the Server in the Server
Greeting nessage is the bit-wise OR of the node values that it is
willing to support during this session.

Wth the publication of this neno as an RFC, the last 7 bit positions
of the Modes 32-bit field are used. A Control-Cient conformng to
this extension of [RFC5357] MAY ignore the values in the higher bits
of the Modes field, or it MAY support other features that are

communi cated in those bit positions. The other bits are avail able
for future protocol extensions.

5. Ext ended TWAMP Test

The TWAMP-Test protocol is simlar to the OMM [ RFC4656] test
protocol with the exception that the Session-Reflector transmts test
packets to the Session-Sender in response to each test packet it
receives. TWAMP, see Section 4 of [RFC5357], defines two additiona
test packet formats for packets transmtted by the Session-Reflector
The appropriate format depends on the security node chosen. The new
nodes specified here utilize some of the padding octets within each
test packet format or require truncation of those octets depending on
the security node in use

5.1. Sender Behavi or

This section describes extensions to the behavior of the TWAMP
Sessi on- Sender .

5.1.1. Packet Tim ngs

The Send Schedule is not utilized in TWAMP, and this is unchanged in
thi s neno.

5.1.2. Reflect Cctets: Packet Formats and Contents
The Session- Sender packet format and content follow the sane

procedure and guidelines as defined in Section 4.1.2 of [RFC4656] (as
indicated in Section 4.1.2 of [RFC5357]).
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The Reflect Octets node re-designates the origi nal TWAMP- Test Packet
Padding field (see Section 4.1.2 of [RFC4656]), as shown bel ow for
Unaut hent i cat ed node:

0 1 2 3
01234567890123456789012345678901
e i o e e e e e o i e N
| Sequence Numnber |
T S T I Al ol ST SN S S S S S S S S S i S SIS SN S O Y

Ti mest anp

ettt o e e e e e e e e e e e e e e o e e e e e e o o
Error Estinmate | |
c e e e e e e e e e e e e e e - +

Packet Padding (to be reflected)
(length in octets specified in conmand)
I S i o T s S S S e s s T

S ——— ——

Addi ti onal Packet Paddi ng
B T S i T s i i e e SEI S

The Packet Padding (to be reflected) field SHALL correspond to the

I ength of octets specified in the Request-TW Session Length of
padding to reflect field to this test session. These are the octets
that the Session-Sender expects will be returned by the Session-

Ref | ect or.

The length of the Additional Packet Padding field is the difference
between two fields in the Request-TW Sessi on comrand, as foll ows:

Addi tional Packet Padding, in octets =

Paddi ng Length - Length of padding to reflect

When a Server intends octets to be returned in TWAMP- Test packets, it
MJUST send a non-zero value in the Server octets field, and the TWAMP-

Test Sessi on-Sender MJUST include those octets in the first 2 octets
of the Packet Padding (to be reflected) field as shown bel ow
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0 1 2 3
01234567890123456789012345678901
B il s S S S S I S i
| Server octets |
A T R S M S g S S
I I
| Remai ni ng Packet Padding (to be refl ected) |
(total length in octets specified in command)

e i S T S S T T S i S S S S

The Server octets field contains the sanme information that the Server
returned to the Control-Client in the Accept-Session nessage
corresponding to this specific test session (see Section 4.3). At
the Session-Reflector, these octets MIJST be reflected the same as the
rest of the Packet Padding (to be reflected) field.

Note that it is permissible for the Session-Sender to insert the sane
octets used in the Cctets to be reflected field of the Request-TW
Sessi on comrand el sewhere in the Packet Padding (to be reflected)
field.

5.1.3. Reflect Cctets: Interaction with Paddi ng Truncation

When the Reflect Octets npde is selected, and perform ng the
truncation process that TWAMP reconmrends, see Section 4.2.1 of

[ RFC5357], the Session-Sender MJST anticipate a m ni num paddi ng
required to achieve equal -size test packets in both directions. The
anount of paddi ng needed to achi eve symetrical packet size depends
on both the security node (Unauthenti cated/ Aut henti cat ed/ Encrypt ed)
and whether the Reflect Octets nmode is sel ected sinultaneously.

VWhen using the truncation process in TWAMP al one, see Section 4.2.1
of [RFC5357], the Session-Sender MJST append sufficient Packet
Paddi ng octets to allow the sane | P packet payload |engths to be used
in each direction of transmssion (this is usually desirable). To
conmpensate for the Session-Reflector’s |larger test packet format, the
Sessi on- Sender MJUST append at | east 27 octets of padding in

Unaut henti cated node, and at |east 56 octets in Authenticated and
Encrypted nodes. The sizes of TWAMP-Test protocol packets and the
resulting truncated padding to achi eve equal packet sizes in both
directions are shown in the table bel ow
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S RIS dom e mmemeeeemeaeeaaas T +
| Cctets in: | Unaut henticated Mbde | Auth/Encrypted Mde

o e e e o T o e e e e e oo - +
| Reflector Header | 41 | 104 |
| Sender Header | 14 | 48 |
| Truncated Padding | 27 | 56 |
I Ipp domemmemeeeemeaeeaaas e meeeeemeaaeeaeas +

TWAMP- Test Paddi ng Truncati on

When using the Reflect COctets node sinultaneously with the truncation
process that TWAMP reconmends in Section 4.2.1 of [RFC5357], the
Sessi on- Sender MUST append at | east 27 octets of padding plus the
Length of the padding to reflect octets when operating in

Unaut henti cated node. The Sessi on-Sender MJST append at | east 56
octets of padding plus the Length of the padding to reflect octets
when operating in Authenticated and Encrypted nodes.
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5.1.4. Synmetrical Size: Session-Sender Packet Format

VWhen the Synmetrical Size node is selected, the Session-Sender SHALL
use the follow ng TWAMP- Test Packet Format in Unaut henticated node:

Unaut henti cat ed Mode

0 1 2 3

01234567890123456789012345678901
B T S i T s i i e e SEI S
| Sequence Nunber |
O e i o R i i I R S e o
Ti mest anp

I S T i S S S e T T I S i e S

Error Estimate |
i i i i i S S S

MBZ (27 octets)

I

I
+-
I
+-
I

I

I

I

I

I
+ T S T i S Sl T S SR o
I

+-

+— +—— " +— +——

i o St B
Packet Paddi ng
I S i o T s S S S e s s T

This feature REQUI RES only a new Sessi on- Sender test packet format,
the Session-Reflector test packet format is unchanged.
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5.1.5. Synmetrical Size AND Reflect Cctets: Session-Sender Packet
For mat

When both the Symetrical Size npbde and the Reflect Cctets node are
sel ected, the Session-Sender SHALL use the foll owi ng TWAMP- Test
Packet Format in Unauthenticated node:

Unaut henti cat ed Mbde

0 1 2 3

01234567890123456789012345678901
I S i o T s S S S e s s T
| Sequence Number |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
Ti mest anp

i T T e e s o i o R S S e T T (BIE TR SR e
Error Estimate |
R e T S o o i

MBZ (27 octets)

I S T ST S T T S S S S S

Bk SR S SRR

-+ +— +— +—
-+ +— +— +—

Packet Padding (to be reflected)
(length in octets specified in comrand)
R i T i e i i S e S S e S

Addi ti onal Packet Padding
e e e e e e e e e e e e e e e e e e e e b e e e e e e e e e e e 4
In this conbined node, the Packet Padding to be reflected follows the
27 MBZ octets. |In Authenticated or Encrypted nodes, the Packet
Padding to be reflected follows the 56 MBZ octets.

5.2. Reflector Behavior

The TWAMP Refl ector follows the procedures and guidelines in Section
4.2 of [RFC5357], with the followi ng additional functions:

0 Reflect Cctets node: Designated octets in the Packet Padding (to

be reflected) field of the Session-Sender’s test packet MJST be
included in the Session-Reflector’s test packet.
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5.
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2.

o Symmetrical Size node: The Session-Reflector MJST operate using
the Session_Refl ector Packet Format defined in Section 5.1.4,
where the Padding Cctets are separated fromthe information
fields.

1. Reflect COctets: Session-Reflector Packet Format and Contents

The Refl ect Padding feature re-designates the Packet Padding field,
as shown bel ow. Wen the Reflect Cctets node is selected, the
Sessi on- Sender SHALL use the foll owi ng TWAMP- Test Packet Format in
Unaut hent i cat ed node:

To'\’
+ooo
+ P

123456789
i S S S

=

3456 9
-4 - - - +-
Sequence e
+- - +- +- +-

8
+
unb
+

+z+\1

T S o SN T S o SN

Ti mest anp

i S S s e i i I S T S S S i S S O

0
0
+
I
+
I
I
+
| Error Estimate | vVBZ
R i i i e e S S R S it S S e e R e S e R e e il it
I
I
+
I
+
I
I
+
I
+
I
+

Recei ve Ti nestanp

i i i S i i S it ik it N

Sender Sequence Number
s o S i i oI R R S S S S e s S T S S S S S e o

Sender Ti nest anp

+

B
Sende
+- - - - -

Sender TT
i i

B T T S e s e S S e e S T sl S B TR S g
or Estimate | vBZ
R i i T S e e T i T ol ST TR SRR TR S S S

Packet Paddi ng (from Sessi on- Sender)

+ +
r Err
+- +- +-
L

+

+_+_+__+_+__+_+__+_+

R e s i T
Packet Paddi ng (from Sessi on- Sender) | |
B T T T S i s S S S e R e T +

—_— 4 -

Addi ti onal Packet Paddi ng
+++++++++++++++++++++++++++++++++

The Packet Paddi ng (from Sessi on-Sender) field MJST be the sane
octets as the Packet Padding (to be reflected) field in the Session-
Sender’s test packet, and therefore MJST conformto the length
specified in the Request-TW Sessi on nessage
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When the Server has returned a non-zero value in the Server octets
field of the Accept Session nmessage (as described in Section 4.3),
then the Session-Reflector SHALL refl ect these octets the sane as the
rest of the Packet Padding (to be reflected) field.

Section 4.2.1 of [RFC5357] recomrends a paddi ng truncati on process
for use in TWAMP. \When using that process in conjunction with the
Refl ect Octets node, the Session-Reflector MIST reflect the
designated octets fromthe Session-Sender’s test packet in the Packet
Paddi ng (from Sessi on-Sender) field, and MAY re-use additional Packet
Paddi ng fromthe Session-Sender. The Session-Reflector MJST truncate
t he paddi ng such that the hi ghest nunber octets are discarded, and
the test packet |ength equals the Session-Sender’s packet |ength.
When using the reconmended truncation process, the Session-Reflector
MJST truncate exactly 27 octets of padding in Unauthenticated node,
and exactly 56 octets in Authenticated and Encrypted nodes.

In any case, the Session-Reflector MAY re-use the Sender’s Packet
Paddi ng (since the requirenents for paddi ng generation are the sane
for each).

5.2.2. Symmetrical Size: Session-Reflector Packet Format

When Synmmetrical Size node is selected, the Session-Reflector packet
formats for Unauthenticated and Authenticated/ Encrypted nodes are
identical to the core TWAMP specification, see Section 4.2.1 of

[ RFC5357]. Thus, the Session-Reflector test packet format is
unchanged.

The Session-Refl ector MJUST construct its test packet using the
information in the Session-Sender’s test packet. The length of the
Session-Refl ector’s test packet SHALL equal the length of the
Sessi on- Sender’ s test packet.

5.2.3. Symmetrical Size AND Reflect Cctets: Session-Sender Packet
For mat

When both the Symmretrical Size node and the Reflect Cctets node are
sel ected, the Session-Reflector MIST operate using the Session-Sender
Packet Format defined in Section 5.1.5, where the Padding Cctets are
separated fromthe information fields, and the Packet Padding (to be
reflected) field precedes the Additional Padding.

The Session-Refl ector SHALL use the sane TWAMP- Test Packet Format as
specified in Section 5.2.1, above.

Morton & Ci avattone St andards Track [ Page 16]



RFC 6038 Refl ect Cctets & Symretric Size Cct ober 2010

6

7

7

Security Considerations

These extended nmpdes of operation do not appear to permt any new
attacks on hosts comrunicating with core TWAMP [ RFC5357] .

The security considerations that apply to any active neasurenent of
live networks are relevant here as well. See [ RFC4656] and
[ RFC5357] .

| ANA Consi der ati ons

This meno adds two nodes to the | ANA registry for the TWAMP Modes
field, and describes behavi or when the new nodes are used. This
field is a recogni zed extensi on nechani smfor TWAMP

1. Registry Specification

| ANA has created a TWAMP- Mbdes registry (as requested in [ RFC5618]).
TWAMP- Mbdes are specified in TWAMP Server G eeting nessages and Setup
Response nessages, as described in Section 3.1 of [RFC5357],
consistent with Section 3.1 of [RFC4656], and extended by this neno.
Modes are indicated by setting bits in the 32-bit Mdes field that
correspond to values in the Mddes registry. For the TWAMP- Mbdes
registry, we expect that new features will be assigned increasing
registry values that correspond to single bit positions, unless there
is a good reason to do otherwi se (nmore conpl ex encodi ng than singl e-
bit positions may be used in the future to access the 2732 val ue
space).

2. Registry Contents

The TWAMP- Mbdes regi stry has been augnented as foll ows:

Val ue Description Semantics Definition

32 Refl ect Cctets this neno, Section 3.1
Capability new bit position (5)

64 Symmetrical Size this meno, Section 3.1

Sender Test Packet Format new bit position (6)
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