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Trust Anchor Managenent Requirenents
Abst ract

A trust anchor represents an authoritative entity via a public key
and associ ated data. The public key is used to verify digita
signatures, and the associated data is used to constrain the types of
informati on for which the trust anchor is authoritative. A relying
party uses trust anchors to determine if a digitally signed object is
valid by verifying a digital signature using the trust anchor’s
public key, and by enforcing the constraints expressed in the

associ ated data for the trust anchor. This docunent describes some
of the problens associated with the |lack of a standard trust anchor
managenment nechani sm and defines requirenents for data formats and
push-based protocols designed to address these probl ens.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
published for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the I ETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Not all docunents
approved by the |ESG are a candidate for any |evel of Internet

St andard; see Section 2 of RFC 5741

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it may be obtained at
http://ww.rfc-editor.org/info/rfc6024
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1.

I nt roducti on

Digital signatures are used in many applications. For digita
signatures to provide integrity and authentication, the public key
used to verify the digital signature nust be "trusted", i.e.,
accepted by a relying party (RP) as appropriate for use in the given
context. A public key used to verify a signature nust be configured
as a trust anchor (TA) or contained in a certificate that can be
transitively verified by a certification path termnating at a trust
anchor. A trust anchor is a public key and associ ated data used by a
relying party to validate a signature on a signed object where the
object is either:

0 a public key certificate that begins a certification path
term nated by a signature certificate or encryption certificate

0 an object, other than a public key certificate or certificate
revocation list (CRL), that cannot be validated via use of a
certification path

Trust anchors have only local significance, i.e., each RPis
configured with a set of trust anchors, either by the RP or by an
entity that nmanages TAs in the context in which the RP operates. The
associ ated data defines the scope of a trust anchor by inposing
constraints on the signatures that the trust anchor nmay be used to
verify. For exanple, if a trust anchor is used to verify signatures
on X. 509 certificates, these constraints may include a comnbination of
nane spaces, certificate policies, or application/usage types.

One use of digital signatures is the verification of signhatures on
firmvare packages | oaded into hardware nodul es, such as cryptographic
modul es, cabl e boxes, routers, etc. Since such devices are often
managed renotely, the devices nust be able to authenticate the source
of managenent interactions and can use trust anchors to performthis
aut hentication. However, trust anchors require nanagenent as well.

O her applications requiring trust anchor managenent include web
browsers (which use trust anchors when authenticating web servers)
and email clients (which use trust anchors when validating signed
emai | and when aut henticating recipients of encrypted email).

Al'l applications that rely upon digital signatures rely upon sone
means of managi ng one or nore sets of trust anchors. Each set of
trust anchors is referred to in this docunent as a trust anchor
store. Oten, the neans of managi ng trust anchor stores are
application-specific and rely upon out-of-band nmeans to establish and
mai ntain trustworthiness. An application may use nultiple trust
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anchor stores, and a given trust anchor store nmay be used by multiple
applications. Each trust anchor store is managed by at |east one TA
manager; a TA manager may manage nultiple TA stores.

The requirenents stated in this docunment were prepared prior to the
publication of [RFC5914] and [RFC5934]. The docunent was not
published at that time to allow for changes in requirenments during
the devel opnent of the associated technical specifications. The
requi renents descri bed bel ow are those that were considered during
t he devel opnent of [RFC5914] and [ RFC5934].

Thi s section provides an introduction and defines basic term nol ogy.
Section 2 describes problenms with current trust anchor nanagenent
met hods. Sections 3 and 4 describe requirenents and security
considerations for a trust anchor managenent sol ution

Ter mi nol ogy

The following terns are defined in order to provide a vocabulary for
describing requirements for trust anchor managenent.

Trust Anchor: A trust anchor represents an authoritative entity via
a public key and associated data. The public key is used to
verify digital signatures, and the associated data is used to
constrain the types of information for which the trust anchor is
authoritative. A relying party uses trust anchors to deternmine if
a digitally signed object is valid by verifying a digita
signature using the trust anchor’s public key, and by enforcing
the constraints expressed in the associated data for the trust
anchor .

Trust Anchor Manager: A trust anchor manager is an entity
responsi bl e for managi ng the contents of a trust anchor store.
Thr oughout this docunment, each trust anchor nmanager is assuned to
be represented as or delegated by a distinct trust anchor.

Trust Anchor Store: A trust anchor store is a set of one or nore
trust anchors stored in a device. A trust anchor store may be
managed by one or nore trust anchor managers. A device may have
nore than one trust anchor store, each of which may be used by one
or nore applications.

Requi rements Not ati on
The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].
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Pr obl em St at enent

Trust anchors are used to support many application scenarios. Mst
Internet browsers and enmil clients use trust anchors when

aut henticating Transport Layer Security (TLS) sessions, verifying
signed ermail, and generating encrypted enail by validating a
certification path to a server’'s certificate, an email originator’s
certificate, or an email recipient’s certificate, respectively. Mny
software distributions are digitally signed to enable authentication
of the software source prior to installation. Trust anchors that
support these applications are typically installed as part of the
operating system (QOS) or application, installed using an enterprise
configurati on managenent system or installed directly by an CS or
appl i cation user.

Trust anchors are typically stored in application-specific or
OS-specific trust anchor stores. Oten, a single nmachine nmay have a
number of different trust anchor stores that may not be synchroni zed.
Revi ewi ng the contents of a particular trust anchor store typically

i nvol ves use of a proprietary tool that interacts with a particul ar
type of trust store

The presence of a trust anchor in a particular store often conveys
inplicit authorization to validate signhatures for any contexts from
which the store is accessed. For exanple, the public key of a
timestanp authority (TSA) may be installed in a trust anchor store to
val i date signatures on timestanps [ RFC3161]. However, if the store
containing this TAis used by nultiple applications that serve

di fferent purposes, the sane key may be used (inappropriately) to
val i date other types of objects such as certificates or Online
Certificate Status Protocol (OCSP) responses. Prior to publication
of [RFC5914], there was no standard general - pur pose mechani smfor
limting the applicability (scope) of a trust anchor. A conmon
practice to address this problemis to place different TAs in
different stores and limt the set of applications that access a
given TA store.

Trust rel ationshi ps between Public Key Infrastructures (PKIs) are
negotiated by policy authorities. Negotiations frequently require
significant tine to ensure all participating parties’ requirenents
are satisfied. These requirenents are expressed, to sone extent, in
public key certificates via policy constraints, name constraints,
etc. In order for these requirenents to be enforced, trust anchor
stores must be managed in accord with policy authority intentions.

O herwi se, the constraints defined in a cross-certificate could be
circunvented by recogni zing the subject of the cross certificate as a
trust anchor, which would enabl e path processing inplenentations to
avoi d the cross-certificate.
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Trust anchors are often represented as self-signed certificates,

whi ch provide no useful neans of establishing the validity of the
informati on contained in the certificate. Confidence in the
integrity of a trust anchor is typically established through out-of -
band nmeans, often by checking the "fingerprint" (one-way hash) of the
self-signed certificate with an authoritative source. Routine trust
anchor rekey operations typically require simlar out-of-band checks,
t hough in-band rekey of a trust anchor is supported by the
Certificate Management Protocol (CMP) [RFC4210]. ldeally, only the
initial set of trust anchors are installed in a particul ar trust
anchor store should require out-of-band verification, particularly
when the costs of perform ng out-of-band checks comensurate with the
security requirements of applications using the trust anchor store
are high.

Despite the preval ent use of trust anchors, there is neither a
standard neans for discovering the set of trust anchors installed in
a particular trust anchor store nor a standard means of managi ng
those trust anchors. The renmi nder of this document describes
requirenents for a solution to this problemalong with sone security
consi derati ons.

3. Requirenents

This section describes the requirenments for a trust anchor nmanagenent
protocol. Requirements are provided for trust anchor contents as
wel|l as for trust anchor store managenent operati ons.

3.1. Transport |ndependence
3.1.1. Functional Requirenents

A general - purpose solution for the managenment of trust anchors MJST
be transport independent in order to apply to a range of device
commruni cations environnents. It MJST work in both session-oriented
and store-and-forward comuni cations environments as well as in both
push and pull distribution nodels. To accommodate both comunication
nmodel s in a uni form fashion, connectionless integrity and data origin
aut hentication for TA transactions MJST be provided at the
application layer. Confidentiality MAY be provided for such
transacti ons.

3.1.2. Rationale
Not all devices that use trust anchors are available for online
managenent operations; sone devices may require manual interaction

for trust anchor managenent. Data origin authentication and
integrity are required to ensure that the transaction has not been
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modi fied en route. Only connectionless integrity is required, for
compatibility with store-and-forward contexts

Basi ¢ Managenent Qperations
1. Functional Requirenents

At a mnimm a protocol used for trust anchor managenent MJST enabl e
a trust anchor manager to performthe foll ow ng operations:

0 Determine which trust anchors are installed in a particular trust
anchor store

0 Add one or nore trust anchors to a trust anchor store

0 Renpve one or nore trust anchors froma trust anchor store

0 Replace an entire trust anchor store

A trust anchor managenent protocol MJST provi de support for these

basi ¢ operations; however, not all inplenmentations nust support each

option. For exanple, sone inplenentations may support only

repl acenent of trust anchor stores.

2. Rationale

These requirenments describe the core operations required to nmanage

the contents of a trust anchor store. An edit operation was onmitted

for the sake of sinplicity, with consecutive renove and add

operations used for this purpose. A single add or renbve operation

can act upon nore than one trust anchor to avoid unnecessary round

trips and are provided to avoid the need to always replace an entire

trust anchor store. Trust anchor store replacenent may be useful as

a sinple, higher-bandwidth alternative to add and renove operations.
Managenent Targets

1. Functional Requirements

A protocol for TA managenent MUST all ow a TA nanagenent transaction
to be directed to:

Al TA stores for which the manager is responsible

An enunerated |ist of one or nore named groups of trust anchor
stores

An individual trust anchor store
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3.3.2. Rationale

Connections between PKIs can be acconplished using different neans.

Unilateral or bilateral cross-certification can be perforned, or a

community may sinply elect to explicitly accept a trust anchor from
anot her community. Typically, these decisions occur at the

enterprise level. |In sonme scenarios, it can be useful to establish
these connections for a small conmunity within an enterprise.
Enterpri se-w de nmechani sns such as cross-certificates are ill-suited

for this purpose since certificate revocation or expiration affects
the entire enterprise.

A trust anchor managenent protocol can address this issue by
supporting limted installation of trust anchors (i.e., installation
of TAs in subsets of the enterprise user community), and by
supporting expression of constraints on trust anchor use by relying
parties. Limted installation requires the ability to identify the
menbers of the community that are intended to rely upon a particul ar
trust anchor, as well as the ability to query and report on the
contents of trust anchor stores. Trust anchor constraints can be
used to represent the limtations that m ght otherw se be expressed
in a cross-certificate, and linmted installation ensures the
recognition of the trust anchor does not necessarily enconpass an
entire enterprise.

Trust anchor configurations may be uni form across an enterprise, or
they may be unique to a single application or small set of
applications. Many devices and sone applications utilize multiple
trust anchor stores. By providing nmeans of addressing a specific
store or collections of stores, a trust anchor managenent protocol
can enable efficient managenent of all stores under a trust anchor
manager’s control

3.4. Delegation of TA Manager Authority

3.4.1. Functional Requirenents
A trust anchor managenent protocol MJST enabl e secure transfer of
control of a trust anchor store fromone trust anchor manager to
another. It also SHOULD enabl e del egation for specific operations
wi t hout requiring del egation of the overall trust anchor managenent
capability itself.

3.4.2. Rationale

Trust anchor manager rekey is one type of transfer that nust be
supported. In this case, the new key will be assigned the sane
privileges as the old key.
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Creation of trust anchors for specific purposes, such as firmare
signing, is another example of delegation. For exanple, a trust
anchor manager may del egate only the authority to sign firnware to an
entity, but disallow further del egation of that privilege, or the
trust anchor manager may allow its delegate to further del egate
firmvare signing authority to other entities.

3.5. RFC 5280 Support
3.5.1. Functional Requirenents

A trust anchor managenent protocol MJST enabl e managenent of trust
anchors that will be used to validate certification paths and CRLs in
accordance with [ RFC5280] and [ RFC5055]. A trust anchor format MJST
enabl e the representation of constraints that influence certification
path validation or otherw se establish the scope of usage of the
trust anchor public key. Exanples of such constraints are nane
constraints, certificate policies, and key usage.

3.5.2. Rati onal e

Certification path validation is one of the nbst common applications
of trust anchors. The rules for using trust anchors for path
validation are established in [RFC5280]. [RFC5055] describes the use
of trust anchors for del egated path validation. Trust anchors used
to validate certification paths are responsible for providing,

possi bly through a del egate, the revocation status information of
certificates it issues; this is often acconplished by signing a CRL.

3.6. Support Purposes other than Certification Path Validation
3.6.1. Functional Requirements

A trust anchor managenent protocol MJST enabl e managenent of trust
anchors that can be used for purposes other than certification path
validation, including trust anchors that cannot be used for
certification path validation. |t SHOULD be possible to authorize a
trust anchor to delegate authority (to other TAs or certificate

hol ders) and to prevent a trust anchor from del egating authority.

3.6.2. Rationale

Trust anchors are used to validate a variety of signed objects, not
just public key certificates and CRLs. For exanple, a trust anchor
may be used to verify firnmnare packages [ RFC4108], OCSP responses

[ RFC2560], Server-Based Certificate Validation Protocol (SCVP)
responses [ RFC5055], or tinmestanps [RFC3161]. TAs that are

aut horized for use with sone or all of these other types of
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operations may not be authorized to verify public key certificates or
CRLs. Thus, it is inportant to be able to inpose constraints on the
ways in which a given TA is enpl oyed

3.7. Trust Anchor Fornat
3.7.1. Functional Requirenents

Mninmally, a trust anchor nmanagenment protocol MJST support managenent
of trust anchors represented as self-signed certificates and trust
anchors represented as a distinguished name, public key information,
and, optionally, associated data. The definition of a trust anchor
MUST include a public key, a public key algorithm and, if necessary,
public key paraneters. Wen the public key is used to validate
certification paths or CRLs, a distinguished name al so MIST be

i ncluded per [RFC5280]. A trust anchor format SHOULD enabl e
specification of a public key identifier to enable other applications
of the trust anchor, for exanple, verification of data signed using
the Cryptographi c Message Syntax (CMS) SignedData structure

[ RFC5652]. A trust anchor format al so SHOULD enabl e the
representation of constraints that can be applied to restrict the use
of a trust anchor.

3.7.2. Rationale

Prior to the publication of [ RFC5914], there was no standardi zed
format for trust anchors. Self-signed X 509 certificates are
typically used, but [RFC5280] does not mandate a particul ar trust
anchor representation. It requires only that a trust anchor’s public
key information and di stingui shed nane be avail abl e during
certification path validation. CM5 is widely used to protect a
variety of types of content using digital signatures, including
contents that may be verified directly using a trust anchor, such as
firmvare packages [ RFC4108]. Constraints may include a validity
period, constraints on certification path validation, etc.

3.8. Source Authentication

3.8.1. Functional Requirements
An entity receiving trust anchor managenent data MJST be able to
authenticate the identity of the party providing the information and

MJST be able to confirmthe party is authorized to provide that trust
anchor i nformation.
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A trust anchor manager MJST be able to authenticate which trust
anchor store corresponds to a report listing the contents of the
trust anchor store and be able to confirmthe contents of the report
have not been subsequently altered.

3.8.2. Rationale

Data origin authentication and integrity are required to support
renot e management operations, even when TA managenent transactions
are effected via store-and-forward communi cati ons.

3.9. Reduce Reliance on Qut-of-Band Trust Mechani sns
3.9.1. Functional Requirements

When perform ng add operations, a trust anchor nmanagenment protoco
SHOULD enable TA integrity to be checked automatically by a relying
party without relying on out-of-band trust nechanisns.

3.9.2. Rati onal e

Traditionally, a trust anchor is distributed out-of-band with its
integrity checked manually prior to installation. Installation
typically is perforned by anyone with sufficient adm nistrative
privilege on the systemreceiving the trust anchor. Reliance on out-
of -band trust nechanisns is one problemw th current trust anchor
managenent approaches, and reduction of the need to use out-of-band
trust mechanisns is a primary notivation for devel oping a trust
anchor managenent protocol. Ideally, out-of-band trust nechani sns
will be required only during trust anchor store initialization.

3.10. Replay Detection
3.10.1. Functional Requirenents

A trust anchor managenent protocol MJST enabl e partici pants engaged
in a trust anchor managenent protocol exchange to detect replay
attacks. A replay detection mechani smthat does not introduce a
requirenent for a reliable source of time MJUST be avail abl e.

Mechani sns that do require a reliable source of tinme MAY be
avai | abl e.

3.10.2. Rationale
Detecti on of replays of trust anchor managenent transactions is

required to support renote managenent operations. Replay of old
trust anchor managenent transactions could result in the
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rei ntroduction of conprom sed trust anchors to a trust anchor store,
potentially exposing applications to malicious signed objects or
certification paths.

Sone devices that utilize trust anchors have no access to a reliable
source of tinme, so a replay detection nechanismthat requires a
reliable tinme source is insufficient.

3.11. Conpromi se or Disaster Recovery
3.11.1. Functional Requirenents

A trust anchor managenent protocol MJST enabl e recovery fromthe
comprom se or loss of a trust anchor private key, including the
private key authorized to serve as a trust anchor manager, w thout
requiring re-initialization of the trust store.

3.11.2. Rationale

Conpromi se or loss of a private key corresponding to a trust anchor
can have significant negative consequences. Currently, in sone
cases, re-initialization of all affected trust anchor stores is
required to recover froma lost or conpronised trust anchor key. Due
to the costs associated with re-initialization, a trust anchor
managemnent protocol should support recovery options that do not
require trust anchor store re-initialization

4. Security Considerations

The public key used to authenticate a TA nmanagement transacti on may
have been placed in the client as the result of an earlier TA
managenent transaction or during an initial bootstrap configuration
operation. In nost scenarios, at |east one public key authorized for
trust anchor managenent nust be placed in each trust anchor store to
be managed during the initial configuration of the trust anchor
store. This public key may be transported and checked using out-of -
band nmeans. In all scenarios, regardl ess of the authentication
mechani sm at | east one trust anchor manager nust be established for
each trust anchor store during the initial configuration of the trust
anchor store.

Conpromi se of a trust anchor’s private key can result in nmany
security problens including issuance of bogus certificates or
installation of rogue trust anchors.

Usage of trust anchor-based constraints requires great care when

defining trust anchors. Errors on the part of a trust anchor nanager
could result in denial of service or have serious security
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5

consequences. For exanple, if a nane constraint for a trust anchor
that serves as the root of a PKI includes a typo, denial of service
results for certificate holders and relying parties. |If a trust
anchor manager inadvertently delegates all of its privileges and the
del egat e subsequently renoves the trust anchor nmanager from trust
anchor stores now under its control, recovery may require
re-initialization of all effected trust anchor stores.

RFC 5280 requires that certificate path validation be initialized
with a TA subject nane and public key, but does not require
processing of other information, such as nane constraints extensions.
I nclusion of constraints in trust anchors is optional. Wen
constraints are explicitly included by a trust anchor manager using a
trust anchor managenent protocol, there exists an expectation that
the certificate path validation algorithmw |l make use of the
constraints. Application owners nust confirmthe path processing

i npl ement ati ons support the processing of TA-based constraints, where
required.

Many of the security considerations from[RFC5280] are al so
applicable to trust anchor nmanagenent.
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