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Abst ract

By default, message header field paraneters in Hypertext Transfer
Protocol (HTTP) messages cannot carry characters outside the |ISO
8859-1 character set. RFC 2231 defines an encodi ng nmechani smfor use
in Miultipurpose Internet Mail Extensions (M ME) headers. This
docunent specifies an encoding suitable for use in HITP header fields
that is conpatible with a profile of the encoding defined in RFC
2231.

Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it may be obtained at
http://ww.rfc-editor.org/info/rfc5987

Copyri ght Notice

Copyright (c) 2010 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunments
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

By default, nmessage header field paraneters in HITP ([ RFC2616])
messages cannot carry characters outside the | SO 8859-1 character set
([1SO-8859-1]). RFC 2231 ([ RFC2231]) defines an encodi ng nechani sm
for use in MME headers. This docunent specifies an encodi ng
suitable for use in HITP header fields that is conpatible with a
profile of the encoding defined in RFC 2231.

Note: in the remainder of this docunent, RFC 2231 is only
referenced for the purpose of explaining the choice of features
that were adopted; they are therefore purely infornmative.

Note: this encoding does not apply to nessage payl oads transnitted
over HTTP, such as when using the nedia type "nultipart/formdata"
([ RFC2388] ) .

2. Notational Conventions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

Thi s specification uses the ABNF (Augnented Backus- Naur Form
notation defined in [ RFC5234]. The followi ng core rules are included
by reference, as defined in [ RFC5234], Appendix B.1: ALPHA (letters),
DA T (decimal 0-9), HEXDI G (hexadeci mal 0-9/A-F/a-f), and LWSP

(l'i near whitespace).
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Note that this specification uses the term"character set" for
consi stency with other |ETF specifications such as RFC 2277 (see
[ RFC2277], Section 3). A nore accurate termwould be "character
encodi ng" (a mappi ng of code points to octet sequences).

3. Conparison to RFC 2231 and Definition of the Encoding

RFC 2231 defines several extensions to MME. The sections bel ow
discuss if and how they apply to HITP header fields.

In short:
o Parameter Continuations aren’'t needed (Section 3.1),

0 Character Set and Language Information are useful, therefore a
sinmple subset is specified (Section 3.2), and

0 Language Specifications in Encoded Wrds aren’t needed
(Section 3.3).

3.1. Parameter Continuations
Section 3 of [RFC2231] defines a nechanismthat deals with the Iength
limtations that apply to M ME headers. These linmitations do not
apply to HITP ([ RFC2616], Section 19.4.7).

Thus, parameter continuations are not part of the encodi ng defined by
this specification.

3.2. Paraneter Value Character Set and Language | nfornation
Section 4 of [RFC2231] specifies how to enbed | anguage information
into paraneter values, and also how to encode non-ASClI| characters,
dealing with restrictions both in MM and HTTP header paraneters.
However, RFC 2231 does not specify a mandatory-to-inpl enent character
set, making it hard for senders to decide which character set to use
Thus, recipients inplenenting this specification MIJST support the
character sets "|SO 8859-1" [ISO 8859-1] and "UTF-8" [ RFC3629].

Furthernore, RFC 2231 allows the character set information to be |eft
out. The encoding defined by this specification does not allowthat.

3.2. 1. Definition

The syntax for paraneters is defined in Section 3.6 of [RFC2616]
(with RFC 2616 inplied LW5 translated to RFC 5234 LWSP)
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par anet er = attribute LWSP "=" LWSP val ue
attribute = token
val ue = token / quoted-string

quot ed-string
t oken

= <quoted-string, defined in [ RFC2616], Section 2.2>
= <token, defined in [RFC2616], Section 2.2>

In order to include character set and | anguage information, this
specification nodifies the RFC 2616 grammar to be:

par anet er = reg-paraneter / ext-paraneter

reg- parameter = parmanme LWSP "=" LWSP val ue
ext-paraneter = parmane "*" LWBP "=" LWSP ext-val ue

par marne = l1l*attr-char

ext - val ue = charset "'" [ language ] "'" value-chars

;. like RFC 2231’ s <extended-initial-val ue>
; (see [RFC2231], Section 7)

"UTF-8" / "1S0O 8859-1" / m nme-charset

char set

1*m me- char set ¢
ALPHA / DIGT

m me- char set
m me- char setc

R A R S A A%
A B B A AT
I S T

; as <mne-charset> in Section 2.3 of [RFC2978]
; except that the single quote is not included
; SHOULD be registered in the | ANA charset registry

| anguage = <Language- Tag, defined in [ RFC5646], Section 2.1>
val ue-chars = *( pct-encoded / attr-char )
pct - encoded = "% HEXD G HEXDI G

; see [RFC3986], Section 2.1

attr-char = ALPHA / DGAT
/ n ! n / n #Il / n $Il / n &II / n +II / n - n / n i n
/ AN / " _n / wen / " | " / nwo__n
; token except ( "*" /[ "' "W )
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Thus, a paraneter is either a regular paranmeter (reg-paraneter), as
previously defined in Section 3.6 of [RFC2616], or an extended
par anet er (ext-paraneter)

Ext ended paraneters are those where the | eft-hand side of the
assignnent ends with an asterisk character.

The val ue part of an extended paraneter (ext-value) is a token that
consists of three parts: the REQU RED character set nanme (charset),
the OPTI ONAL | anguage i nformation (|l anguage), and a character
sequence representing the actual value (val ue-chars), separated by
single quote characters. Note that both character set names and

| anguage tags are restricted to the US-ASCI|I character set, and are
mat ched case-insensitively (see [RFC2978], Section 2.3 and [ RFC5646],
Section 2.1.1).

I nside the value part, characters not contained in attr-char are
encoded into an octet sequence using the specified character set.
That octet sequence is then percent-encoded as specified in Section
2.1 of [RFC3986].

Producers MUST use either the "UTF-8" ([ RFC3629]) or the "I SO 8859-1"
([1SO-8859-1]) character set. Extension character sets (mne-
charset) are reserved for future use

Not e: recipients should be prepared to handl e encodi ng errors,
such as mal forned or inconplete percent escape sequences, Or non-
decodabl e octet sequences, in a robust manner. This specification
does not nandate any specific behavior, for instance, the
followi ng strategies are all acceptabl e:

* ignoring the paraneter
* stripping a non-decodabl e octet sequence,

* substituting a non-decodabl e octet sequence by a repl acenent
character, such as the Unicode character WFFFD ( Repl acenent
Character).

Note: the RFC 2616 token production ([ RFC2616], Section 2.2)
differs fromthe production used in RFC 2231 (inported from
Section 5.1 of [RFC2045]) in that curly braces ("{" and "}") are
excluded. Thus, these two characters are excluded fromthe attr-
char production as well.
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3.

3.

Not e: the <mi me-charset> ABNF defined here differs fromthe one in
Section 2.3 of [RFC2978] in that it does not allow the single
quote character (see also RFC Errata ID 1912 [Err1912]). In
practice, no character set nanmes using that character have been
registered at the tine of this witing.

2.2. Exanples
Non- ext ended notation, using "token":
foo: bar; title=Econony
Non- ext ended notation, using "quoted-string":
foo: bar; title="US-$ rates”
Ext ended notation, using the Unicode character U+00A3 (POUND SI GN):
foo: bar; title*=iso-8859-1 en’ %A3%20r at es

Not e: the Uni code pound sign character U+O0A3 was encoded into the
single octet A3 using the | SO 8859-1 character encodi ng, then
percent-encoded. Also, note that the space character was encoded as
%20, as it is not contained in attr-char

Ext ended notation, using the Unicode characters U+00A3 (POUND SI GN)
and U+20AC (EURO SI GN):

foo: bar; title*=UTF-8 ' %2%3%20and%20%2%82%ac%?0r at es

Not e: the Uni code pound sign character U+00A3 was encoded into the
octet sequence C2 A3 using the UTF-8 character encodi ng, then
percent - encoded. Likew se, the Unicode euro sign character U+20AC
was encoded into the octet sequence E2 82 AC, then percent-encoded.

Al so note that HEXDI G al | ows both | owercase and uppercase characters,
so recipients nust understand both, and that the |anguage information
is optional, while the character set is not.

3. Language Specification in Encoded Wrds

Section 5 of [RFC2231] extends the encodi ng defined in [ RFC2047] to
al so support |anguage specification in encoded words. Although the
HTTP/ 1.1 specification does refer to RFC 2047 ([ RFC2616], Section
2.2), it’s not clear to which header field exactly it applies, and
whether it is inplenented in practice (see
<http://tools.ietf.org/wy/httpbis/trac/ticket/111> for details).

Thus, this specification does not include this feature.
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4.

.1

Qui delines for Usage in HTTP Header Field Definitions

Speci fications of HITP header fields that use the extensions defined
in Section 3.2 ought to clearly state that. A sinple way to achieve
this is to normatively reference this specification, and to include
the ext-value production into the ABNF for that header field.

For instance:

foo-header = "foo" LWSP ":" LWBP token ";" LWBP title-param
title-param= "title" LWSP "=" LWSP val ue
[ "title*" LWSP "=" LWSP ext-val ue

ext - val ue <see RFC 5987, Section 3.2>

Not e: The Parameter Value Continuation feature defined in Section
3 of [RFC2231] mmkes it inpossible to have nultiple instances of
extended paraneters with identical parmmane conponents, as the
processi ng of continuations woul d becone amnbi guous. Thus,
specifications using this extension are advised to disallowthis
case for conpatibility with RFC 2231.

When to Use the Extension

Section 4.2 of [RFC2277] requires that protocol elenents containing
human-readabl e text are able to carry | anguage information. Thus,
the ext-val ue production ought to be always used when the paraneter
value is of textual nature and its | anguage is known.

Furthernore, the extension ought to al so be used whenever the
paraneter value needs to carry characters not present in the US-ASClI
([USASCI1]) character set (note that it would be unacceptable to
define a new paraneter that would be restricted to a subset of the
Uni code character set).

4.2. FError Handling

Header field specifications need to define whether multiple instances
of parameters with identical parmane conponents are allowed, and how
they shoul d be processed. This specification suggests that a
paraneter using the extended syntax takes precedence. This would
al | ow producers to use both formats w t hout breaking recipients that
do not understand the extended syntax yet.

Exanpl e:

foo: bar; title="EURO exchange rates";
title*=utf-8 "' %2%82%c%0exchange%20r at es
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7

7

1.

In this case, the sender provides an ASCI| version of the title for

| egacy recipients, but also includes an internationalized version for
reci pi ents understanding this specification -- the latter obviously
ought to prefer the new syntax over the ol d one.

Note: at the tinme of this witing, many inplenentations failed to
ignore the formthey do not understand, or prioritize the ASC I
form al t hough the extended syntax was present.

Security Considerations

The format described in this docunment nmakes it possible to transport
non- ASCI | characters, and thus enabl es character "spoofing"
scenarios, in which a displayed val ue appears to be sonethi ng ot her
than it is.

Furthernore, there are known attack scenarios relating to decoding
UTF- 8.

See Section 10 of [RFC3629] for nore information on both topics.

In addition, the extension specified in this docunent makes it
possible to transport nultiple | anguage variants for a single
paraneter, and such use might allow spoofing attacks, where different
| anguage versions of the sane paraneter are not equival ent. Whether
this attack is useful as an attack depends on the paraneter
speci fi ed.
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