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Abst ract

Thi s docunent describes functions inplenmented in Session Initiation
Protocol (SIP) internmediaries known as Session Border Controllers
(SBCs). The goal of this docunent is to describe the comonly

provi ded functions of SBCs. A special focus is given to those
practices that are viewed to be in conflict with SIP architectura
principles. This docunent also explores the underlying requiremnments
of network operators that have led to the use of these functions and
practices in order to identify protocol requirenments and determ ne
whet her those requirenents are satisfied by existing specifications
or if additional standards work is required.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF conmmunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the ESG are a candidate for any |evel of Internet

St andard; see Section 2 of RFC 5741

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it may be obtained at
http://ww.rfc-editor.org/info/rfc5853
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1.

I nt roducti on

In the past few years, there has been a rapid adoption of the Session
Initiation Protocol (SIP) [1] and depl oynment of SIP-based
conmuni cati ons networks. This has often outpaced the devel opnent and
i mpl ement ati on of protocol specifications to neet network operator
requirenents. This has led to the devel opment of proprietary
solutions. Oten, these proprietary solutions are inplenented in
network intermediaries known in the marketpl ace as Sessi on Border
Controllers (SBCs) because they typically are depl oyed at the border
bet ween two networks. The reason for this is that network policies
are typically enforced at the edge of the network.

Even t hough many SBCs currently behave in ways that can break end-to-
end security and inmpact feature negotiations, there is clearly a

mar ket for them Network operators need nany of the features current
SBCs provide, and often there are no standard nechani sns available to
provi de them

The purpose of this docunent is to describe functions inplemented in
SBCs. A special focus is given to those practices that conflict with
SIP architectural principles in some way. The docunent al so explores
the underlying requirenments of network operators that have led to the
use of these functions and practices in order to identify protoco
requi renents and determ ne whether those requirenents are satisfied
by existing specifications or if additional standards work is
required.

Background on SBCs

The term SBC is relatively non-specific, since it is not standardized
or defined anywhere. Nodes that may be referred to as SBCs but do
not inplenment SIP are outside the scope of this docunent.

SBCs usually sit between two service provider networks in a peering
envi ronment, or between an access network and a backbone network to
provi de service to residential and/or enterprise custoners. They
provide a variety of functions to enable or enhance session-based

mul ti-media services (e.g., Voice over IP). These functions include:
a) perinmeter defense (access control, topology hiding, and denial -of -
service prevention and detection); b) functionality not available in
the endpoints (NAT traversal, protocol interworking or repair); and
c) traffic managenent (media nonitoring and Quality of Service
(QS)). Sone of these functions may al so get integrated into other
SIP elenents (like pre-paid platforns, Third Generation Partnership
Project (3GPP) Proxy CSCF (P-CSCF) [6], 3GPP | -CSCF, etc.).
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Sl P-based SBCs typically handl e both signaling and nedia and can

i mpl ement behavior that is equivalent to a "privacy service" (as
described in [2]) perform ng both Header Privacy and Session
Privacy). SBCs often nodify certain SIP headers and nessage bodies
that proxies are not allowed to nodify. Consequently, they are, by
definition, B2BUAs (Back-to-Back User Agents). The transparency of
these B2BUAs varies depending on the functions they perform For
exanpl e, sone SBCs nodify the session description carried in the
message and insert a Record-Route entry. Oher SBCs repl ace the

val ue of the Contact header field with the SBCs’ address and generate

a new Call -1 D and new To and Fromtags
o +
SBC |
[signaling] | +----------- +
S e |->] signaling [<-|---------- >
out er [ R + | inner
net wor k | | | network
| e +
S | - > media |<-|---------- >
[ medi a] | R +
o e e e e oo +

Figure 1: SBC Architecture

Figure 1 shows the | ogical architecture of an SBC, which includes a
signaling and a nmedia conponent. In this docunent, the terns outer
and i nner network are used for describing these two networks. An SBC
is logically associated with the inner network, and it typically

provi des functions such as controlling and protecting access to the
inner network fromthe outer network. The SBC itself is configured
and managed by the organi zati on operating the inner network.

In sone scenarios, SBCs operate with users’ (inplicit or explicit)
consent; while in others, they operate w thout users’ consent (this
| atter case can potentially cause problens). For exanple, if an SBC
in the same administrative domain as a set of enterprise users
performs topol ogy hiding (see Section 3.1), the enterprise users can
choose to route their SIP nmessages through it. |If they choose to
route through the SBC, then the SBC can be seen as having the users
inmplicit consent. Another exanple is a scenario where a service
provi der has broken gateways and it deploys an SBC in front of them
for protocol repair reasons (see Section 3.6). Users can choose to
configure the SBC as their gateway and, so, the SBC can be seen as
having the users’ inmplicit consent.
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2.1. Peering Scenario

A typical peering scenario involves two network operators who
exchange traffic with each other. An exanple peering scenario is
illustrated in Figure 2. An originating gateway (GMAl) in Operator
A's network sends an INVITE that is routed to the SBC in Cperator B's
network. Then, the SBC forward it to the softswitch (SS-B). The
softswitch responds with a redirect (3xx) message back to the SBC
that points to the appropriate term nating gateway (GMB1) in
Qperator B's network. |f QOperator B does not have an SBC, the
redirect nessage would go to the Operator A’ s originating gateway.
After receiving the redirect nessage, the SBC sends the INVITE to the
terni nati ng gateway.

Operator A . Operator B
2) INVITE
S R + | S4----- +
| SS-A | / 3) 3xx (redir.) |SS-B |
+----- + ) +----- +
. [
+o---- + 1) INVITE +o---- +--/ +o---- +
| GWMAL| ---------------- > SBC | <---/ 4) INVITE | GW B1|
+----- + +----- e S4----- +
+----- + +----- +
| GW A2| | GW B2|
+----- + +----- +

Figure 2: Peering with SBC

Fromthe SBC s perspective the Operator Ais the outer network, and
Qperator B is the inner network. Operator B can use the SBC, for
exanple, to control access to its network, protect its gateways and
softswitches from unaut horized use and deni al - of -servi ce (DoS)
attacks, and nonitor the signaling and media traffic. It also
sinplifies network managenent by mininizing the nunber of ACL (Access
Control List) entries in the gateways. The gateways do not need to
be exposed to the peer network, and they can restrict access (both
medi a and signaling) to the SBCs. The SBC hel ps ensure that only
medi a from sessions the SBC authorizes will reach the gateway.

2.2. Access Scenario
In an access scenario, presented in Figure 3, the SBCis placed at
the border between the access network (outer network) and the

operator’s network (inner network) to control access to the
operator’s network, protect its conponents (nedia servers,
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application servers, gateways, etc.) from unauthorized use and DoS
attacks, and nonitor the signaling and nmedia traffic. Al so, since
the SBCis call stateful, it nmay provide access control functions to
prevent over-subscription of the access links. Endpoints are
configured with the SBC as their outbound proxy address. The SBC
routes requests to one or nore proxies in the operator network.

Access Networ k Oper at or Net wor k
+oom - +
| UAL |<--------- \
S + \
\
+-- - - - + | [ S4---- - + B +
| UA2 | <------mmmmmma e e e - - > SBC | <----- > proxy |<-- -
+----- + [--->+----- + AR, +
/
S + S + /
| UA3 +---+ NAT |<---/
oo + oo +

Figure 3: Access Scenario with SBC

The SBC may be hosted in the access network (e.g., this is common
when the access network is an enterprise network), or in the operator
network (e.g., this is common when the access network is a
residential or small business network). Despite where the SBCis
hosted, it is managed by the organi zati on nai ntai ning the operator

net wor K.

Sone endpoi nts nay be behind enterprise or residential NATs. In
cases where the access network is a private network, the SBC is a NAT
for all traffic. It is noteworthy that SIP traffic may have to

traverse nore than one NAT. The proxy usually does authentication
and/ or authorization for registrations and outbound calls. The SBC
nmodi fi es the REG STER request so that subsequent requests to the
regi stered address-of-record are routed to the SBC. This is done
either with a Path header field [3] or by nodifying the Contact to
poi nt at the SBC

The scenario presented in this section is a general one, and it
applies also to other simlar settings. One exanple froma simlar
setting is the one where an access network is the open internet, and
the operator network is the network of a SIP service provider.
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3.

3.

3.

Functi ons of SBCs

This section lists those functions that are used in SBC depl oynments
in current conmmuni cation networks. Each subsection describes a
particular function or feature, the operators’ requirenents for
having it, explanation of any inpact to the end-to-end SIP
architecture, and a concrete inplenmentation exanple. Each section

al so di scusses potential concerns specific to that particul ar

i npl ement ati on techni que. Suggestions for alternative inplenmentation
techni ques that nmay be nore architecturally conpatible with SIP are
outsi de the scope of this docunent.

Al'l the exanples given in this section are sinplified; only the
rel evant header lines from SIP and SDP (Session Description Protocol)
[ 7] messages are displ ayed.

1. Topol ogy Hiding
1.1. General Information and Requirenents

Topol ogy hiding consists of Iimting the amount of topol ogy
information given to external parties. Qperators have a requirenent
for this functionality because they do not want the |P addresses of
their equi pnent (proxies, gateways, application servers, etc.) to be
exposed to outside parties. This may be because they do not want to
expose their equi pnment to DoS attacks, they may use other carriers
for certain traffic and do not want their custoners to be aware of
it, or they may want to hide their internal network architecture from
conpetitors or partners. |In some environments, the operator’s
custoners may wi sh to hide the addresses of their equipnment or the
SI P messages nmay contain private, non-routabl e addresses.

The nost common form of topology hiding is the application of header
privacy (see Section 5.1 of [2]), which involves stripping Via and
Recor d- Rout e headers, replacing the Contact header, and even changi ng
Call-1Ds. However, in deploynments that use |IP addresses instead of
domai n nanes in headers that cannot be rempoved (e.g., Fromand To
headers), the SBC may repl ace these | P addresses with its owmn IP
address or domai n nane.

For a reference, there are al so other ways of hiding topol ogy
information than inserting an internediary, like an SBC, to the
signaling path. One of the ways is the UA-driven privacy mechani sm
[8], where the UA can facilitate the conceal nent of topol ogy

i nformati on.
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3.1.2. Architectural |ssues

Perform ng topol ogy hiding, as described above, by SBCs that do not
have the users’ consent presents sone issues. This functionality is
based on a hop-by-hop trust nodel as opposed to an end-to-end trust
nmodel . The nessages are nodified without the subscriber’s consent
and coul d potentially nodify or renove information about the user’s
privacy, security requirenents, and higher-layer applications that
are conmmuni cated end-to-end using SIP. Neither user agent in an end-
to-end call has any way to distinguish the SBC actions froma nman-in-
the-mddle (MTM attack.

The topol ogy hiding function does not work well w th Authenticated
ldentity Managenent [4] in scenarios where the SBC does not have any
ki nd of consent fromthe users. The Authenticated Identity
Managenent mechani smis based on a hash value that is calculated from
parts of From To, Call-1D, CSeq, Date, and Contact header fields
plus fromthe whol e nessage body. |I|f the authentication service is
not provided by the SBC itself, the nodification of the

af orenmenti oned header fields and the nessage body is in violation of
[4]. Sonme forms of topology hiding are in violation, because they
are, e.g., replacing the Contact header of a SIP nessage.

3.1.3. Exanple

The current way of inplenenting topol ogy hiding consists of having an
SBC act as a B2BUA (Back-to-Back User Agent) and renove all traces of
topol ogy information (e.g., Via and Record-Route entries) from

out goi ng nessages.

I magi ne the follow ng exanpl e scenario: the SBC

(p4. domai n. exanpl e. com) receives an | NVITE request fromthe inner
network, which in this case is an operator network. The received SIP
message i s shown in Figure 4.
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I NVI TE si p: cal | ee@?2. donai n. exanpl e.com SI P/ 2.0

Via: SIP/2.0/UDP p3. m ddl e. exanpl e. cony br anch=z9h4bK48j q9w174131. 1
Via: SIP/2.0/UDP p2. exanpl e. com branch=z9hG4bK18an6i 9234172. 1

Via: SIP/2.0/UDP pl. exanpl e. com branch=z9hG4bK39bn2e5239289. 1

Via: SIP/2.0/UDP ul. exanpl e. com branch=z9hG4bK92f j 4u7283927. 1
Contact: sip:caller@al. exanpl e.com

Recor d- Rout e: <si p: p3. i ddl e. exanpl e. com | r >

Recor d- Rout e: <si p: p2. exanpl e.com | r>

Recor d- Rout e: <si p: pl. exanpl e.com|r>

Figure 4: INVITE Request Prior to Topol ogy Hiding

Then, the SBC perfornms a topology hiding function. |In this scenario,
the SBC renoves and stores all existing Via and Record-Route headers,
and then inserts Via and Record-Route header fields with its own SIP
URI. After the topology hiding function, the nessage coul d appear as
shown in Figure 5.

I NVI TE si p: cal | ee@?2. donai n. exanpl e.com SI P/ 2.0

Via: SIP/2.0/UDP p4. domai n. exanpl e. cony br anch=z9h&4bK92es3w230129. 1
Contact: sip:caller@dl. exanpl e. com

Recor d- Rout e: <si p: p4. domai n. exanpl e. com | r >

Figure 5: INVITE Request after Topol ogy Hiding

Li ke a regul ar proxy server that inserts a Record-Route entry, the
SBC handl es every single nessage of a given SIP dialog. If the SBC
| oses state (e.g., SBCrestarts for sone reason), it may not be able
to route nessages properly (note: sone SBCs preserve the state
information also on restart). For exanple, if the SBC renpves Via
entries froma request and then restarts, thus losing state; the SBC
may not be able to route responses to that request, depending on the
informati on that was | ost when the SBC restart ed.

This is only one exanpl e of topology hiding. Besides topology hiding
(i.e., information related to the network el enments is being hidden),
SBCs may al so do identity hiding (i.e., information related to
identity of subscribers is being hidden). While performng identity
hi di ng, SBCs may nodi fy Contact header field values and ot her header
fields containing identity information. The header fields containing
identity information is listed in Section 4.1 of [2]. Since the
publication of [2], the follow ng header fields containing identity

i nformati on have been defined: "P-Asserted-ldentity", "Referred-By",
"ldentity", and "ldentity-Info".
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3.2. Media Traffic Managenent
3.2.1. Ceneral Information and Requirements

Media traffic managenment is the function of controlling nedia
traffic. Network operators may require this functionality in order
to control the traffic being carried on their network on behal f of
their subscribers. Traffic managenent hel ps the creation of
different kinds of billing nodels (e.g., video tel ephony can be
priced differently than voice-only calls) and it also nakes it
possi ble for operators to enforce the usage of sel ected codecs.

One of the use cases for nedia traffic nanagenent is the

i mpl ementation of intercept capabilities that are required to support
audit or legal obligations. It is noteworthy that the | ega
obligations mainly apply to operators providing voice services, and
those operators typically have infrastructure (e.g., SIP proxies
acting as B2BUAs) for providing intercept capabilities even without
SBCs.

Since the nedia path is independent of the signaling path, the media
may not traverse through the operator’s network unl ess the SBC
nmodi fi es the session description. By nodifying the session
description, the SBC can force the media to be sent through a nedia
relay which may be co-located with the SBC. This kind of traffic
managenment can be done, for exanple, to ensure a certain QS | evel

or to ensure that subscribers are using only allowed codecs. It is
noteworthy that the SBCs do not have direct ties to routing topol ogy
and they do not, for exanple, change bandw dth reservati ons on
Traffic Engineering (TE) tunnels, nor do they have direct interaction
with routing protocol

Sone operators do not want to nmanage the traffic, but only to nonitor
it to collect statistics and nake sure that they are able to neet any
busi ness service | evel agreenents with their subscribers and/or
partners. The protocol techniques, fromthe SBC s vi ewpoint, needed
for monitoring media traffic are the sane as for managi ng nedi a
traffic.

SBCs on the nedia path are also capable of dealing with the "l ost
BYE" issue if either endpoint dies in the niddle of the session. The
SBC can detect that the nedia has stopped flowing and issue a BYE to
both sides to clean up any state in other intermedi ate el emrents and

t he endpoi nts.

One possible formof nedia traffic managenent is that SBCs term nate

medi a streans and SI P dial ogs by generating BYE requests. This kind
of procedure can take place, for exanple, in a situation where the
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subscriber runs out of credits. Media managenent is needed to ensure
that the subscriber cannot just ignore the BYE request generated by
the SBC and continue its medi a sessions.

3.2.2. Architectural |ssues

I mpl ementing traffic management in this manner requires the SBC to
access and nodify the session descriptions (i.e., offers and answers)
exchanged between the user agents. Consequently, this approach does
not work if user agents encrypt or integrity-protect their nessage
bodi es end-to-end. Again, nessages are nodified w thout subscriber
consent, and user agents do not have any way to distinguish the SBC
actions froman attack by a MTM Furthernore, this is in violation
of Authenticated ldentity Managenent [4], see Section 3.1.2.

The insertion of a nedia relay can prevent "non-nedia" uses of the
medi a path, for exanple, the nedia path key agreenent. Sonetines
this type of prevention is intentional, but it is not always
necessary. For exanple, if an SBCis used just for enabling nedia
moni toring, but not for interception.

There are sonme possible issues related to the nmedia relaying. |If the
media relaying is not done in the correct manner, it may break
functions like Explicit Congestion Notification (ECN) and Path Mru

Di scovery (PMIUD), for exanple. The nedia relays easily break such

I P and transport layer functionalities that rely on the correct
handl i ng of the protocol fields. Sone especially sensitive fields
are, for exanple, ECN and Type of Service (ToS) fields and the Don’t
Fragrment (DF) bit.

The way in which nedia traffic managenent functions inpedes

i nnovation. The reason for the inpedinent is that in nmany cases,
SBCs need to be able to support new fornms of communication (e.qg.,
extensions to the SDP protocol) before new services can be put into
use, which slows the adoption of new innovati ons.

If an SBC directs nany nedia streans through a central point in the
network, it is likely to cause a significant anpunt of additiona
traffic to a path to that central point. This mght create possible
bottl eneck in the path.

In this application, the SBC nay origi nate nessages that the user may

not be able to authenticate as coning fromthe dialog peer or the SIP
Regi strar/ Proxy.
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3.2.3. Exanple

Traffic managenent may be perfornmed in the foll owi ng way: The SBC
behaves as a B2BUA and inserts itself, or some other entity under the
operator’s control, in the nedia path. |In practice, the SBC nodifies
the session descriptions carried in the SIP nessages. As a result,
the SBC receives nmedia fromone user agent and relays it to the other
user agent and performs the identical operation with nmedia traveling
in the reverse direction

As mentioned in Section 3.2.1, codec restriction is a formof traffic
management. The SBC restricts the codec set negotiated in the offer/
answer exchange [5] between the user agents. After nodifying the
session descriptions, the SBC can check whether or not the nedia
stream corresponds to what was negotiated in the of fer/answer
exchange. |If it differs, the SBC has the ability to term nate the
medi a stream or take other appropriate (configured) actions (e.g.,
raise an alarm.

Consi der the foll owi ng exanple scenario: the SBC receives an | NVITE
request fromthe outer network, which in this case is an access
network. The received SIP nessage contains the SDP session
descriptor shown in Figure 6.

v=0

o=owner 2890844526 2890842807 IN IP4 192.0.2.4
c=INIP4 192.0.2. 4

mraudi 0 49230 RTP/ AVP 96 98

a=rtpnmap: 96 L8/ 8000

a=rtprmap: 98 L16/ 16000/ 2

Figure 6: Request Prior to Media Managenent

In this exanple, the SBC perforns the nedia traffic nmanagenent
function by rewiting the "m=" line, and renoving one "a=" |ine
according to some (external) policy. Figure 7 shows the session
description after the traffic managenment function

v=0

o=owner 2890844526 2890842807 IN IP4 192.0.2.4
c=INIP4 192.0.2. 4

mFaudi 0 49230 RTP/ AVP 96

a=rtpmap: 96 L8/ 8000

Figure 7: Request Body After Medi a Managenent
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Medi a traffic nmanagenent has a probl em where the SBC needs to

under stand the session description protocol and all extensions used
by the user agents. This means that in order to use a new extension
(e.g., an extension to inplenent a new service) or a new session
description protocol, SBCs in the network may need to be upgraded in
conjunction with the endpoints. It is noteworthy that a simlar
problem but with header fields, applies to, for exanple, topology
hi di ng function, see Section 3.1. Certain extensions that do not
require active mani pul ation of the session descriptors to facilitate
traffic managenment will be able to be depl oyed wi thout upgrading

exi sting SBCs, depending on the degree of transparency the SBC

i mpl ementation affords. In cases requiring an SBC nodification to
support the new protocol features, the rate of service depl oynent nmay
be af f ect ed.

3.3. Fixing Capability M snmatches
3.3.1. Ceneral Information and Requirenents

SBCs fixing capability m smatches enabl e communi cati ons bet ween user
agents with different capabilities or extensions. For exanple, an
SBC can enable a plain SIP [1] user agent to connect to a 3GPP
network, or enable a connection between user agents that support
different I P versions, different codecs, or that are in different
address realns. (Operators have a requirenment and a strong notivation
for performng capability msmatch fixing, so that they can provide
transparent conmmuni cati on across different domains. 1In sone cases,
different SIP extensions or nmethods to i nplenment the sane SIP
application (like nonitoring session liveness, call history/diversion
etc.) may al so be interworked through the SBC

3.3.2. Architectural |ssues

SBCs that are fixing capability msmatches do it by inserting a nedia
el ement into the nedia path using the procedures described in

Section 3.2. Therefore, these SBCs have the sane concerns as SBCs
performng traffic rmanagenent: the SBC may nodify SIP nessages

wi t hout consent from any of the user agents. This may break end-to-
end security and application extensions negotiation.

The capability msmatch fixing is a fragile function in the |ong
term The nunber of inconpatibilities built into various network
elenments is increasing the fragility and conplexity over tinme. This
m ght lead to a situation where SBCs need to be able to handle a

| arge number of capability m smatches in parall el
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3.3.3. Exanple

Consi der the foll owi ng exanple scenario where the inner network is an
access network using |IPv4 and the outer network is using |Pv6. The
SBC receives an I NVITE request with a session description fromthe
access network:

I NVI TE si p:cal |l ee@ pv6. domai n. exanpl e. com SI P/ 2.0
Via: SIP/2.0/UDP 192.0.2.4
Contact: sip:caller@l. exanpl e.com

v=0

o=owner 2890844526 2890842807 IN IP4 192.0.2.4
c=INIP4 192.0.2.4

mraudi 0 49230 RTP/ AVP 96

a=rt pnap: 96 L8/ 8000

Figure 8 Request Prior to Capabilities Mtch

Then, the SBC perforns a capability msmatch fixing function. In
this scenario, the SBC inserts Record-Route and Via headers and
rewrites the "c=" line fromthe sessions descriptor. Figure 9 shows

the request after the capability m smatch adj ustnent.

I NVI TE sip: call ee@ pv6. domai n. com SIP/ 2.0

Record- Rout e: <sip:[2001: DB8: : 801: 201: 2f f: f e94: 8e10] ;I r>
Via: SIP/2.0/UDP sip:[2001: DB8: : 801: 201: 2f f : f e94: 8e10]
Via: SIP/2.0/UDP 192.0.2.4

Contact: sip:caller@l. exanpl e.com

v=0
o=owner 2890844526 2890842807 IN IP4 192.0.2.4
c=I N I P6 2001: DB8: : 801: 201: 2f f: f €94: 8e10
mraudi 0 49230 RTP/ AVP 96
a=rtpnmap: 96 L8/ 8000
Figure 9: Request after Capability Match
This message is then sent by the SBC to the onward | Pv6 network.
3.4. Mintaining SIP-Related NAT Bi ndi ngs
3.4.1. Ceneral Information and Requirements
NAT traversal in this instance refers to the specific nessage
nodi fications required to assist a user agent in nmaintaining SIP and

medi a connectivity when there is a NAT device | ocated between a user
agent and a proxy/registrar and, possibly, any other user agent. The
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primary purpose of NAT traversal function is to keep up a contro
connection to user agents behind NATs. This can, for exanple, be
achi eved by generating periodic network traffic that keeps bindings
in NATs alive. SBCs’ NAT traversal function is required in scenarios
where the NAT is outside the SBC (i.e., not in cases where SBC itself
acts as a NAT).

An SBC perform ng a NAT (Network Address Translator) traversa
function for a user agent behind a NAT sits between the user agent
and the registrar of the domain. NATs are widely deployed in various
access networks today, so operators have a requirenent to support it.
When the registrar receives a REG STER request fromthe user agent
and responds with a 200 (OK) response, the SBC nodifies such a
response decreasing the validity of the registration (i.e., the
registration expires sooner). This forces the user agent to send a
new REG STER to refresh the registration sooner that it would have
done on receiving the original response fromthe registrar. The

REQ STER requests sent by the user agent refresh the binding of the
NAT before the bindi ng expires.

Note that the SBC does not need to relay all the REGQ STER requests
received fromthe user agent to the registrar. The SBC can generate
responses to REG STER requests received before the registration is
about to expire at the registrar. Mreover, the SBC needs to
deregister the user agent if this fails to refresh its registration
intime, even if the registration at the registrar would still be
val id.

SBCs can also force traffic to go through a nedia relay for NAT
traversal purposes (nore about nedia traffic nanagenent in

Section 3.2). A typical call has nmedia streanms to two directions
Even t hough SBCs can force nmedia streams fromboth directions to go
through a nedia relay, in sone cases, it is enough to relay only the
media fromone direction (e.g., in a scenario where only the other
endpoi nt is behind a NAT).

3.4.2. Architectural |ssues

Thi s approach to NAT traversal does not work if end-to-end
confidentiality or integrity-protection nechanisns are used (e.g.,
Secure/ Mul ti purpose Internet Mail Extensions (S/MME)). The SBC
woul d be seen as a M TM nodi fyi ng the nessages between the user agent
and the registrar.

There is also a problemrelated to the method of how SBCs choose the
value for the validity of a registration period. This value should
be as high as possible, but it still needs to be | ow enough to

mai ntai n the NAT binding. Some SBCs do not have any deterministic
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met hod for choosing a suitable value. However, SBCs can just use a
sub-optimal, relatively small value that usually works. An exanple
fromsuch value is 15 seconds (see [9]).

NAT traversal for nedia using SBCs poses few issues as well. For
exanpl e, an SBC nornally guesses the recipient’s public |IP address on
one of the nedia streans relayed by the SBC by snooping on the source
| P address of another nmedia streamrelayed by the sane SBC. This
causes security and interoperability issues since the SBC can end up
associating wong destination | P addresses on nedia streans it is
relaying. For exanple, an attacker nay snoop on the local |P address
and ports used by the SBC for nedia relaying the streans and send a
few packets froma nalicious | P address to these destinations. In
nmost cases, this can cause nmedia streans in the opposite directions
to divert traffic to the attacker resulting in a successful MTM or
DoS attack. A simlar exanple of an interoperability issue is caused
when an endpoi nt behind a NAT attenpts to switch the | P address of
the nmedia streans by using a re-INVITE. |f any nedia packets are re-
ordered or delayed in the network, they can cause the SBC to bl ock
the switch from happening even if the re-1NVITE successfully goes

t hr ough.

3.4.3. Exanple

Consi der the foll owi ng exanpl e scenario: The SBC resi des between the
UA and Registrar. Previously, the UA has sent a REGQ STER request to
the Registrar, and the SBC receives the registration response shown
in Figure 10.

SIP/2.0 200 K

From Bob <sip: bob@i | oxi . exanpl e. conp; t ag=a73kszl f |

To: Bob <sip: bob@il oxi. exanpl e. conp; t ag=34095828j h

CSeq: 1 REG STER

Contact: <sips:bob@lient.biloxi.exanple.conp; expi res=3600

Fi gure 10: Response Prior to NAT Miintenance Function
VWhen perform ng the NAT traversal function, the SBC may rewite the
expiry tine to coax the UAto re-register prior to the internedi ating

NAT deciding to close the pinhole. Figure 11 shows a possible
nmodi fi cation of the response from Figure 10
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SIP/2.0 200 K

From Bob <sip: bob@i | oxi . exanpl e. conp; t ag=a73kszl fl

To: Bob <sip: bob@il oxi . exanpl e. conp; t ag=34095828j h
CSeq: 1 REG STER

Contact: <sips:bob@lient.biloxi.exanpl e.conp; expires=60

Figure 11: Mani pul ated Response for NAT Traversa

Natural |y, other measures could be taken in order to enable the NAT
traversal (e.g., non-SIP keepalive nessages), but this exanple
illustrates only one nechanismfor preserving the SIP-related NAT
bi ndi ngs.

3.5. Access Contro
3.5.1. Ceneral Information and Requirenents

Net wor k operators may wi sh to control what kind of signaling and
media traffic their network carries. There is strong notivation and
a requirenent to do access control on the edge of an operator’s
networ k. Access control can be based on, for exanple, |ink-Iayer
identifiers, |IP addresses or SIP identities.

This function can be inplenented by protecting the inner network with
firewalls and configuring themso that they only accept SIP traffic
fromthe SBC. This way, all the SIP traffic entering the inner
networ k needs to be routed though the SBC, which only routes nessages
fromauthorized parties or traffic that nmeets a specific policy that
is expressed in the SBC adm nistratively.

Access control can be applied to either only the signaling or both
the signaling and nedia. |If it is applied only to the signaling,
then the SBC m ght behave as a proxy server. |f access control is
applied to both the signaling and nedia, then the SBC behaves in a
simlar manner as explained in Section 3.2. A key part of nedia-

| ayer access control is that only nmedia for authorized sessions is
all oned to pass through the SBC and/or associated nedia rel ay

devi ces.

Qperators inplenent sone functionalities, |ike NAT traversal for
exanple, in an SBC instead of other elenents in the inner network for
several reasons: (i) preventing packets fromunregi stered users to
prevent chances of DoS attack, (ii) prioritization and/or re-routing
of traffic (based on user or service, like E911) as it enters the
network, and (iii) perform ng a |oad bal ancing function or reducing
the | oad on other network equipnent.
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In environments where there is linmted bandwi dth on the access |inks,
the SBC can conpute the potential bandw dth use by exam ning the
codecs present in SDP offers and answers. Wth this information, the
SBC can reject sessions before the avail able bandwi dth is exhausted
to allow existing sessions to nmaintain acceptable quality of service.
O herwi se, the link could becone over-subscribed and all sessions
woul d experience a deterioration in quality of service. SBCs may
contact a policy server to determ ne whether sufficient bandwidth is
avai | abl e on a per-session basis.

3.5.2. Architectural |ssues

Since the SBC needs to handle all SIP nessages, this function has
scalability inplications. In addition, the SBCis a single point of
failure froman architectural point of view Al though, in practice,
many current SBCs have the capability to support redundant
configuration, which prevents the loss of calls and/or sessions in
the event of a failure on a single node.

If access control is performed only on behal f of signaling, then the
SBC is conpatible with general SIP architectural principles, but if
it is perfornmed for signaling and for nedia, then there are simlar
probl enms as described in Section 3.2.2.

3.5.3. Exanple

Figure 12 shows a callflow where the SBC is providing both signaling
and nedi a access control (ACKs omitted for brevity).
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cal l er SBC cal |l ee
I I I
| Ildentify the caller |
[<- - = = = - - - - - - 3
I I
| I NVI TE + SDP |

|- >|

I

I

| R RELEEEt >
| | 200 OK + SDP

| I F R CE LR EEEEEE PR PEREE |
| [ Modi fy the SDP] |
I I I
| 200 OK + nodified SDP | |
R ECECOTTETPEPPE | |
| . o . |
| Media [ Media inspection] Medi a |
| <::::::::::::::::::::::>| <::::::::::::::::::::::>|
I I

Figure 12: Exanple Access Callfl ow

In this scenario, the SBC first identifies the caller, so it can
determ ne whether or not to give signaling access to the caller.

Thi s m ght be achieved using information gathered during
registration, or by other means. Sonme SBCs may rely on the proxy to
authenticate the user agent placing the call. After identification,
the SBC nodifies the session descriptors in INVITE and 200 K
messages in a way so that the nedia is going to flow through the SBC
itself. When the nedia starts flow ng, the SBC can inspect whether
the callee and caller use the codec(s) upon which they had previously
agr eed.

3.6. Protocol Repair
3.6.1. Ceneral Information and Requirements

SBCs are also used to repair protocol nessages generated by not-

full y-standard-conpliant or badly inplenented clients. Qperators may
wi sh to support protocol repair, if they want to support as nany
clients as possible. It is noteworthy that this function affects
only the signaling component of an SBC, and that the protocol repair
function is not the same as protocol conversion (i.e., making
transl ati on between two conpletely different protocols).
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3.6.2. Architectural |ssues

In many cases, doing protocol repair for SIP header fields can be
seen as being conpatible with SIP architectural principles, and it
does not violate the end-to-end nodel of SIP. The SBC repairing
prot ocol nessages behaves as a proxy server that is liberal in what
it accepts and strict in what it sends.

However, protocol repair may break security nechani smthat do
crypt ographi cal conputations on SIP header values. Attenpting
protocol repair for SIP nessage bodies (SDP) is inconpatible with
Aut henticated ldentity Managenent [4] and end-to-end security
mechani sms such as S/ M ME.

A simlar problemrelated to increasing conplexity, as explained in
Section 3.3.2, also affects protocol repair function

3.6.3. Exanples

The SBC can, for example, receive an INVITE nessage froma relatively
new SIP UA as illustrated in Figure 13

I NVI TE si p: cal | ee@bchost. exanpl e. com

Via: SIP/2.0/UDP ul. exanpl e.com 5060; I r

From Caller <sip:caller@ne.exanple.conp

To: Cal | ee <si p: cal | ee@wo. exanpl e. conp
Call-1D 18293281@l. exanpl e. com

CSeq: 1 I NVI TE

Contact: sip:caller@l. exanpl e.com

Fi gure 13: Request froma Relatively New Cient

If the SBC does protocol repair, it can rewite the "Ir’ parameter on
the Via header field into the form’'lr=true’ in order to support sone
ol der, badly inplenented SIP stacks. It could also renobve excess
white spaces to nake the SIP nessage nore human readabl e.

3.7. Media Encryption

3.7.1. Ceneral Information and Requirenents
SBCs are used to perform nedia encryption/decryption at the edge of
the network. This is the case when nedia encryption (e.g., Secure
Real -time Transport Protocol (SRTP)) is used only on the access

network (outer network) side and the nmedia is carried unencrypted in
the inner network. Some operators provide the ability to do |ega
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interception while still giving their custoners the ability to
encrypt media in the access network. One possible way to do this is
to perform nedia encryption function

3.7.2. Architectural |ssues

Wil e performing a nedia encryption function, SBCs need to be able to
inject either thensel ves, or sone other entity to the nedia path. It
must be noted that this kind of behavior is the same as a cl assica

M TM attack. Due to this, the SBCs have the sane architectura

i ssues as explained in Section 3.2.

3.7.3. Exanple

Figure 14 shows an exanple where the SBC is perform ng nedia-
encryption-related functions (ACKs onmtted for brevity).

call er SBCH#1 SBCH?2 call ee

I I I
|  INVITE + SDP |
|- >

| INVITE + nod. SDP
I >

I

I

I

I

I I

I I

I I

I I R >
I I I

| | | 200 K + SDP

I I | <--mmmmmee e I
| | [ Modify the SDP] |
I I I
| | 200 K + nod. SDP | |
I | <-mmmmmie e I I
| [ Modi fy the SDP] | |
I I I
| 200 K + npd. SDP | | |
S R EEEE LR I I I
I I I
| Encrypt ed | Pl ai n | Encrypt ed

| medi a [enc./dec.] media [enc./dec.] medi a |
| <::::::::::::::::::>| - - e e e - - - - >| <::::::::::::::::::>|
I I

Fi gure 14: Media Encryption Exanple
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First, the UAC sends an INVITE request, and the first SBC nodifies
the session descriptor in a way that it injects itself to the nedia
path. The same happens in the second SBC. Then, the User Agent
Server (UAS) replies with a 200 OK response and the SBCs i nject
thenselves in the returning nedia path. After signaling, the nedia
starts flowi ng, and both SBCs perform nedia encryption and
decrypti on.

4. Derived Requirenents for Future SIP Standardizati on Wrk

Sone of the functions listed in this docunent are nore SIP-unfriendly
than others. This list of requirenents is derived fromthe functions
that break the principles of SIP in one way or another when performned
by SBCs that do not have the users’ consent. The derived

requi renents are:

Req-1: There should be a SIP-friendly way to hide network topol ogy
information. Currently, this is done by stripping and
repl aci ng header fields, which is against the principles of
SI P on behal f of some header fields (see Section 3.1).

Req-2: There should be a SIP-friendly way to direct nedia traffic
through internediaries. Currently, this is done by nodifying
session descriptors, which is against the principles of SIP
(see Sections 3.2, 3.4, 3.5, and 3.7).

Req-3: There should be a SIP-friendly way to fix capability
m smat ches in SIP messages. This requirenent is harder to
fulfill on conplex mismatch cases, |ike the 3GPP/SIP [1]
network mismatch. Currently, this is done by nodifying SIP
messages, which may violate end-to-end security (see Sections
3.3 and 3.6), on behalf of some header fields.

Req-1 and Reqg-3 do not have an existing, standardi zed solution today.
There is ongoing work in the | ETF for addressing Reg-2, such as SIP
session policies [10], Traversal Using Relays around NAT (TURN) [11],
and Interactive Connectivity Establishnent (1 CE) [12]. Nonethel ess,
future work is needed in order to devel op solutions to these
requirenents.

5. Security Considerations

Many of the functions this docunent describes have inportant security
and privacy inplications. One mpjor security problemis that many
functions inplenmented by SBCs (e.g., topology hiding and nedia
traffic managenent) nodify SIP nessages and their bodies w thout the
user agents’ consent. The result is that the user agents may
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interpret the actions taken by an SBC as a M TM attack. SBCs nodify
SI P nessages because it allows themto, for exanple, protect elenents
in the inner network fromdirect attacks.

SBCs that place thensel ves (or another entity) on the nedia path can
be used to eavesdrop on conversations. Since, often, user agents
cannot distingui sh between the actions of an attacker and those of an
SBC, users cannot know whet her they are bei ng eavesdropped on or if
an SBC on the path is perform ng sone other function. SBCs place
thensel ves on the nedia path because it allows themto, for exanple,
performlegal interception

On a general level, SBCs prevent the use of end-to-end

aut hentication. This is because SBCs need to be able to perform
actions that look like MTM attacks, and in order for user agents to
conmmuni cate, they nust allow those type of attacks. It other words,
user agents cannot use end-to-end security. This is especially
har nf ul because ot her network el ements, besides SBCs, are then able
to do simlar attacks. However, in some cases, user agents can
establish encrypted medi a connecti ons between one another. One
exanple is a scenario where SBC is used for enabling nedia nonitoring
but not for interception.

An SBC is a single point of failure fromthe architectural point of
view This nmakes it an attractive target for DoS attacks. The fact
that some functions of SBCs require those SBCs to naintain session-
specific informati on makes the situation even worse. |If the SBC
crashes (or is brought down by an attacker), ongoi ng sessions
experience undet erm ned behavi or

If the | ETF decides to devel op standard mechani sms to address the
requirenents presented in Section 4, the security and privacy-rel ated
aspects of those nechanisns will, of course, need to be taken into
consi derati on.
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