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Extending ICWP for Interface and Next-Hop Identification
Abst r act

This menmo defines a data structure that can be appended to sel ected
| CMP nessages. The | CMP extension defined herein can be used to
identify any conbination of the followng: the IP interface upon
which a datagram arrived, the sub-I1P conponent of an IP interface
upon which a datagramarrived, the IP interface through which the
dat agram woul d have been forwarded had it been forwardable, and the
I P next hop to which the datagram woul d have been forwarded.

Devi ces can use this ICVP extension to identify interfaces and their
conponents by any conbination of the follow ng: iflndex, |Pv4d
address, |Pv6 address, nanme, and MIU. | CMP-aware devi ces can use
these extensions to identify both numbered and unnunbered interfaces.

Status of This Meno
This is an Internet Standards Track docunent.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF conmmunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww.rfc-editor.org/info/rfc5837
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1.

I nt roducti on

| P devices use the Internet Control Message Protocol (ICWv4

[ RFC0792] and | CVMPv6 [ RFC4443]) to convey control information. In
particul ar, when an | P device receives a datagramthat it cannot
process, it may send an | CMP nessage to the datagranis originator.
Net wor k operators and hi gher-Ilevel protocols use these | CMP nessages
to detect and di agnose network issues.

In the sinplest case, the source address of the | CMP nessage
identifies the interface upon which the datagramarrived. However,
in many cases, the inconmng interface is not identified by the | CW
message at all. Details follow

According to [ RFC1812], when a router generates an | CMPv4 nessage,
the source address of that nmessage MJST be one of the follow ng:

o one of the I P addresses associated with the physical interface
over which the 1 CWv4 nessage is transnitted

o if that interface has no | P addresses associated with it, the
device's router-id or host-id is used instead.

If all of the followi ng conditions are true, the source address of
the | CVWPv4 nessage identifies the interface upon which the origina
dat agram arrived

o the device sends an | CVMPv4 nessage t hrough the sane interface upon
whi ch the original datagram was received

o that interface is nunbered

However, the incom ng and outgoing interfaces may be different due to
an asymetric return path, which can occur due to asymmetric |ink
costs, parallel links, or Equal Cost Miltipath (ECWP).

Simlarly, [RFCL122] provides gui dance for source address sel ection
for multi honed | Pv4 hosts. These recomrendations, |ike those stated
above, do not always cause the source address of an | CMPv4 message to
identify the incomng interface.

| CVMPv6 is somewhat nore flexible. [RFC4443] states that for
responses to messages sent to a non-local interface, the source
address nust be chosen as foll ows:

0 the Source Address of the | CMPv6 packet MJST be a uni cast address
bel onging to the node. The address SHOULD be chosen according to
the rules that would be used to select the source address for any
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ot her packet originated by the node, given the destination address
of the packet. However, it MAY be selected in an alternative way
if this would lead to a nore informative choi ce of address
reachable fromthe destination of the | CMPv6 packet.

When a datagramthat cannot be processed arrives on an unnunbered
interface, neither ICMPv4 nor ICVMPV6 is currently capable of
identifying the incomng interface. Even when an | CMP nessage is
generated such that the | CMP source address identifies the incom ng
interface, the receiver of that | CMP nessage has no way of know ng if
this is the case. |1CM extensions are required to explicitly
identify the inconing interface.

Usi ng the extension defined herein, a device can explicitly identify
the incomng IP interface or its sub-1P conponents by any conbi nation
of the foll ow ng:

o iflndex

o0 |Pv4 address
o |Pv6 address
0 nane

o MU

The interface nanme SHOULD be identical to the first 63 octets of the
i fNane, as defined in [RFC2863]. The iflndex is also defined in
[ RFC2863] .

Usi ng the same extension, an |IP device can explicitly identify by the
above the outgoing interface over which a datagram woul d have been
forwarded if that datagram had been deliverabl e.

The next-hop | P address, to which the datagram woul d have been
forwarded, can also be identified using this same extension. This

i nformati on can be used for creating a downstream map. The next-hop
i nformati on may not al ways be available. There are corner-cases
where it doesn’'t exist and there may be inplenentations where it is
not practical to provide this information. This specification

provi des an encoding for providing the next-hop | P address when it is
avai | abl e.

The extension defined herein uses the ICMP nulti-part nessage

framework defined in [ RFC4884]. The sane backward conpatibility
i ssues that apply to [ RFC4884] apply to this extension
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3.

3.

Conventions Used In This Docunent
The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].
Appl i cati ons

1. Application to Traceroute

| CMP extensions defined in this nmeno provide additional capability to

traceroute. An enhanced traceroute application, like ol der
i mpl erentations, identifies nodes that a datagramvisited en route to
its destination. It differs fromolder inplenmentations in that it

can explicitly identify the followi ng at each node
o the IP interface upon which a datagram arrived

o the sub-1P conponent of an IP interface upon which a datagram
arrived

o the IP interface through which the datagram woul d have been
forwarded had it been forwardable

o the IP next hop to which the datagram woul d have been forwarded

Enhanced traceroute applications can identify the above listed
entities by:

o iflndex

o0 |Pv4 address

o |Pv6 address

0 nane

o MU

The iflndex can be utilized within a managenent domain to map to an
actual interface, but it is also valuable in public applications.
The iflndex can be used as an opaque token to di scern whether or not

two | CVP nmessages generated fromthe sane router involve the sane
interface.
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3.2. Policy and MIU Detection

A general application would be to identify which outgoing interface
triggered a given function for the original packet. For exanple, if

an access control list (ACL) drops the packet and Dest Unreachabl e/
Admi n Prohibited denies the packet, being able to identify the
outgoing interface m ght be useful. Another exanple would be to

support Path MIU Di scovery (PMIUD), since this would all ow
identification of which outgoing interface can’t support a given MU
size. For exanple, know edge of the problematic interface would

all ow an inforned request for reconfiguration of the MIU of that

i nterface.

4. Interface Information bject
This section defines the Interface Information Cbject, an | CWP
extension object with a O ass-Num (Object Cass Value) of 2 that can
be appended to the foll owi ng nmessages:
o |Cwv4 Tine Exceeded
0 | CwPv4 Destination Unreachabl e
o | Cwv4 Paraneter Problem
o |CwWv6 Tine Exceeded
o | CWwPv6 Destination Unreachabl e
For reasons described in [ RFC4884], this extension cannot be appended
to any of the currently defined | CMPv4 or | CMPv6 nessages other than
those |isted above.
The extension defined herein MAY be appended to any of the above
| isted nessages and SHOULD be appended whenever required to identify
an unnunbered interface and when | ocal policy or security
consi derations do not supersede this requirenent.
A single | CWP nessage can contain as few as zero and as many as four
instances of the Interface Information Qoject. It is illegal if it
contains nore than four instances, because that nmeans that an
interface role is used nore than once (see Section 4.5).

A single instance of the Interface Information Object can provide
i nformati on regardi ng any one of the following interface roles:

o the IP interface upon which a datagram arrived
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o the sub-1P conponent of an IP interface upon which a datagram
arrived

o the IP interface through which the datagram woul d have been
forwarded had it been forwardable

o the IP next hop to which the datagram woul d have been forwarded

The foll owi ng are exanpl es of sub-1P conponents of IP interfaces upon
whi ch a datagram mi ght arrive:

o FEthernet Link Aggregation G oup Menber
o Miltilink PPP bundl e nenber
o Miltilink frame relay bundl e nenber

To minimze the nunber of octets required for this extension, there
are four different pieces of information that can appear in an
Interface Informati on hject.

1. The iflndex of the interface of interest MAY be included. This
is the 32-bit iflndex assigned to the interface by the device as
specified by the Interfaces Goup M B [ RFC2863].

2. An | P Address Sub-Object MAY be included if either of the
followi ng conditions is true: a) the eliciting datagramis |Pv4
and the identified interface has at |east one | Pv4 address
associated with it, or b) the eliciting datagramis |Pv6 and the
identified interface has at | east one | Pv6 address associ ated
with it. The IP Address Sub-Object is described in Section 4.2
of this neno.

3. An Interface Nane Sub-(bject, containing a string of no nore than
63 octets, MAY be included. That string, as specified in
Section 4.3, is the interface name and SHOULD be the MB-11
i f Name [ RFC2863], but MAY be sone ot her human- meani ngful nane of
the interface.

4. A 32-bit unsigned integer reflecting the MITU MAY be i ncl uded.
4.1. C-Type Meaning in an Interface Information Cbject
For this object, the C Type [ RFC4884] is used to indicate both the

role of the interface and the information that is included. This is
illustrated in Figure 1.
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Bi t 0 1 2 3 4 5 6 7
B S, B S, B S, B S, B S, B S, B S, B S, +
| Interface Role| Rsvdl | Rsvd2 |iflndex| |IPAddr| name | MU |
E E E E E E E E +

Figure 1: C Type for the Interface Information Cbject
The following are bit-field definitions for C Type:

Interface Role (bits 0-1): These bits indicates the role of the
interface being identified. The enunerated val ues are given bel ow

Value 0: This object describes the IP interface upon which a
dat agram arrived

Value 1: This object describes the sub-1P conponent of an IP
i nterface upon which a datagram arrived

Val ue 2: This object describes the IP interface through which the
dat agram woul d have been forwarded had it been
f or war dabl e

Value 3: This object describes the |P next hop to which the
dat agram woul d have been forwarded

Reserved 1 (bit 2): This bit is reserved for future use and MJST be
set to 0 and MJUST be ignored on receipt.

Reserved 2 (bit 3): This bit is reserved for future use and MJST be
set to 0 and MJUST be ignored on receipt.

iflndex (bit 4) : Wen set, the 32-bit iflndex of the interface is
included. When clear, the iflndex is not included.

I P Addr (bit 5) : Wen set, an | P Address Sub-Cbject is present.
When clear, an | P Address Sub-(hject is not present. The |IP Address
Sub- Obj ect is described in Section 4.2 of this nmeno.

Interface Nanme (bit 6): Wen set, an Interface Nane Sub-(Cbject is
included. When clear, it is not included. The Nane Sub-Object is
described in Section 4.3 of this meno.

MIU (bit 7): Wen set, a 32-bit integer representing the MU is
present. \Wen clear, this 32-bit integer is not present.

The information included does not self-identify, so this

specification defines a specific ordering for sending the information
that nust be foll owed.
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If bit 4 (iflndex) is set, then the 32-bit iflndex MJST be sent
first. If bit 5 (IP Address) is set, an | P Address Sub- Object MJIST
be sent next. |If bit 6 (Nane) is set, an Interface Nane Sub- Cbject
MUST be sent next. |If bit 7 is set, an MU MUST be sent next. The
information order is thus: iflndex, |IP Address Sub-(bject, Interface
Nane Sub- bject, and MIU. Any or all pieces of information nmay be
present or absent, as indicated by the CType. Any data that follows
these optional pieces of information MJUST be ignored.

It is valid (though pointless until additional bits are assigned by
IANA) to receive an Interface Information Object where bits 4, 5, 6,
and 7 are all 0; this MJUST NOT generate a warning or error

4.2. Interface |P Address Sub-hject

Figure 2 depicts the Interface Address Sub-(hject:

0 31
Fommma - Fommma - Fommma - Fommma - +
| AFI | Reserved
R, R, R, R, +
| | P Addr ess

Figure 2: Interface Address Sub- Qbject
The | P Address Sub- Object contains the follow ng fields:

0 Address Family ldentifier (AFl): This 16-bit bit field identifies
the type of address represented by the IP Address field. 1t also
determines the length of that field and the length of the entire
sub-object. Values for this field represent a subset of val ues
found in the I ANA registry of Address Fanmily Numbers (avail abl e
from<http://ww.iana.org>). Valid values are 1 (representing a
32-bit 1 Pv4 address) and 2 (representing a 128-bit | Pv6 address).

0 Reserved: This 16-bit field MUST be set to zero and ignored upon
receipt.

0 |P Address: This variable-length field represents an |IP address
associated with the identified interface.

If the eliciting datagramwas |Pv4, the IP Interface Sub-Object MJST

represent an | Pv4 address. Likewise, if the eliciting datagram was
I Pv6, the IP Interface Sub-Chject MJIST represent an | Pv6 address.
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4.3. Interface Name Sub- Obj ect
Figure 3 depicts the Interface Name Sub-hject:

oct et 0 1 63

Figure 3: Interface Nane Sub- Object

The Interface Name Sub-(hject MIUST have a length that is a nultiple
of 4 octets and MJUST NOT exceed 64 octets.

The Length field represents the length of the Interface Nanme Sub-
oject, including the length and the interface name in octets. The
maxi mumvalid length is 64 octets. The length is constrained to
ensure there is space for the start of the original packet and

addi tional information.

The second field contains the human-readabl e interface name. The
interface nanme SHOULD be the full MB-I1 ifNanme [ RFC2863], if less
than 64 octets, or the first 63 octets of the ifNanme, if the ifNane
is longer. The interface name MAY be some ot her hunan- neani ngfu
nane of the interface. It is useful to provide the ifNane for cross-
correlation with other MB informati on and for hunman-reader
famliarity. The interface name MJST be padded with ASCI1 NULL
characters if the object would not otherwi se ternminate on a 4-octet
boundary.

The interface name MUST be represented in the UTF-8 charset [RFC3629]
usi ng the Default Language [ RFC2277].

4.4. Interface Information Object Exanples

Figure 4 shows a full |1CvPv4 Tine Exceeded nessage, including the
Interface Informati on Object, which nust be preceded by an | CWP
Extensi on Structure Header and an | CMP (bj ect Header. Both are
defined in [ RFC4884].

Al t hough exanpl es show an Interface Nanme Sub- Gbject of |ength 64,

this is only for illustration and depicts the maxi num all owabl e
| engt h.
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01234567890123456789012345678901

i S S i i

| Type | Code

I I -

| unused | Length

i o R R e o o SR
I nternet Header + |eading octets of original

I

I

I

I
+-
I
+-
| Length
+-

I

+-

I

+-

B ih T S S S S S S
| I nterface Nanme Sub- hject,
R e e e o i ol i i

Fi gure 4:

Figure 5 depicts an Interface
incomng interface identified

Cl ass-Num = 2

T T i R e T i i s i
Ver =2 | (Reserved)
i iy S S S S

B Tk sl T S S N S
Interface iflndex |

R e i I S S
I nterface Name Sub-hject,

i iy S S S S

B i T S S S i Rk
| Checksum |
L E R o S o i R R S
| unused |
e el L e e o S R N R S
dat agram

11

| Checksum
B R R e i i e S R R T I S S

| A ass-Nunme2 | G Type=00001010b |
R R s i i e e e S e e e o o o =

I
|
I
I
T S i S S
I
+

T S i S S
32-bit word 1 |
e S S S T ai S S S S

B e i T S i S S S
32-bit word 16 |
e T R e e i ik T T e TR S R

| CMPv4 Ti me Exceeded Message with Interface Information

hj ect

I nformation Cbj ect representing an
by iflndex and Nane.

C- Type = 00001010b /1 Indicates incomng interface
Length = 72 (4 + 4 + 64)
0 1 2 3
o e e o - o e e o - o e e o - o e e o - +
| Interface iflndex |
o e e - o e e - o e e - o e e - +
| Lengt h | Narme, word 1 |
oo s oo s oo s oo s +
o e e o - o e e o - o e e o - o e e o - +
Nanme, word 16

o e e - o e e - o e e - o e e - +

Figure 5: Inconming Interface: By iflndex and Nane
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Figure 6 depicts an Interface Information Object representing an
incomng interface identified by iflndex, |Pv4 Address, and Nane.

C ass-Num = 2
C- Type = 00001110b /1 Indicates inconming interface
Length = 80 (4 + 4 + 8 + 64)

0 1 2 3
T e o e e - +
| Interface iflndex |
Ty oo s +
| AFI Reserved |
T T e o e e o - +
| | Pv4 address |
T e o e e - +
| Lengt h Narme, word 1 |
Ty oo s +
e e bl P +
| Nanme, word 16 |
o e e - o e e - o e e - o e e - +

Figure 6: Incoming Interface: by iflndex, |Pv4 Address, and Nane
Figure 7 depicts an Interface Information Object representing an
incomng interface identified by iflndex and | Pv6 Address.

C ass-Num = 2

C- Type = 00001100b /1 Indicates inconming interface

Length = 28 (4 + 4 + 20)

0 1 2 3
o e e - o e e - o e e - o e e - +
| Interface iflndex |
Ty oo s +
| AFI Reserved |
T T e o e e o - +
| | Pv6 address, 32-bit word 1 |
T e o e e - +
| | Pv6 address, 32-bit word 2 |
Ty oo s +
| | Pv6 address, 32-bit word 3 |
T T e o e e o - +
| | Pv6 address, 32-bit word 4 |
T e o e e - +
Figure 7: Inconming Interface: By iflndex and | Pv6 Address
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4.

5

Figure 8 depicts an Interface Information Object representing an
outgoing interface identified by iflndex and Nare.

Cl ass-Num = 2

C- Type = 10001010b /1 Indicates outgoing interface
Length = 72 (4 + 4 + 64)
0 1 2 3
o e e - o e e - o e e - o e e - +
| Interface iflndex |
oo s oo s oo s oo s +
| Lengt h | Nane, word 1 |
o e e o - o e e o - o e e o - o e e o - +
o e e - o e e - o e e - o e e - +
Narme, word 16
oo s oo s oo s oo s +

Figure 8: Qutgoing Interface: By iflndex and Nane
Usage

Multiple Interface Informati on Cbjects MAY be included within a
single | CMP nessage, provided that each Interface Information Object
specifies a unique role. A single |ICW nessage MUST NOT contain two
Interface Information Objects that specify the sane role.

i flndex, MIU, and nane information MAY be included whenever it is
avai l abl e; nore than one instance of each of these three information
el ements MJUST NOT be included per Interface |Information bject.

A single instance of I P Address information MAY be included in an
Interface Informati on Cbject under the follow ng circunstances:

o if the eliciting datagramis IPv4 and an | Pv4 address is
associated with the identified interface. In this case, if an IP
Address Sub-hject is included, it must specify an | Pv4 address.

o if the eliciting datagramis IPv6 and an | Pv6 address is
associated with the identified interface. In this case, if an IP
Address Sub-Qhject is included, it must specify an | Pv6 address.

In all other circunstances, |P address informati on MJST NOT be
i ncl uded.

An | CVMP nessage that does not conformto these rules and contains
mul tiple instances of the sane infornmation is considered illegal;
specifically, an | CMP nessage containing nore than one Interface
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Information Object with the sanme role, as well as an | CMP nessage
containing a duplicate information elenment in a given role are
considered illegal. |If such an illegal |ICVMP nessage is received, it
MUST be silently discarded.

5. Network Address Transl ati on Consi derations

[ RFC5508] encourages Traditional | P Network Address Transl ators
(Traditional NATs; see [RFC3022]) to support |CMP extension objects.
This docunment defines an | CMP extension that includes |P addresses
and therefore contains real mspecific informati on, and consequently
descri bes possi bl e NAT behaviors in the presence of these extensions.

NAT devi ces MJUST NOT translate or overwite the | CMP extensions
described herein. That is, they MIST either renove the extension
entirely or pass it unchanged.

It is conceivable that a NAT device might translate an | CMP header

wi thout translating the extension defined herein. 1In this case, the
| CMP nessage m ght contain two instances of the sane address, one
transl ated and the other untranslated. Therefore, application

devel opers shoul d not assune addresses in the extension are of the
sanme realmas the addresses in the datagram s header

It also is conceivable that a NAT device might translate an | CWPv4
message into 1 CVMPv6 or vice versa. |If that were to occur
applications mght receive | CMPv6 nessages that contain |IP Address
Sub- Obj ects that specify | Pv4 addresses. Likew se, applications
m ght receive | CMPv4 nessages that contain | P Address Sub- Qbjects
that specify | Pv6 addresses.

6. Security Considerations

Thi s extension can provide the user of traceroute with additiona
network information that is not currently available. |Inplenentations
SHOULD provi de configuration switches that suppress the generation of
thi s extension based upon role (i.e., incomng interface, outgoing
interface, sub-1P data). |nplenmentations SHOULD al so provide
configuration switches that conceal various types of information
(e.g., iflndex, interface nane).

It may be desirable to provide this information to a particul ar
network’s operators and not to others. [If such policy controls are
desirabl e, then an inplenentation could determ ne what sub-objects to
i ncl ude based upon the destination |IP address of the | CMP nessage
that will contain the sub-objects. The inplenentation of policy
controls could al so be based upon the mechani sns described in

[ TRACERQUTE- EXT] for those limted cases supported.
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For instance, the | P address may be included for all potentia
recipients. The iflndex and interface nane could be included as well
if the destination |IP address is a managenent address of the network
that has adninistrative control of the router
Anot her exanpl e use case would be where the detailed information in
these extensions may be provided to | CMP destinations within the
| ocal administrative domain, but only traditional information is
provided to 'external’ or untrusted | CVP destinations.
The intended field of use for the extensions defined in this docunent
is adm ni strative debuggi ng and troubl eshooting. The extensions
herein defined supply additional information in |ICVP responses.
These nechani sns are not intended to be used in non-debuggi ng
appl i cations.
Thi s docunent does not specify an authentication nmechani smfor the
extension that it defines. Application devel opers should be aware
that | CMP nmessages and their contents are easily spoofed.

7. | ANA Consi derations
| ANA has reserved 2 for the Interface Information Object fromthe
| CMP Extension Object C asses registry available from
<http://ww. i ana. or g>

Fromthe Interface Informati on bject’s C Type, | ANA has reserved
val ues as foll ows:

0o Bit 0-1: Interface Role field

o Bit 2: Unallocated - allocatable with Standards Action
o Bit 3: Unallocated - allocatable with Standards Action
o Bit 4: iflndex included

o Bit 5 |P Address Sub-bject included

o Bit 6: Name Sub- Object included

o Bit 7: MU included

I ANA has reserved the follow ng values for Interface Role:
o Value 0: Incoming IP Interface

o Value 1: Sub-I1P Conponent of Inconing IP Interface
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o Value 2: Qutgoing IP Interface
o Value 3: I P Next Hop
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