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Framework for Metric Conposition
Abst r act

This meno describes a detailed framework for conposing and
aggregating netrics (both in time and in space) originally defined by
the I'P Performance Metrics (I PPM, RFC 2330, and devel oped by the

| ETF. This new framework neno describes the generic conposition and
aggregation nechani sns. The nmenp provides a basis for additional
docunents that inplenment the franework to define detail ed

composi tions and aggregations of nmetrics that are useful in practice.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Not all docunents
approved by the |ESG are a candidate for any |evel of Internet

St andard; see Section 2 of RFC 5741.

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc5835.
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1. Introduction

The I P Performance Metrics (1 PPM framework [RFC2330] describes two
forns of metric conposition, spatial and tenporal. The text also
suggests that the concepts of the analytical franework (or A-frame)
woul d help to devel op useful relationships to derive the conposed
metrics fromreal nmetrics. The effectiveness of conposed netrics is
dependent on their usefulness in analysis and applicability to
practical neasurenent circunstances.

Thi s meno expands on the notion of conposition, and provides a
detailed framework for several classes of netrics that were described
in the original |IPPMframework. The classes include tenporal
aggregation, spatial aggregation, and spatial conposition

1.1. Motivation

Net wor k operators have depl oyed neasurenent systens to serve many
pur poses, including performance nonitoring, nmaintenance support,

net wor k engi neering, and reporting performance to customers. The
coll ection of el enentary neasurenents alone is not enough to
understand a network’s behaviour. In general, neasurenents need to
be post-processed to present the nost relevant information for each
purpose. The first step is often a process of "conposition" of

si ngl e measurenents or measurenent sets into other forns.
Conpositi on and aggregati on present several nore post-processing
opportunities to the network operator, and we describe the key

nmot i vati ons bel ow.

1.1.1. Reduci ng Measurenent Overhead

A network’s measurenent possibilities scale upward with the square of
the nunber of nodes. But each nmeasurement inplies overhead, in terns
of the storage for the results, the traffic on the network (assum ng
active nmethods), and the operation and adm nistration of the

measur enent systemitself. 1In a large network, it is inpossible to
perform measurenents from each node to all others.

An individual network operator should be able to organize their
measur enent paths along the |ines of physical topology, or routing
ar eas/ Aut ononous Systens, and thus m ninize dependenci es and overl ap
bet ween di fferent measurenent paths. This way, the sheer nunber of
measur enents can be reduced, as long as the operator has a set of
met hods to estimate performance between any particul ar pair of nodes
when needed.
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Conposition and aggregation play a key role when the path of interest
spans nultiple networks, and where each operator conducts their own
measurenents. Here, the conplete path performance may be esti mated
from nmeasurenents on the conponent parts

Operators that take advantage of the conposition and aggregation

met hods recogni ze that the estinmates may exhibit some additiona
error beyond that inherent in the measurements thensel ves, and so
they are making a trade-off to achi eve reasonabl e neasurenent system
over head.

1.1.2. Measur enent Re-Use

There are many di fferent neasurenent users, each bringing specific
requirenents for the reporting tinescale. Network managers and

mai nt enance forces prefer to see results presented very rapidly, to
detect problens quickly or see if their action has corrected a
problem On the other hand, network capacity planners and even
network users sometines prefer a | ong-termview of perfornmance, for
exanple to check trends. How can one set of neasurenments serve both
needs?

The answer lies in tenporal aggregation, where the short-term

measur enent s needed by the operations comunity are conbined to
estimate a longer-termresult for others. Also, problenms with the
measur enent systemitself may be isolated to one or nore of the
short-term nmeasurements, rather than possibly invalidating an entire
| ong-term nmeasurenent if the probl emwas undetected.

1.1.3. Data Reduction and Consolidation

Anot her notivation is data reduction. Assunme there is a network in
whi ch del ay measurenents are perfornmed anong a subset of its nodes

A network manager m ght ask whether there is a problemwi th the
network delay in general. It would be desirable to obtain a single
val ue that gives an indication of the overall network delay. Spati al
aggregati on nmet hods woul d address this need, and can produce the
desired "single figure of nmerit" asked for, which may al so be usefu
in trend anal ysis.

The overall value would be calculated fromthe el enentary del ay
measurenents, but it is not obvious how for exanple, it may not be
reasonabl e to average all delay nmeasurenents, as sonme paths (e.qg.
those having a hi gher bandw dth or nore inportant custoners) night be
considered nore critical than others.
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Metric conposition can help to provide, fromraw neasurenment data,
some tangi bl e, well-understood and agreed-upon information about the
service guarantees provided by a network. Such information can be
used in the Service Level Agreenent/Service Level Specification
(SLA/ SLS) contracts between a service provider and its custoners.

1.1.4. Inplications on Measurenent Design and Reporting

If a network neasurenment system operator anticipates needing to
produce overall netrics by conposition, then it is prudent to keep
that requirenent in nmind when considering the neasurenent design and
sampling plan. Also, certain summary statistics are nore conducive
to conposition than others, and this figures promnently in the
desi gn of measurenents and when reporting the results.

2. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

3. Purpose and Scope

The purpose of this meno is to provide a common framework for the
various classes of netrics that are composed fromprinmary netrics

The scope is limted to the definitions of netrics that are conposed
fromprimary netrics using a determnistic function. Key information
about each conposed netric is included, such as the assunptions under
which the relationship holds and possi bl e sources of
error/circunmstances where the conposition may fail

At this time, the scope of effort is limted to conposed netrics for
packet |oss, delay, and delay variation, as defined in [RFC2679],

[ RFC2680], [RFC2681], [RFC3393], [RFC5481], and the conparabl e
metrics in [Y.1540]. Conposition of packet reordering nmetrics

[ RFC4737] and duplication nmetrics [RFC5560] are considered research
topics at the tine this neno was prepared, and are beyond the scope
of this docunent.

This meno will retain the term nol ogy of the | PPM Franmework [RFC2330]
as nmuch as possible, but will extend the terninol ogy when necessary.
It is assuned that the reader is familiar with the concepts
introduced in [ RFC2330], as they will not be repeated here.
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4. Term nol ogy

This section defines the term nol ogy applicable to the processes of
metric conposition and aggregation

4.1. Measuremnment Point

A measurement point is the |ogical or physical |ocation where packet
observations are made. The term "nmeasurenment point" is synonynous
with the term "observation position" used in [ RFC2330] when
describing the notion of wire tine. A neasurenent point may be at

t he boundary between a host and an adjacent |ink (physical), or it
may be within a host (logical) that perforns measurenments where the
di fference between host tinme and wire tine is understood.

4.2. Conplete Path

The conplete path is the actual path that a packet would follow as it
travels fromthe packet’s Source to its Destination. A conplete path
may span the administrative boundaries of one or nore networks.

4.3. Conplete Path Metric

The conplete path netric is the Source-to-Destination netric that a
conmposed netric attenpts to estimate. A conplete path nmetric
represents the ground-truth for a conposed netric.

4.4. Conplete Tine Interva

The conplete time interval is conprised of two or nore contiguous
sub-intervals, and is the interval whose performance will be
estimated through tenporal aggregation

4.5. Conposed Metric

A conposed netric is an estimate of an actual netric describing the
performance of a path over some time interval. A conposed netric is
derived fromother netrics by applying a determ nistic process or
function (e.g., a conposition function). The process may use netrics
that are identical to the netric being conposed, or netrics that are
dissimlar, or sone conbination of both types.

4.6. Conposition Function
A composition function is a determnistic process applied to

i ndividual netrics to derive another netric (such as a conposed
metric).
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4.7. Gound Truth

As applied here, the notion of "ground truth" is defined as the
actual performance of a network path over sone tinme interval. The
ground truth is a netric on the (unavail able) packet transfer
information for the desired path and tinme interval that a conposed
metric seeks to estimate.

4.8. Interva
An interval refers to a span of tine.
4.9. Sub-Interva

A sub-interval is atine interval that is included in another
i nterval .

4.10. Sub-Path

A sub-path is a portion of the conplete path where at |east the
sub-path Source and Destination hosts are constituents of the
conplete path. W say that such a sub-path is "involved" in the
conpl et e path.

Since sub-paths terminate on hosts, it is inportant to describe how
sub-paths are considered to be joined. |In practice, the Source and
Destination hosts may performthe function of nmeasurement points.

If the Destination and Source hosts of two adjoining paths are
co-located and the Iink between them would contribute negligible
performance, then these hosts can be considered equival ent (even if
there is no physical link between them this is a practica

concessi on).

If the Destination and Source hosts of two adjoi ning paths have a
link between themthat contributes to the conplete path perfornance,
then the Iink and hosts constitute another sub-path that is involved
in the conplete path, and should be characterized and included in the
composed netric.

4.11. Sub-Path Metrics
A sub-path path nmetric is an el enent of the process to derive a

composed netric, quantifying some aspect of the performance of a
particul ar sub-path fromits Source to Destination
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5. Description of Metric Types

This section defines the various classes of conposition. There are
two classes nore accurately described as aggregation over tine and
space, and the third involves concatenation in space.

5.1. Tenporal Aggregation Description

Aggregation in time is defined as the conposition of netrics with the
sanme type and scope obtained in different tinme instants or tine

wi ndows. For exanple, starting froma tinme series of the

measur enents of maxi mum and mi ni mum one-way delay (OAD) on a certain
network path obtained over 5-nminute intervals, we obtain a tine
series measurenent with a coarser resolution (60 minutes) by taking
the maxi num of 12 consecutive 5-m nute maxi ma and the mni num of 12
consecutive 5-mnute mnina.

The main reason for doing time aggregation is to reduce the anpunt of
data that has to be stored, and make the visualization/spotting of
regul ar cycles and/or growi ng or decreasing trends easier. Another
useful application is to detect anomalies or abnormal changes in the
networ k characteristics

In RFC 2330, the term "tenporal conposition"” is introduced and
differs fromtenporal aggregation in that it refers to methodol ogi es
to predict future nmetrics on the basis of past observations (of the
same nmetrics), exploiting the tine correlation that certain nmetrics
can exhibit. W do not consider this type of conposition here.

5.2. Spatial Aggregation Description

Aggregation in space is defined as the conbination of nmetrics of the
same type and different scope, in order to estimate the overal
performance of a larger network. This conbination may involve

wei ghing the contributions of the input netrics.

Suppose we want to conpose the average one-way del ay (OMD)
experienced by flows traversing all the origin-destination (OD) pairs
of a network (where the inputs are already netric "statistics").
Since we wish to include the effect of the traffic matrix on the
result, it nmakes sense to weight each netric according to the traffic
carried on the corresponding OD pair:

OND_sumef 1* OAD_1+f 2* OAD_2+. . . +f n* OAD_n

where fi=load OD i/total | oad.
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A sinple average OAD across all network OD pairs would not use the
traffic weighting.

Anot her exanple netric that is "aggregated in space" is the maxi mum
edge-to-edge del ay across a single network. Assume that a Service
Provider wants to advertise the maxi numdelay that transit traffic
wi |l experience while passing through his/her network. There can be
mul ti pl e edge-to-edge paths across a network, and the Service

Provi der chooses either to publish a list of delays (each
corresponding to a specific edge-to-edge path), or publish a single
maxi mum val ue. The latter approach sinplifies the publication of
measur enent i nformation, and nmay be sufficient for some purposes.
Sinmilar operations can be provided to other nmetrics, e.g., "maxi mum
edge-t o- edge packet |oss", etc.

We suggest that space aggregation is generally useful to obtain a
summary view of the behaviour of |arge network portions, or of
coarser aggregates in general. The metric collection tine instant,
i.e., the metric collection time w ndow of neasured netrics, is not
considered in space aggregation. W assume that either it is
consistent for all the conposed netrics, e.g., compose a set of
average delays all referring to the sane tine window, or the tine

wi ndow of each conposed netric does not affect the aggregated netric.

5.3. Spatial Conposition Description

Concatenation in space is defined as the conposition of netrics of
sanme type with (ideally) different spatial scope, so that the
resulting metric is representative of what the netric would be if
obtained with a direct nmeasurenent over the sequence of the severa
spatial scopes. An exanple is the sumof mean OADs of adjacent edge-
to- edge networks, where the intermnmedi ate edge points are close to
each other or happen to be the same. 1In this way, we can for exanple
estimate OND AC starting fromthe know edge of OAD AB and OAD BC.
Note that there may be small gaps in measurenent coverage; |ikew se,
there may be small overlaps (e.g., the link where test equipnent
connects to the network).

One key di fference from exanpl es of aggregation in space is that al
sub-paths contribute equally to the conposed netric, independent of
the traffic | oad present.

5.4. Help Metrics
In practice, there is often the need to conpute a new netric using
one or nore netrics with the sane spatial and tine scope. For

exanple, the netric rtt_sanpl e_variance nmay be conputed fromtwo
different nmetrics: the help nmetrics rtt_square_sumand the rtt_sum

Morton and Van den Ber ghe I nf or mat i onal [ Page 10]



RFC 5835 Framework for Metric Conposition April 2010

The process of using help nmetrics is a sinple calculation and not an
aggregation or a concatenation, and will not be investigated further
in this meno.

5.5. Higher-Order Conposition

Conposed netrics mght thensel ves be subject to further steps of
composition or aggregation. An exanple would be the delay of a

maxi mal pat h obtained through the spatial conposition of severa
conposed del ays for each conplete path in the maxi mal path (obtained
through spatial conposition). Al requirenents for first-order
conposition netrics apply to higher-order conposition

An exanpl e using tenporal aggregation: twelve 5-mnute netrics are
aggregated to estinmate the performance over an hour. The second step
of aggregation would take 24 hourly nmetrics and estinmate the
performance over a day.

6. Requirenents for Conposed Metrics

The definitions for all conposed nmetrics MJST include sections to
treat the follow ng topics

The description of each metric will clearly state:

1. the definition (and statistic, where appropriate);

2. the conposition or aggregation rel ationship;

3. the specific conjecture on which the relationship is based and
assunptions of the statistical nodel of the process being

measured, if any (see [ RFC2330], Section 12);

4. a justification of practical utility or useful ness for analysis
usi ng the A-frame concepts;

5. one or nore exanples of how the conjecture could be incorrect and
| ead to inaccuracy;

6. the information to be reported.

For each netric, the applicable circunstances will be defined, in
ternms of whether the conposition or aggregation

0 Requires honogeneity of neasurenent mnethodol ogies, or can allow a
degree of flexibility (e.g., active or passive nmethods produce the
"same" metric). Also, the applicable sending streans will be
speci fied, such as Poisson, Periodic, or both.
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7.

7.

0 Needs information or access that will only be available within an
operator’s network, or is applicable to inter-network conposition.

0 Requires precisely synchronized neasurenent tinme intervals in all
conponent netrics, or perhaps only | oosely synchronized tine
intervals, or has no tinmng requirenents at all.

0 Requires assunption of component netric independence with regard
to the nmetric being defined/ conmposed, or other assunptions.

0 Has known sources of inaccuracy/error and identifies the sources.

.1. Note on Intellectual Property R ghts (IPR)

If one or nore conponents of the conposition process are encumnbered
by Intellectual Property Rights (IPR), then the resulting conposed
metrics may be encunbered as well. See BCP 79 [RFC3979] for |ETF
policies on IPR disclosure.

Gui del i nes for Defining Conmposed Metrics
1. Gound Truth: Conparison with Gther | PPM Metrics

Figure 1 illustrates the process to derive a nmetric using spatial
composition, and conpares the conposed netric to other |PPM netri cs.

Metrics <ML, M2, MB> describe the performance of sub-paths between
the Source and Destination of interest during tine interval <T, Tf>.
These netrics are the inputs for a conposition function that produces
a conposed netric.
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Sub-Path Metrics
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Figure 1: Conparison with Gther | PPM Metrics

The conposed netric is an estinate of an actual netric collected over
the conpl ete Source-to-Destination path. W say that the conplete
path metric represents the ground truth for the conposed netric. In
ot her words, composed netrics seek to mnimze error with regard to
the conplete path netric.

Further, we observe that a spatial netric [ RFC5644] collected for
packets traveling over the sanme set of sub-paths provides a basis for
the ground truth of the individual sub-path nmetrics. W note that
mat hemat i cal operations rmay be necessary to isolate the performance
of each sub- path.

Next, we consider nultiparty nmetrics (as defined in [ RFC5644]) and
their spatial conposition. Measurenments to each of the receivers
produce an el ement of the one-to-group nmetric. These elenents can be
composed from sub-path metrics, and the conposed netrics can be
combined to create a composed one-to-group netric. Figure 2
illustrates this process.
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Sub-Path Metrics
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Figure 2: Conposition of One-to-Goup Metrics

Here, sub-path netrics ML, M2, and M3 are conbi ned using a

relati onship to conpose the netric applicable to the Src-Rcvrl path.
Simlarly, M, M4, and Mb are used to conmpose the Src-Rcvr2 netric
and ML, M4, and M6 comnpose the Src-Rcvr3 metric.

The conposed one-to-group netric would list the Src-Revr nmetrics for
each receiver in the group:

(Conposed- Revr 1, Conposed- Rcvr2, Conposed- Revr 3)
The ground truth for this composed netric is of course an actual one-
to-group netric, where a single Source packet has been neasured after
traversing the conplete paths to the various receivers.

7.1.1. Gound Truth for Tenporal Aggregation
Tempor al aggregation involves neasurenents nade over sub-intervals of
the conplete tinme interval between the sane Source and Desti nation.

Therefore, the ground truth is the netric neasured over the desired
i nterval .
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7.1.2. Gound Truth for Spatial Aggregation

Spati al aggregati on conbi nes many measurenents using a wei ghting
function to provide the sane enphasis as though the nmeasurenents were
based on actual traffic, with inherent weights. Therefore, the
ground truth is the nmetric neasured on the actual traffic instead of
the active streans that sample the perfornance.

7.2. Devi ation fromthe Gound Truth

A nmetric conposition can deviate fromthe ground truth for severa
reasons. Two mmin aspects are:

o The propagation of the inaccuracies of the underlying measurenents
when conposing the netric. As part of the conposition function,
errors of neasurenents mght propagate. Were possible, this
anal ysis should be nade and included with the description of each
metric.

o A difference in scope. When concatenating many active neasurenent
results (fromtwo or nmore sub-paths) to obtain the conplete path
metric, the actual neasured path will not be identical to the
conplete path. It is in general difficult to quantify this
deviation with exactness, but a nmetric definition nmight identify
gui delines for keeping the deviation as small as possible.

The description of the metric conposition MJIST include a section
identifying the deviation fromthe ground truth.

7.3. Inconplete Infornmation

In practice, when neasurenments cannot be initiated on a sub-path or
during a particul ar measurenent interval (and perhaps the neasurenent
system gives up during the test interval), then there will not be a
val ue for the sub-path reported, and the result SHOULD be recorded as
"undef i ned".

7.4. Time-Varying Metrics

The neasured val ues of many netrics depend on tine-variant factors,
such as the level of network traffic on the Source-to-Destination
path. Traffic levels often exhibit diurnal (or daily) variation, but
a 24-hour neasurenent interval would obscure it. Tenporal
aggregation of hourly results to estimate the daily metric would have
the sanme effect, and so the same cautions are warranted.
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10.

10.

Sone netrics are predom nantly* time-invariant, such as the actual
m ni mum one-way delay of a fixed path, and therefore tenporal
aggregation does not obscure the results as long as the path is
stable. However, paths do vary, and sonetines on |ess predictable
time intervals than traffic variations. (* Note: It is recognized
that propagation delay on transmission facilities nmay have diurnal,
seasonal, and even longer-termvariations.)

Security Considerations

The security considerations that apply to any active neasurenent of
live networks are relevant here as well. See [ RFC4656] and
[ RFC5357] .

The exchange of sub-path neasurenents anmong networ k providers may be
a source of concern, and the information should be sufficiently
anonymi zed to avoid reveal i ng unnecessary operational details (e.qg.,
the network addresses of neasurenent devices). However, the schena
for measurenent exchange is beyond the scope of this neno and likely
to be covered by bilateral agreenents for sonme time to cone.
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