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Abst ract

Thi s docunent defines sinple additions to the Link Managenent

Protocol (LMP) to provide a control plane tool that can assist in the
| ocation of stranded resources by allowi ng adjacent Label - Switching
Routers (LSRs) to confirm data channel statuses and provide triggers
for notifying the managenent plane if any discrepancies are found.

As LMP is already used to verify data plane connectivity, it is
considered to be an appropriate candidate to support this feature.

Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it may be obtained at
http://ww.rfc-editor.org/info/rfc5818
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I nt roducti on

Generalized Multiprotocol Label Sw tching (GWLS) networks are
constructed from Traffic Engineering (TE) |inks connecting Labe
Switching Routers (LSRs). The TE links are constructed froma set of
data channels. |In this context, a data channel corresponds to a
resource | abel in a non-packet technology (such as a tinmeslot or a

| anbda) .

A data channel status msmatch exists if the LSR at one end of a TE
link believes that the data channel is assigned to carry data, but
the LSR at the other end does not. The term"ready to carry data"
means cross-connected or bound to an end-point for the receipt or
delivery of data.

Dat a channel m smatches cannot be detected fromthe TE information
advertised by the routing protocols [RFC4203], [RFC5307]. The

exi stence of some data channel nismatch problens may be detected by a
m smatch in the adverti sed bandw dt hs where bidirectional TE links
and bidirectional services are in use. However, where unidirectiona
services exist, or where nultiple data channel m smatches occur, it
is not possible to detect such errors through the routing protocol -
advertised TE information. |In any case, there is no nechanismto

i solate the m snatches by deternining which data channels are at

faul t.

If a data channel m smatch exists, any attenpt to use the data
channel for a new Label Switched Path (LSP) will fail. One end of
the TE link may attenpt to assign the TE link for use, but the other
end will report the data channel as unavail abl e when the contro

pl ane or managenent plane attenpts to assign it to an LSP

Al t hough such a situation can be resolved through the use of the
Accept abl e Label Set object in GWLS signaling [ RFC3473], such a
procedure is inefficient since it may require an additional signaling
exchange for each LSP that is set up. Wen nmany LSPs are to be set
up, and when there are nmany data channel m smatches, such

i nefficiencies become significant. 1t is desirable to avoid the

addi tional signaling overhead, and to report the problens to the
managenent plane so that they can be resolved to inprove the
efficiency of LSP setup

Correspondi ngly, such a mismatch situation may give rise to

m sconnections in the data plane, especially when LSPs are set up
usi ng managenent pl ane operations.
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Resources (data channels) that are in a mismatched state are often
descri bed as "stranded resources". They are not in use for any LSP
but they cannot be assigned for use by a new LSP because they appear
to be in use. Although it is theoretically possible for managenent
pl ane applications to audit all network resources to | ocate stranded
resources and to release them this process is rarely perfornmed
because of the difficulty of coordinating different Elenent
Management Systens (EMSs) and the associated risks of accidentally
rel easing in-use resources. It is desirable to have a control plane
mechani smthat detects and reports stranded resources.

Thi s docunent defines sinple additions to the Link Managenent
Protocol (LMP) [RFC4204] to provide a control plane tool that can
assist in the location of stranded resources by allow ng adjacent
LSRs to confirm data channel statuses and provide triggers for
notifying the managenent plane if any discrepancies are found. As
LMP is already used to verify data plane connectivity, it is
considered to be an appropriate candidate to support this feature.

Speci fication of Requirements

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

Pr obl em Expl anati on

Exanpl es of data channel mi smatches are described in the follow ng
three scenari os.

In all of the scenarios, the specific channel resource of a data |ink
wi || be unavail abl e because of the data channel status m smatch, and
this channel resource will be wasted. Furthernore, a data channe
status m smatch may reduce the possibility of successful LSP
establ i shnent, because a data channel status msnatch may result in
failure when establishing an LSP

So it is desirable to confirmthe data channel statuses as early as
possi bl e.

1. Msmatch Caused by Manual Configuration

The operator may have configured a cross-connect at only one end of a
TE link using an EM5. The resource at one end of the data channel is
al | ocated, but the corresponding resource is still available at the
other end of the same data channel. |In this case, the data channe
may appear to be avail able for use by the control plane when viewed
fromone end of the TE link but, will be considered to be unavail abl e
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by the other end of the TE link. Alternatively, the avail able end of
the data channel may be cross-connected by the managenent pl ane, and
a msconnection may result fromthe fact that the other end of the
data channel is already cross-connected.

Figure 1 shows a data channel between nodes A and B. The resource at
A's end of the TElink is allocated through manual configurati on,
while the resource at B s end of the TElink is available, so the
data channel status is m smatched

al | ocat ed avail abl e
Fotm e e o +- +

A [x] | | B
T +- +

dat a channel
Figure 1. M smatch Caused by Manual Configuration
2. Msmatch Caused by LSP Deletion

The channel status of a data link rmay beconme m smatched during the
LSP del etion process. |If the LSP deletion process is aborted in the
m ddl e of the process (perhaps because of a tenporary control plane
failure), the cross-connect at the upstream node nmay be renoved while
the downstream node still keeps its cross-connect, if the LSP
deletion was initiated by the source node.

For exanple, in Figure 2, an LSP traverses nodes A, B, and C. Node B
resets abnornmally when the LSP is being deleted. This results in the
cross-connects of nodes A and C being renobved, but the cross-connect
of node B still being in use. So, the data channel statuses between
nodes A and B, and between nodes B and C are both m snat ched.

<o LSP-----n--- >
ot mmm - ot mmm - -+
[ | [ X| [ |
oo mmm oo oo mmm oo -+
A B C

Figure 2. Msmatch Caused by LSP Del etion

In [ RFC2205] and [ RFC3209], a "soft state" mechani smwas defined to
prevent state discrepancies between LSRs. Resource ReSerVation
Protocol -Traffi c Engi neering (RSVP-TE) restart processes ([ RFC3473],
[ RFC5063]) have been defined: adjacent LSRs may resynchronize their
control plane state to reinstate information about LSPs that have
persisted in the data plane. Both nmechanisnms ai mat keeping state
consi stency anong nodes and allow LSRs to detect m snmatched data
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pl ane states. The data plane handling of such m smatched states can
be treated as a local policy decision. Sonme deploynents may decide
to automatically clean up the data plane state so it matches the
control plane state, but others may choose to raise an alert to the
managenent plane and | eave the data plane untouched just in case it
is in use.

In such cases, data channel m smatches nay arise after restart and
m ght not be cleared up by the restart procedures.

Fai | ed Resources

Even if the situation is not common, it might happen that a

term nation point of a TElink is seen as failed by one end, while on
the other end it is seen as K. This problem may arise due to sone
failure either in the hardware or in the status detection of the
term nation point.

This mismatch in the term nation point status can lead to failure in
the case of bidirectional LSP setup

Good Fai | ed

dat a channel
Path Message wi th Upstream Label ---->

Figure 3. Msmatch Caused by Resource Failure

In this case, the upstream node chooses to use termination point Ain
order to receive traffic fromthe downstream node. Fromthe upstream
node’s point of view, the resource is avail able and thus usabl e;
however, in the downstream node, the corresponding term nation point
(resource B) is broken. This leads to a setup failure.

Mot i vati on

The requirenment does not cone froma lack in GVWLS specifications
thensel ves but rather from operational concerns because, in nost
cases, GWLS-controlled networks will co-exist with | egacy networks
and | egacy procedures.

The protocol extensions defined in this docunment are intended to
detect data plane problens resulting fromm suse or msconfigurations
triggered by user error, or resulting fromfailure to clean up the
data plane after control plane disconnection. It is anticipated that
human mi st akes are probably the major source of errors to deal with.
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Thi s docunent is not intened to provide a protocol nechanismto dea
wi th broken inpl ementations.

The procedures defined in this docunent are designed to be perforned
on a periodic or on-denand basis. It is NOT RECOMVENDED that the
procedures be used to provide a continuous and on-line nonitoring
process.

As LMP is already used to verify data plane connectivity, it is
considered to be an appropriate candidate to support this feature.

Extensions to LMP

A control plane tool to detect and isolate data channel m smatches is
provided in this document by sinple additions to the Link Managenent
Protocol (LMP) [RFC4204]. It can assist in the |location of stranded
resources by allowi ng adjacent LSRs to confirm data channel statuses.

Qutline procedures are described in this section. Mre detailed
procedures are found in Section 6

The nessage formats in the subsections that follow use Backus- Naur
Form (BNF) encoding as defined in [ RFC5511].

1. Confirm Data Channel Status Messages

Extensions to LMP to confirma data channel status are described
below. In order to confirma data channel status, the new LMP
nmessages are sent between adjacent nodes periodically or driven by
sonme event (such as an operator comand, a configurable tiner, or the
rejection of an LSP setup nessage because of an unavail abl e
resource). The new LMP nmessages run over the control channel,
encapsul ated in UDP with an LMP port nunmber and | P addressing as
defined in "Link Managenent Protocol (LMP)" [RFC4204].

Three new nessages are defined to check data channel status:

Conf i r mDat aChannel St at us, ConfirnDat aChannel St at usAck, and

Confi r mDat aChannel St at usNack. These nmessages are described in detai
in the foll owi ng subsections. Message Type nunbers are found in
Section 8. 1.

1.1. ConfirnDataChannel St atus Messages

The ConfirnDat aChannel St at us message is used to provide the renpote
end of the data channel with the status of the |local end of the data
channel and to ask the renote end to report its data channel. The
message nmay report on (and request information about) nore than one
dat a channel
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<Confi r nDat aChannel St at us Message> ::= <Common Header >
<LOCAL_LI NK_I D>
<MESSAGE_| D>
<DATA LI NK>[ <DATA LI NK>. . .]

When a node receives the ConfirnDataChannel Status nmessage, and the
data channel status confirmation procedure is supported at the node,
the node conpares its own data channel statuses with all of the data
channel statuses sent by the renpote end in the

Confi rmDat aChannel St atus nessage. |f a data channel status m snatch
is found, this msmatch result is expected to be reported to the
managenment plane for further action. Mnagenment plane reporting
procedures and actions are outside the scope of this docunent.

If the message is a Confirm Data Channel Status message, and the
MESSAGE I D value is less than the | argest MESSAGE | D val ue previously
received fromthe sender for the specified TE |ink, then the nessage
SHOULD be treated as bei ng out-of-order.

1.2. ConfirnDat aChannel St at usAck Messages

The ConfirnDat aChannel St at usAck nessage is sent back to the node that
ori gi nated the ConfirnDataChannel Status nessage to return the
request ed data channel statuses.

When t he ConfirnmDat aChannel St at usAck nessage is received, the node
compares the received data channel statuses at the renpte end with
those at the local end (the same operation as performed by the

recei ver of the ConfirnDataChannel Status nessage). |f a data channel
status msmatch is found, the nmismatch result is expected to be
reported to the managenent plane for further action.

<Conf i r nDat aChannel St at usAck Message> ::= <Commobn Header >
<MESSACE_| D_ACK>
<DATA LI NK>[ <DATA LI NK>. .. ]

The contents of the MESSAGE | D ACK objects MJST be obtained fromthe
Confi r mDat aChannel St at us nessage bei ng acknow edged.

Not e that the ConfirnDataChannel StatusAck nessage is used both when
the data channel statuses match and when they do not natch.

5.1.3. ConfirnDat aChannel St at usNack Messages

Li

VWhen a node receives the ConfirnDat aChannel St atus nessage, if the
data channel status confirnmation procedure is not supported but the
message i s recogni zed, a ConfirnDataChannel St at usNack nessage
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contai ni ng an ERROR_CCDE i ndi cating "Channel Status Confirmation
Procedure not supported"” MJIST be sent.

If the data channel status confirmation procedure is supported, but
the node is unable to begin the procedure, a

Confi r mDat aChannel St at usNack nmessage contai ni ng an ERROR _CODE
indicating "Unwilling to Confirni MJST be sent. If a

Confi r mDat aChannel St at usNack nmessage is received with such an
ERROR_CODE, the node that originated the ConfirnDataChannel Status
message MAY schedul e the ConfirnDat aChannel St at us nessage
retransmission after a configured tinme. A default val ue of

10 minutes is suggested for this tinmer.

<Conf i r nDat aChannel St at usNack Message> ::= <Commopn Header >
[ <LOCAL_LI NK_I D>]
<MESSAGE_| D_ACK>
<ERRCR_CODE>

The contents of the MESSAGE | D ACK objects MJST be obtained fromthe
Confi r mDat aChannel St at us nessage bei ng rej ect ed.

The ERROR CODE object in this nessage has a new C ass Type (see
Section 8.3), but is fornmed as the ERROR CODE object defined in
[ RFC4204]. The followi ng Error Codes are defi ned:

0x01
0x02

Channel Status Confirmati on Procedure not supported
Uw lling to Confirm

5.2. Data Channel Status Subobject

A new Data Channel Status subobject type is introduced to the DATA
LI NK object to hold the Data Channel Status and Data Channel |D.

See Section 8.2 for the Subobject Type val ue.

0 1 2 3

01234567890123456789012345678901
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| Type | Length | Dat a Channel Status |
el i I e i it T e e e e i i T o S e e S e T R R
I I
11 Data Channel 1D 11

T S i T o S T i S SEp S A S
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Dat a Channel Stat us:

This is a series of bit flags to indicate the status of the data
channel. The follow ng values are defi ned.

0x0000 : The channel is avail able/free.
0x0001 : The channel is unavail abl e/i n-use.

Dat a Channel |ID

This identifies the data channel. The length of this field can be
deduced fromthe Length field in the subobject. Note that al
subobj ects nust be padded to a four-byte boundary with trailing
Zeros.

If such padding is required, the Length field MJST indicate the

| ength of the subobject up to, but not including, the first byte of
paddi ng. Thus, the ampunt of padding is deduced and not represented
in the Length field.

Note that the Data Channel IDis given in the context of the sender
of the ConfirnChannel Status nessage.

The Data Channel 1D nmust be encoded as a | abel value. Based on the
type of signal (e.g., Synchronous Optical Network/Synchronous Digita
Hi erarchy (SONET/ SDH), Lanbda, etc.), the encodi ng nmet hodol ogy
used will be different. For SONET/SDH, the | abel value is encoded as

per [ RFC4606] .

Message Construction

Data_Link Cass (as defined in Section 13.12 of [RFC4204]) is
i ncl uded i n ConfirnDat aChannel St at us and ConfirnDat aChannel St at usAck
messages.

The status of the TE link end MJST be carried by the Data Channe
St at us subobject, which is defined in Section 5.2 of this docunent.
The new subobj ect MJUST be part of Data_Link O ass.

In the case of SONET/SDH, the Data Channel ID in the new subobject
SHOULD be used to identify each tinmeslot of the data |ink

5.4. Backward Conpatibility

Li

Sone nodes running in the network m ght only support the LMP Message
Types, which are already defined in [RFC4204]. The three new types
of LMP messages defined in this docunment cannot be recogni zed by
these nodes. The behavior of an LMP node that receives an unknown
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message is not specified in [ RFC4204] and will be clarified in a
separ at e docunent.

Si nce the behavior of |egacy nodes nmust be assunmed to be unknown,
this docunment assunes that a deploynent intended to support the
function described in this docunent will consist conpletely of nodes
that support the protocol extensions also described in this docunent.

In the future, it may be the case that LMP will be extended to all ow
function support to be detected. |In that case, it may becone
possible to deploy this function in a m xed environnent.

Pr ocedur es

Adj acent nodes MAY send data channel status confirmation-related LM
messages. Periodical tinmers or sonme other events requesting the
confirmation of channel status for the data |link may trigger these
messages. It's a local policy decision to start the data channe
status confirmation process. The procedure is described bel ow

Initially, the SENDER constructs a ConfirnDat aChannel St at us
message that MJST contain one or nore DATA LINK objects. The

DATA LINK object is defined in [ RFC4204]. Each DATA LI NK obj ect
MUST contain one or nore Data Channel Status subobjects. The Data
Channel ID field in the Data Channel Status subobject MJST

i ndi cate whi ch data channel needs to be confirned, and MJST report
the data channel status at the SENDER  The

Confi r rDat aChannel St at us nessage is sent to the RECEl VER

Upon recei pt of a ConfirnbDataChannel Status nessage, the RECElI VER
MUST extract the data channel statuses fromthe

Confi r mDat aChannel St at us nessage and SHOULD conpare these with its
data channel statuses for the reported data channels. |If a data
channel status msmatch is found, the m smatch result SHOULD be
reported to the managenent plane for further action. The RECElI VER
al so SHOULD send the ConfirnDat aChannel St at usAck nessage, which
MUST carry all the local end statuses of the requested data
channel s to the SENDER.

If the RECEIVER is not able to support or to begin the
confirmation procedure, the RECEI VER MJST send a

Confi r mDat aChannel St at usNack nessage contai ni ng the ERROR CODE
that indicates the reason for rejection

Upon recei pt of a ConfirnDataChannel St at usAck nessage, the SENDER

MUST conpare the received data channel statuses at the renpte end
with the data channel statuses at the local end. |If a data
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channel status mismatch is found, the mismatch result SHOULD be
reported to the managenment plane for further action

The data channel status msmatch issue identified by LMP may be
automatically resolved by RSVP restart. For exanple, the restarting
node may al so have danmaged its data plane. This |eaves the data
channel s m smatched. However, RSVP restart will re-install the data
pl ane state in the restarting node. The issue may al so be resol ved
via RSVP soft state timeout.

I f the ConfirnDataChannel Status nessage i s not recogni zed by the
RECEI VER, the RECEI VER ignores this nessage and will not send out an
acknow edgnment message to the SENDER

Due to the message | oss problem the SENDER may not be able to
recei ve the acknow edgnent nessage.

Confi r mDat aChannel St atus SHOULD be sent using LMP [ RFC4204] reliable
transm ssion nechanisns. |f, after the retry linit is reached, a
Confi r mDat aChannel St at usAck nessage or a ConfirnDat aChannel St at usNack
message i s not received by the SENDER, the SENDER SHOULD termni nate
the data channel confirmation procedure and SHOULD raise an alert to
t he managenent pl ane.

Security Considerations

[ RFC4204] describes how LMP nessages between peers can be secured,
and t hese neasures are equally applicable to the new nessages defi ned
in this document.

The operation of the procedures described in this docunment does not
of itself constitute a security risk because it does not cause any
change in network state. It would be possible, if the nmessages were
intercepted or spoofed, to cause bogus alerts in the managenent

pl ane, and so the use of LMP security neasures described in [ RFC4204]
i s RECOVMENDED.

Note that perform ng the procedures described in this document may
provide a useful additional security nmeasure to verify that data
channel s have not been illicitly nodified.

I ANA Consi derations
1. LMP Message Types

I ANA nai ntai ns the "Link Managenent Protocol (LMP)" registry, which

has a subregistry called "LMP Message Type". | ANA has nade the
followi ng three new allocations fromthis registry.
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Val ue Descri ption
32 Conf i r mDat aChannel St at us
33 Conf i r rDat aChannel St at usAck
34 Confi r rDat aChannel St at usNack

LMP Data Link Object Subobject

I ANA mai ntai ns the "Link Managenent Protocol (LMP)" registry, which
has a subregistry called "LMP (bject Class nanme space and Cl ass type
(CType)". This subregistry has an entry for the DATA LINK object,
and there is a further enbedded registry called "DATA LI NK Sub- obj ect
Cl ass name space". |ANA has nmade the followi ng allocation fromthis
enbedded registry.

Val ue Descri ption

9 Dat a Channel Status
LMP Error_Code O ass Type

I ANA nai ntains the "Link Managenent Protocol (LMP)" registry, which
has a subregistry called "LMP Object Cl ass nanme space and Cl ass type
(CType)". This subregistry has an entry for the ERROR CODE obj ect.
I ANA has allocated the follow ng new val ue for an ERROR_CODE cl ass

type.

C Type Descri ption Ref erence

4 Confi r rDat aChannel St at usNack [ This RFC
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