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FTP Conmmand and Extension Registry
Abst ract

Every version of the FTP specification has added a few new commands,
with the early ones summarized in RFC 959. RFC 2389 established a
mechani sm for specifying and negotiating FTP extensions. The nunber
of extensions, both those supported by the nechani sm and sone that
are not, continues to increase. An |ANA registry of FTP Comrand and
Feature names is established to reduce the likelihood of conflict of
nanes and the consequent ambiguity. This specification establishes
that registry

Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it nmay be obtained at
http://ww.rfc-editor.org/infol/rfc5797

Copyri ght Notice
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docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunments
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

Every version of the FTP specification has added a few new commands,
with the early ones summarized in RFC 959 [ RFC0959]. RFC 2389

[ RFC2389] established a nmechani sm for specifying and negotiating
extensions to the FTP protocol specified in RFC 959, by neans of
"FEAT Strings" identifying extensions supported by the FTP server,
and sent in response to a "FEAT" conmand. The nunber of extensions
continues to grow, not all of them supported by FEAT. An | ANA
registry is established to reduce the |ikelihood of a conflict of
nanes and the consequent anmbiguity and to encourage the sharing of
information. This specification establishes that registry.

2. Registry Definition

2.1. Registry Nane
The nane of this registry is "FTP Commands and Ext ensi ons"

2.2. Registry Fornat
As specified in this RFC, | ANA has established a registry for FTP
commands and extensions. Registration requests and registry entries

shoul d i nclude the foll ow ng:

Command Nane - The FTP command, either new or nodified, used in the
extension or with which the extension is used.

Fol | owi ng the | ong-standing practice to capitalize command nanes

in specification docunments for FTP, the command nanmes are entered
in all uppercase. For extensions anending the operation of a
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command, a plus sign ("+") is appended to the comrand nane.
However, if an extension affects the overall conmand paraneter
handl i ng and/ or transaction processing, instead of being bound to
one command (or a small nunber of commands), the string "-NA-" is
ent er ed.

It is intended to have the registry entries ordered by ascendi ng
ASCI| collation order of this colum (including the "+" suffix if
present).

Extensi on nane - The nane of the extension

FTP extensions predati ng RFC 2389 [ RFC2389], and some extensions
publ i shed after it, did not specify a keyword to identify the
extension in a FEAT response. Sone |ater specifications
establ i shed FEAT strings with the respective comand nanes as
their keywords. |In order to provide for keywords for future
specifications in such cases, this docunent establishes

"pl acehol der’ keywords to reserve reasonable feature nanes for
future standardi zation. Simlarly, placehol der keywords are used
for the basic FTP commands specified in RFC 959 [ RFC0959] and
those of its predecessors that are still in use. These

pl acehol der keywords are placed in the registry for convenience;
it is not intended that they be returned in FEAT responses.

To conpensate for this idiosyncrasy, the colum in the registry is
entitled "FEAT Code", and to clearly distinguish between the two
cases, defined FEAT keywords codes are listed in all uppercase,
wher eas pl acehol der keywords (henceforth called "pseudo FEAT
codes") are listed in | owercase. Future specifications are

all owed to "upgrade" a placeholder to a true keyword unless it is
specifically declared ’immutable’ below, but otherw se | ANA
mai nt ai ns uni queness of feature names (FEAT codes) based on case-
i nsensitive conparison

Description - A brief description of the extension and, where
appropriate, the command.

FEAT String - (optional in registration requests to | ANA)

The string expected to be included in the response to the FEAT
command [ RFC2389] if the extension is supported.

In many cases, the FEAT string required to identify an extension
only consists of the "FEAT Code", making this itemredundant.
Therefore, this itemshould only be specified if it is intended to
regi ster a FEAT string that contains mandatory el enments other than
the "FEAT Code" itself.
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Due to space restrictions, and to allow registrants to provide
additional information, | ANA should present these registration
items (if given) in nunbered footnotes to the table, not in an
addi tional table col um.

Conmand Type - The type (or 'kind ) of the conmand.

Section 4.1 of RFC 959 [ RFC0959] introduced a subdivision of FTP
commands into three types: Access control, transfer Paraneter
{setting}, and Service {execution}. For clarity, and as a service
to the user of the registry, this subdivision is extended to al
regi stered FTP commands, using the characteristic initial of the

type, 'a’, 'p’, or 's’, respectively, filed in the registry colum
titled "type"; combinations are allowed, e.g., 'p/s’
Conf ormance Requirenments - The support expectation for the conmand.

RFC 959 specifies mandatory-to-inplenent commands and optiona
commands. This classification is carried over to all registered
commands, using a colum titled "conf" carrying a single character
-- either 'm or "o, for "mandatory" and "optional ",

respectively. Simlarly, obsoleted or historic entries are left
in the registry to avoid conflicts with depl oyed i npl enentati ons,
and these entries are nmarked with "h’ (for "historic").

Beyond the initial registrations, Standards Action [ RFC5226] is
needed to regi ster new "mandatory" entries or to nove such entries
to "historic".

Reference - A reference to an RFC or other definition of the
extension and/or to inplenentations supporting it (see the next
section).

2.3. Criteria for Registration

This registry is primarily intended to avoid conflicting uses of the
sane extension nanes and comrand keywords for different purposes, not
to denonstrate that an extension is sonehow "approved". The "Expert
Revi ew' nethod will be used, but the designated expert is expected to
check only that at |east one of the two criteria that follow are net.

1. The extension is docunmented in a pernmanent and readily avail abl e
public specification (this is the sane as the "Specification
Required" registration policy defined in RFC 5226 [ RFC5226]).

2. The extension is actually inplemented in FTP client and server

systens that are generally available (not necessarily either free
or unencunbered, but avail able).
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For an extension or command to be nmarked "nmandatory" ('m in the
"conf" colum), an | ETF Standards Track specification is required.
An | ESG Standards Action is allowed to direct 1ANA to change the
Conf ormance Requirenents |isted for any entry.

2.4. Base FTP Commands

The foll owi ng commands are part of the base FTP specification
[ RFC0959] and are listed in the registry with the i mutabl e pseudo
FEAT code "base".

Mandat ory comands:

ABCR, ACCT, ALLO, APPE, CWD, DELE, HELP, LI ST, MODE, NLST, NOOP
PASS, PASV, PORT, QUIT, REIN, REST, RETR, RNFR, RNTO SITE, STAT,
STOR, STRU, TYPE, USER

Opti onal commands:
CDUP, MKD, PWD, RMD, SMNT, STQU, SYST

Note: STD 3 [RFC1123] clarified and updated the status and

i npl ementation requirenents of these standard FTP commands, and it
contains inportant conplenentary information for the follow ng
commands:

LI ST, NLST, PASV, REST, SITE, STQU
2.5. (bsol ete Commands

The foll owi ng commands were specified as experinmental in an extension
to an early version of the FTP specification [ RFCO775] but |ater
deprecated by RFC 1123 [RFC1123], because Standard FTP [ RFC0959]
specifies their standard successors. They are listed in the registry
with the i mutabl e pseudo FEAT code "hist".

XCUP, XCWD, XMKD, XPWD, XRNMD
I mpl enentati on note: Deployed FTP clients still make use of the
deprecated commands and nost FTP servers support them as aliases
for the standard conmands.
The foll owi ng commands were specified as part of the "FOOBAR' | Png
effort in RFC 1545 [ RFC1545] and, later, RFC 1639 [RFC1639] and are
now obsol ete. They are listed in the registry with the inmnutable
pseudo FEAT code "hist".

LPRT, LPSV

Kl ensi n & Hoenes St andards Track [ Page 5]



RFC 5797 FTP Command and Extension Registry March 2010

3. Initial Contents of Registry

As a service to users of the registry and the authors of existing
specifications, all FTP commands and features published in RFCs after
STD 3 [RFC1123] and up to the tinme of this witing were included in
the registry upon creation.

The foll owi ng pseudo FEAT codes have been assigned, according to
Section 2:

base - FTP standard comuands [ RFC0959]

hist - Historic experinmental commands [ RFC0775], [RFCL639]
secu - FTP Security Extensions [RFC2228]

feat - FTP Feature Negotiation [ RFC2389]

nat6 - FTP Extensions for NAT/IPv6 [ RFC2428]

Mode

Fomm o - Femmm o - o e e o s Femmm o - Femmm o - o e e e oo +
| cnd | FEAT | description | type | conf | RFC#s/ References |
| | Code | | | and Not es |
N Fom e e - - o e e e e oo oo Fom e e - - Fom e e - - Fom e e e oo +
| ABOR | base | Abort | s | m | 959 |
| ACCT | base | Account | a | m | 959 |
| ADAT | secu | Authentication/ | a | o | 2228, 2773, 4217 |
| | | Security Data | | | |
| ALLO | base | Allocate | s | m | 959 |
| APPE | base | Append (with | s | m | 959 |
| | | create) | | | |
| AUTH | secu | Authentication/ | a | o | 2228 |
I I | Security I I I I
| | | Mechani sm | | | |
| AUTH+ | AUTH | Aut hentication/ | a | o | 2773, 4217 #2 |
I I | Security I I I I
| | | Mechani sm | | | |
| CCC | secu | O ear Comrand | a | o | 2228 |
I I | Channel I I I I
| CDUP | base | Change to Parent | a | o | 959 |
I I | Directory I I I I
| CONF | secu | Confidentiality | a | o | 2228 |
| | | Protected Command | | | |
| CW | base | Change Wirking | a | m | 959 |
I I | Directory I I I I
| DELE | base | Delete File | s | m | 959 |
| ENC | secu | Privacy Protected | a | o | 2228, 2773, 4217 |
I I | Command I I I I
| EPRT | nat6 | Extended Port | p | o | 2428 |
| EPSV | nat6 | Extended Passive | p | o | 2428 |
I I I I I I I
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| FEAT | feat | Feature | a | m#1 | 2389 |
| | | Negotiation | | | |
| HELP | base | Help | s | m | 959 |
| LANG | UTF8 | Language (for | p | o | 2640 |
| | | Server Messages) | | | |
| LIST | base | List | s | m | 959, 1123 |
| LPRT | hist | Data Port | p | h | 1545, 1639 |
I I | {FOOBAR} I I I I
| LPSV | hist | Passive Mde | p | h | 1545, 1639 |
I I | {FOOBAR} I I I I
| MOTM | MDTM| File Modification | s | o | 3659 |
| | | Tinme | | | |
| MC | secu | Integrity | a | o | 2228, 2773, 4217 |
| | | Protected Command | | | |
| MKD | base | Make Directory | s | o | 959 |
| MLSD | MST | List Drectory | s | o | 3659 |
I I | (for machine) I I I I
| MLST | MST | List Single | s | o | 3659 |
I I | Obj ect I I I I
| MODE | base | Transfer Mde | p | m | 959 |
| NLST | base | Name List | s | m | 959, 1123 |
| NOOP | base | No-Op | s | m | 959 |
| OPTS | feat | Options | p | m#1l | 2389 |
| PASS | base | Password | a | m | 959 |
| PASV | base | Passive Mde | p | m | 959, 1123 |
| PBSZ | secu | Protection Buffer | p | o | 2228 |
| | | Size | | | |
| PBSZ+ | PBSZ | Protection Buffer | p | o | 4217 |
I I | Size I I I I
| PORT | base | Data Port | p | m | 959 |
| PROT | secu | Data Channel | p | o | 2228 |
| | | Protection Level | | | |
| PROT+ | PROT | Data Channel | p | o | 4217 |
| | | Protection Level | | | |
| PMD | base | Print Directory | s | o | 959 |
| QUT | base | Logout | a | m | 959 |
| REIN | base | Reinitialize | a | m | 959 |
| REST | base | Restart | s/p | m | 959, 1123 |
| REST+ | REST | Restart (for | s/p | m | 3659 #3 |
I I | STREAM node) I I I I
| RETR | base | Retrieve | s | m | 959 |
| RVMD | base | Renpve Directory | s | o | 959 |
| RNFR | base | Renane From | s/p | m | 959 |
| RNTO | base | Renane From | s | m | 959 |
| SITE | base | Site Paraneters | s | m | 959, 1123 |
| SIZE | SIZE| File Size | s | o | 3659 |
| SMNT | base | Structure Mount | a | o | 959 |
| STAT | base | Status | s | m | 959 |
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| STOR | base | Store | s | m | 959 |
| STQU | base | Store Unique | a | o | 959, 1123 |
| STRU | base | File Structure | p | m | 959 |
| SYST | base | System | s | o | 959 |
| TYPE | base | Representation | p | m | 959 #4 |
I I | Type I I I I
| USER | base | User Name | a | m | 959 |
| XCUP | hist | {precursor for | s | h | 775, 1123 |
| | | CDUR} | | | |
| XCWD | hist | {precursor for | s | h | 775, 1123 |
I | | oW I I I I
| XMKD | hist | {precursor for | s | h | 775, 1123 |
I | | WD} I I I I
| XPWD | hist | {precursor for | s | h | 775, 1123 |
| | | PWO | | | |
| XRVMD | hist | {precursor for | s | h | 775, 1123 |
| | | RVD} | | | |
| -NNA- | TVFS | Trivial Virtual | p | o | 3659 |
| | | File Store | | | |
N Fom e e - - o e e e e oo oo Fom e e - - Fom e e - - Fom e e e oo +
Table 1
Not es:

#1 Wiile an | ETF Standards Action would be required to make the FEAT
mechani sm [ RFC2389] nmandatory, inplenentation of that extension
mechanismis clearly required in conjunction with any extension or
feature that depends on it

#2 FEAT String for [RFC4217]: AUTH TLS
FEAT String for [RFC2773]: AUTH KEA- SKI PJACK

#3 FEAT String: REST STREAM

#4 FEAT String: TYPE {senicol on-separated |ist of supported types}
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Scott Bradner suggested a clarification to the "Expert Review' text.

The authors appreciate the comments and support for this work
received fromFTP inpl enenters and many | ETF participants. Conments
fromthe | ESG hel ped to shape this docunent and registry to inprove
its utility.

| ANA Consi der ati ons

I ANA has established the registry described in Section 2 using the
initial content specified in Section 3 and including the body of
Sections 2.4 and 2.5 as explanatory text in the preface of the
registry

New entries should be added to this registry when extensions to FTP
are approved or defined in RFCs or when extensions that are already
in use and wel |l -documented are identified. |In other words, the
requi renent for registration is a slightly rel axed version of
"Specification Required" [RFC5226] with Expert Review. See

Section 2.3 for specifics and excepti ons.

Security Considerations
The creation of this registry provides inproved docunentation and
protection against interoperability problems. It introduces no new
security issues.

Ref er ences

1. Nornmtive References

[ RFC0959] Postel, J. and J. Reynolds, "File Transfer Protocol",
STD 9, RFC 959, Cctober 1985.

[ RFC2389] Hethnon, P. and R Elz, "Feature negotiation nmechanismfor
the File Transfer Protocol", RFC 2389, August 1998.

[ RFC5226] Narten, T. and H Alvestrand, "Guidelines for Witing an
I ANA Consi derations Section in RFCs", BCP 26, RFC 5226,
May 2008.
2. Informative References

[ RFCO775] Mankins, D., Franklin, D., and A. Onen, "Directory
oriented FTP commands”, RFC 775, Decenber 1980.

[ RFC1123] Braden, R, "Requirenents for Internet Hosts - Application
and Support", STD 3, RFC 1123, Cctober 1989.

Kl ensi n & Hoenes St andards Track [ Page 9]



RFC 5797 FTP Command and Extension Registry

March 2010

[ RFC1545] Piscitello, D., "FTP Qperation Over Big Address Records

(FOOBAR) ", RFC 1545, Novenber 1993.

[ RFC1639] Piscitello, D., "FTP Qperation Over Bi g Address Records

(FOOBAR)", RFC 1639, June 1994.

[ RFC2228] Horowitz, M, "FTP Security Extensions",

Cct ober 1997.

[ RFC2428] A lman, M, Ostermann, S., and C. Metz,
for 1Pv6 and NATs", RFC 2428, Septenber

RFC 2228,

"FTP Extensions

[RFC2773] Housley, R and P. Yee, "Encryption using KEA and

SKI PJACK", RFC 2773, February 2000.

[ RFC4217] Ford-Hutchinson, P., "Securing FTP with TLS",

Cct ober 2005.
Aut hors’ Addr esses

John C Kl ensin

1770 Massachusetts Ave, Ste 322
Canbri dge, MA 02140

USA

Phone: +1 617 245 1457
EMai | : john+ietf @ck.com

Al fred Hoenes

TR- Sys

Gerlinger Str. 12
Ditzingen D-71254
Cer many

EMai | : ah@R- Sys. de

Kl ensi n & Hoenes St andards Track

RFC 4217,

[ Page 10]






