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1.

I nt roducti on

Thi s specification defines Authentication, Authorization, and
Accounting (AAA) interactions between a Mbile Access Gateway (MAG
and a AAA server, and between a Local Mbility Anchor (LMA) and a AAA
server within a Proxy Mbile |IPv6 (PM Pv6) Domain [ RFC5213]. These
AAA interactions are primarily used to downl oad and update nobil e
node (MN) specific policy profile information between PMPv6 entities
(a MAG and an LMA) and a renote policy store.

Dynam ¢ assi gnnent and downl oading of an MN's policy profile
information to a MAG froma renote policy store is a desirable
feature to ease the depl oynent and network maintenance of | arger
PM Pv6 domains. For this purpose, the same AAA infrastructure that
is used for authenticating and authorizing the MN for a network
access can be | everaged to downl oad sone or all of the necessary
policy profile information to the MAG

Once the network has authenticated the MN, the MAG sends a Proxy

Bi ndi ng Update (PBU) to the LMA in order to set up a mobility session
on behalf of the MN. Wen the LMA receives the PBU, the LMA nay need
to authorize the received PBU agai nst the AAA infrastructure. The
sane AAA infrastructure that can be used for the authorization of the
PBU, is also used to update the renpote policy store with the LMA-
provi ded MN specific mobility session-related information.

In the context of this specification, the hone AAA (HAAA) server
functionality is co-located with the renote policy store. The NAS
functionality may be co-located with the MAG function in the network
access router. Dianeter [RFC3588] is the used AAA protocol.

Ter m nol ogy and Abbrevi ati ons

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].

The general term nology used in this docunment can be found in
[ RFC5213] and [ NETLMMPM P6]. The follow ng additional or clarified
terns are also used in this docunent:

Net wor k Access Server (NAS):
A device that provides an access service for a user to a network.

In the context of this document, the NAS may be integrated into or
co-located to a MAG The NAS contains a D aneter client function.

Kor honen, et al. St andards Track [ Page 4]



RFC 5779 D amet er Support for Proxy Mobile | Pv6 February 2010

Home AAA (HAAA):

An Aut hentication, Authorization, and Accounting (AAA) server
| ocated in user’s hone network. A HAAA is essentially a D aneter
server.

3. Solution Overview

Thi s docunent addresses the AAA interactions and AAA-based session
managenent functionality needed in the PM Pv6 Domain. This docunent
defines Di aneter-based AAA interactions between the MAG and t he HAAA,
and between the LMA and the HAAA.

The policy profile is downl oaded fromthe HAAA to the MAG during the
MN attachnment to the PM Pv6 Domain. Figure 1 shows the participating
network entities. This docunment, however, concentrates on the MAG
LMA, and the HAAA (the hone Di aneter server).

R +
| HAAA & | Dianeter +----- +
| Policy |<---(2)-->] LMA |
| Store | +o---- +
L + | <--- LMA-Address
N
I
| 1 \\
R B R T +
( | 1Pv4/IPv6 [/ \\ )
( | Network // \\ )
R R R R T T +
| 11 \\
D anet er /[l <- Tunnell \\ <- Tunnel 2
(1) 11 \\
| | - MAGL- Addr ess | - MAG2- Addr ess
| +----+ +----+
+---->| MAGL| | MVAR|
+----+ +----+
I I
I I
[ MN1] [ M\2]
Legend:

(1): MAGto-HAAA interaction is described in Section 7.1
(2): LMA-to-HAAA interaction is described in Section 7.2

Figure 1: Proxy Mobile I Pv6 Domain Interaction
with D ameter HAAA Server
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When an MN attaches to a PM Pv6 Domain, a network access

aut henti cation procedure is usually started. The choice of the

aut henti cation mechanismis specific to the access network

depl oynent, but could be based on the Extensible Authentication
Protocol (EAP) [RFC3748]. During the network access authentication
procedure, the MAG acting as a NAS queries the HAAA through the AAA
infrastructure using the Diameter protocol. |f the HAAA detects that
the subscriber is also authorized for the PM Pv6 service, PM Pv6
specific information is returned along with the successful network
access authentication answer to the MAG

After the MN has been successfully authenticated, the MAG sends a PBU
to the LMA based on the MN's policy profile information. Upon
receiving the PBU, the LMA interacts with the HAAA and fetches the
rel evant parts of the subscriber policy profile and authorization

information related to the nmobility service session. In this
specification, the HAAA has the role of the PMPv6 renote policy
store.

4. Generic Application Support and Conmand Codes

Thi s specification does not define new Application-1Ds or Command
Codes for the MAG to-HAAA or for the LMA-to- HAAA Di aneter
connections. Rather, this specification is generic to any D aneter
application (and their conmrands) that is suitable for a network
access authentication and authorization. Exanple applications

i ncl ude NASREQ [ RFC4005] and EAP [ RFC4072].

4.1. NMAGto-HAAA Interface

The MAG-to-HAAA interactions are primarily used for bootstrapping

PM Pv6 mobility service session when an MN attaches and aut henti cates
to a PMPve Domain. This includes the bootstrapping of PM Pv6
session-related information. The sanme interface may al so be used for
accounting. The MAG acts as a Dianeter client.

Whenever the MAG sends a Dianeter request nessage to the HAAA the
User - Name AVP SHOULD contain the MN's identity unless the identity is
bei ng suppressed for policy reasons -- for exanple, when identity
hiding is in effect. The MNidentity, if available, MJST be in

Net wor k Access Identifier (NAI) [RFC4282] format. At mninmum the
horme real m of the MN MUST be avail abl e at the MAG when the network
access authentication takes place. Oherwi se, the MAGis not able to
route the Diameter request messages towards the correct HAAA. The WN
identity used on the MAGto-HAAA interface and in the User-Nane AVP
MAY entirely be related to the network access authentication, and
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therefore not suitable to be used as the MN-ID nobility option val ue
in the subsequent PBU / Proxy Binding Acknow edgenent (PBA) messages.
See the related discussion on MN identities in Sections 4.2 and 5. 6.

For the session managenent and service authorization purposes,
session state SHOULD be nmintai ned on the MAGto-HAAA interface. See
the di scussion in Section 5. 8.

4. 2. LMA-t o- HAAA I nterface

The LMA-to-HAAA interface may be used for multiple purposes. These

i nclude the authorization of the incomng PBU updating the LMA
address to the HAAA, del egating the assignnent of the M\-HNP (hone
network prefix) or the |Pv4-HoA (honme address) to the HAAA, and for
accounting and PM Pv6 session nanagenment. The primary purpose of
this interface is to update the HAAA with the LMA address infornmation
in case of dynanically assigned LMA, and exchange the M\ address
assignnent information between the LMA and t he HAAA

The LMA-to-HAAA interface description is intended for different types
of deploynents and architectures. Therefore, this specification only
outlines AVPs and consi derations that the depl oynent specific

D ameter applications need to take into account fromthe PM Pv6 and
LMA' s point of view

4.2.1. Ceneral Operation and Authorization of PBU

Whenever the LMA sends a Dianeter request nessage to the HAAA the
User - Nane AVP SHOULD contain the MN's identity. The LMA-provided
identity in the User-Nanme AVP is strongly RECOVWENDED to be the sane
as the MN's identity information in the PBU M\-1D [ RFC4283] [ RFC5213]
mobility option. The identity SHOULD al so be the same as used on the
MAG-t o- HAAA interface, but in case those identities differ the HAAA
MUST have a mechani sm of mapping the MN identity used on the MAGto-
HAAA interface to the identity used on the LMA-to-HAAA interface.

If the PBU contains the M Link-Layer ldentifier option, the Calling-
Station-1d AVP SHOULD be included in the request nessage contai ning
the received link-layer identifier. Furthernore, if the PBU contains
the Service Selection nobility option [RFC5149], the Service-

Sel ection AVP SHOULD be included in the request nessage containing
the received service identifier. Both the MN link-1ayer identifier
and the service selection can be used to provide nore information for
the PBU authorization step in the HAAA

The Aut h- Request - Type AVP MJST be set to the val ue AUTHORI ZE ONLY.

The Di ameter session-rel ated aspects discussed in Section 6 need to
be taken into consideration when designing the D anmeter application
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for the LMA-to-HAAA interface. |If the HAAA is not able to authorize
the subscriber’s mobility service session, then the reply nessage to
the LMA MUST have the Result-Code AVP set to val ue

DI AMETER_AUTHORI ZATI ON_REJECTED (5003) indicating a pernanent
failure. A failed authorization obviously results in a rejection of
the PBU, and a PBA with an appropriate error Status Val ue MJST be
sent back to the MAG

The aut horization step MJST be performed at least for the initial PBU
session up to a nobility session, when the LMA-to-HAAA interface is
depl oyed. For the subsequent re-registration and handover PBUs, the
aut hori zation step MAY be repeated (in this case, the LMA-to- HAAA
interface should al so maintain an authorization session state).

4.2.2. Updating LMA Address to HAAA

In case of a dynami c LMA discovery and assignnment [ NETLMW LMA], the
HAAA and the renote policy store may need to be updated with the

sel ected LMA address information. The update can be done during the
PBU aut hori zation step using the LMA-to-HAAA interface. This

speci fication uses the M P6-Agent-Info AVP and its M P-Home- Agent -
Addr ess and M P- Hone- Agent - Host sub- AVPs for carrying the LMA' s
address information fromthe LMA to the HAAA.  The LMA address
information in the request nmessage MJST contain the | P address of the
LMA or the Fully Qualified Domain Nanme (FQDN) identifying uniquely
the LMA, or both. The LMA address information refers to the PM Pv6
part of the LMA, not necessarily the LMA part interfacing with the
AAA infrastructure.

Thi s specification does not define any HAAA-initiated LMA rel ocation
functionality. Therefore, when the M P6-Agent-Info AVP is included
in Diameter answer nmessages sent fromthe HAAA to the LMA, the HAAA
indicates this by setting the M P-Hone-Agent - Address AVP to all
zeroes address (e.g., 0::0) and not including the M P-Hone-Agent - Host
AVP.

4.2.3. Mobile Node Address Update and Assi gnnent

The LMA and t he HAAA use the M P6-Home-Link-Prefix AVP to exchange
the M\-HNP when appropriate. Sinmilarly, the LMA and the HAAA use the
PM P6- | Pv4- Hone- Address AVP to exchange the | Pv4- MN- HOA when
appropriate. These AVPs are encapsul ated inside the M P6-Agent-Info
AVP. The M\ address information exchange is again done during the
PBU aut hori zati on step. The HAAA MAY al so use the LMA-provided MN
address information as a part of the information used to authorize

t he PBU.
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Which entity is actually responsible for the address nanagenment is
depl oynent specific within the PM Pv6 Donai n and MJST be pre-agreed
on per depl oynent basis. Wen the LMA is responsible for the address
managenment, the M P6-Agent-Info AVP is used to informthe HAAA and
the renote policy store of the M\-HNP/ I Pv4- M\- HOA assigned to the M\

It is also possible that the LMA del egates the address nmanagenent to
the HAAA. In this case, the M\-HNP/ I Pv4- M\- HOA are set to undefined
addresses (as described in Section 5.1) in the D anmeter request
message sent fromthe LMA to the HAAA.  The LMA expects to receive
the HAAA assi gned HNP/ I Pv4- MN- HOA in the correspondi ng D aneter
answer nessage.

5. Attribute Value Pair Definitions

This section describes Attribute Value Pairs (AVPs) defined by this
specification or re-used fromexisting specifications in a PM Pv6
specific way. Derived Dianmeter AVP Data Formats such as Address and
UTF8String are defined in Section 4.3 of [RFC3588]. G ouped AVP

val ues are defined in Section 4.4 of [RFC3588].

5.1. M P6-Agent-Info AVP

The M P6- Agent -1 nfo grouped AVP (AVP Code 486) is defined in

[ RFC5447]. The AVP is used to carry LMA addressing-rel ated
informati on and an MN-HNP. This specification extends the M P6-
Agent-Info with the PM P6-1 Pv4- Home- Address AVP using the D aneter
extensibility rules defined in [RFC3588]. The PM P6-1 Pv4- Horre-
Address AVP contai ns the | Pv4- M\ HOA.

The extended M P6-Agent-Info AVP results in the follow ng grouped
AVP. The grouped AVP has the followi ng nodified ABNF (as defined in
[ RFC3588] ) :

AVP- Header: 486 >
P- Horre- Agent - Addr ess ]

M P6- Agent-Info ::= <

[ M

[ M P-Hone- Agent - Host ]
[ M

[

[

:2
P6- Hone- Li nk-Prefix ]
PM P6- | Pv4- Hone- Addr ess |
* AVP ]
If the M P-Home- Agent-Address is set to all zeroes address (e.g.,
0::0), the receiver of the M P6-Agent-Info AVP MJUST ignore the M P-
Hone- Agent - Addr ess AVP.
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5.2. PM P6- | Pv4- Hore- Addr ess AVP

The PM P6-1 Pv4- Hone- Address AVP (AVP Code 505) is of type Address and
contains an I Pv4 address. This AVP is used to carry the | Pv4- M\- HOA,
if available, fromthe HAAA to the MAG  This AVP SHOULD only be
present when the MN is statically provisioned with the | Pv4- M\- HOA.
Not e that proactive dynam c assignnent of the |Pv4- M\ HoA by the HAAA
may result in unnecessary reservation of |IPv4 address resources,
because the MN may considerably delay or conpletely bypass its |Pv4
address configuration.

The PM P6- | Pv4- Home- Address AVP is also used on the LMA-to-HAAA
interface. The AVP contains the | Pv4-MN-HoA assigned to the MN. |f
the LMA del egates the assignment of the |Pv4-M\-HOA to the HAAA, the
AVP MJST contain all zeroes |IPv4 address (i.e., 0.0.0.0) in the
request nessage. |If the LMA del egated the | Pv4- MN-HoA assignnent to
the HAAA, then the AVP contains the HAAA assigned | Pv4-MN-HoA in the
response nessage.

5.3. M P6- Hone- Li nk- Prefi x AVP

The M P6- Hone- Li nk-Prefix AVP (AVP Code 125) is defined in [ RFC5447].
This AVP is used to carry the MN-HNP, if available, fromthe HAAA to
the MAG. The low 64 bits of the prefix MJST be all zeroes.

The M P6- Hone- Li nk-Prefix AVP is al so used on the LMA-to-HAAA
interface. The AVP contains the prefix assigned to the MN. |[If the
LMA del egates the assignnment of the MN-HNP to the HAAA, the AVP MJST
contain all zeroes address (i.e., 0::0) in the request nessage. |If
the LMA del egated the M\-HNP assignnment to the HAAA, then the AVP
contai ns the HAAA-assigned MN-HNP in the response nessage.

5. 4. PM P6- DHCP- Ser ver - Addr ess AVP

The PM P6- DHCP- Ser ver - Addr ess AVP ( AVP Code 504) is of type Address
and contains the | P address of the Dynanic Host Configuration

Prot ocol (DHCP) server assigned to the MAG serving the newy attached
MN. |If the AVP contains a DHCPv4 [ RFC2131] server address, then the
Address type MIUST be IPv4. |If the AVP contains a DHCPv6 [ RFC3315]
server address, then the Address type MJST be I Pv6. The HAAA MAY
assign a DHCP server to the MAG in depl oynments where the MAG acts as
a DHCP Rel ay [ NETLMW PM P6] .

5.5. M P6-Feat ure-Vector AVP
The M P6-Feature-Vector AVP is originally defined in [ RFC5447]. This

docunent defines new capability flag bits according to the | ANA rul es
in RFC 5447,
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PM P6_SUPPORTED (0x0000010000000000)

VWhen the MAG NAS sets this bit in the M P6-Feature-Vector AVP, it
is an indication to the HAAA that the NAS supports PM Pv6. Wen
the HAAA sets this bit in the response M P6-Feature-Vector AVP, it
i ndi cates that the HAAA al so has PM Pv6 support. This capability
bit can also be used to allow PM Pv6 nobility support in a
subscription granularity.

| P4A_HOA_SUPPORTED (0x0000020000000000)

Assi gnnent of the |Pv4-MN-HoA is supported. Wen the MAG sets
this bit in the MP6-Feature-Vector AVP, it indicates that the MAG
implements a mninmal functionality of a DHCP server (and a rel ay)
and is able to deliver IPv4-M\N-HoA to the MN. Wien the HAAA sets
this bit in the response M P6-Feature-Vector AVP, it indicates
that the HAAA has authorized the use of |Pv4-M\-HoA for the M\

If this bit is unset in the returned M P6-Feature-Vector AVP, the
HAAA does not authorize the configuration of |Pv4 address.

LOCAL_MAG_ROUTI NG_SUPPORTED ( 0x0000040000000000)

Direct routing of |IP packets between MNs anchored to the sane MAG
is supported as described in Sections 6.10.3 and 9.2 of [RFC5213].
When a MAG sets this bit in the M P6-Feature-Vector, it indicates
that routing I P packets between MNs anchored to the same MAG i s
supported, without reverse tunneling packets via the LMA or
requiring any Route Optim zation-related signaling (e.g., the
Return Routability Procedure in [RFC3775]) prior direct routing.
If this bit is cleared in the returned M P6-Feat ure-Vector AVP,
the HAAA does not authorize direct routing of packets between M\s
anchored to the same MAG The MAG SHOULD support this policy
feature on a per-MN and per-subscription basis.

The M P6-Feature-Vector AVP is also used on the LMA-to-HAAA
interface. Using the capability announcenent AVP it is possible to
performa sinple capability negotiation between the LMA and the HAAA
Those capabilities that are announced by both parties are al so known
to be nmutually supported. The capabilities listed in earlier are

al so supported in the LMA-to-HAAA interface. The LMA-to- HAAA

i nterface does not define any new capability val ues.

5.6. Mobile-Node-ldentifier AVP
The Mobil e- Node-Identifier AVP (AVP Code 506) is of type UTF8String
and contains the nobile node identifier (M\-ldentifier; see

[ RFC5213]) in the NAI [RFC4282] format. This AVP is used on the MAG
to-HAAA interface. The Mbil e-Node-Identifier AVP is designed for
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depl oynents where the MAG does not have a way to find out such MN
identity that could be used in subsequent PBU PBA exchanges (e.g.,
due to identity hiding during the network access authentication) or
the HAAA wants to assign periodically changing identities to the M\

The Mobil e-Node-ldentifier AVP is returned in the answer nessage that
ends a successful authentication (and possibly an authorization)
exchange between the MAG and the HAAA, assunming the HAAA is also able
to provide the MAGwith the MNIdentifier in the first place. The
MAG MUST use the received M\-Identifier, if it has not been able to
get the nobile node identifier through other neans. |If the MAG

al ready has a valid nobile node identifier, then the MAG MJUST
silently discard the received M\-Identifier.

5.7. Calling-Station-1d AVP

The Calling-Station-1d AVP (AVP Code 31) is of type UTF8String and
contains a link-layer identifier of the M\. This identifier
corresponds to the link-layer identifier as defined in RFC 5213,
Sections 2.2 and 8.6. The Link-Layer Identifier is encoded in ASClI
format (upper case only), with octet values separated by a "-"
Exanmpl e: "00-23-32-C9-79-38". The encoding is actually the sane as
the MAC address encoding in Section 3.21 of RFC 3580.

5.8. Service-Sel ection AVP

The Service-Sel ecti on AVP (AVP Code 493) is of type UTF8String and
contains an LMA-provided service identifier on the LMA-to-HAAA
interface. This AVP is re-used from[RFC5778]. The service
identifier may be used to assist the PBU authorization and the

assi gnnent of the MN-HNP and the | Pv4- MN- HOA as described in RFC 5149
[ RFC5149]. The identifier MJST be unique within the PM Pv6 Domai n.
In the absence of the Service-Selection AVP in the request nmessage,
the HAAA may want to informthe LMA of the default service
provisioned to the MN and include the Service-Selection AVP in the
response nessage.

It is also possible that the MAG receives the service selection
information fromthe M\, for exanple, via sone |ower |ayer nechanism
In this case, the MAG MJUST include the Service-Selection AVP also in
the MAG to- HAAA request nessages. |n the absence of the Service-

Sel ection AVP in the MAG to- HAAA request nessages, the HAAA may want
to informthe MAG of the default service provisioned to the MN and

i nclude the Service-Selection AVP in the response message.
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Whenever the Service-Selection AVP is included either in a request
message or in a response nessage, and the AAA interaction with HAAA
compl etes successfully, it is an indication that the HAAA al so

aut horized the MN to some service. This should be taken into account
when consi dering what to include in the Auth-Request-Type AVP.

The service sel ection concept supports signaling one service at tine.
However, the MN policy profile MAY support multiple services being
used sinultaneously. For this purpose, the HAAA MAY return multiple
LMA and service pairs (see Section 5.9) to the MAGin a response
message that ends a successful authentication (and possibly an

aut hori zati on) exchange between the MAG and the HAAA. \Wienever the
MN initiates an additional mobility session to another service (using
a link layer or depl oynent specific method), the provisioned service
information is already contained in the MAG Therefore, there is no
need for additional AAA signaling between the MAG and t he HAAA

5.9. Service-Configuration AVP

The Service-Configuration AVP (AVP Code 507) is of type G ouped and
contains a service and an LMA pair. The HAAA can use this AVP to
informthe MAG of the MN s subscribed services and LMAs where those
services are hosted in.

Servi ce-Configuration ::= < AVP-Header: 507 >

[ MP6-Agent-Info ]

[ Service-Selection ]
[ AVP ]

*

6. Proxy Mbile | Pv6 Session Managenent

Concerning a PM Pv6 nobility session, the HAAA, the MAG and the LMA
D ameter entities SHOULD be stateful and maintain the correspondi ng
Aut hori zation Session State Machine defined in [RFC3588]. |If a state
is maintained, then a PM Pv6 nobility session that can be identified
by any of the Binding Cache Entry (BCE) Lookup Keys described in RFC
5213 (see Sections 5.4.1.1, 5.4.1.2, and 5.4.1.3) MJST map to a
single Diameter Session-1d. |If the PMPv6 Domain allows further
separation of sessions, for exanple, identified by the RFC 5213 BCE
Lookup Keys and the service selection conbination (see Section 5.8
and [ RFC5149]), then a single D anmeter Session-ld MJST map to a

PM Pv6 nmobility session identified by the RFC 5213 BCE Lookup Keys
and the selected service.

If both the MAGto-HAAA and the LMA-to-HAAA interfaces are depl oyed

in a PMPv6 Domain, and a state is maintained on both interfaces,
then one PM Pv6 nobility session would have two distinct Dianeter
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sessions on the HAAA. The HAAA needs to be aware of this depl oynent
possibility and SHOULD allow multiple D aneter sessions for the sane
PM Pv6 nmobility session.

Di aneter session term nation-rel ated comuands described in the
foll owi ng sections nay be exchanged between the LMA and the HAAA or
between the MAG and the HAAA. The actual PM Pv6 session term nation
procedures take place at the PM Pv6 protocol |evel and are descri bed
in nore detail in RFC 5213 and [ MEXT- BI NDI NG .

6.1. Session-Term nation- Request
The LMA or the MAG MAY send the Session-Term nation-Request (STR)
command [ RFC3588] to informthe HAAA that the term nation of an
ongoi ng PM Pv6 session is in progress.

6.2. Session-Term nation- Answer

The Session-Term nati on- Answer (STA) [ RFC3588] is sent by the HAAA to
acknow edge the term nation of a PM Pv6 session.

6.3. Abort-Sessi on- Request

The HAAA MAY send the Abort- Sessi on- Request (ASR) conmmand [ RFC3588]
to the LMA or to the MAG and request term nation of a PM Pv6 session.

6.4. Abort-Session- Answer

The Abort-Sessi on- Answer (ASA) command [ RFC3588] is sent by the LMA
or the MAG to acknow edge the term nation of a PM Pv6 session.

7. Attribute Value Pair COccurrence Tabl es

The following tables list the PMPv6 MAGto-HAAA interface and LMA-
to-HAAA interface AVPs including those that are defined in [ RFC5447].

Figure 2 contains the AVPs and their occurrences on the MAG to- HAAA

interface. The AVPs that are part of grouped AVP are not listed in
the table; rather, only the grouped AVP is |isted.
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7.1. MAG to-HAAA Interface

T +
| Command- Code |
|------- S R +
Attribute Name | REQ | ANS |
------------------------------- Fomm oot
PM P6- DHCP- Ser ver - Addr ess | 0 | O+ |
M P6- Agent - | nf o | O+ | O+ |
M P6- Feat ur e- Vect or | 0-1 | 0-1 |
Mobi | e- Node- | denti fi er | 0-1 | 0-1 |
Calling-Station-1d | 0-1 | 0 |
Servi ce-Sel ection | 0-1 | 0 |
Servi ce- Configuration | 0 | O+ |
R, R, +

Figure 2: MAGto-HAAA Interface Generic D aneter Request
and Answer Commands AVPs

7.2. LMA-t o- HAAA I nterface

S +
| Conmmand- Code |
|------- - +
Attribute Name | REQ | ANS |
------------------------------- e
M P6- Agent - | nf o | 0-1 | 0-1 |
M P6- Feat ur e- Vect or | 0-1 | 0-1 |
Calling-Station-1d | 0-1 | 0 |
Servi ce-Sel ection | 0-1 | 0-1 |
User - Nane | 0-1 | O0-1 |
N N +

Figure 3: LMA-to-HAAA Interface Generic D aneter Request
and Answer Commands AVPs

8. Example Signaling Flows

Figure 4 shows a signaling fl ow exanpl e during PM Pv6 boot strappi ng
using the AAA interactions defined in this specification. In step
(1) of this exanple, the MN is authenticated to the PM Pv6 Donai n

usi ng EAP-based aut hentication. The MAG to the HAAA signaling uses
the Di aneter EAP Application. During step (2), the LMA uses the

Di amet er NASREQ application to authorize the MN with the HAAA server.

Kor honen, et al. St andards Track [ Page 15]



RFC 5779 D amet er Support for Proxy Mobile | Pv6 February 2010

The MAG-to-HAAA AVPs, as listed in Section 7.1, are used during step
(1). These AVPs are included only in the D ameter EAP Request (DER)
message which starts the EAP exchange and in the correspondi ng

D amet er EAP Answer (DEA) nessage which successfully conpletes this
EAP exchange. The LMA-to-HAAA AVPs, as listed in Section 7.2, are
used during step (2). Step (2) is used to authorize the M request
for the nobility service and update the HAAA server with the assigned
LMA information. In addition, this step may be used to dynanically
assist in the assignnent of the M\ HNP.

WN MAG NAS LMVA HAAA
I I I I
| L2 attach | | |
| | |
| EAP/reqg-identity | | |
| <ot | | |
| EAP/res-identity | DER + MAG-t o- HAAA AVPs | s
R I L >t
| EAP/req #1 | DEA (EAP request #1) | e
Ssososoocsonooes | <o--oeocreio e | P
| EAP/res #2 | DER (EAP response #2) |
I e T D e > 1
I EAP/res #N | DER ( EAP response #I\I) |
-------------------- b e )
| EAP/success | DEA (EAP success) + MAG to- HAAA AVPs |
| <o | e |
i | PM Pv6 PBU | AAR + | s
| R >| LMA-t o- HAAA AVPs | t
| | oo > e
I I | AAA + | p
| | | LMA-to- HAAA AVPs |
| | PM Pv6 PBA | €-emcmmemme e | 2
| RA | <o | |
| <o | | |
| I'P connectivity | PM Pv6 tunnel up | |

Figure 4: MAG and LMA Signaling Interaction with AAA Server
during PM Pv6 Boot strapping
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9. | ANA Consi derations
9.1. Attribute Value Pair Codes
Thi s specification defines the follow ng new AVPs:

PM P6- DHCP- Ser ver - Addr ess 504

PM P6- | Pv4- Hone- Addr ess 505
Mobi | e- Node- | denti fi er 506
Servi ce-Configuration 507

9.2. Nanespaces

Thi s specification defines new values to the Mbility Capability
registry (see [RFC5447]) for use with the M P6-Feat ure-Vector AVP:

Token | Val ue | Description
_________________________________ o
PM P6_SUPPORTED | 0x0000010000000000 | [RFC5779]
| P4_HOA SUPPORTED | 0x0000020000000000 | [RFC5779]
LOCAL_MAG_ROUTI NG_SUPPORTED | 0x0000040000000000 | [RFC5779]

10. Security Considerations

The security considerations of the D aneter Base protocol [RFC3588],
D amet er EAP application [ RFC4072], Di aneter NASREQ application

[ RFC4005], and Di aneter Mobile I Pv6 integrated scenari o bootstrapping
[ RFC5447] are applicable to this docunent.

In general, the Dianmeter nessages nay be transported between the LMA
and the Di ameter server via one or nmore AAA brokers or Dianeter
agents. In this case, the LMA to the D aneter server AAA

comuni cation rely on the security properties of the internedi ate AAA
brokers and D aneter agents (such as proxies).
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