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Thi s docunent anal yzes the state of the Internet domai n-based routing
system concentrating on Inter-Domain Routing (IDR) and al so
considering the relationship between inter-domain and intra-domain
routing. The analysis is carried out with respect to RFC 1126 and
other IDR requirenents and design efforts |ooking at the routing
systemas it appeared to be in 2001 with editorial additions
reflecting devel opments up to 2006. It is the conpani on docunent to
"A Set of Possible Requirenments for a Future Routing Architecture”
(RFC 5772), which is a discussion of requirenents for the future
routing architecture, addressing systens devel opments and future
routing protocols. This docunment sunmarizes discussions held severa
years ago by nenbers of the | RTF Routing Research G oup (IRTF RRG
and other interested parties. The docunment is published with the
support of the IRTF RRG as a record of the work conpleted at that
time, but with the understanding that it does not necessarily
represent either the | atest technical understanding or the technica
consensus of the research group at the date of publication
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Thi s docunent is not an Internet Standards Track specification; it is
published for the historical record.

Thi s docunent defines a Historic Docunent for the Internet conmunity.
Thi s docunent is a product of the Internet Research Task Force
(IRTF). The I RTF publishes the results of Internet-related research
and devel opnent activities. These results m ght not be suitable for
depl oynent. This RFC represents the individual opinion(s) of one or
nmore menbers of the Routing Research Group of the Internet Research
Task Force (I RTF). Docunents approved for publication by the |IRSG
are not a candidate for any |level of Internet Standard; see Section 2
of RFC 5741.

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc5773
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1.

Provenance of This Docunent

In 2001, the I RTF Routing Research Group (I RTF RRG chairs, Abha
Ahuj a and Sean Doran, decided to establish a sub-group to | ook at
requirenents for inter-domain routing (IDR). A group of well-known
routing experts was assenbl ed to devel op requirenents for a new
routing architecture. Their mandate was to approach the problem
starting froma blank slate. This group was free to take any
approach, including a revolutionary approach, in devel oping
requirenents for solving the problens they saw in inter-donain
routing. Their eventual approach docunented requirenents for a
conplete future routing and addressing architecture rather than just
the requirenents for IDR

Si mul t aneously, an independent effort was started in Sweden with a
simlar goal. Ateam calling itself Babylon, with participation
fromvendors, service providers, and academ a, assenbled to
understand the history of inter-donmain routing, to research the

probl ems seen by the service providers, and to develop a proposal of
requirenents for a followon to the current routing architecture

This group’ s approach required an evol uti onary approach starting from
current routing architecture and practice. |In other words, the group
limted itself to devel oping an evol utionary strategy and
consequently assuned that the architecture would probably remnain
domai n-based. The Babyl on group was later folded into the | RTF RRG
as Sub-Goup B to distinguish it fromthe original RRG Sub-Goup A

Thi s docunent, which was a part of Sub-Goup B s output, provides a
snapshot of the state of Inter-Donmain Routing (IDR) at the tine of
original witing (2001) with some m nor updates to take into account
devel opnments since that date, bringing it up to date in 2006. The
devel opment of the new requirenents set was then nmotivated by an
anal ysis of the problens that | DR has been encountering in the recent
past. This docunent is intended as a counterpart to the Routing
Requi renents docunent ("A Set of Possible Requirenents for a Future
Routing Architecture"), which docunents the requirenments for future
routing systenms as captured separately by the | RTF RRG Sub- G oups A
and B [ RFC5772] .

The | RTF RRG supported publication of this document as a historica
record of the work conpleted on the understanding that it does not
necessarily represent either the |latest technical understandi ng or
the technical consensus of the research group at the tine of
publication. The docunent has had substantial review by nmenbers of
the Babyl on team nenbers of the I RTF RRG and others over the years.
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I nt roducti on

For the greater part of its existence, the Internet has used a

dommi n-oriented routing systemwhereby the routers and ot her nodes
maki ng up the infrastructure are partitioned into a set of

adm ni strative domains, primarily along ownership lines. Individua
routing domains (al so known as Autononous Systens (ASs)), which nmaybe
a subset of an adninistrative domain, are made up of a finite,
connected set of nodes (at |east in normal operation). Each routing
domain is subject to a coherent set of routing and other policies
managed by a single administrative authority. The domains are
interlinked to formthe greater Internet, producing a very |arge
network: in practice, we have to treat this network as if it were
infinite in extent as there is no central know edge about the whol e
network of domamins. An early presentation of the concept of routing
dommi ns can be found in Paul Francis’ OS|I routing architecture paper
from 1987 [ Tsuchiya87] (Paul Francis was fornmerly known as Paul
Tsuchi ya) .

The domai n concept and domai n-oriented routing has beconme so
fundanmental to Internet-routing thinking that it is generally taken
as an axiomthese days and not even defined again (cf., [NewArch03])
The issues discussed in the present docunent notw thstanding, it has
proved to be a robust and successful architectural concept that
brings with it the possibility of using different routing mechani sms
and protocols within the domains (intra-domain) and between the
domains (inter-domain). This is an attractive division, because
intra-domai n protocols can exploit the well-known finite scope of the
domai n and the mutual trust engendered by shared ownership to give a
hi gh degree of control to the domain administrators, whereas inter-
domain routing lives in an essentially infinite region featuring a
climate of distrust built on a nmultitude of competitive conmercia
agreenents and driven by less-than-fully-public policies fromeach

conponent domain. O course, |ike any other assunption that has been
around for a very long tinme, the donmain concept should be reeval uated
to make sure that it is still helping!

It is generally accepted that there are major shortcomngs in the
inter-domain routing of the Internet today and that these may result
in severe routing problens within an unspecified period of tine.
Renedyi ng these shortcomngs will require extensive research to tie
down the exact failure nodes that |lead to these shortcom ngs and
identify the best techniques to remedy the situation. Conparatively,
intra-domain routing works satisfactorily, and issues with intra-
domain routing are mainly associated with the interface between
intra- and inter-domain routing.
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Revi ewer’s Note: Even in 2001, there was a wide difference of
opi ni on across the comunity regarding the shortcom ngs of inter-
domain routing. 1In the years between witing and publication,
further analysis, changes in operational practice, alterations to
the denands nade on inter-donain routing, nodifications nade to
BGP and a recognition of the difficulty of finding a replacenent
may have altered the views of some nenbers of the community.

Changes in the nature and quality of the services that users want
fromthe Internet are difficult to provide within the current
framework, as they inpose requirenents never foreseen by the origina
architects of the Internet routing system

The kind of radical changes that have to be accommodated are

epi tom zed by the advent of 1Pv6 and the application of |IP nechanisns
to private comrercial networks that offer specific service guarantees
beyond the best-effort services of the public Internet. Major
changes to the inter-domain routing systemare inevitable to provide
an efficient underpinning for the radically changed and increasingly
comrerci al | y-based networks that rely on the I P protocol suite.

Current practice stresses the need to separate the concerns of the
control plane and the forwarding plane in a router: this docunent
will follow this practice, but we still use the term"routing" as a
gl obal portmanteau to cover all aspects of the system

Thi s docunent provides a historical perspective on the current state
of inter-domain routing and its relationship to intra-domain routing
in Section 3 by revisiting the previous | ETF requirenments docunent
intended to steer the devel opnent of a future routing system These
requi renents, which inforned the design of the Border Gateway
Protocol (BGP) in 1989, are contained in RFC 1126 -- "Coal s and
Functional Requirenents for Inter-Autononous System Routing”

[ RFC1126] .

Section 3 also | ooks at some other work on requirenents for domain-
based routing that was carried out before and after RFC 1126 was
published. This work fleshes out the historical perspective and
provi des sonme additional insights into alternative approaches that
may be instructive when building a new set of requirenents.

The notivation for change and the inspiration for sonme of the
requirenents for new routing architectures derive fromthe problens
attributable to the current domai n-based routing systemthat are
bei ng experienced in the Internet today. These will be discussed in
Section 5.
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3.

3.

1. Background

Today’ s Internet uses an addressing and routing structure that has
devel oped in an ad hoc, nore or |ess upwards-conpatible fashion. The
structure has progressed from supporting a non-commrercial |nternet
with a single administrative domain to a solution that is able to
control today’s nulti-domain, federated Internet, carrying traffic
bet ween the networks of comrercial, governmental, and not-for-profit
participants. This is not achieved without a great deal of 24/7
vigil ance and operational activity by network operators: I|nternet
routing often appears to be running close to the limts of stability.
As well as directing traffic to its intended endpoint, inter-domain
routing mechani sns are expected to i nplement a host of domain-
specific routing policies for conpeting, conmmunicating domains. The
result is not ideal, particularly as regards inter-domain routing
mechani sns, but it does a pretty fair job at its primary goal of
provi di ng any-to-any connectivity to many mllions of conputers.

Based on a | arge body of anecdotal evidence, but also on a grow ng
body of experimental evidence [Labovitz02] and anal ytic work on the
stability of BGP under certain policy specifications [Giffin99], the
mai n Internet inter-domain routing protocol, BGP version 4 (BGP-4),
appears to have a nunber of problenms. These problens are di scussed
in nore detail in Section 5. Additionally, the hierarchical nature
of the inter-domain routing problem appears to be changing as the
connectivity between domai ns becones increasingly meshed [ RFC3221],
which alters some of the scaling and structuring assunpti ons on which
BGP-4 is built. Patches and fix-ups may relieve sone of these

probl enms, but others may require a new architecture and new

pr ot ocol s.

Hi storical Perspective
1. The Legacy of RFC 1126

RFC 1126 [RFC1126] outlined a set of requirenents that were intended
to guide the devel oprent of BGP

Editors’ Note: When this docunent was reviewed by Yakov Rekhter,
one of the designers of BGP, his view was that "Wile sone people
expected a set of requirenments outlined in RFC 1126 to guide the
devel opment of BGP, in reality the devel opnment of BGP happened
conmpl etely independently of RFC 1126. |In other words, fromthe
poi nt of view of the devel opnent of BGP, RFC 1126 turned out to be
totally irrelevant”. On the other hand, it appears that BGP, as
currently inplemented, has net a | arge proportion of these

requi renents, especially for unicast traffic.
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While the network is denonstrably different fromwhat it was in 1989,
havi ng:

o noved fromsingle to nultiple adm nistrative control
0 increased in size by several orders of magnitude, and

o mgrated froma fairly tree-1ike connectivity graph to a neshier
style

many of the same requirenents remain. As a first step in setting
requirenents for the future, we need to understand the requirenents
that were originally set for the current protocols. In charting a
future architecture, we nust first be sure to do no harm This means
a future domai n-based routing systemhas to support, as its base
requirenent, the level of function that is avail abl e today.

The foll owing sections each relate to a requirement, or non-
requirenent listed in RFC 1126. In fact, the section nanes are
direct quotes fromthe docunent. The discussion of these

requi renents covers the foll ow ng areas:

Expl anati on: Optional interpretation for today’s audi ence of
the original intent of the requirement.

Rel evance: Is the requirement of RFC 1126 still relevant, and
to what degree? Should it be understood
differently in today's environnent?

Current practice: How well is the requirenment nmet by current
protocol s and practice?

3.1.1. Ceneral Requirements
3.1.1.1. "Route to Destination"

Timely routing to all reachabl e destinations, including nulti-honing
and nmulticast.

Rel evance: Valid, but requirenents for multi-hom ng need
further discussion and elucidation. The
requi renent should include multiple-source
mul ti cast routing.
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Multi-honming is not efficient, and the proposed
inter-domain multicast protocol Border Gateway
Mul ticast Protocol (BGW) [RFC3913] is an add-on
to BGP followi ng many of the sane strategi es but
not integrated into the BGP franeworKk.

Editors’ Note: Milticast routing has nmoved on
again since this was originally witten. By
2006, BAW had been effectively superseded.
Mul ticast routing now uses Milti-protocol BGP
[ RFC4760], the Miulticast Source Discovery
Prot ocol (MsDP) [RFC3618], and Protocol

I ndependent Milticast - Sparse Mdde (Pl M SM
[ RFC2362], [RFC4601], especially the Source
Specific Miulticast (SSM subset.

3.1.1.2. "Routing is Assured"

This requires that a user be notified within a reasonable tinme period
after persistent attenpts, about inability to provide a service.

Rel evance:

Current practice:

Val i d.

There are | CMP messages for this; but, in nmany
cases, they are not used, either because of fears
about creating message storns or uncertainty about
whet her the end system can do anything useful wth
the resulting information. [|Pv6 inplenentations
may be able to nake better use of the information
as they may have alternative addresses that could
be used to exploit an alternative routing.

3.1.1.3. "Large Systent

The architecture was designed to accombdate the growth of the

| nt er net.

Rel evance:

Davi es & Dori a

Valid. Properties of Internet topology nmight be
an issue for future scalability (topol ogy varies
fromvery sparse to quite dense at present).

I nstead of setting out to accompdate growth in a
specific tine period, indefinite gromh should be
acconmodat ed. On the other hand, such growth has
to be accomodat ed wi t hout maki ng the protocols
too expensive -- trade-offs may be necessary.

Hi storic [ Page 9]



RFC 5773

Current practice:

I DR History February 2010

Scal ability of the current protocols will not be
sufficient under the current rate of growth.

There are problenms with BGP convergence for |arge
dense topol ogies, problens with the sl ow speed of
routing informati on propagati on between routers in
transit domains through the intra-donain protocol
for exanple, when a failure requires traffic to be
redirected to an alternative exit point fromthe
domai n (see Section 5.9), limted support for

hi erarchy, etc.

3.1.1.4. "Autononous Operation"

Thi s requirenent encapsul ates the need for adm nistrative domai ns
(" Aut onomous Systens” - AS) to be able to operate autononously as
regards setting routing policy:

Rel evance:

Current practice:

Davi es & Dori a

Valid. There nmay need to be additiona
requirenents for adjusting policy decisions to the
gl obal functionality and for avoiding
contradictory policies. This would decrease the
possibility of unstable routing behavior

There is a need for handling various degrees of
trust in autononous operations, ranging from no
trust (e.g., between separate |1SPs) to very high
trust where the domai ns have a common goal of
optim zing their nutual policies.

Policies for intra-donmain operations should, in
some cases, be reveal ed, using suitable
abstractions.

Pol i cy managenent is in the control of network
managers, as required, but there is little support
for handling policies at an abstract level for a
domai n.

Cooperating adm nistrative entities deci de about
the extent of cooperation independently. This can
|l ead to inconsistent, and potentially inconpatible
routing policies being applied in notionally
cooperating domains. As discussed in Sections
5.2, 5.3, and 5.10, |ack of coordination conbi ned
with gl obal range of effects of BGP policies
results in occasional disruption of Internet
routing over an area far wi der than the donmins
that are not cooperating effectively.
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3.1.1.5. "Distributed Systent

The routing environnent is a distributed system The distributed
routing environnent supports redundancy and diversity of nodes and
links. Both the controlling rule sets, which inplenent the routing
policies, and the places where operational control is applied,

t hrough deci sions on path selection, are distributed (primarily in
the routers).

Rel evance: Valid. RFC 1126 is very clear that we shoul d not
be using centralized solutions, but naybe we need
a di scussion on trade-offs between comon
know edge and distribution (i.e., to allow for
uniformpolicy routing, e.g., dobal Systemfor
Mobi | e Communi cations (GSM systens are in a sense
centralized, but with hierarchies).

Current practice: Routing is very distributed, but |acking the
ability to consider optimzation over several hops
or domai ns.

Editors’ Note: Al so, coordinating the

i npl ementation of a set of routing policies
across a large domain with many routers running
BGP is difficult. The policies have to be
turned into BGP rules and applied individually
to each router, giving opportunities for

m smat ch and error.

3.1.1.6. "Provide A Credible Environnent"

The routing environnent and services shoul d be based upon nechani sns
and information that exhibit both integrity and security. That is,
the routers should always be working with credi bl e data derived
through the reliable operation of protocols. Security from unwanted
nmodi fication and influence is required.

Rel evance: Val i d.

Current practice: BGP provides a limted nechanismfor
aut hentication and security of peering sessions,
but this does not guarantee the authenticity or
validity of the routing information that is
exchanged.
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There are certainly security problens with the
current practice. The Routing Protocol Security
Requi rements (rpsec) working group has been
struggling to agree on a set of requirenents for
BGP security since early 2002

Editors’ Note: Proposals for authenticating BGP
routing information using certificates were
under devel opment by the Secure |nter-Domain
Routing (sidr) working group from 2006 t hrough
2008.

3.1.1.7. "Be A Managed Entity"

This requires that the routing system provi des adequate information
on the state of the network to allow resource, problem and fault
managenment to be carried out effectively and expeditiously. The
system nmust al so provide controls that all ow managers to use this
information to nake informed decisions and use it to control the
operation of the routing system

Rel evance:

Current practice:

Davi es & Dori a

The requirenent is reasonable, but we m ght need
to be nore specific on what information should be
available, e.g., to prevent routing oscillations.

Al policies are determ ned |locally, where they
may appear reasonable but there is limted gl oba
coordi nation through the routing policy databases
operated by the Internet registries (AfriNC,
APNIC, ARIN, LACNIC, RIPE, etc.).

Qperators are not required to register their
policies; even when policies are registered, it is
difficult to check that the actual policies in use
in other dormains match the decl ared poli ci es.
Therefore, a manager cannot guarantee to design
and inplement policies that will interoperate with
those of other dommins to provide stable routing.

Editors’ Note: Operators report that managenent
of BGP-based routing remains a function that
needs highly-skilled operators and continua
attention.
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3.1.1.8. "Mnimze Required Resources"
Rel evance: Valid. However, the paragraph states that

Current practice:

assunptions on significant upgrades shouldn’'t be
made. Although this is reasonable, a new
architecture shoul d perhaps be prepared to use
upgr ades when they occur

Most bandwi dth is consuned by the exchange of the
Net wor k Layer Reachability Information (NLRI).
Usage of processing cycles ("Central Processor
Usage" - CPU) depends on the stability of the
Internet. Both phenomena have a | ocal nature, so
there are not scaling problenms with bandw dth and
CPU usage. Instability of routing increases the
consunption of resources in any case. The nunber
of networks in the Internet doni nates nenory
requirenents -- this is a scaling problem

3.1.2. "Functional Requirenents”

3.1.2.1. "Route Synthesis Requirenents"

3.1.2.1.1. "Route around failures dynanically"

Rel evance:

Current practice:

3.1.2.1.2. "Provide |

Rel evance:

Current practice:

Davi es & Dori a

Valid. Should perhaps be stronger. Only
providing a best-effort attenpt may not be enough
if real-time services are to be provided for
Detection of failures may need to be faster than
100 s to avoid being noticed by end-users.

Latency of fail-over is too high; sonetines
m nutes or |onger.

oop free paths"

Valid. Loops should occur only with negligible
probability and duration

Both |ink-state intra-domain routing and BGP
inter-domain routing (if correctly configured) are
forwardi ng-1 oop-free after having converged.
However, convergence tine for BGP can be very

| ong, and poorly designed routing policies may
result in a nunmber of BGP speakers engaging in a
cyclic pattern of advertisenents and withdrawal s
that never converges to a stable result [RFC3345].
Part of the reason for |ong convergence times is
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the non-locality of the effects of changes in BGP
adverti senents (see Section 5.3). Mdifying the
i nter-domain routing protocol to nake the effects
of changes | ess global, and convergence a nore
| ocal condition, mght inprove perfornmance,
assuning a suitable nodification could be
devel oped.

3.1.2.1.3. "Know when a path or destination is unavail abl e"

Rel evance: Valid to sonme extent, but there is a trade-off

Current practice:

bet ween aggregati on and i medi ate know edge of
reachability. 1t requires that routing tables
contain enough information to determ ne that the
destination is unknown or a path cannot be
constructed to reach it.

Know edge about | ost reachability propagates
slowy through the networks due to sl ow
convergence for route wthdrawal s.

3.1.2.1.4. "Provide paths sensitive to adm nistrative policies"

Rel evance:

Current practice:

Davi es & Dori a

Valid. Policy control of routing has become
increasingly inportant as the Internet has turned
into a business.

Supported to sone extent. Policies can only be
applied locally in an AS and not globally. Policy
i nformati on supplied has a very snall probability
of affecting policies in other ASs. Furthernore,
only static policies are supported; between static
policies and policies dependent upon volatile
events of great celerity, there shoul d exi st
events of which routing should be aware. Lastly,
there is no support for policies other than route-
properties (such as AS-origin, AS-path,
destination prefix, Miulti-Exit Discrimnator-

val ues (MED-val ues), etc).

Editors’ Note: Subsequent to the original issue
of this docunent, nechani sns that acknow edge

t he business rel ationshi ps of operators have
been devel oped such as the NOPEER conmunity
attribute [RFC3765]. However, the |evel of
usage of this attribute is apparently not very
great.
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3.1.2.1.5. "Provide paths sensitive to user policies"

Rel evance:

Current practice:

Valid to sone extent, as they may conflict with
the policies of the network admnistrator. It is
likely that this requirenent will be net by neans
of different bit-transport services offered by an
operator, but at the cost of adequate

provi sioni ng, authentication, and policing when
utilizing the service.

Not supported in normal routing. Can be
acconpl i shed to sone extent with | oose source
routing, resulting in inefficient forwarding in
the routers. The various attenpts to introduce
Quality of Service (QS -- e.g., Integrated
Services and Differentiated Services (Diffserv))
can al so be seen as nmeans to support this
requirenent, but they have nmet with limted
success in terns of providing alternate routes as
opposed to providing inproved service on the
standard route.

Editors’ Note: Fromthe standpoint of a | ater
time, it would probably be nore appropriate to

say "total failure" rather than "limted
success".
3.1.2.1.6. "Provide paths which characterize user quality-of-service

requi renent s"

Rel evance:

Current practice:

Davi es & Dori a

Valid to sone extent, as they may conflict with
the policies of the operator. It is likely that
this requirement will be met by neans of different
bit-transport services offered by an operator, but
at the cost of adequate provisioning,

aut henti cati on, and policing when utilizing the
service. It has becone clear that offering to
provide a particular QS to any arbitrary
destination froma particular source is generally
i mpossi bl e: QS, except in very "soft" fornms such
as overall long-term average packet delay, is
general ly associated with connection-oriented
routing.

Creating routes with specified QS is not
general ly possible at present.
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3.1.2.1.7. "Provide autonony between inter- and intra-autononous system
route synthesis"

Rel evance: Inter- and intra-domain routing should stay
i ndependent, but one should notice that this, to
sonme extent, contradicts the previous three
requirenents. There is a trade-off between
abstraction and optimality.

Current practice: Inter-domain routing is perforned i ndependently of
intra-domain routing. Intra-domain routing is
however, especially in transit domains, very
interrelated with inter-domain routing.

3.1.2.2. "Forwardi ng Requirenents”
3.1.2.2.1. "Decouple inter- and intra-autononous system forwarding
deci si ons"
Rel evance: Val i d.

Current practice: As explained in Section 3.1.2.1.7, intra-domain
forwarding in transit donains is dependent on
i nter-domai n forwarding deci sions.

3.1.2.2.2. "Do not forward datagrans deemed adm nistratively
i nappropri ate"

Rel evance: Valid, and increasingly inportant in the context
of enforcing policies correctly expressed through
routing adverti senents but flouted by rogue peers
that send traffic for which a route has not been
advertised. On the other hand, packets that have
been m srouted due to transient routing problens
per haps should be forwarded to reach the
destination, although al ong an unexpected path.

Current practice: At stub domains (i.e., domains that do not provide
any transit service for any other dommins but that
connect directly to one or nore transit domains),
there is packet filtering, e.g., to catch source
address spoofing on outgoing traffic or to filter
out unwanted incoming traffic. Filtering can in
particular reject traffic (such as unauthorized
transit traffic) that has been sent to a domain
even when it has not advertised a route for such
traffic on a given interface. The grow ng cl ass
of "mi ddl eboxes" (mi dboxes, e.g., Network Address
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Translators -- NATs) is quite likely to apply
adm nistrative rules that will prevent the
forwardi ng of packets. Note that security
policies may deliberately hide adm nistrative
denials. |In the backbone, intentional packet
droppi ng based on policies is not common.

3.1.2.2.3. "Do not forward datagrans to failed resources"

Rel evance: Uncl ear, although it is clearly desirable to

Current practice:

mnimze the waste of forwardi ng resources by

di scardi ng datagrans that cannot be delivered at
the earliest opportunity. There is a trade-off
bet ween scal ability and keeping track of
unreachabl e resources. The requirenent
effectively inposes a requirenment on adjacent
nodes to nonitor for failures and take steps to
cause rerouting at the earliest opportunity, if a
failure is detected. However, packets that are
already in-flight or queued on a failed |ink
cannot generally be rescued.

Routing protocols use both internal adjacency
managenent sub-protocols (e.g., "hello" protocols)
and i nformation from equi prent and | ower-| ayer

i nk wat chdogs to keep track of failures in
routers and connecting links. Failures wll
eventually result in the routing protoco
reconfiguring the routing to avoid (if possible) a
failed resource, but this is generally very slow
(30s or nore). |In the neantinme, datagranms nay
well be forwarded to failed resources. 1|n genera
terns, end hosts and some non-router ni ddl eboxes
do not participate in these notifications, and
failures of such boxes will not affect the routing
system

3.1.2.2.4. "Forward datagram according to its characteristics"

Rel evance:

Current practice:

Davi es & Dori a

Valid. This is necessary in enabling
differentiation in the network, based on QoS,
precedence, policy or security.

I ngress and egress filtering can be done based on

policy. Some networks discrimnate on the basis
of requested QoS.
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3.1.2.3. "Information Requirenents"
3.1.2.3.1. "Provide a distributed and descriptive information base"

Rel evance:

Current practice:

Valid. However, an alternative arrangenent of

i nformati on bases, possibly with an el ement of
centralization for the domain (as nentioned in
Section 3.1.1.5) mght offer some advantages
through the ability to optim ze across the domain
and respond nore quickly to changes and fail ures.

The information base is distributed, but it is
uncl ear whether it supports all necessary routing
functionality.

3.1.2.3.2. "Determine resource availability"

Rel evance:

Current practice:

3.1.2.3.3. "Restrain

Rel evance:

Current practice:

Davi es & Dori a

Valid. It should be possible to determnine the
availability and levels of availability of any
resource (such as bandw dth) needed to carry out
routing. This prevents needing to discover

unavai lability through failure. Resource |ocation
and di scovery is arguably a separate concern that
coul d be addressed outside the core routing
requirenents.

Resource availability is predom nantly handl ed
outside of the routing system

transm ssion utilization"

Valid. However, certain requirenents in the
control plane, such as fast detection of faults
may be worth consunption of nobre resources.
Simlarly, sinmplicity of inplenentation my nake
it cheaper to "back haul" traffic to centra

| ocations to nininize the cost of routing if
bandwi dth is cheaper than processing.

BGP nessages probably do not ordinarily consune
excessi ve resources, but mght during erroneous
conditions. In the data plane, the nearly

uni versal adoption of shortest-path protocols
coul d be considered to result in mninzation of
transm ssion utilization
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3.1.2.3.4. "Alowlimted informtion exchange"

Rel evance: Valid. But perhaps routing could be inproved if
certain information (especially policies) could be
avail abl e either globally or at |east for a w der-
defined locality.

Editors’ Note: Limted informtion exchange
woul d be potentially conpatible with a nore

| ocal form of convergence than BGP tries to
achieve today. Linmted information exchange is
potentially inconpatible with gl oba

conver gence

Current practice: Policies are used to determ ne which reachability
information is exported, but neighbors receiving
the informati on are not generally aware of the
policies that resulted in this export.

3.1.2.4. "Environnmental Requirenents”
3.1.2.4.1. "Support a packet-sw tching environnment"
Rel evance: Valid, but routing system should, perhaps, not be

limted to this exclusively.
Current practice: Supported.

3.1.2.4.2. "Acconmpdate a connection-less oriented user transport
service"

Rel evance: Valid, but routing system should, perhaps, not be
limted to this exclusively.

Current practice: Acconmopdated

3.1.2.4.3. "Acconmodat e 10K aut ononpbus systens and 100K net wor ks"
Rel evance: No | onger valid. Needs to be increased --
potentially indefinitely. It is extrenely

difficult to foresee the future size expansion of
the Internet, so the Utopian solution would be to
achi eve an Internet whose architecture is scale
invariant. Regrettably, this may not be

achi evabl e wi t hout introducing undesirable
conplexity and a suitable trade-off between
conplexity and scalability is likely to be
necessary.
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Current Practice: Supported, but perhaps reaching its limt. Since
the original version of this document was witten
in 2001, the nunber of ASs advertised has grown
from around 8000 to 20000, and al nost 35000 AS
nunbers have been allocated by the regi ona
registries [Huston05]. |If this growth continues,
the original 16-bit AS space in BGP-4 will be
exhausted in less than 5 years. Planning for an
ext ended AS space is now an urgent requirenent.

Editors’ Note: At the time of publication, 32-
bit AS nunbers have been introduced and are
bei ng depl oyed.

3.1.2.4.4. "Alowfor arbitrary interconnection of autononous systens”

Rel evance: Valid. However, perhaps not all interconnections
shoul d be accessible globally.

Current practice: BGP-4 allows for arbitrary interconnections.

3.1.2.5. "GCeneral Objectives”

3.1.2.5.1. "Provide routing services in a tinmely manner"

Rel evance: Valid, as stated before. It mght be acceptable
for a nore conplex service to take longer to
deliver, but it still has to neet the
application’s requirenments -- routing has to be at

the service of the end-to-end principle.
Editors’ Note: Delays in setting up connections
due to network functions such as NAT boxes are
becom ng increasingly problematic. The routing
system should try to keep any routing delay to
a m ni num

Current practice: Mre or less, with the exception of convergence
and fault robustness.

3.1.2.5.2. "Mninize constraints on systens with linited resources"
Rel evance: Val i d.

Current practice: Systens with limted resources are typically stub
dommi ns that advertise very little information
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3.1.2.5.3. "Mnimze inpact of dissimilarities between autononous
syst ens”
Rel evance: Inmportant. This requirenment is critical to a
future architecture. 1In a donmain-based routing

envi ronnment where the internal properties of
domains may differ radically, it will be inportant
to be sure that these dissimlarities are
mnimzed at the borders.

Current: practice: For the nost part, this capability is not really
required in today’'s networks since the intra-
domain attributes are broadly simlar across
domai ns.

3.1.2.5.4. "Acconnpdate the addressi ng schenmes and protocol nechanisns
of the autononous systens"

Rel evance: | mportant, probably nore so than when RFC 1126 was
originally devel oped because of the potential
depl oynent of |Pv6, w der usage of MPLS, and the
i ncreasi ng usage of VPNs.

Current practice: Only one global addressing schene is supported in
nost aut ononous systens, but the availability of
I Pv6 services is steadily increasing. Sone gl oba
backbones support 1Pv6 routing and forwarding.

3.1.2.5.5. "Must be inplenentable by network vendors"

Rel evance: Valid, but note that what can be inplenmented today
is different fromwhat was possible when RFC 1126
was witten: a future domain-based routing
architecture should not be unreasonably
constrained by past limtations.

Current practice: BGP was inplenmented and neets a | arge proportion
of the original requirements

3.1.3. "Non-CGoal s"
RFC 1126 al so included a section discussing non-goals. This section
di scusses the extent to which these are still non-goals. It also

consi ders whether the fact that they were non-goals adversely affects
today’s I DR system
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3.1.3.1. "Udiquity"

The authors of RFC 1126 were explicitly saying that IP and its inter-
dommi n routing system need not be deployed in every AS, and a

partici pant should not necessarily expect to be able to reach a given
AS, possibly because of routing policies. In a sense, this "non-
goal " has effectively been achieved by the Internet and | P protocols.
This requirenent reflects a different worl dvi ew where there was
serious conpetition for network protocols, which is really no | onger
the case. Ubiquitous deploynent of inter-domain routing in
particul ar has been achi eved and nust not be undone by any proposed
future domai n-based routing architecture. On the other hand:

0 ubiquitous connectivity cannot be reached in a policy-sensitive
envi ronment and shoul d not be an aim

Editors’ Note: It has been pointed out that this statenent
could be interpreted as being contrary to the Internet mssion
of providing universal connectivity. The fact that limts to
connectivity will be added as operational requirements in a
policy-sensitive environment should not inply that a future
dommi n-based routing architecture contains intrinsic limts on
connectivity.

0 it nust not be required that the sanme routing nmechani sns are used
t hroughout, provided that they can interoperate appropriately.

o the informati on needed to control routing in a part of the network
shoul d not necessarily be ubiquitously available, and it nust be
possi ble for an operator to hide comercially sensitive
information that is not needed outside a donmain

o the introduction of I1Pv6 reintroduces an el enment of diversity into
the world of network protocols, but the simlarities of |IPv4 and
I Pv6 as regards routing and forwarding nake this event less likely
to drive an inmediate diversification in routing systems. The
potential for further growh in the size of the network enabl ed by
IPv6 is very likely to require changes in the future: whether this
results in the replacenent of one de facto ubiquitous systemwth
anot her remmins to be seen but cannot be a requirenment -- it wll
have to interoperate with BGP during the transition

Rel evance: De facto essential for a future domain-based
routing architecture, but what is required is
ubiquity of the routing systemrather than
ubi quity of connectivity and it nust be capabl e of
a gradual takeover through interoperation with the
exi sting system
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De facto ubiquity achieved.

3.1.3.2. "Congestion control”

Rel evance:

Current practice:

It is not clear if this non-goal was to be applied
to routing or forwarding. It is definitely a non-
goal to adapt the choice of route when there is
transi ent congestion. However, to add support for
congesti on avoi dance (e.g., Explicit Congestion
Notification (ECN) and | CMP nessages) in the
forwardi ng process would be a useful addition
There is al so extensive work going on in traffic
engi neering that should result in congestion

avoi dance through routing as well as in

f orwar di ng.

Sone | CWMP nessages (e.g., source quench) exist to
deal with congestion control, but these are not
generally used as they either nake the probl em
worse or there is no nechanismto reflect the
message into the application that is providing the
sour ce.

3.1.3.3. "Load splitting"

Rel evance:

Current practice:

Davi es & Dori a

Thi s shoul d neither be a non-goal nor an explicit
goal. It mght be desirable in some cases and
shoul d be considered as an optional architectura
feature.

Can be inplenented by exporting different prefixes
on different links, but this requires manua
configuration and does not consider actual | oad.

Editors’ Note: This configuration is carried
out extensively as of 2006 and has been a
significant factor in routing table bloat. |If
this need is a real operational requirenent, as
it seems to be for multi-homed or otherw se
richly connected sites, it will be necessary to
reclassify this as a real and inportant goal
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3.1.3.4. "Maximzing the utilization of resources"

Rel evance: Valid. Cost-efficiency should be striven for; we
note that maxim zing resource utilization does not
al ways lead to the greatest cost-efficiency.

Current practice: Not currently part of the system though often a
"hacked in" feature done with manua
configuration.

3.1.3.5. "Schedul e to deadline service"

Thi s non-goal was put in place to ensure that the IDR did not have to
meet real -tine deadline goals such as m ght apply to Constant Bit
Rate (CBR) real-tine services in ATM

Rel evance: The hard form of deadline services is still a non-
goal for the future donmai n-based routing
architecture, but overall delay bounds are nuch
nmore of the essence than was the case when RFC
1126 was witten.

Current practice: Service providers are now offering overal
probabilistic delay bounds on traffic contracts.
To inplenment these contracts, there is a
requirenent for a rather |ooser form of delay
sensitive routing.

3.1.3.6. "Non-interference policies of resource utilization"

The requirenent in RFC 1126 i s somewhat opaque, but appears to inply
that what we would today call QS routing is a non-goal and that
routing would not seek to control the elastic characteristics of
Internet traffic whereby a TCP connection can seek to utilize all the
spare bandwi dth on a route, possibly to the detrinment of other
connections sharing the route or crossing it.

Rel evance: Open Issue. It is not clear whether dynanmic QS
routing can or should be inplenented. Such a
system woul d seek to control the adm ssion and
routing of traffic depending on current or recent
resource utilization. This would be particularly
probl ematic where traffic crosses an ownership
boundary because of the need for potentially
commercially sensitive information to be made
avai |l abl e outside the ownershi p boundary.
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Current practice: Routing does not consider dynanic resource
availability. Forwarding can support service
differentiation.

3.2. 1SO Csl IDRP, BGP, and the Devel opnent of Policy Routing

During the decade before the w despread success of the Wrld Wde
Web, | SO was devel opi ng the commruni cati ons architecture and protoco
suite Open Systenms Interconnection (COSI). For a considerable part of
this tinme, CSI was seen as a possible conpetitor for and even a

repl acenent for the IP suite as this basis for the Internet. The
techni cal devel opnents of the two protocols were quite heavily
interrelated with each providing i deas and even conmponents that were
adapted into the other suite.

During the early stages of the devel opnment of OSI, the IP suite was
still mainly in use on the ARPANET and the relatively small scale
first phase NSFNET. This was effectively a single admnistrative
domain with a sinple tree-structured network in a three-Ievel

hi erarchy connected to a single |ogical exchange point (the NSFNET
backbone). In the second half of the 1980s, the NSFNET was starting
on the growmh and transformation that would lead to today's Internet.
It was becom ng clear that the backbone routing protocol, the
Exterior Gateway Protocol (EGP) [RFC0904], was not going to cope even
with the linited expansion being planned. EGP is an "all infornmed"
protocol that needed to know the identities of all gateways, and this
was no |onger reasonable. Wth the increasing conplexity of the
NSFNET and the |inkage of the NSFNET network to other networks, there
was a desire for policy-based routing that would all ow admi nistrators
to nmanage the flow of packets between networks. The first version of
the Border Gateway Protocol (BGP-1) [RFC1105] was devel oped as a

repl acenent for EGP with policy capabilities -- a stopgap EGP version
3 had been created as an interimneasure while BGP was devel oped.

BGP was designed to work on a hierarchically structured network, such
as the original NSFNET, but could also work on networks that were at

| east partially non-hierarchical where there were |inks between ASs
at the sanme level in the hierarchy (we would now call these "peering
arrangenment s") although the protocol made a distinction between
different kinds of links (links are classified as upwards, downwards,
or sideways). ASs thenselves were a "fix" for the conplexity that
developed in the three-tier structure of the NSFNET.

Meanwhil e, the OSI architects, |led by Lyman Chapin, were devel oping a
much nmore general architecture for |arge-scale networks. They had
recogni zed that no one node, especially an end-system (host), could
or should attenpt to renenber routes from"here" to "anywhere" --
this sounds obvi ous today, but was not so obvious 20 years ago. They
were al so considering hierarchical networks with independently
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admi ni stered domains -- a nodel already well entrenched in the
public-sw tched tel ephone network. This led to a vision of a network
with multiple independent administrative domains with an arbitrary

i nterconnection graph and a hierarchy of routing functionality. This
architecture was fairly well established by 1987 [ Tsuchiya87]. The
architecture initially envisaged a three-level routing functionality
hi erarchy in which each layer had significantly different
characteristics:

1. *End-systemto internmediate system (1S) routing (host to
router)*, in which the principal functions are discovery and
redirection.

2. *Intra-domain IS-1S routing (router to router)*, in which "best"
routes between end-systens in a single adm nistrative domain are
conmputed and used. A single algorithmand routing protocol would
be used throughout any one donmi n.

3. *Inter-domain IS-1S routing (router to router)*, in which routes
bet ween routing domains within adm nistrative domains are
computed (routing is considered separately between adm nistrative
domai ns and routing donains).

Level 3 of this hierarchy was still somewhat fuzzy. Tsuchiya says:

The last two components, Inter-Domain and Inter-Adm nistration
routing, are less clear-cut. It is not obvious what should be
standardi zed with respect to these two conponents of routing. For
exanple, for Inter-Domain routing, what can be expected fromthe
Domai ns? By asking Donai ns to provide sone kind of externa
behavior, we limt their autonony. |If we expect nothing of their
ext ernal behavior, then routing functionality will be m ninmal

Across adm nistrations, it is not known how nuch trust there wll
be. In fact, the definition of trust itself can only be
determned by the two or nore adm nistrations invol ved.

Fundanental ly, the problemw th Inter-Domain and Inter-

Adm ni stration routing is that autonony and mstrust are both
antithetical to routing. Acconplishing either will involve a
nunber of tradeoffs which will require nore know edge about the
environnments within which they will operate.

Furt her refinement of the nodel occurred over the next couple of
years and a nore fully forned view is given by Huitema and Dabbous in
1989 [Huitemm90]. By this stage, work on the original 1S 1S link-
state protocol, originated by the Digital Equiprment Corporation
(DEC), was fairly advanced and was cl ose to becoming a Draft
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International Standard. [|S-1Sis of course a major conponent of
intra-domain routing today and inspired the devel opnent of the Open
Shortest Path First (OSPF) famly. However, Huiterma and Dabbous were
not able to give any indication of protocol work for Level 3. There
are hints of possible use of centralized route servers.

In the meantime, the NSFNET consortium and the | ETF had been
struggling with the rapid growh of the NSFNET. |t had been cl ear
since fairly early on that EGP was not suitable for handling the
expandi ng network and the race was on to find a replacenent. There
had been sonme intent to include a netric in EGP to facilitate routing
deci sions, but no agreenment could be reached on how to define the
metric. The lack of trust was seen as one of the main reasons that
EGP coul d not establish a globally acceptable routing nmetric: again
this seens to be a clearly futile aimfromthis distance in tine!
Consequently, EGP becane effectively a rudinentary path-vector

protocol that |inked gateways wi th Autononbus Systens. It was
totally reliant on the tree-structured network to avoid routing
| oops, and the all-informed nature of EGP nmeant that update packets

becane very large. BGP version 1 [RFC1105] was standardized in 1989,
but it had been in devel opment for some time before this and had

al ready seen action in production networks prior to standardi zation
BGP was the first real path-vector routing protocol and was intended
to relieve sone of the scaling problens as well as providing policy-
based routing. Routes were described as paths along a "vector" of
ASs w t hout any associated cost netric. This way of descri bing
routes was explicitly intended to allow detection of routing | oops.
It was assunmed that the intra-domain routing systemwas | oop-free
with the inplication that the total routing systemwould be | oop-free
if there were no loops in the AS path. Note that there were no
theoretical underpinnings for this work, and it traded freedom from
routing | oops for guaranteed convergence.

Al so, the NSFNET was a governnent-funded research and educati on
networ k. Commrercial conpanies that were partners in sone of the
projects were using the NSFNET for their research activities, but it
was becom ng clear that these conpanies al so needed networks for
comrercial traffic. NSFNET had put in place "acceptable use"
policies that were intended to Iimt the use of the network.
However, there was little or no technology to support the |ega

f ramewor k.

Practical experience, |ETF | AB discussion (centered in the Internet
Architecture Task Force) and the OSI theoretical work were by now
comng to the same concl usions:

0 Networks were going to be conposed out of nmultiple adm nistrative
domai ns (the federated network),
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0 The connections between these domains would be an arbitrary graph
and certainly not a tree,

0 The administrative domains would wi sh to establish distinctive,
i ndependent routing policies through the graph of Autononous
Systens, and

0 Administrative domains woul d have a degree of distrust of each
other that would nean that policies would remai n opaque.

These views were reflected by Susan Hares’ (working for Merit

Net works at that time) contribution to the Internet Architecture
(1 NARC) workshop in 1989, summarized in the report of the workshop
[ 1 NARC89] :

The rich interconnectivity within the Internet causes routing
probl ens today. However, the presenter believes the problemis
not the high degree of interconnection, but the routing protocols
and nodel s upon which these protocols are based. Rich

i nterconnectivity can provide redundancy whi ch can hel p packets
movi ng even through periods of outages. Qur nodel of interdomain
routing needs to change. The nodel of autononopus confederations
and aut ononous systens [ RFC0975] no longer fits the reality of
many regi onal networks. The | SO nodels of adnministrative domain
and routing domains better fit the current Internet’s routing
structure.

Wth the first NSFNET backbone, NSF assumed that the Internet
woul d be used as a production network for research traffic. W
cannot stop these networks for a nmonth and install all new routing
protocols. The Internet will need to evolve its changes to

net wor ki ng protocols while still continuing to serve its users.
This reality colors how plans are made to change routing
pr ot ocol s.

It is also interesting to note that the difficulties of organizing a
transition were recogni zed at this stage and have not been seriously
expl ored or resol ved since.

Policies would primarily be interested in controlling which traffic
should be allowed to transit a domain (to satisfy comerci al
constraints or acceptabl e use policies), thereby controlling which
traffic uses the resources of the domain. The solution adopted by
both the I ETF and OSI was a form of distance vector hop-by-hop
routing with explicit policy ternms. The reasoning for this choice
can be found in Breslau and Estrin's 1990 paper [ Bresl au90]
(inplicitly -- because sone other alternatives are given such as a
link state with policy suggestion, which, with hindsight, would have
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even greater problens than BGP on a gl obal scal e network).
Traditional distance-vector protocols exchanged routing information
in the formof a destination and a nmetric. The new protocols
explicitly associated policy expressions with the route by including
either a list of the source ASs that are pernmitted to use the route
described in the routing update, and/or a list of all ASs traversed
al ong the advertised route.

Paral | el protocol devel opnments were already in progress by the tine
this paper was published: BGP version 2 [RFC1163] in the | ETF and the
I nter-Domain Routing Protocol (IDRP) [ISOL0747], which would be the
Level 3 routing protocol for the OSI architecture. |DRP was

devel oped under the aegis of the ANSI XS3.3 working group | ed by
Lyman Chapin and Charles Kunzinger. The two protocols were very
simlar in basic design, but IDRP has sone extra features, sone of

whi ch have been incorporated into |ater versions of BGP;, others may
yet be so, and still others may be seen to be inappropriate. Breslau
and Estrin sumarize the design of IDRP as foll ows:

I DRP attenpts to solve the | ooping and convergence probl ens

i nherent in distance vector routing by including full AD
(Administrative Domain -- essentially the equivalent of what are
now cal l ed ASs) path information in routing updates. Each routing
updat e includes the set of ADs that nust be traversed in order to
reach the specified destination. |In this way, routes that contain
AD | oops can be avoi ded.

| DRP updates al so contain additional information relevant to
policy constraints. For instance, these updates can specify what
other ADs are allowed to receive the informati on described in the
update. In this way, IDRP is able to express source specific
policies. The IDRP protocol also provides the structure for the
addition of other types of policy related information in routing
updates. For exanple, User Class ldentifiers (UCI) could al so be
included as policy attributes in routing updates.

Using the policy route attributes | DRP provides the franework for
expressing nore fine grained policy in routing decisions.

However, because it uses hop-by-hop distance vector routing, it
only allows a single route to each destination per-Q0S to be
advertised. As the policy attributes associated with routes
becone nore fine grained, advertised routes will be applicable to
fewer sources. This inplies a need for nultiple routes to be
advertised for each destination in order to increase the
probability that sources have acceptable routes available to them
This effectively replicates the routing table per forwarding
entity for each QS, UCI, source conbination that m ght appear in
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a packet. Consequently, we claimthat this approach does not
scale well as policies becone nore fine grained, i.e., source or
UCI specific policies.

Over the next three or four years, successive versions of BGP (BGP-2
[ RFC1163], BGP-3 [RFC1267], and BGP-4 [RFCL1771]) were deployed to
cope with the growing and by now conmercialized Internet. From BGP-2
onwar ds, BGP made no assunptions about an overall structure of

i nterconnections allowing it to cope with today’'s dense web of

i nterconnecti ons between ASs. BGP version 4 was devel oped to handl e
the change fromclassful to classless addressing. For nobst of this
time, IDRP was being devel oped in parallel, and both protocols were
implemented in the Merit gatedaenon routing protocol suite. During
this time, there was a novenent within the I ETF that saw BGP as a
stopgap nmeasure to be used until the nore sophisticated |IDRP could be
adapted to run over IP instead of the CSI connectionl ess protocol
Connectionl ess Network Protocol (CLNP). However, unlike its intra-
domai n counterpart IS-1S, which has stood the test of tine, and

i ndeed proved to be nore flexible than OSPF, |IDRP was ultimately not
adopted by the market. By the time the NSFNET backbone was

deconmi ssioned in 1995, BGP-4 was the inter-domain routing protoco

of choice and OSl’'s star was al ready beginning to wane. |IDRP is now
little remenbered.

A nore conpl ete account of the capabilities of IDRP can be found in
Chapter 14 of David Piscitello and Lyman Chapin’s book "Open Systens
Net wor ki ng: TCP/ 1P and OSI", which is now readabl e on the Internet

[ Chapi n94] .

| DRP al so contained quite extensive neans for securing routing
exchanges, much of it based on X 509 certificates for each router and
public-/private-key encryption of routing updates.

Sone of the capabilities of IDRP that mi ght yet appear in a future
version of BGP include the ability to manage routes with explicit QS
cl asses and the concept of donmmi n confederations (sonmewhat different
fromthe confederati on mechanismin today’'s BGP) as an extra level in
the hierarchy of routing.

3.3. N nmrod Requirenents

Ni ntod as expressed by Noel Chiappa in his early docunment, "A New |IP
Routi ng and Addressing Architecture" [Chiappa9l] and later in the

NI MROD wor ki ng group docurents [ RFC1753] and [ RFC1992] established a
nunber of requirenents that need to be considered by any new routing
architecture. The Ninmrod requirenents took RFC 1126 as a starting
poi nt and went further.
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The three goals of N nrod, quoted from[RFC1992], were as foll ows:

1. To support a dynamic internetwork of _arbitrary size_ (our
enphasi s) by providing nmechani sns to control the anmount of
routing information that nust be known throughout an
i nt er net wor k.

2. To provide service-specific routing in the presence of nultiple
constraints inposed by service providers and users.

3. To adnmit increnental deploynent throughout an internetwork.

It is certain that these goals should be considered requirenments for
any new domai n-based routing architecture.

0 As discussed in other sections of this docunent, the rate of
growt h of the amount of information needed to naintain the routing
systemis such that the systemnmay not be able to scale up as the
I nternet expands as foreseen. And yet, as the services and
constraints upon those services grow, there is a need for nore
information to be maintained by the routing system One of the
key terns in the first requirenents is "control"”. Wile
i ncreasing anounts of information need to be known and nai nt ai ned
in the Internet, the amounts and kinds of information that are
distributed can be controlled. This goal should be reflected in
the requirenents for the future donmai n-based architecture

o |If anything, the denand for specific services in the Internet has
grown since 1996 when the N nrod architecture was published.
Addi tionally, the kinds of constraints that service providers need
to inmpose upon their networks and that services need to inpose
upon the routing have al so increased. Any changes nade to the
network in the | ast hal f-decade have not significantly inproved
this situation.

0 The ability to increnmentally deploy any new routing architecture
within the Internet is still an absolute necessity. It is
i mpossible to imagi ne that a new routing architecture could
suppl ant the current architecture on a flag day.

At one point intime, Ninrod, with its addressing and routing
architectures, was seen as a candidate for IPng. Hi story shows that
it was not accepted as the |Png, having been ruled out of the

sel ection process by the 1ESGin 1994 on the grounds that it was "too
much of a research effort” [RFCL752], although input for the
requirenents of IPng was explicitly solicited from Chi appa [ RFC1753].
I nstead, |Pv6 has been put forth as the IPng. Wthout entering a

di scussion of the relative nmerits of IPv6 versus Ninrod, it is
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apparent that |IPv6, while it may sol ve many probl enms, does not sol ve
the critical routing problens in the Internet today. In fact, in
some sense, it exacerbates them by adding a requirenment for support
of two Internet protocols and their respective addressi ng nethods.
In many ways, the addition of IPv6 to the nix of nethods in today's
Internet only points to the fact that the goals, as set forth by the
Ni ntod team remain as necessary goal s.

There is another sense in which the study of Ninrod and its
architecture may be inmportant to deriving a future donai n-based
routing architecture. N nrod can be said to have two derivatives

o Milti-Protocol Label Switching (MPLS), in that it took the notion
of forwardi ng al ong wel |l -known pat hs.

o0 Private Network-Node Interface (PNNI), in that it took the notion
of abstracting topological information and using that infornmation
to create connections for traffic.

It is inportant to note, that whilst MPLS and PNNI borrowed ideas
fromN nrod, neither of themcan be said to be an inplenentation of
this architecture.

3.4. PNNI

The Private Network-Node Interface (PNNI) routing protocol was
devel oped under the ATM Forumi s auspices as a hierarchical route
determ nation protocol for ATM a connection-oriented architecture.
It is reputed to have devel oped several of its nethods from a study
of the Ninrod architecture. What can be gained froman anal ysis of
what did and did not succeed in PNNI?

The PNNI protocol includes the assunption that all peer groups are
willing to cooperate, and that the entire network is under the sane
top adnministration. Are there limtations that stemfromthis "world
node" presupposition? As discussed in [RFC3221], the Internet is no
| onger a clean hierarchy, and there is a lot of resistance to having
any sort of "ultimate authority" controlling or even brokering
communi cat i on.

PNNI is the first deployed exanple of a routing protocol that uses
abstract nap exchange (as opposed to distance-vector or |ink-state
mechani sms) for inter-domain routing information exchange. One
consequence of this is that donmains need not all use the sane
mechani sm for map creation. Wat were the results of this
abstraction and source-based route cal cul ati on mechani sn®?
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4.

4.

Since the authors of this document do not have experience running a
PNNI network, the coments above are froma theoretical perspective.
Furt her research on these issues based on operational experience is
required.

Recent Research Wrk
Devel opnents in Internet Connectivity

The work commi ssioned from Geoff Huston by the Internet Architecture
Board [ RFC3221] draws a nunber of conclusions fromthe anal ysis of
BGP routing tables and routing registry databases:

0 The connectivity between provider ASs is becom ng nore like a
dense nesh than the tree structure that was commonly assumed to be
commonpl ace a couple of years ago. This has been driven by the
i ncreasing anounts charged for peering and transit traffic by
gl obal service providers. Local direct peering and |nternet
exchanges are becomnming steadily nore common as the cost of loca
fi bre connections drops.

0 End-user sites are increasingly resorting to nulti-honmng onto two
or nore service providers as a way of inproving resiliency. This
has a knock-on effect of spectacularly fast depletion of the
avai | abl e pool of AS nunmbers as end-user sites require public AS
nunbers to becone mnulti-homed and correspondi ng i ncrease in the
nunber of prefixes advertised in BGP

0o Milti-honed sites are using advertisenent of |onger prefixes in
BGP as a neans of traffic engineering to | oad spread across their
mul ti ple external connections with further inpact on the size of
the BGP tabl es.

0 Operational practices are not uniform and in some cases |ack of
know edge or training is leading to instability and/or excessive
advertisenent of routes by incorrectly configured BGP speakers.

0o Al these factors are quickly negating the advantages in limting
the expansion of BGP routing tables that were gained by the
i ntroduction of O assless Inter-Domain Routing (ClIDR) and
consequent prefix aggregation in BGP. It is also now inpossible
for IPv6 to realize the worldview in which the default-free zone
would be linited to perhaps 10, 000 prefixes.

o The typical "width" of the Internet in AS hops is now around five,
and nuch | ess in nmany cases.

Davies & Doria Historic [ Page 33]



RFC 5773 I DR History February 2010

4. 2.

Dav

These concl usi ons have a consi derabl e i npact on the requirenents for
the future domai n-based routing architecture:

0 Topological hierarchy (e.g., mandating a tree-structured
connectivity) cannot be relied upon to deliver scalability of a
| arge Internet routing system

0 Aggregation cannot be relied upon to constrain the size of routing
tables for an all-informed routing system

DARPA NewAr ch Proj ect

DARPA funded a project to think about a new architecture for future
generation Internet, called NewArch (see
http://wwv. i si.edu/newarch/). Work started in the first half of 2000
and the main project finished in 2003 [ NewArchO03].

The main devel opnent is to conclude that as the Internet becones

mai nstream infrastructure, fewer and fewer of the requirenents are
truly global but may apply with different force or not at all in
certain parts of the network. This (it is clainmed) makes the
conpilation of a single, ordered |ist of requirenents deeply
problematic. Instead, we may have to produce nultiple requirenent
sets with support for differing requirenent inportance at different
times and in different places. This "meta-requirement” significantly
i mpacts architectural design.

Potential new technical requirenents identified so far include

o Commercial environment concerns such as richer inter-provider
policy controls and support for a variety of paynment nodels

0 Trustworthiness

o Ubiquitous nobility

o Policy driven sel f-organization ("deep auto-configuration")
0 Extreme short-tinescale resource variability

0 Capacity allocation nechani sns

0 Speed, propagation delay, and del ay/ bandwi dt h product issues
Non-techni cal or political "requirements" include:

0 Legal and Policy drivers such as
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* Privacy and free/anonynous speech

* Intellectual property concerns

* Encryption export controls

* Law enforcenent surveillance regul ations
* Charging and taxation issues

0 Reconciling national variations and consistent operation in a
wor | dwi de infrastructure

The concl usi ons of the work are now sunmarized in the final report
[ NewAr ch03] .

4.2.1. Defending the End-to-End Principle

One of the participants in DARPA NewArch work (Dave Cl ark) with one
of his associates has al so published a very interesting paper

anal yzing the inmpact of some of the new requirenents identified in
NewArch (see Section 4.2) on the end-to-end principle that has guided
the devel opnent of the Internet to date [Cark00]. Their primary
conclusion is that the loss of trust between the users at the ends of
end-to-end has the nmost fundanental effect on the Internet. This is
clear in the context of the routing system where operators are
unwilling to reveal the inner workings of their networks for
commercial reasons. Simlarly, trusted third parties and their
avatars (nmainly m dboxes of one sort or another) have a ngjor inpact
on the end-to-end principles and the routing nmechani sns that went

with them Overall, the end-to-end principles should be defended so
far as is possible -- sone changes are already too deeply enbedded to
make it possible to go back to full trust and openness -- at |east

partly as a neans of staving off the day when the network will ossify
into an unchangeabl e form and function (rmuch as the tel ephone network
has done). The hope is that by that tine, a new Internet will appear
to offer a context for unfettered innovation.

5. Existing Problens of BGP and the Current Inter-/Intra-Domain
Architecture

Al t hough nost of the people who have to work with BGP today believe
it to be a useful, working protocol, discussions have brought to
Iight a nunber of areas where BGP or the rel ationship between BGP and
the intra-domain routing protocols in use today coul d be inproved.
BGP-4 has been and continues to be extended since it was originally
introduced in [RFCL771] and the protocol as depl oyed has been
docunented in [ RFC4271]. This sectionis, to a large extent, a w sh
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list for the future domai n-based routing architecture based on those
areas where BGP is seen to be lacking, rather than sinply a list of
problenms with BG. The shortcom ngs of today’ s inter-domain routing
system have al so been extensively surveyed in "Architectura
Requirenents for Inter-Domain Routing in the Internet" [RFC3221],
particularly with respect to its stability and the probl ens produced
by explosions in the size of the Internet.

5.1. BGP and Aut o- Aggregation

The initial stability followed by linear growmh rates of the nunber
of routing objects (prefixes) that was achi eved by the introduction
of CIDR around 1994, has now been once agai nh been repl aced by near-
exponential growh of nunber of routing objects. The granularity of
many of the objects advertised in the default-free zone is very snal
(prefix length of 22 or longer): this granularity appears to be a by-
product of attenpts to performoprecision traffic engineering related
to increasing levels of nulti-homing. At present, there is no
mechani smin BGP that would allow an AS to aggregate such prefixes

wi t hout advance know edge of their existence, even if it was possible
to deduce automatically that they could be aggregated. Achieving
sati sfactory auto-aggregation would al so significantly reduce the
non-locality problens associated with instability in peripheral ASs.

On the other hand, it may be that alterations to the connectivity of
the net as described in [RFC3221] and Section 2.5.1 may linit the
usef ul ness of auto-aggregation

5.2. Convergence and Recovery |ssues

BGP today is a stable protocol under mpbst circunstances, but this has
been achi eved at the expense of making the convergence tine of the
inter-domain routing systemvery sl ow under sone conditions. This
has a detrinmental effect on the recovery of the network from
failures.

The tiners that control the behavior of BGP are typically set to
val ues in the region of several tens of seconds to a few m nutes,
whi ch constrains the responsiveness of BGP to failure conditions.

In the early days of depl oynent of BGP, poor network stability and
router software problens |lead to storns of withdrawals closely

foll owed by re-advertisenents of many prefixes. To control the | oad
on routing software inmposed by these "route flaps", route-flap
dampi ng was introduced into BGP. Mbst operators have now i npl enent ed
a degree of route-flap danping in their deploynents of BG. This
restricts the nunber of tinmes that the routing tables will be
rebuilt, even if a route is going up and down very frequently.
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Unfortunately, route-flap danping responds to multiple flaps by
i ncreasing the route suppression time exponentially, which can result
in some parts of the Internet being unreachable for hours at a tine.

There is evidence ([ RFC3221] and neasurenents by sone of the Sub-
Group B nenbers [Jiang02]) that in today’s network, route flap is

di sproportionately associated with the fine-grained prefixes (length
22 or longer) associated with traffic engineering at the periphery of
the network. Auto-aggregation, as previously discussed, would tend
to mask such instability and prevent it being propagated across the
whol e network. Anot her question that needs to be studied is the
continuing need for an architecture that requires gl obal convergence.
Sone of our studies (unpublished) show that, in some localities at

| east, the network never actually reaches stability; i.e., it never
really globally converges. Can a global, and beyond, network be
designed with the requirenent of global convergence?

5.3. Non-Locality of Effects of Instability and M sconfiguration

There have been a nunber of instances, sone of which are well
docunented, of a mistake in BGP configuration in a single periphera
AS propagating across the whole Internet and resulting in msrouting
of most of the traffic in the Internet.

Simlarly, a single route flap in a single peripheral AS can require
route table recal cul ation across the entire Internet.

This non-locality of effects is highly undesirable, and it would be a
consi derabl e inprovenment if such effects were naturally limted to a
smal |l area of the network around the problem This is another
argunent for an architecture that does not require gl oba

conver gence

5.4. Milti-Hom ng |ssues

As di scussed previously, the increasing use of nulti-homng as a

r obust ness techni que by peripheral networks requires that nmultiple
routes have to be advertised for such domains. These routes must not
be aggregated close in to the nmulti-honed domain as this woul d defeat
the traffic engineering inplied by multi-hom ng and currently cannot
be aggregated further away fromthe nulti-honed donmain due to the

| ack of auto-aggregation capabilities. Consequentially, the default-
free zone routing table is growi ng exponentially, as it was before

CI DR

The | ongest prefix match routing technique introduced by CIDR, and

i mpl emented in BGP-4, when conbined with provider address all ocation
is an obstacle to effective nulti-honming if |oad sharing across the
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multiple links is required. |f an AS has been allocated, its
addresses from an upstream provi der, the upstream provi der can
aggregate those addresses with those of other custoners and need only
advertise a single prefix for a range of customers. But, if the
custoner AS is al so connected to another provider, the second
provider is not able to aggregate the custoner addresses because they
are not taken fromhis allocation, and will therefore have to
announce a nore specific route to the custoner AS. The |ongest match
rule will then direct all traffic through the second provider, which
is not as required.

Exanpl e:

\ /
AS1 AS2
\ /
AS3

Figure 1: Address Aggregation

In Figure 1, AS3 has received its addresses from ASl, which neans ASl
can aggregate. But if AS3 wants its traffic to be seen equally both
ways, AS3 is forced to announce both the aggregate and the nore
specific route to AS2.

Thi s problem has induced nany ASs to apply for their own address

al | ocati on even though they could have been all ocated from an
upstream provi der further exacerbating the default-free zone route
table size explosion. This problemalso interferes with the desire
of many providers in the default-free zone to route only prefixes
that are equal to or shorter than 20 or 19 bits.

Note that some problens that are referred to as nulti-honing issues
are not, and should not be, solvable through the routing system
(e.g., where a TCP load distributor is needed), and nulti-honing is
not a panacea for the general problem of robustness in a routing
system [ Ber kowi t z01]

Editors’ Note: A nore recent analysis of nmulti-hom ng can be found
in [ RFC4116].

5.5. AS Nunmber Exhaustion
The domain identifier or AS nunber is a 16-bit nunber. Wen this

paper was originally witten in 2001, allocation of AS nunbers was
i ncreasing 51% a year [RFC3221] and exhaustion by 2005 was predicted.
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5.

6

According to some recent work again by Huston [Huston05], the rate of
i ncrease dropped off after the business downturn, but as of July
2005, well over half the avail able AS nunbers (39000 out of 64510)
had been all ocated by | ANA and around 20000 were visible in the

gl obal BGP routing tables. A year later, these figures had grown to
42000 (April 2006) and 23000 (August 2006), respectively, and the
rate of allocation is currently about 3500 per year. Depending on
the curve-fitting nmodel used to predict when exhaustion will occur,
the pool will run out sonewhere between 2010 and 2013. There appear
to be other factors at work in this rate of increase beyond an
increase in the nunber of |ISPs in business, although there is a fair
degree of correlation between these nunbers. AS nunbers are now used
for a number of purposes beyond that of identifying |arge routing
domai ns: nulti-honed sites acquire an AS nunber in order to express
routing preferences to their various providers and AS nunbers are
used part of the addressi ng nechani smfor MPLS/ BGP-based virtua
private networks (VPNs) [RFC4364]. The | ETF has had a proposal under
devel opment for over four years to increase the avail able range of AS
nunbers to 32 bits [RFC4893]. Mich of the slowness in devel opnent is
due to the depl oynent challenge during transition. Because of the
difficulties of transition, deploynment needs to start well in advance
of actual exhaustion so that the network as a whole is ready for the
new capability when it is needed. This inplies that standardi zation
needs to be conplete and inplenentations available at |east well in
advance of expected exhaustion so that depl oyment of upgrades that
can handl e the | onger AS nunbers, should be starting around 2008, to
gi ve a reasonabl e expectation that the change has been rolled out
across a large fraction of the Internet by the tinme exhaustion
occurs.

Editors’ Note: The Regional Internet Registries (RIRs) are

pl anning to nove to assignment of the |onger AS nunbers by default
on 1 January 2009, but there are concerns that significant nunbers
of routers will not have been upgraded by then.

Partiti oned ASs

Tricks with discontinuous ASs are used by operators, for exanple, to
i mpl ement anycast. Discontinuous ASs may al so cone into being by
chance if a multi-homed donmai n becones partitioned as a result of a
fault and part of the donmain can access the Internet through each
connection. It may be desirable to make support for this kind of
situation nore transparent than it is at present.
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5.7. Load Sharing

Load splitting or sharing was not a goal of the original designers of
BGP and it is now a problemfor today’s network designers and
managers. Trying to fool BGP into | oad sharing between several |inks
is a constantly recurring exercise for nbst operators today.

5.8. Hol d- Down | ssues

As with the interval between "hell 0" nessages in OSPF, the typica
size and defined granularity (seconds to tens of seconds) of the
"keepal ive" tine negotiated at start-up for each BGP connection
constrains the responsiveness of BGP to |link failures.

The recomended val ues and the available lower limt for this tiner
were set to limt the overhead caused by keepalive nessages when |ink
bandwi dt hs were typically much | ower than today. Analysis and
experinment ([Al aettinoglu00], [Sandiick00] and [RFC4204]) indicate
that faster links could sustain a nmuch higher rate of keepalive
messages without significantly inpacting normal data traffic. This
woul d i nprove responsiveness to |ink and node failures but with a
corresponding increase in the risk of instability, if the error
characteristics of the link are not taken properly into account when
setting the keepalive interval

Editors’ Note: A "fast" |liveness protocol has been specified in
[ Kat z10] .

An additional problemw th the hol d-down nmechanismin BGP is the
anmount of information that has to be exchanged to re-establish the
dat abase of route advertisements on each side of the link when it is
re-established after a failure. Currently any failure, however brief
forces a full exchange that coul d perhaps be constrained by retaining
sonme state across limted time failures and using revision control,
transaction and replication techniques to resynchronize the

dat abases. Various techni ques have been inplenmented to try to reduce
this problem but they have not yet been standardized.

5.9. Interaction between Inter-Domain Routing and Intra-Domain Routing

Today, many operators’ backbone routers run both |-BGP and an intra-
domai n protocol to nmaintain the routes that reach between the borders
of the domain. Exporting routes fromBGP into the intra-domain
protocol in use and bringing themback up to BGP is not recomended

[ RFC2791], but it is still necessary for all backbone routers to run
both protocols. BGP is used to find the egress point and intra-
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domai n protocol to find the path (next-hop router) to the egress
poi nt across the domain. This is not only a managenent probl em but
may al so create other problens:

(o]

BGP is a path-vector protocol (i.e., a protocol that uses distance
metrics possibly overridden by policy netrics), whereas nost
intra-domain protocols are link-state protocols. As such, BGP is
not optim zed for convergence speed al though di stance-vector

al gorithnms generally require | ess processing power. Incidentally,
nore efficient distance-vector algorithns are avail able such as

[ Xu97].

The netrics used in BGP and the intra-donmain protocol are rarely
compar abl e or conbinable. Wilst there are argunents that the
optim zations inside a domain may be different fromthose for end-
to-end paths, there are occasions, such as calculating the

"topol ogically nearest" server when conputabl e or conbi nabl e
metrics would be of assistance.

The policies that can be inplenented using BGP are designed for
control of traffic exchange between operators, not for controlling
paths within a domain. Policies for BGP are nost conveniently
expressed in Routing Policy Support Language (RPSL) [RFC2622] and
this could be extended if thought desirable to include additiona
policy information.

If the NEXT HOP destination for a set of BGP routes becones

i naccessi bl e because of intra-domain protocol problens, the routes
usi ng the vani shed next hop have to be invalidated at the next
avai | abl e UPDATE. Subsequently, if the next-hop route reappears,
this would normally |l ead to the BGP speaker requesting a ful

table fromits neighbor(s). Current inplenentations may attenpt
to circunvent the effects of intra-domain protocol route flap by
caching the invalid routes for a period in case the next hop is
restored through the "graceful restart" mechani sm

Editors’ Note: This was standardized as [ RFC4724].

Synchroni zati on between intra-domain and inter-domain routing
information is a problemas |long as we use different protocols for
intra-domain and inter-domain routing, which will npbst probably be
the case even in the future because of the differing requirenments
in the two situations. Sonme sort of synchronization between those
two protocols would be useful. In the RFC "IS-1S Transi ent

Bl ackhol e Avoi dance" [RFC3277], the intra-domain protocol side of
the story is covered (there is an equival ent discussion for OSPF).
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0 Synchronizing in BGP neans waiting for the intra-domain protoco
to know about the same networks as the inter-domain protocol,
whi ch can take a significant period of time and sl ows down the
convergence of BGP by adding the intra-domain protocol convergence
time into each cycle. |In general, operators no | onger attenpt
full synchronization in order to avoid this problem (in general,
redistributing the entire BGP routing feed into the local intra-
domai n protocol is unnecessary and undesirabl e but where a domain
has multiple exits to peers and ot her non-custoner networks,
changes in BGP routing that affect the exit taken by traffic
require corresponding re-routing in the intra-domain routing).

10. Policy Issues
There are several classes of issues with current BGP policy:

0o Policy is installed in an ad hoc nmanner in each autononous system
There isn’t a nethod for ensuring that the policy installed in one
router is coherent with policies installed in other routers.

0 As described in Giffin [Giffin99] and in MPherson [ RFC3345], it
is possible to create policies for ASs, and instantiate themin
routers, that will cause BG to fail to converge in certain types
of topol ogy

o There is no avail abl e network nmodel for describing policy in a
coherent manner.

Pol i cy managenent is extrenely conplex and nostly done without the
aid of any automated procedures. The extrene conplexity nmeans that a
hi ghly-qualified specialist is required for policy managenent of
border routers. The training of these specialists is quite |engthy
and needs to involve |long periods of hands-on experience. There is,
therefore, a shortage of qualified staff for installing and

mai ntaining the routing policies. Because of the overall conplexity
of BGP, policy managenment tends to be only a relatively small topic
within a conplete BGP training course and specialized policy
managenment training courses are not generally avail abl e.

11. Security |ssues

Wil e many of the issues with BGP security have been traced either to
i npl ementation issues or to operational issues, BGP is vulnerable to
Di stributed Denial of Service (DDoS) attacks. Additionally, routers
can be used as unwitting forwarders in DDoS attacks on ot her systens.
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Though DDoS attacks can be fought in a variety of ways, nostly using
filtering methods, it takes constant vigilance. There is nothing in
the current architecture or in the protocols that serves to protect
the forwarders fromthese attacks.

Editors’ Note: Since the original docunent was witten, the issue

of inter-domain routing security has been studied in nuch greater

depth. The rpsec working group has gone into the security issues

in great detail [RFC4593] and readers should refer to that work to
understand the security issues.

5.12. Support of MPLS and VPNS

Recently, BGP has been nodified to function as a signaling protoco
for MPLS and for VPNs [RFC4364]. Sone people see this overloading of
the BGP protocol as a boon whilst others see it as a problem Wile
it was certainly convenient as a vehicle for vendors to deliver extra
functionality to their products, it has exacerbated sone of the
performance and conplexity issues of BGP. Two inportant problens are
that, the additional state that nust be retained and refreshed to
support VPN (Virtual Private Network) tunnels and that BGP does not
provi de end-to-end notification making it difficult to confirmthat
all necessary state has been installed or updated.

It is an open question whether VPN signaling protocols should remain
separate fromthe route determ nation protocols.

5.13. |1 Pv4/1Pv6 Ships in the N ght

The fact that service providers need to naintain two conpletely
separate networks, one for |IPv4 and one for |IPv6, has been a rea
hi ndrance to the introduction of IPv6. Wen |IPv6 does get widely
depl oyed, it will do so wi thout causing the di sappearance of | Pv4.
Thi s neans that unless sonething is done, service providers would
need to maintain the two networks in perpetuity (at |east on the
foreshortened tinescale which the Internet world uses).

It is possible to use a single set of BGP speakers with multi-

prot ocol extensions [ RFC4760] to exchange information about both |IPv4
and | Pv6 routes between dommins, but the use of TCP as the transport
protocol for the information exchange results in an asymmetry when
choosing to use one of TCP over |Pv4 or TCP over |Pv6. Successfu

i nformati on exchange confirns one of I Pv4 or | Pv6 reachability

bet ween the speakers but not the other, making it possible that
reachability is being advertised for a protocol for which it is not
present.
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Al so, current inplenentations do not allow a route to be advertised
for both I1Pv4 and IPv6 in the sane UPDATE nessage, because it is not
possible to explicitly link the reachability information for an
address famly to the correspondi ng next-hop information. This could
be inproved, but currently results in independent UPDATEs bei ng
exchanged for each address famly.

5.14. Existing Tools to Support Effective Depl oynent of |nter-Domain
Rout i ng

The tools available to network operators to assist in configuring and
mai ntai ni ng effective inter-donain routing in line with their defined
policies are limted, and alnmost entirely passive.

o0 There are no tools to facilitate the planning of the routing of a
domain (either intra- or inter-domain); there are a limted nunber
of display tools that will visualize the routing once it has been
confi gured.

o0 There are no tools to assist in converting business policy
specifications into the Routing Policy Specification Language
(RPSL) | anguage (see Section 5.14.1); there are linmted tools to
convert the RPSL into BGP commands and to check, post-facto, that
the proposed policies are consistent with the policies in adjacent
domai ns (al ways provided that these have been reveal ed and
accurately document ed).

0 There are no tools to nonitor BGP route changes in real-tine and
warn the operator about policy inconsistencies and/or
instabilities.

The foll owi ng section summari zes the tools that are available to
assist with the use of RPSL. Note they are all batch node tools used
off-line froma real network. These tools will provide checks for
skilled inter-domain routing configurers but limted assistance for

t he novi ce.

5.14.1. Routing Policy Specification Language RPSL (RFC 2622 and RFC
2650) and RI PE NCC Dat abase (Rl PE 157)

Routing Policy Specification Language (RPSL) [RFC2622] enables a
network operator to describe routes, routers, and Autononmous Systens
(ASs) that are connected to the local AS.

Usi ng the RPSL | anguage (see [RFC2650]) a distributed database is
created to describe routing policies in the Internet as described by
each AS independently. The database can be used to check the

consi stency of routing policies stored in the database.
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Tool s exi st [I RRTool Set] that can use the database to (anbng other
t hi ngs):

o Flag when two nei ghboring network operators specify conflicting or
i nconsi stent routing informati on exchanges with each other and
al so detect gl obal inconsistencies where possible;

o0 Extract all AS-paths between two networks that are all owed by
routing policy fromthe routing policy database; display the
connectivity a given network has according to current policies.

The dat abase queries enable a partial-static solution to the
convergence problem They analyze routing policies of a very linited
part of Internet and verify that they do not contain conflicts that
could |l ead to protocol divergence. The static analysis of
convergence of the entire system has exponential tine conplexity, so
approxi mati on al gorithns woul d have to be used.

The tool set also allows router configurations to be generated from
RPSL specifications.

Editors’ Note: The "Internet Routing Registry Tool set" was
originally devel oped by the University of Southern California's
Information Sciences Institute (1SI) between 1997 and 2001 as the
"Routing Arbiter Tool Set" (RATool Set) project. The toolset is no
| onger devel oped by ISl but is used worl dwi de, so after a period
of inprovement by RIPE NCC, it has now been transferred to the

I nternet Systens Consortium (1SC) for ongoi ng mai ntenance as a
public resource.

6. Security Considerations

As this is an informational docunent on the history of requirenents
in IDR and on the problens facing the current Internet |IDR
architecture, it does not as such create any security problems. On
the other hand, sonme of the problens with today’s Internet routing
architecture do create security problens, and these have been

di scussed in the text above.
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