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Abstract

Peer -t o- peer (P2P) networks have become popul ar for certain
applications and depl oynents for a variety of reasons, including
fault tol erance, econonics, and |egal issues. It has therefore
becone reasonable for resource consuning and typically centralized
applications |ike Voice over IP (VolP) and, in general, realtime
conmmuni cation to adapt and exploit the benefits of P2P. Such a

m gration needs to address a new set of P2P-specific security

probl ems. This docunent describes sonme of the known issues found in
common P2P networks, anal yzing the rel evance of such issues and the
applicability of existing solutions when using P2P architectures for
realtime comunication. This docunment is a product of the P2P
Research G oup.
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Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.
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(IRTF). The I RTF publishes the results of Internet-related research
and devel opnment activities. These results night not be suitable for
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Research Group of the Internet Research Task Force (I RTF). Docunents
approved for publication by the IRSG are not a candidate for any

| evel of Internet Standard; see Section 2 of RFC 5741
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1.

I nt roducti on

Peer -t o-peer (P2P) overl ays have becone quite popular with the advent
of file-sharing applications such as Napster [NAPSTER], KaZaa

[ KAZAA], and BitTorrent [BI TTORRENT]. After their success in file-
sharing and content distribution [Androutsellis-Theotokis], P2P

net wor ks are now al so being used for applications such as Voi ce over
I P (Vol P) [ SKYPE] [Singh] and tel evision [PPLIVE] [COOLSTREAM .
However, nost of these systens are not purely P2P and have
centralized conponents like the login server in Skype [Baset] or

nmoderators and trackers in BitTorrent [Pouwel se]. Securing pure P2P
networks is therefore still a field of very active research
[Val | ach] .

P2P overlays can be broadly classified as structured and unstructured
[ RFC4981], depending on their routing nodel. Unstructured overlays
are often relatively sinple, but search operations in them usually
based on flooding, tend to be inefficient. Structured P2P overl ays
use distributed hash tables (DHTs) [Stoica] [Maynounkov] [ Rowstron]
to performdirected searches, which rmake | ookups nore efficient in

| ocating data. This docunent will nostly focus on DHT-based P2P
overl ays.

When anal yzing the various attacks that are possible on P2P systens,
it is inportant to first understand the notivation of the attackers
as well as the resources (e.g., conputation power, access to
different I P subnets) that they would have at their disposal

Once the threat has been identified, adm ssion control is a first
step towards security that can help avoid a substantial nunber of
attacks [Kin]. Mst solutions rely on the assunption that malicious
nodes represent a small fraction of all peers. It is therefore
inmportant to restrict their nunber in the overl ay.

O her P2P-specific security problens discussed here include attacks
on the routing of queries, targeted denial -of-service attacks, and
attacks on data integrity.

In the remai nder of this docunent, we outline the main security

i ssues and proposed sol utions for P2P systenms. Following this, we
focus on a particular class of P2P applications that provide realtine
communi cati ons. Realtinme comrmuni cati ons use the sane DHTs used by
file-sharing applications; however, the data that is saved in these
DHTs is different. In realtinme conmunications, the contents stored
in the DHTs conprises user |location, the DHT being the substitute for
a centralized registration server.
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At first glance, it may appear that requirenents on peer-to-peer
systens for realtime communication services are no different than
those for file-sharing services. Table 1 denonstrates that there are
sizeable differences related to privacy, availability, and a narked
increase in the general security requirenents.

o e e oo o e e eeeaoa- o e ee e +
| | File-sharing | Realtinme conmunication
o e e e oo o e e e e o e e e e e e oo +
Di stri buted Shared file | ocations User |l ocations are
dat abase are indexed in a indexed in a table

Availability

I

I

I

I

I

I

I

I

I

I

I

I

I

I

I

I

I

I

| Integrity
I

I

I

I

I

I

I

I

I

I

I

| Confidentiality
I
I
I
I
I
I
I
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tabl e distributed
anmong peers; often
hundreds or thousands
per peer.

Sane files are
usual |y avail abl e at
mul tiple |ocations
and failures

i nvol ving single

i nstances are
overcone by abundancy
of resources; attacks
targeting single
files need to be
addressed to the

di stributed index.
Attackers may want to
share corrupted files
in place of popul ar
content, e.g., to

di scourage users from
acquiring copyrighted
material; constitute
a threat for the
service, but not for
t he users.

Shared files are, by
definition, readable
by all users; in sone
cases, encryption is

used to avoid

el enments not invol ved
in the service to
detect traffic.

I nf or mat i onal

di stributed anong
peers;
one per peer.
Users are uni que;
attacks targeting
singl e users may be
addressed both to the
di stributed i ndex and
to the user’s device
directly.

Attackers may want to
i npersonate different
users in order to
handl e calls directed
to them constitute a
particul ar threat for
the user as,
success, the attacker
acquires full control
on the victins

per sonal
comruni cati ons.

Conmuni cations are
usual Iy nmeant to be
private and need to be
encrypt ed;

eavesdr oppi ng nmay
reveal sensitive data

and is a serious threat

for users.

rarely nore than

in case of
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Realtinme traffic al nost
al ways requires a
constant m ni mum
bitrate and | ow | at ency
in order to avoid
problems like jitter.
Wiile this is not
directly related to a
specific sort of
attacks, it is a
significant constraint
to the design of
certain design

I I
I I
| |
I I
I I
I I
I I
I I
| |
I I
I I
I I
I I
| solutions, and in |
| |
I I
I I
I I
I I
I I
| |
I I
I I
I I
I I
I I

The file-transfer use
case is particularly
tolerant to unstable
bitrates and ability
to burst on and off
as peers di sappear or
new ones becone
avai | abl e.

Bitrate and
| at ency

particul ar those that
sonehow af fect routing.
Real ti me comuni cati on
appl i cations need not

| eave the overlay for
as long as the user
wants to stay connected
and be reachable. This
gi ves the attackers

| onger tine for
conducti ng successful
targeted attacks.

Peer lifetine Fil e-sharing users do
not need to stay in
the overlay nore than
the time required for
downl oadi ng the
content they are

| ooking for.

Table 1: Main differences between P2P applications used for
file-sharing and for realtime comunication

1.1. Purpose of This Docunent

The goal of this docunment is to provide authors of P2P protocols for
realtime comunications with background that they may find usefu
whi | e designing security nechanisns for specific cases. The docunent
has been extensively discussed during face-to-face nmeetings and on
the P2PRG mailing list; it has been reviewed both substantially and
editorially by two nenbers of the research group and reflects the
consensus of the group.

The content of this docunment was partially derived fromthe article
"Peer-to-peer Overlays for Real -Time Comunication: Security |ssues
and Sol utions," published in | EEE Surveys & Tutorials, Vol. 11, No.
1, and originally authored by Dhruv Chopra, Henning Schul zrinne,
Enri co Marocco, and Em | |vov.
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It is inmportant to note that this docunment considers "security" from
the perspective of application devel opers and protocol architects.

It is hence entirely agnostic to potential |egislation issues that
may apply when protecting applications against a specific attack, as,
for exanple, in the case of lawful interception

1.2. Structure of This Docunent
The docunent is organized as follows. |In Section 2, we discuss P2P

security attackers. W try to elaborate on their notivation, the
resources that would generally be available to them their victins,

and the timng of their attacks. 1In Section 3, we discuss adm ssion
control problens. In Section 4, we identify the problem of where a
node joins in the overlay. 1In Section 5 we describe problens
related to identification of malicious nodes and the dissemni nation of
this information. 1n Section 6, we describe the issues of routing

and data integrity in P2P networks. Finally, in Section 7 we discuss
how i ssues and sol utions previously presented apply in P2P overl ays
for realtime comunication.

Table 2 and Table 3 provide an index of the attacks and the sol utions
di scussed in the rest of this docunent.

o m e e e e e e e e e e e e aao o o e e e e e e eie oo n +
| Attack name | Referring sections |
o m e e e e e e e e e e e e e emamao - Tt +
| botnets (use of) | Section 2.1, Section 2.2 |
| denial of service (DoS) | Section 2.1, |
| | Section 7.2.1 |
| man in the niddle (MTM | Section 7.2.2 |
| poisoning | Section 6.1, |
| | Section 7.2.2 |
| pollution | Section 2.1, Section 6.1 |
| sybil | Section 2.2, Section 4 |
| targeted denial of service | Section 7.2.1 |
o m e e e e e e e e e e e e aao o o e e e e e e eie oo n +

Table 2: Index of some of the nore popul ar attacks and probl ens
di scussed in this docunent.

Schul zrinne, et al. I nf or mat i onal [ Page 7]



RFC 5765 Security in P2P Real ti ne Comuni cati ons February 2010

o m e e e e e e e e e e e e e e e ao oo o e e e e e e e e e e oo - +
| Sol ution nane | Referring sections |
o e m e e e e e e e e e e e e e e me e o e e e e e +
| adm ssion control | Section 3 |
| anonymity | Section 5.2 |
| asymmetric key pair | Section 7.2.5 |
| CAPTCHA | Section 3 |
| certificates | Section 7.2.3 |
| CONNECT (SIP nethod) | Section 7.2.4 |
| cryptographic puzzles | Section 4 |
| dianetrically opposite |IDs | Section 4 |
| end-to-end encryption | Section 7.2.4 |
| group authority | Section 3 |
| group charter | Section 3 |
| iterative routing | Section 7.2.2 |
| no profit for newconers | Section 5.2 |
| online phone book | Section 7.2.5 |
| passive upgrades | Section 7.1.1 |
| peer pronotion | Section 7.1 |
| proactive identification | Section 5.1.1 |
| reactive identification | Section 5.1.2 |
| reconmendati on | Section 3 |
| reputation nanagenent systens | Section 5.2 |
| self-policing | Section 5.2 |
| signatures | Section 3 |
| social networks (using) | Section 4, Section 6.2, |
| SRTP | Section 7.2.6 |
| structured reputation nanagenent | Section 5.2.2 |
| Sybil Guard (protocol) | Section 4 |
| transitivity of trust | Section 5.2.2 |
| trust and distrust vectors | Section 5.2.1 |
| trust and trusted nodes | Section 3, Section 6.2, |
| | Section 7.2.3 |
| unstructured reputati on managenent | Section 5.2.1 |
| voluntary noderators | Section 6.1 |
o m e e e e e e e e e e e e aao o o e e e e e e eie oo n +

Table 3: Index of some of the nore popul ar sol utions discussed in
thi s docunent.

2. The Attackers
2.1. Incentive of the Attacker

Attacks on networks happen for a variety of reasons such as nonetary
gain, personal ennity, or even for fanme in the hacker community.
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There are quite a few well-known cases of denial -of-service attacks
for extortion in the client-server nmodel [M:Cue]. One of the salient
poi nts of the P2P nodel is that the services it provides have higher
robust ness against failure. However, denial-of-service attacks are
still possible against individuals within the overlay if the
attackers possess sufficient resources. For instance, a network of
wormi nfected malicious nodes spread across the Internet and
controlled by an attacker (often referred to as botnet) could

si mul t aneously bonbard | ookup queries for a particular key in the
DHT. The peer responsible for this key would then come under a | ot
of load and could crash [Sit]. However, with replication of key-
value pairs at multiple l|ocations, such threats can be mtigated.

Attackers may al so have other incentives indirectly related to noney.
Wth the gromh of illegal usage of sharing files with copyrights,
record conpani es have been known to pollute content in the overlays
by putting up nodes with corrupt chunks of data but with correct file
nanes to degrade the service [Liang] and in hope that users woul d get
frustrated and stop using it. Similarly, conpetition between

di fferent conmuni cation service providers, either or both based on
P2P technol ogies, and the |ow |l evel of traceability of attacks
targeted to single users could be considered as notivation for
attenpting service disruption

Attacks can al so be | aunched by novice attackers who are attacking
the overlay for fun or fame in a community. These are perhaps |ess
likely to be successful or cause damage, since their resources tend
to be relatively limted

2.2. Resources Available to the Attacker

Resource constraints play an inportant role in determ ning the nature
of the attack. An attacker who controls a botnet can use an Internet
rel ay channel and | aunch distributed denial -of-service attacks

agai nst another node. Wth respect to attacks where a single node

i npersonates multiple identities, as in the case of the Sybil attack
[ Douceur] described in Section 4, |IP addresses are also an inportant
resource for the attacker since in DHTs such as Chord [Stoica], the
position in the overlay is determ ned by using a base hash function
such as SHA-1 [ SHA1] on the node’s I P address. The cryptographic
puzzl es [Rowai hy] that are sonetines suggested as a way to deter

Sybi| attacks by nmaking the join process harder are futile against an
attacker with a botnet and virtually unlinmted conputati on power.
Douceur [Douceur] proves that even with the assunption that attackers
only have mninumresources at their disposal, it is not possible to
defend agai nst themin a pure P2P system
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2.3. Victimof the Attack

The victimof an attack could be an individual node, a particul ar
content entry, or the entire overlay service. |If malicious nodes are
strategically placed in the overlay, they can block a node from using
its services. Attacks could al so be | aunched agai nst specific
content [Sit] or even the entire overlay service. For exanple, if
the malicious nodes are randomy placed in the overlay and drop
packets or upl oad malicious content, then the quality of the overlay
woul d deteriorate.

2.4. Tinme of Attack

A malicious node could start m sbehaving as soon as it enters the
overlay or it could follow the rules of the overlay for a finite
anmount of time and then attack. The latter could prove to be nore
harnful if the overlay design suggests accunul ating trust in peers
based on the amobunt of tine they have been present and/or not

m sbehaving. | n Kadem ia [ Maymounkov], for instance, the routing
tabl es are popul ated with nodes that have been up for a certain
anmount of time. Wile this provides sonme robustness fromattacks in
whi ch the malicious nodes start dropping routing requests fromthe
monent they enter, it would take tine for the algorithmto adapt to
nodes that start misbehaving in a |ater stage (i.e., after they have
been recorded in routing tables). Sinilarly for reputation
managenent systens, it is inportant that they adapt to the current
behavi or of a peer.

3. Adm ssion Contro

Admi ssion control depends on who deci des whether or not to adnit a
node and how this perm ssion is granted. Kimet al. [Kin] answer
these questions independently of any particul ar environnent or
application. They define two basic elenents for adnmission in a peer
group, a group charter, which is an el ectronic docunent that
specifies the procedure of admission into the overlay, and a group
authority, which is an entity that can certify group adnmission. A
prospective nenber first gets a copy of the group charter, satisfies
the requirenents, and approaches the group authority. The group
authority then verifies the adni ssion request and grants a group
menbership certificate.

The group charter and authority verification can be provided by a
centralized certificate authority or a trusted third party, or it
could be provided by the peers thenselves (by voting). The former is
nmore practical and tends to nake the certification process sinpler
although it is in violation of the pure P2P nodel and exposes the
systemto attacks typical for server-based solutions (e.g., denial-
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of -service attacks targeted to the central authority). |In the latter
case, the group authority could either be a fixed nunber of peers or
it could be a dynam c nunber based on the total nenbership of the
group. The authors argue that even if the group charter requires a
prospective nenber to get votes from peers, the group nenbership
certificate nmust be issued by a distinct entity. The reason for this
is that voters need to acconpany their votes with a certificate that
proves their own nenbership. Possible signature schemes that could
be used in voting such as plain digital signature, threshold
signature, and accountabl e subgroup nultisignature are al so
described. Saxena et al. [Saxena] performed experinents with the
different signature schenes and suggest the use of plain signatures
for groups of noderate size and where bandwi dth is not a concern

For | arger groups and where bandwi dth is a concern, they suggest
threshol d signature [Kong] and mnultisignature schenes [Chta].

Anot her way of handling adm ssion would be to use nechani sns based on
trust and recomrendati on where each new applicant has to be known and
vouched for by at |east N existing nenbers. The difficulties that
such nodel s represent include identity assertion and preventing bot/
worm attacks. A conprom sed node could have a valid certificate
identifying a trustworthy peer, and it would be difficult to detect
this. Possible solutions include sending graphic or |ogic puzzles
easily addressed by hunmans but hard to solve by conputers, also known
as CAPTCHA [ Ahn]; however, reliability of such mechanisnms is at the
time of witing a topic of lively debate [Tam [Chellapilla].

4. Determining the Position in the Overlay

For ring-based DHT overlays such as Chord [Stoica], Kadenlia

[ Mayrmounkov], and Pastry [Rowstron], when a node joins the overl ay,

it uses a nuneric identifier (ID) to determne its position in the
ring. The positioning of a node determ nes what information it
stores and which nodes it serves. To provide a degree of robustness,
content and services are often replicated across nmultiple nodes.
However, it is possible for an adversary with sufficient resources to
under ni ne the redundancy depl oyed in the overlay by representing
multiple identities. Such an attack is called a Sybil attack

[ Douceur]. This nmakes the assignnment of IDs very inportant. One
possi bl e scheme to tackle such attacks on the ID napping is to have a
tenmporal mechani smin which nodes need to re-join the network after
some time [Condie] [Scheideler]. Such tenporal solutions, however,
have t he drawback that they increase the nmaintenance traffic and
possibly deteriorate the efficiency of caching. Danezis et al

[ Danezi s] suggest nechanisns to mtigate the effect of Sybil attacks
by reduci ng the anount of information received frommalicious nodes.
Their idea is to vary the nodes used for routing with tine. This
hel ps avoi ding trust bottlenecks that may occur when applications
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only route traffic through a limted set of highly trusted nodes.

O her solutions suggest making the joining process harder by

i ntroduci ng cryptographic puzzles as suggested by Rowai hy et al

[ Rowai hy]. The assunption is that the adversary has linmted

conput ational resources, which may not be true if the adversary has
control over a botnet. Another drawback of such methods is that non-
mal i ci ous nodes woul d al so have to performthe extra conputations
before they can join the overl ay.

A possible heuristic to hanper Sybil attacks is to enpl oy redundancy
at nodes with dianetrically opposite IDs (in the DHT I D space)

i nstead of successive IDs as in Chord. The idea behind choosing
dianmetrically opposite nodes is based on the fact that a malicious
peer can grant adm ssion to others as its successor w thout them
actual |y possessing the required |IP address (whose hash is adjacent
to the former’s), and then they can cooperate to control access to
that part of the ring. |If, however, adm ssion decisions and
redundant content (for robustness) also involve nodes that are the
farthest away (dianmetrically opposite) froma given position, then
the adversary woul d require double resources (IP addresses) to
attack. This happens because the adversary woul d need presence in
the overlay at two independent positions in the ring.

Anot her approach proposed by Yu et al. [Yu] to linmt Sybil attacks
is based on the usage of the social relations between users. The
solution exploits the fact that as a result of Sybil attacks,

af fected P2P overlays end up containing a |l arge set of Sybil nodes
connected to the rest of the peers through an irregularly snall
nunber of edges. The Sybil Guard protocol [Yu] defines a nethod that
all ows to discover such kinds of discontinuities in the topol ogy by
using a special kind of a verifiable randomwal k and hence wi t hout
the need of one node having a gl obal vision of the graph.

It is also worth nmentioning that in DHT overlays using different
geonetric concepts (e.g., hypercubes instead of rings), peer
positions are usually not related to identifiers. In the content
addressabl e network (CAN) [Ratnasany], for exanple, the position of
an entering node may be either selected by the node itself or, with
little nodification to the original algorithm assigned by peers
already in the overlay. However, even when malicious nodes do not
know their position before joining, the overlay is still vul nerable
to Sybil attacks.

5. Resilience against Mlicious Peers
Maki ng overl ays robust against even a small percentage of malicious

nodes is difficult [Castro]. It is therefore inportant for other
peers to identify such nodes and keep track of their nunber. There
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are two aspects to this problem One is the identification itself,
and the second is the dissem nation of this information anmongst the
peers. Different metrics need to be defined dependi ng on the peer
group for the forner, and reputation managenent systens are needed
for the latter.

5.1. ldentification of Mlicious Peers

For identifying a node as nualicious, malicious activity has to be
observed first. This could be done in either a proactive way or a
reactive way.

5.1.1. Proactive ldentification

When acting proactively, peers perform periodic operations with the
pur pose of detecting malicious activity. A nmalicious node could
prevent access to content for which it is responsible (e.g., by
claiming the object doesn’t exist), or return references to content
that does not match the original queries [Sit]. Wth this approach,
publi shers of content can | ater performlookups for it at periodic
intervals and verify the integrity of whatever is returned. Any

i nconsi stencies could then be interpreted as malicious activity. The
problemw th proactive identification is the managenent of the
overhead it inplies: if checks are perfornmed too often, they nmay
actual ly hinder scalability, while, if they are perforned too rarely,
they woul d probably be usel ess.

An addi tional approach for mtigating routing attacks and identifying
mal i ci ous peers consists in sending nultiple copies of the sane
message on different paths. Wth such an approach, inplenmented, for
exanpl e, in Kademia [ Maynounkov], the sending peer can identify
anomal i es conparing responses comng in fromdifferent paths.

5.1.2. Reactive ldentification

In a reactive strategy, the peers performnormal operations and if
they happen to detect sone nalicious activity, then they can | abe
the responsi bl e node as nualicious and avoid sendi ng any further
message to it. In a file-sharing application, for exanple, after
downl oadi ng content froma node, if the peer observes that data does
not match its original query it can identify the correspondi ng node
as malicious. Poon et al. [Poon] suggest a strategy based on the
forwarding of queries. |If routing is done in an iterative way, then
droppi ng of packets, forwarding to an incorrect node, and delay in
forwardi ng arouse suspicion and the corresponding peer is identified
as mal i ci ous.
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5.2. Reputation Managenent Systens

Reput ati on managenent systens are used to all ow peers to share

i nformati on about other peers based on their own experience and thus
hel p in naki ng better judgnents. Mst reputation nanagenent systens
proposed in the literature for file-sharing applications [Uzun]
[Damiani] [Lee] [Kamvar] aim at preventing m sbehaving peers with | ow
reputation to rejoin the network with a different 1D and therefore
start froma clean slate. To achieve this, Lee et al. [Lee] store
not only the reputation of a peer but also the reputation of files
based on file nane and content to avoid spreading of a bad file.

Anot her method is to nake the reputation of a new peer the m ni mum
possible. Kamvar et al. [Kamvar] define five design considerations
for reputation managenent systens:

0 The system shoul d be sel f-policing.
0 The system should nmintai n anonymty.
o0 The system should not assign any profit to newconers.

0 The system should have mininal overhead in terns of conputation
infrastructure, storage, and nessage conplexity.

0 The system should be robust to malicious collectives of peers who
know one another and attenpt to collectively subvert the system

5.2.1. Unstructured Reputation Managenent

Unstructured reputation nmanagenent systens have been proposed by Uzun
et al. [Uzun] and Damiani et al. [Dam ani]. The basic idea of
these is that each peer nmaintains information about its own
experience with other peers and resources, and shares it with others
on demand. In the system proposed by Uzun et al. [Uzun], each node
mai ntains trust and distrust vectors for every other node with which
it has interacted. Wen reputation information about a peer is
required, a node first checks its | ocal database, and if insufficient
information is present, it sends a query to its neighbors just as it
woul d when | ooking up content. However, such an approach requires
peers to get reputation information fromas many sources as possi bl e;
ot herwi se, nalicious nodes nmay successfully place targeted attacks
returning fal se values for their victins.

5.2.2. Structured Reputati on Managenent
One of the problens with unstructured reputati on nanagenent systens

is that they either take the feedback fromfew peers or, if they do
so fromall, then they incur large traffic overhead. Systens such as
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those proposed by [Lee] [Kanvar] try to resolve it in a structured
manner. The idea of the eigen trust algorithm][Kanvar], for exanple,
is transitivity of trust. |If a node trusts peer X, then it would

al so trust the feedback it gives about other peers. A node builds
such information in an iterative way; for maintaining it in a
structured way, the authors propose to use a content addressable
network (CAN) DHT [Ratnasany]. The information about each peer is
stored and replicated on different peers to provide robustness

agai nst malicious nodes. They al so suggest favoring peers
probabilistically with high trust values instead of doing it
determnistically, to allow new peers to slowy develop a reputation
Eventual |y, they suggest the use of incentives for peers with high
reputation val ues.

6. Routing and Data Integrity

Preserving integrity of routing and data, or, in other words,
preventing peers fromreturning corrupt responses to queries and
routing through malicious peers, is an inportant security issue in
P2P networks. The data stored on a P2P overl ay depends on the
applications that are using it. For file-sharing, this data would be
the files thenselves, their |ocation, and owner information. For
realtime comunication, this would include user |ocation bindings and
other routing information. W describe such data integrity issues in
Section 7.

6.1. Data Integrity

For file-sharing applications, insertion of wong content (e.g.,
files not matching their nanes or descriptions) and introduction of
corrupt data chunks (often referred to as poisoning and pol | ution)
are a significant problem BitTorrent uses voluntary noderators to
weed out bogus files and the SHA-1 algorithmto determ ne the hash of
each piece of a file to allow verification of integrity. |[If a peer
detects a bad chunk, it can downl oad that chunk from anot her peer
Wth this strategy, different peers download different pieces of a
file before the original peer disappears fromthe network. However,
if a malicious peer nodifies the pieces that are only available on it
and the original peer disappears, then the object distribution wll
fail [Zhang]. An analysis of BitTorrent in terns of integrity and
performance can be found in the work of Pouwel se et al. [Pouwelse].

6.2. Routing Integrity
To enhance the integrity of routing, it is inmportant to reduce the
nunber of queries forwarded to malicious nodes. Marti et al

[Marti] devel oped a systemthat uses social network information to
route queries over trusted nodes. Their algorithmuses trusted nodes
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to forward queries (if one exists and is closer to the required IDin
the 1D space). Oherw se, they use the regular Chord [ Stoica]
routing table to forward queries. VWhile their results indicate good
average performance, it cannot guarantee | og(N) hops for all cases.
Danezis et al. [Danezis] suggest a nethod for routing in the
presence of a large nunber of Sybil nodes. Their nmethod is to ensure
that a peer queries a diverse set of nodes and does not place too
much trust in a node. Both the above works have been described based
on Chord. However, unlike Chord, in DHTs |like Pastry [Rowstron] and
Kadem i a [ Maynobunkov] there is flexibility in selecting nodes for any
rowin a peer’'s routing table. Potentially nmany nodes have a common
ID prefix of a given length and are candidates for routing a given
query. To exploit the social network information and still guarantee
I og(N) hops, a peer should select its friends to route a query, but
only when they are present in the appropriate row sel ected by the DHT
al gorithm

7. Peer-to-Peer in Realtinme Conmunication

The idea of using P2P in realtime comunication essentially inplies
distributing centralized entities from conventional architectures
over P2P overlays and thus reducing the costs of deploynment and
increasing reliability of the different services. Initiatives such
as the P2PSIP working group in |ETF [P2PSIP] are currently
concentrating on achieving this by using a DHT for services such as
registration, location |ookup, and support for NAT traversal, which
are normal Iy handl ed by dedi cated servers.

Even if based on the sane technol ogy, overlays used for realtine
communi cation differ fromthose used for file-sharing in at |least two
aspects:

0 Resource consunption. Contrary to file-sharing systens where the
DHT is used to store huge anounts of data (even if the distributed
dat abase is used only for storing file |locations, each user
usual Iy i ndexes hundreds or thousands of files), realtine
communi cati on overlays only require a subset of the resources
avail abl e at any given tine as users only register a linmted
nunber of locations (rarely nore than one).

0 Confidentiality. |In file-sharing applications, eavesdropping and
identity theft do not constitute real threats; after all, files
are supposed to be nmade publicly available. This is not true in
realtime comunications, where the privacy and confidentiality of
the participants are of paranount inportance. Furthernore, the
notion of identity plays an inportant role in realtine
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conmuni cations since it is the basis for starting a conmunication
session. As such, it is essential to have nechanisns to
unequi vocal |y assert identities in realtinme conmunication systens.

In this section we go over the adm ssion issues and security probl ens
di scussed in previous sections, and di scuss solutions that woul d be
applicable to realtime comruni cation in P2P

7. 1. Peer Pronotion

In order to renmain conpatible with existing user agents, P2P

communi cation architectures woul d have to allow certain nodes to use
their services without actually using overlay-specific semantics.
One way to achieve this would be for overlay-agnostic nodes to
register with an existing peer or a dedicated proxy via a standard
protocol like SIP [RFC3261]. Through the rest of this docunent, we
will refer to nodes that access the service without actually joining
the overlay as "clients".

In nost cases, users would be able to benefit fromthe overlay by
only acting as clients. However, in order to keep the solution
scal abl e, at sonme point clients would have to be pronoted to peers
(admi ssion to the DHT). This requires addressing the follow ng

i ssues.

7.1.1. Active vs. Passive Upgrades

Most exi sting P2P networks [ KAZAA] [BI TTORRENT] [PPLIVE] woul d
generally leave it to the clients to determine if and when they woul d
apply for becom ng peers. A well-known exception to this trend is
the Skype network [ SKYPE], arguably one of the nost popul ar overl ay
networ ks used for realtime communications today. |nstances of the
Skype application are supposed to operate as either super-nodes,
directly contributing to the distributed provision of the service, or
ordi nary-nodes, sinply using the service, and the "pronotions" are
deci ded by the higher levels of the hierarchy [Baset]. Even if there
is not nuch difference for a client whether it has to actively ask
for authorization to join an overlay or passively wait for an
invitation, the latter approach has sone advantages that fit well in
overl ays where only a subset of the peers is required to provide the
service (as in realtinme communication):

0 An attacker cannot estinate in advance when and if it would be
invited to join the overlay as a peer.

o It allows peers to performlong-Ilasting neasurenents on sets of

candidates, in order to accurately select the nost appropriate for
upgrading and only invite it when they are "ready" to do so. The
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opposite approach, that is, when clients initiate the join
thensel ves, adds an extra constraint for the peer that has to act
upon the request since it doesn’'t know if and when the peer would
attenpt to join again.

o It discourages nalicious peers fromattenpting Sybil and, nore
generally, brute force attacks, as only a small ratio of clients
has chances to join the overlay (possibly after an accurate
exam nation).

1.2. Wen to Upgrade

In order to answer this question, one would have to define sone
criteria that would allow determinati on of the |oad on a peer and a
reasonabl e threshold. Wen the | oad exceeds this threshold, a client
is invited to become a peer and share the | oad. Several nechanisns
to di agnose the status of P2P systens have recently been proposed
[P2PSI P-DIAG; in general, reasonable criteria for determining |oad
can be:

o Nunber of clients attached.

0 Bandwi dth usage for DHT nmai ntenance, forwardi ng requests, and
responses to and frompeers and fromthe attached clients.

o Menory usage for DHT routing table, DHT nei ghborhood tabl e,
application-specific data, and information about the attached
clients.

1.3. Wich dients to Upgrade

Sel ecting which clients to upgrade woul d require defining and keeping
track of new netrics. The exact set of netrics and how they

i nfluence deci sions should be the subject of serious analysis and
experinentation. These could be based on the foll owi ng observati ons:

o Uptime. A peer could easily record the amount of time that it has
been mai ntaining a connection with a client and take it into
account when trying to determ ne whether or not to upgrade it.

0 Level of activity. It is reasonable to assune that the nore a
client uses the service (e.g., making phone calls), the |ess they
woul d be willing to degrade it.

0 Keeping track of history. Peers could record history of the
clients they invite and the way they contribute to the overl ay.
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O her nmetrics such as public vs. private | P addresses, conputation
power, and bandwi dth shoul d al so be taken into account even though
they do not necessarily have a direct inpact on security.

Not e however that a set of colluded nalicious peers can manufacture
basically any criteria considered for the upgrade. Furthernore,
sophi sticated peers can overload the systemor run denial - of -service
attacks agai nst existing super-nodes in order to inprove their
chances of being upgraded.

7.1.4. Incentives for Cients

Clients need to have incentives for accepting upgrades in order to
prevent excessive burden on existing peers. One way to handle this
woul d be to maintain separate incentive managenent through the use of
currency or credits. Another option would involve enbeddi ng these
incentives inside the protocol itself:

0 Peers share with clients only a fraction of their bandw dth
(uplink and downlink). This would result in higher |atency when
using the services of the overlay as a client and better service
quality for peers.

0 Peers could restrict the nunber or types of calls that they allow
clients to nmake.

I ntroduci ng such incentives, however, may turn out to be somewhat
risky. Differences in quality would probably be perceptible for end
users who woul d not always be able to understand the difference
between the roles that their user agent is playing in the overl ay.
Such behavior may therefore be interpreted as arbitrary and make the
service | ook unreliable.

7.2. Security
7.2.1. Targeted Denial of Service

In addition to bonmbardment with queries as described in Section 2,
the deni al -of -service attack agai nst an individual node can be
conducted in DHTs if the peers that surround a particular ID are
conprom sed. These peers that act as proxy servers for the victim
can fake the responses fromthe victimby sending fictitious error
messages back to peers trying to establish a session. Danezis et
al .’ s solution [Danezis] can al so provide protection against such
attacks, as in their solution peers vary the nodes used in queries.
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2. Man-in-the-Mddle Attack

The man-in-the-mddle attack is well described by Seedorf [ Seedorf1]
in the particular case of P2PSIP [ P2PSI P] and consists of an attack
that exploits the lack of integrity when routing information. A
mal i ci ous node could return | P addresses of other nalicious nodes
when queried for a particular ID. The requesting peer would then
establish a session with a second malicious node, which would again
return a "poisoned” reply. This could go on until the Time to Live
(TTL) expires and the requester gives up the "wild goose chase"

[ Danezis]. A sinple way for entities to verify the correctness of
the routing |l ookup is to enploy iterative routing and to check the
node-1 D of every routing hop that is returned, and it should get
closer to the desired IDwith every hop. However, this is not a
strong check and can be defeated [ Seedorfl1].

7.2.3. Trust between Peers

7

2

The effect of nmalicious peers could be nmitigated by introducing the
concept of trust within an overlay. This can be done in different
ways:

o0 Using certificates assigned by an external authority. The
drawback with this approach is that it requires a centralized
el enent .

o0 Using certificates reciprocally signed by peers. This mechani sm
is quite simlar to PGP [Z mermann]; every peer signs
certificates of "friend" peers and trusts any other peer with a
certificate signed by one of its friends. However, even though it
m ght be theoretically possible, inreality it is extrenely
difficult to obtain I ong enough trust chains.

4. Routing Call Signaling

One way for inplenenting realtime conmmuni cati on overlays (as we have
mentioned in earlier sections) would be to sinply replace centralized
entities in signaling protocols |like SIP [RFC3261] with distributed
services. In sonme cases, this mght inply reusing existing protoco
mechani sns for routing signaling nessages. 1In the case of SIP, this
woul d inply regarding peers as SIP proxies. However, the design of
SI P supposes that such proxies are trusted, and nakes it possible for
themto fork requests or change their destination, add or renove
header fields, act as the renote party, and generally manipul ate
message content and semanti cs.
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However, in a P2P environment where nessages may be routed through
nuner ous successive peers, some of which m ght be conpromised, it is
inmportant not to treat themas trusted proxies. One way to limt
what peers can do is by protecting signaling with sone kind of end-
to-end encryption.

Anot her option would be to extend existing signaling protocols and
modi fy the way they route messages in order to guarantee secure end-
to-end transm ssion. Qurbani et al. [CGurbani] define a simlar
mechanismfor SIP that allows nodes to establish a secure channel by
sendi ng a CONNECT SI P request, and then tunnel all SIP nessages
through it, adopting a simlar nmechanismto the one used for
upgrading from HTTP to HTTPS [ RFC2818] .

7.2.5. Integrity of Location Bindings

It is inportant to ensure that the location that a user registers,
usually a (URI, IP) pair, is what is returned to the requesting
party. O the entities that issue the | ookup request nust be able to
verify the integrity of this pair. A pure P2P approach to allow
verification of the integrity of |ocation binding information is
presented in [Seedorf2]. The idea is for an entity to choose an
asymmetric key pair and hash its public key to generate its URI. The
entity then signs its present location with its private key and
registers with the quadruple (URI, IP, signature, public key). Any
entity that | ooks up the URI and receives such a quadruple can then
verify its integrity by using the public key and the certificate.

Anot her possible nerit of such an approach could be that it is
possible to identify the nmalicious nodes and rmaintain a black |ist.
However, the resulting URIs are not easy to renenber and associate
with entities. Discovering these URIs and associating themwith
entities would therefore require sone sort of a directory service.
The aut hors suggest using existing authentication infrastructure for
this such as a certified web service using SSL that can publish an
"onl i ne phone book" mapping users to URISs.

7.2.6. Encrypting Content

Usi ng P2P overlays for realtime conmmunication inplies that content is
likely to traverse nunerous internediate peers before reaching its
destination. A typical exanple could be the use of peers as nedia
relays as a way of traversing NATs in Vol P calls.

Contrary to publicly shared files, comunication sessions are in nost
cases expected to be private. It is therefore very inportant to nmake
sure that no nedia | eaves the client application w thout being
encrypted and securely transported through a protocol |ike SRTP

[ RFC3711]. However, the processing required by the encryption
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algorithnms and the extra resources necessary for nanaging the keying
material (e.g., for retrieving public keys when interacting with
unknown peers) may be expensive, especially for nobile devices.

7.2.7. Oher |ssues

Details on cost and paynent regimes could help identify further
threats. Such details could also be inmportant when determning the
i mpact of a potential attack in the context of the specific business
nodel s associated with particular overlays. |n many cases, answers
to the follow ng sinple questions significantly aid the design of
protection nmechani sns:

o Whom do the users pay?
o0 Do the users only pay when accessing the public tel ephone network?
o Is the billing done per call or is it fixed?

For instance, the inplications of an attack such as taking control
over another’s user agent or its identity and using it for outbound
calls woul d depend on whether or not this would be econonically
advant ageous for the attacker. Baumann et al. [Baunmann] suggest
that to prevent unwanted communi cati on costs, gateways for the public
t el ephone network should only be accessible via authenticated servers
and dialing authorizations should be enforced. Also, it seems that
it would be difficult to do billing in a pure P2P manner as it woul d
mean keeping the billing details with untrusted peers.

8. Open Issues

Exi sting systenms used for file-sharing, media streamng, and realtine
communi cations all achieve a reasonable | evel of security relying on

centralized conponents (e.g., login servers in Skype [Baset],
noderators and trackers in BitTorrent [Pouwelse]). Securing pure P2P
networks is therefore still a very active research field; at the tine
of witing the main open issues fall in five areas:

0 Secure assignnment of node | Ds.

o Entity-identity association.

o Distributed trust anong peers.

0 Resistance agai nst malicious peer collusion.

0 Robustness and dammge recovery.
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10.

11.

In general, P2P overlays are designed to work when the vast ngjority
of their peers are interested in the service provided by the system
and act benevolently. Understandi ng how operations in different
overlays are perturbed as the nunber of malicious or conproni sed
peers grows is another interesting area of research. Also, a widely
adopt ed et hodol ogy for the evaluation and classification of security
solutions would be likely to help research in the field of P2P
security progress nore efficiently.

Security Considerations

Thi s docunent, tutorial in nature, discusses sone of the security

i ssues of P2P systens used for realtinme comunications. |1t does not
aimat identifying all possible threats and the correspondi ng
solutions; instead, starting froman analysis of the attackers, it
del ves into sone inportant aspects of P2P security, referencing the
nost rel evant works published at the time of witing and di scussing
how they apply (or could apply) to the case of realtine
conmuni cati ons.
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