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1. Introduction

The Cryptographi c Message Syntax (CMS) is cryptographic algorithm
i ndependent. This specification defines a profile for the use of
Elliptic Curve Cryptography (ECC) public key algorithnms in the CMVS.
The ECC al gorithms are incorporated into the following CM5 content
types:

" SignedData’ to support ECC-based digital signature methods
(ECDSA) to sign content;

- "Envel opedbData’ to support ECC-based public key agreenent nethods
(ECDH and ECMQV) to generate pairw se key-encryption keys to
encrypt content-encryption keys used for content encryption;

- 'AuthenticatedData’ to support ECC-based public key agreenent
met hods (ECMQV) to generate pairw se key-encryption keys to
encrypt nessage-aut hentication keys used for content
aut hentication and integrity; and

- " AuthEnvel opedData’ to support ECC-based public key agreenent
met hods (ECMQV) to generate pairw se key-encryption keys to
encrypt message-aut hentication and content-encryption keys used
for content authentication, integrity, and encryption.

Certification of EC public keys is also described to provide public
key distribution in support of the specified techniques.

The docurent will obsolete [CMB-ECC]. The technical changes
performed since RFC 3278 are detailed in Appendix B.

1.1. Requirenents Term nol ogy
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ MUST].

2. SignedData Using ECC

This section describes how to use ECC algorithns with the CVB
Si gnedData format to sign data.
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2.1. SignedData Using ECDSA

This section describes howto use the Elliptic Curve Digital
Signature Algorithm (ECDSA) with SignedData. ECDSA is specified in

[ FIPS186-3]. The nethod is the elliptic curve analog of the Digital
Signature Al gorithm (DSA) [FIPS186-3]. ECDSA is used with the Secure
Hash Al gorithm (SHA) [FI PS180-3].

In an inplementation that uses ECDSA with CMS SignedData, the
foll owi ng techni ques and formats MJST be used.

2.1.1. Fields of the SignedData

When using ECDSA with SignedData, the fields of Signerinfo are as in
[CMB], but with the follow ng restrictions:

- digestAlgorithm MIUST contain the algorithmidentifier of the hash
al gorithm (see Section 7.1.1), which MJST be one of the follow ng:
i d-shal, id-sha224, id-sha256, id-sha384, or id-sha512.

- signatureAlgorithmcontains the signature algorithmidentifier
(see Section 7.1.3): ecdsa-with-SHAL, ecdsa-w th-SHA224, ecdsa-
wi t h- SHA256, ecdsa-w t h- SHA384, or ecdsa-wi th-SHA512. The hash
algorithmidentified in the nane of the signature algorithm MJST
be the sane as the digestAlgorithm(e.g., digestAlgorithmis id-
sha256 therefore signatureAl gorithmis ecdsa-w th- SHA256).

- signature MJST contain the DER encoding (as an octet string) of a
val ue of the ASN. 1 type ECDSA-Si g- Val ue (see Section 7.2).

When using ECDSA, the SignedData certificates field MAY include the
certificate(s) for the EC public key(s) used in the generation of the
ECDSA signatures in SignedData. ECC certificates are discussed in
Section 5.

2.1.2. Actions of the Sendi ng Agent

When using ECDSA with SignedData, the sending agent uses the nessage
di gest cal cul ati on process and signature generation process for
SignedData that are specified in [CM5]. To sign data, the sending
agent uses the signature nethod specified in [ FI PS186-3].

The sendi ng agent encodes the resulting signature using the ECDSA-

Si g- Val ue syntax (see Section 7.2) and places it in the Signerinfo
signature field.
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2.1.3. Actions of the Receiving Agent

When using ECDSA with SignedData, the receiving agent uses the
message di gest cal cul ati on process and signature verification process
for SignedData that are specified in [CM5]. To verify SignedData,
the receiving agent uses the signature verification method specified
in [FIPS186-3].

In order to verify the signature, the receiving agent retrieves the
integers r and s fromthe Signerinfo signature field of the received
nmessage.

3. Envel opedData Usi ng ECC Al gorithns

This section describes how to use ECC algorithns with the CVB
Envel opedDat a f or nat.

Thi s docunent does not specify the static-static ECDH, nethod C(0, 2,
ECC CDH) from [ SP800-56A]. Static-static ECDH i s anal ogous to
static-static DH, which is specified in [CM5-ALG. Epheneral-static
ECDH and 1- Pass ECMQV were specified because they provide better
security due to the originator’s epheneral contribution to the key
agreenent schene.

3.1. Envel opedData Using (epheneral -static) ECDH

Thi s section describes how to use the epheneral -static Elliptic Curve
Diffie-Hell man (ECDH) key agreenent al gorithmwi th Envel opedDat a.
This algorithmhas two variations:

" Standard’ ECDH, described as the "Elliptic Curve Diffie-Hellman
Schene’ with the "Elliptic Curve Diffie-Hellman Primtive' in
[ SEC1], and

- "Co-factor’ ECDH, described as the 'One-Pass Diffie-Hell man scheng’
(method C(1, 1, ECC CDH)) in [ SP800-56A].

Both variations of epheneral-static ECDH are elliptic curve anal ogs
of the epheneral -static Diffie-Hellman key agreenent al gorithm
specified jointly in the docunments [CVB-ALG and [ CVs- DH] .

If an inplementation uses ECDH with CMS Envel opedData, then the
foll owi ng techni ques and formats MJST be used.

The fields of Envel opedData are as in [CM5]; as ECDH is a key
agreenent algorithm the Recipientlnfo kari choice is used.
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3.1.1. Fields of KeyAgreeRecipientlinfo

VWhen using epheneral -static ECDH with Envel opedData, the fields of
KeyAgr eeReci pientInfo are as foll ows:

- version MJST be 3.

- originator MIST be the alternative originatorKey. The
originatorKey algorithmfield MIST contain the id-ecPublicKey
object identifier (see Section 7.1.2). The paraneters associ ated
with id-ecPublicKey MJST be absent, ECParaneters, or NULL. The
paraneters associated with id-ecPublicKey SHOULD be absent or
ECParanmeters, and NULL is allowed to support |egacy
i mpl ement ations. The previous version of this docunent required
NULL to be present. |If the parameters are ECParaneters, then they
MUST be nanedCurve. The origi natorKey publicKey field MJST
contain the DER encoding of the value of the ASN. 1 type ECPoi nt
(see Section 7.2), which represents the sending agent’s epheneral
EC public key. The ECPoint in unconpressed form MJST be
support ed.

- ukm MAY be present or absent. However, nessage origi nators SHOULD
include the ukm As specified in RFC 3852 [CM5], inplenentations
MUST support ukm nessage recipient processing, so interoperability
is not a concern if the ukmis present or absent. The ukmis
placed in the entityU nfo field of the ECC CM5- Sharedl nfo
structure. Wen present, the ukmis used to ensure that a
di fferent key-encryption key is generated, even when the epheneral
private key is inproperly used nore than once, by using the ECC
CVB- Sharedl nfo as an input to the key derivation function (see
Section 7.2).

- keyEncryptionAl gorithm MJST contain the object identifier of the
key-encryption algorithm which in this case is a key agreenent
al gorithm (see Section 7.1.4). The paraneters field contains
KeyW apAl gorithm The KeyWapAl gorithmis the al gorithm
identifier that indicates the symmetric encryption algorithm used
to encrypt the content-encryption key (CEK) with the key-
encryption key (KEK) and any associ ated paranmeters (see Section
7.1.5). Agorithmrequirenments are found in Section 8.

- recipientEncryptedKeys contains an identifier and an encrypted key
for each recipient. The Recipi ent Encrypt edKey
KeyAgr eeReci pientldentifier MJST contain either the
i ssuer AndSeri al Nunber identifying the recipient’s certificate or
the Recipi entKeyldentifier containing the subject key identifier
fromthe recipient’s certificate. 1In both cases, the recipient’s
certificate contains the recipient’s static ECDH public key.
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Reci pi ent Encrypt edKey Encrypt edKey MJST contain the content-
encryption key encrypted with the epheneral -static, ECDH generated
pai rwi se key-encryption key using the al gorithm specified by the
KeyW apAl gorit hm

3.1.2. Actions of the Sending Agent

When usi ng epheneral -static ECDH with Envel opedData, the sending
agent first obtains the recipient’s EC public key and domain
paraneters (e.g., fromthe recipient’s certificate). The sending
agent then perforns one of the two ECDH vari ati ons nmenti oned above:

- If the value of keyEncryptionAl gorithmindicates the use of
"standard’ Diffie-Hellmn, then the sending agent perforns the
"Elliptic Curve Diffie-Hellman Scheme’ with the "Elliptic Curve
Diffie-Hellman Primtive in [SEC1].

- If the value of keyEncryptionAl gorithmindicates the use of ’co-
factor’ Diffie-Hellman, then the sending agent perforns the ' One-
Pass Diffie-Hell man scheme’ (nmethod C(1, 1, ECC CDH)) in
[ SP800- 56A] .

In both of these cases, the sending agent uses the KDF defined in
Section 3.6.1 of [SEC1] with the hash algorithmidentified by the
val ue of keyEncryptionAl gorithm As a result, the sending agent
obt ai ns:

- an epheneral public key, which is represented as a val ue of the
type ECPoint (see Section 7.2), encapsulated in a bit string and
pl aced in the KeyAgreeRecipientInfo originator originatorKey
publicKey field, and

- a shared secret bit string "K', which is used as the pairw se key-
encryption key for that recipient, as specified in [CMVg].

In a single nmessage, if there are nultiple layers for a recipient,
then the epheneral public key can be reused by the originator for
that recipient in each of the different |ayers.

3.1.3. Actions of the Receiving Agent

When using epheneral -static ECDH wi th Envel opedData, the receiving
agent determines the bit string "Sharedl nfo", which is the DER
encodi ng of ECC- CM5- Sharedlnfo (see Section 7.2), and the integer
"keydat al en” fromthe key size, in bits, of the KeyWapAl gorithm

The receiving agent retrieves the epheneral EC public key fromthe
bit string KeyAgreeRecipientinfo originator, with a value of the type
ECPoi nt (see Section 7.2) encapsulated as a bit string, and if
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present, originally supplied additional user key nmaterial fromthe
ukmfield. The receiving agent then perforns one of the two ECDH
vari ations nentioned above:

- If the value of keyEncryptionAl gorithmindicates the use of
"standard’ Diffie-Hellman, then the receiving agent perforns the
"Elliptic Curve Diffie-Hellnman Schene’ with the "Elliptic Curve
Diffie-Hellman Primtive in [SEC1].

- If the value of keyEncryptionAl gorithmindicates the use of ’'co-
factor’ Diffie-Hellnman, then the receiving agent perforns the ' One-
Pass Diffie-Hellman schene’ (method C(1, 1, ECC CDH)) in
[ SP800- 56A] .

In both of these cases, the receiving agent uses the KDF defined in
Section 3.6.1 of [SECL] with the hash algorithmidentified by the

val ue of keyEncryptionAlgorithm As a result, the receiving agent
obtains a shared secret bit string "K', which is used as the pairw se
key-encryption key to unwap the CEK

3.2. Envel opedData Using 1-Pass ECMQ}N

This section describes howto use the 1-Pass Elliptic Curve Menezes-
Qu- Vanst one (ECMQV) key agreenent algorithmw th Envel opedDat a,

met hod C(1, 2, ECC MQV) from [ SP800-56A]. Like the KEA algorithm

[ CM5- KEA], 1-Pass ECMQV uses three key pairs: an ephemeral key pair,
a static key pair of the sending agent, and a static key pair of the
receiving agent. Using an algorithmwi th the sender static key pair
all ows for know edge of the nessage creator; this neans that

aut hentication can, in sone circunstances, be obtained for

Aut hEnvel opedDat a and Aut henticatedbData. This nmeans that 1-Pass
ECMQV can be a comon al gorithm for Envel opedData, AuthenticatedDat a,
and Aut hEnvel opedData, while ECDH can only be used in Envel opedDat a.

If an inplenmentation uses 1-Pass ECMQV with CMS Envel opedData, then
the follow ng techniques and formats MJUST be used.

The fields of Envel opedData are as in [CM5]; as 1-Pass ECMQV is a key
agreenent algorithm the Recipientlnfo kari choice is used. When

usi ng 1-Pass ECMY, the Envel opedData originatorinfo field MAY
include the certificate(s) for the EC public key(s) used in the
formati on of the pairwi se key. ECC certificates are discussed in
Section 5.
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3. 2.

Fi el ds of KeyAgreeReci pientlnfo

VWhen using 1-Pass ECMQV wi th Envel opedData, the fields of
KeyAgr eeReci pientInfo are as foll ows:

versi on MJUST be 3.

originator identifies the static EC public key of the sender. It
SHOULD be one of the alternatives, issuerAndSerial Nunber or

subj ect Keyl dentifier, and point to one of the sending agent’s
certificates.

ukm MUST be present. The ukmfield is an octet string that MJST
contain the DER encodi ng of the type MMuserKeyi ngWaterial (see
Section 7.2). The MMuserKeyi nghat eri al epheneral Publ i cKey
algorithmfield MJST contain the id-ecPublicKey object identifier
(see Section 7.1.2). The paraneters associated with id-
ecPubl i cKey MJUST be absent, ECParaneters, or NULL. The paraneters
associated with id-ecPublicKey SHOULD be absent or ECParaneters,
as NULL is allowed to support |egacy inplenmentations. The

previ ous version of this docunment required NULL to be present. |If
the paraneters are ECParaneters, then they MJST be nanedCurve

The MMuser Keyi nghvat eri al epheneral Publ i cKey publicKey field MJST
contain the DER encoding of the ASN. 1 type ECPoint (see Section
7.2) representing the sending agent’s epheneral EC public key.

The MNuser Keyi nghat eri al addedukm field, if present, contains
addi tional user keying material fromthe sending agent.

keyEncrypti onAl gorithm MJUST contain the object identifier of the
key-encryption algorithm which in this case is a key agreenent

al gorithm (see Section 7.1.4). The paraneters field contains
KeyW apAl gorithm The KeyWapAl gorithmindicates the symetric
encryption algorithmused to encrypt the CEK with the KEK
generated using the 1-Pass ECMQV al gorithm and any associ at ed
paraneters (see Section 7.1.5). Al gorithmrequirenents are found
in Section 8.

reci pi ent Encrypt edkeys contains an identifier and an encrypted key
for each recipient. The Recipi ent Encrypt edKey

KeyAgr eeReci pientldentifier MJST contain either the

i ssuer AndSeri al Nunber identifying the recipient’s certificate or
the Recipi entKeyldentifier containing the subject key identifier
fromthe recipient’s certificate. |In both cases, the recipient’s
certificate contains the recipient’s static ECM} public key.

Reci pi ent Encr ypt edKey Encrypt edKey MJST contain the content-
encryption key encrypted with the 1-Pass ECMN-generated pairw se
key-encryption key using the algorithm specified by the
KeyW apAl gorithm
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3.2.2. Actions of the Sending Agent

When using 1-Pass ECMQV with Envel opedData, the sending agent first
obtains the recipient’s EC public key and dommi n paraneters (e.g.,
fromthe recipient’s certificate), and checks that the donain
paraneters are the sanme as the sender’s donmmi n paraneters. The
sendi ng agent then determ nes an integer "keydatal en", which is the
KeyW apAl gorithm symretric key size in bits, and also a bit string

" Shar edl nfo", which is the DER encodi ng of ECC- CM5- Sharedl nfo (see
Section 7.2). The sending agent then perforns the key depl oynment and
key agreenent operations of the Elliptic Curve MQV Schene specified
in [ SP800-56A], but uses the KDF defined in Section 3.6.1 of [SECL].
As a result, the sending agent obtains:

- an epheneral public key, which is represented as a val ue of type
ECPoi nt (see Section 7.2), encapsulated in a bit string, placed in
an MQVuser Keyi nghat eri al epheneral Publ i cKey publicKey field (see
Section 7.2), and

- a shared secret bit string "K', which is used as the pairw se key-
encryption key for that recipient, as specified in [CM5].

In a single nmessage, if there are nultiple layers for a recipient,
then the epheneral public key can be reused by the originator for
that recipient in each of the different |ayers.

3.2.3. Actions of the Receiving Agent

When using 1-Pass ECMQV wi th Envel opedData, the receiving agent
determines the bit string "Sharedlnfo", which is the DER encoding of
ECC- CM5- Sharedl nfo (see Section 7.2), and the integer "keydatal en"
fromthe key size, in bits, of the KeyWapAl gorithm The receiving
agent then retrieves the static and epheneral EC public keys of the
originator, fromthe originator and ukmfields as described in
Section 3.2.1, and its static EC public key identified in the rid
field and checks that the originator’s donmain paraneters are the sane
as the recipient’s donmai n paraneters. The receiving agent then
performs the key agreement operation of the Elliptic Curve M Schene
[ SPB00-56A], but uses the KDF defined in Section 3.6.1 of [SECl]. As
a result, the receiving agent obtains a shared secret bit string "K',
which is used as the pairw se key-encryption key to unwap the CEK
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4.

4.

Aut henti cat edDat a and Aut hEnvel opedDat a Usi ng ECC

Thi s section describes how to use ECC algorithnms with the CVB

Aut henticatedData format. AuthenticatedData | acks non-repudi ati on,
and so in sone instances is preferable to SignedData. (For exanpl e,
t he sendi ng agent mnight not want the nessage to be authenticated when
forwarded.)

This section al so describes how to use ECC algorithns with the CVB
Aut hEnvel opedDat a format [ CMS- AUTHENV]. Aut hEnvel opedData supports
aut hentication and encryption, and in sone instances is preferable to
signing and then encrypting data.

For both AuthenticatedData and Aut hEnvel opedData, data origin

aut hentication with 1-Pass ECMQ/ can only be provi ded when there is
one and only one recipient. Wen there are multiple recipients, an
attack is possible where one recipient nodifies the content without
other recipients noticing [BONJ. A sending agent who is concerned

with such an attack SHOULD use a separate AuthenticatedData or

Aut hEnvel opedDat a for each reci pient.

Using an algorithmw th the sender static key pair allows for

know edge of the nessage creator; this nmeans that authentication can,
in some circunstances, be obtained for Aut hEnvel opedData and

Aut henticatedbData. This neans that 1-Pass ECMQV can be a commpn

al gorithm for Envel opedData, AuthenticatedData, and Aut hEnvel opedDat a
whil e ECDH can only be used in Envel opedDat a.

1. AuthenticatedbData Using 1-Pass ECMQV

This section describes how to use the 1-Pass ECMQV key agreenent
algorithmw th AuthenticatedData. ECMQV is nmethod C(1, 2, ECC M)
from [ SP800- 56A] .

When using ECMQV with AuthenticatedData, the fields of
Aut henticatedData are as in [CM5], but with the follow ng
restrictions:

- macAl gorithm MJUST contain the algorithmidentifier of the nmessage
aut henti cation code (MAC) algorithm (see Section 7.1.7), which MJST
be one of the follow ng: hmac- SHAL, id-hmacW THSHA224, i d-
hmacW THSHA256, i d- hmacW THSHA384, or id- hmacW THSHA512.

- digestAlgorithm MIST contain the algorithmidentifier of the hash
al gorithm (see Section 7.1.1), which MJST be one of the follow ng:
i d-shal, id-sha224, id-sha256, id-sha384, or id-sha512.
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As 1-Pass ECMQV is a key agreement algorithm the Recipientlnfo kari
choice is used in the AuthenticatedData. When using 1-Pass ECMY,
the Aut henticatedData originatorinfo field MAY include the
certificate(s) for the EC public key(s) used in the formation of the
pai rwi se key. ECC certificates are discussed in Section 5.

4.1.1. Fields of the KeyAgreeReci pientlnfo

The Aut henti cat edDat a KeyAgreeRecipientinfo fields are used in the
sanme manner as the fields for the correspondi ng Envel opedDat a
KeyAgr eeReci pientlnfo fields of Section 3.2.1 of this docunent.

4.1.2. Actions of the Sending Agent

The sendi ng agent uses the sanme actions as for Envel opedData with
1- Pass ECMQV, as specified in Section 3.2.2 of this docunent.

In a single nmessage, if there are nultiple layers for a recipient,
then the epheneral public key can be reused by the originator for
that recipient in each of the different |ayers.

4.1.3. Actions of the Receiving Agent

The receiving agent uses the same actions as for Envel opedData with
1- Pass ECMQ, as specified in Section 3.2.3 of this docunent.

4.2. Aut hEnvel opedData Usi ng 1- Pass ECMQV

Thi s section describes how to use the 1-Pass ECMQV key agreenent
al gorithmw th Aut hEnvel opedData. ECMV is nmethod C(1, 2, ECC M)
from [ SP800- 56A]

VWhen using ECMQV wit h Aut hEnvel opedData, the fields of
Aut hEnvel opedData are as in [ CM5- AUTHENV] .

As 1-Pass ECMQV is a key agreenment algorithm the Recipientlnfo kari
choice is used. When using 1-Pass ECMQV, the AuthEnvel opedDat a
originatorinfo field MAY include the certificate(s) for the EC public
key used in the formation of the pairw se key. ECC certificates are
di scussed in Section 5.

4.2.1. Fields of the KeyAgreeRecipientlnfo
The Aut hEnvel opedDat a KeyAgreeReci pientinfo fields are used in the

same manner as the fields for the correspondi ng Envel opedDat a
KeyAgr eeReci pientInfo fields of Section 3.2.1 of this docunent.
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4.2.2. Actions of the Sending Agent

The sendi ng agent uses the sane actions as for Envel opedData with
1- Pass ECMQV, as specified in Section 3.2.2 of this docunent.

In a single nmessage, if there are nultiple layers for a recipient,
then the epheneral public key can be reused by the originator for
that recipient in each of the different |ayers.

4.2.3. Actions of the Receiving Agent

The receiving agent uses the same actions as for Envel opedData with
1- Pass ECMQ, as specified in Section 3.2.3 of this docunent.

5. Certificates Using ECC
Internet X. 509 certificates [PKI] can be used in conjunction with
this specification to distribute agents’ public keys. The use of ECC
al gorithms and keys within X 509 certificates is specified in
[ PKI - ALG .
6. SM MECapabilities Attribute and ECC
A sendi ng agent MAY announce to receiving agents that it supports one
or more of the ECC algorithnms specified in this docunent by using the
SM MECapabi lities signed attribute [MSG in either a signed nmessage
or a certificate [ CERTCAP].
The SM MECapabilities attribute value indicates support for one of
the ECDSA signature algorithnms in a SEQUENCE with the capabilitylD
field containing the object identifier ecdsa-w th-SHAL with NULL
paraneters and ecdsa-w t h- SHA* (where * is 224, 256, 384, or 512)
wi th absent paraneters. The DER encodi ngs are:
ecdsa- wi t h- SHAL: 30 Ob 06 07 2a 86 48 ce 3d 04 01 05 00
ecdsa-wi t h- SHA224: 30 Oa 06 08 2a 86 48 ce 3d 04 03 01
ecdsa-wi t h- SHA256: 30 Oa 06 08 2a 86 48 ce 3d 04 03 02
ecdsa-wi t h- SHA384: 30 Oa 06 08 2a 86 48 ce 3d 04 03 03
ecdsa-wi th- SHA512: 30 Oa 06 08 2a 86 48 ce 3d 04 03 04
NOTE: The SM MECapabilities attribute indicates that paraneters for

ECDSA with SHA-1 are NULL; however, the paraneters are absent when
used to generate a digital signature.
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The SM MECapabilities attribute val ue indicates support for
a) the standard ECDH key agreement al gorithm
b) the cofactor ECDH key agreenment al gorithm or
c) the 1-Pass ECMY/ key agreenent al gorithm and

is a SEQENCE with the capabilityl D field containing the object
identifier

a) dhSingl ePass- st dDH sha* kdf - schene,

b) dhSi ngl ePass- cof act or DH sha* kdf - schene, or

¢) ngvSi ngl ePass-sha*kdf - schene
respectively (where * is 1, 224, 256, 384, or 512) with the
paraneters present. The parameters indicate the supported key-
encryption algorithmwith the KeyWapAl gorithmalgorithmidentifier.
The DER encodings that indicate capabilities are as follows (KA is
key agreenent, KDF is key derivation function, and Wap is key wap
al gorithm:

KA=ECDH st andard KDF=SHA-1 W ap=Tri pl e- DES

30 1c 06 09 2b 81 05 10 86 48 3f 00 02 30 Of 06 Ob 2a 86 48 86
f7 0d 01 09 10 03 06 05 00

KA=ECDH st andar d KDF=SHA- 224 W ap=Tri pl e- DES

30 17 06 06 2b 81 04 01 0B 00 30 0d 06 Ob 2a 86 48 86 f7 0d 01
09 10 03 06

KA=ECDH st andar d KDF=SHA- 256 W ap=Tri pl e- DES

30 17 06 06 2b 81 04 01 0B 01 30 0d 06 Ob 2a 86 48 86 f7 0d 01
09 10 03 06

KA=ECDH st andar d KDF=SHA- 384 W ap=Tri pl e- DES

30 17 06 06 2b 81 04 01 0B 02 30 0d 06 Ob 2a 86 48 86 f7 0d 01
09 10 03 06

KA=ECDH st andard KDF=SHA-512 W ap=Tri pl e- DES

30 17 06 06 2b 81 04 01 0B 03 30 0Od 06 Ob 2a 86 48 86 f7 0d 01
09 10 03 06
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KA=ECDH

30 18
65 03

KA=ECDH

30 15
01 05

KA=ECDH

30 15
01 05

KA=ECDH

30 15
01 05

KA=ECDH

30 15
01 05

KA=ECDH

30 18
65 03

KA=ECDH

30 15
01 19

KA=ECDH

30 15
01 19

KA=ECDH

30 15
01 19

Turner & Brown

standard KDF=SHA-1 W ap=AES- 128

06 09 2b
04 01 05

st andar d

06 06 2b

st andar d

06 06 2b

st andar d

06 06 2b

st andar d

06 06 2b

st andar d

06 09 2b
04 01 19

st andar d

06 06 2b

st andard

06 06 2b

st andar d

06 06 2b

81 05 10 86

KDF=SHA- 224

81 04 01 0B

KDF=SHA- 256

81 04 01 OB

KDF=SHA- 384

81 04 01 OB

KDF=SHA- 512

81 04 01 OB

48 3f 00 02 30

W ap=AES- 128

00 30 Ob 06 09

W ap=AES- 128

01 30 Ob 06 09

W ap=AES- 128

02 30 Ob 06 09

W ap=AES- 128

03 30 Ob 06 09

KDF=SHA- 1 W ap=AES- 192

81 05 10 86

KDF=SHA- 224

81 04 01 OB

KDF=SHA- 256

81 04 01 OB

KDF=SHA- 384

81 04 01 OB

48 3f 00 02 30

W ap=AES- 192

00 30 Ob 06 09

W ap=AES- 192

01 30 Ob 06 09

W ap=AES- 192

02 30 Ob 06 09
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KA=ECDH st andard KDF=SHA-512 W ap=AES- 192

30 15 06 06 2b 81 04 01 0B 03 30 Ob 06 09 60 86 48 01 65 03 04
01 19

KA=ECDH st andard KDF=SHA-1 W ap=AES- 256

30 18 06 09 2b 81 05 10 86 48 3f 00 02 30 Ob 06 09 60 86 48 01
65 03 04 01 2D

KA=ECDH st andar d KDF=SHA- 224 W ap=AES- 256

30 15 06 06 2b 81 04 01 OB 00 30 Ob 06 09 60 86 48 01 65 03 04
01 2D

KA=ECDH st andar d KDF=SHA- 256 W ap=AES- 256

30 15 06 06 2b 81 04 01 OB 01 30 Ob 06 09 60 86 48 01 65 03 04
01 2D

KA=ECDH st andard KDF=SHA- 384 W ap=AES- 256

30 15 06 06 2b 81 04 01 0B 02 30 Ob 06 09 60 86 48 01 65 03 04
01 2D 05 00

KA=ECDH st andard KDF=SHA-512 W ap=AES- 256

30 15 06 06 2b 81 04 01 OB 03 30 Ob 06 09 60 86 48 01 65 03 04
01 2D

KA=ECDH cof act or KDF=SHA-1 W ap=Tri pl e- DES

30 1c 06 09 2b 81 05 10 86 48 3f 00 03 30 Of 06 Ob 2a 86 48 86
f7 0d 01 09 10 03 06 05 00

KA=ECDH cof act or KDF=SHA- 224 W ap=Tri pl e- DES

30 17 06 06 2b 81 04 01 OE 00 30 0Od 06 Ob 2a 86 48 86 f7 0d 01
09 10 03 06

KA=ECDH cof act or KDF=SHA- 256 W ap=Tri pl e- DES

30 17 06 06 2b 81 04 01 OE 01 30 0d 06 Ob 2a 86 48 86 f7 0d O1
09 10 03 06
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KA=ECDH

30 17
09 10

KA=ECDH

30 17
09 10

KA=ECDH

30 18
65 03

KA=ECDH

30 15
01 05

KA=ECDH

30 15
01 05

KA=ECDH

30 15
01 05

KA=ECDH

30 17
01 05

KA=ECDH

30 18
65 03

KA=ECDH

30 15
01 19

Turner & Brown

cof act or

06 06 2b
03 06

cof act or

06 06 2b
03 06

cof act or

06 09 2b
04 01 05

cof act or

06 06 2b

cof act or

06 06 2b

cof act or

06 06 2b

cof act or

06 06 2b

cof act or

06 09 2b
04 01 19

cof act or

06 06 2b
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KDF=SHA- 384 W ap=Tri pl e- DES

81 04 01 OE 02 30 0d 06 Ob 2a

KDF=SHA- 512 W ap=Tri pl e- DES

81 04 01 OE 03 30 0d 06 Ob 2a

KDF=SHA- 1 W ap=AES- 128

81 05 10 86

KDF=SHA- 224

81 04 01 OE

KDF=SHA- 256

81 04 01 OE

KDF=SHA- 384

81 04 01 OE

KDF=SHA- 512

81 04 01 OE

48 3f 00 03 30

W ap=AES- 128

00 30 Ob 06 09

W ap=AES- 128

01 30 Ob 06 09

W ap=AES- 128

02 30 Ob 06 09

W ap=AES- 128

03 30 Ob 06 09

KDF=SHA- 1 W ap=AES- 192

81 05 10 86

KDF=SHA- 224

81 04 01 OE

48 3f 00 03 30

W ap=AES- 192

00 30 Ob 06 09
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KA=ECDH cof act or KDF=SHA- 256 W ap=AES- 192

30 15 06 06 2b 81 04 01 OE 01 30 Ob 06 09 60 86 48 01 65 03 04
01 19

KA=ECDH cof act or KDF=SHA- 384 W ap=AES- 192

30 15 06 06 2b 81 04 01 OE 02 30 Ob 06 09 60 86 48 01 65 03 04
01 19

KA=ECDH cof act or KDF=SHA-512 W ap=AES- 192

30 15 06 06 2b 81 04 01 OE 03 30 Ob 06 09 60 86 48 01 65 03 04
01 19

KA=ECDH cof act or KDF=SHA-1 W ap=AES- 256

30 15 06 09 2b 81 05 10 86 48 3f 00 03 30 Ob 06 09 60 86 48 01
65 03 04 01 2D

KA=ECDH cof act or KDF=SHA- 224 W ap=AES- 256

30 15 06 06 2b 81 04 01 OE 00 30 Ob 06 09 60 86 48 01 65 03 04
01 2D

KA=ECDH cof act or KDF=SHA- 256 W ap=AES- 256

30 15 06 06 2b 81 04 01 OE 01 30 Ob 06 09 60 86 48 01 65 03 04
01 2D

KA=ECDH cof act or KDF=SHA- 384 W ap=AES- 256

30 15 06 06 2b 81 04 01 OE 02 30 Ob 06 09 60 86 48 01 65 03 04
01 2D

KA=ECDH cof act or KDF=SHA- 512 W ap=AES- 256

30 15 06 06 2b 81 04 01 OE 03 30 Ob 06 09 60 86 48 01 65 03 04
01 2D

KA=ECMV 1- Pass KDF=SHA-1 W ap=Tri pl e- DES

30 1c 06 09 2b 81 05 10 86 48 3f 00 10 30 Of 06 Ob 2a 86 48 86
f7 0d 01 09 10 03 06 05 00
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KA=ECM 1- Pass KDF=SHA- 224 W ap=Tri pl e- DES

30 17 06 06 2b 81 04 01 OF 00 30 Od 06
09 10 03 06

Ob

KA=ECM 1- Pass KDF=SHA- 256 W ap=Tri pl e- DES

30 17 06 06 2b 81 04 01 OF 01 30 Od 06
09 10 03 06

Ob

KA=ECMV 1- Pass KDF=SHA- 384 W ap=Tri pl e- DES

30 17 06 06 2b 81 04 01 OF 02 30 0d 06
09 10 03 06

0b

KA=ECMV 1- Pass KDF=SHA-512 W ap=Tri pl e- DES

30 17 06 06 2b 81 04 01 OF 03 30 0d 06
09 10 03 06

KA=ECM 1- Pass KDF=SHA-1 W ap=AES-128

30 18 06 09 2b 81 05 10 86 48 3f 00 10
65 03 04 01 05

KA=ECM 1- Pass KDF=SHA-224 W ap=AES-128

30 15 06 06 2b 81 04 01 OF 00 30 Ob 06
01 05

KA=ECMV 1- Pass KDF=SHA-256 W ap=AES-128

30 15 06 06 2b 81 04 01 OF 01 30 Ob 06
01 05

KA=ECMV 1- Pass KDF=SHA- 384 W ap=AES- 128

30 15 06 06 2b 81 04 01 OF 02 30 Ob 06
01 05

KA=ECMV 1- Pass KDF=SHA-512 W ap=AES-128

30 15 06 06 2b 81 04 01 OF 03 30 Ob 06
01 05
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KA=ECMV 1- Pass KDF=SHA-1 W ap=AES-192

30 18 06 09 2b 81 05 10 86 48 3f 00 10
65 03 04 01 19

KA=ECMV 1- Pass KDF=SHA- 224 W ap=AES- 192

30 15 06 06 2b 81 04 01 OF 00 30 Ob 06
01 19

KA=ECMV 1- Pass KDF=SHA- 256 W ap=AES-192

30 15 06 06 2b 81 04 01 OF 01 30 Ob 06
01 19

KA=ECM 1- Pass KDF=SHA-384 W ap=AES-192

30 15 06 06 2b 81 04 01 OF 02 30 Ob 06
01 19

KA=ECM 1- Pass KDF=SHA-512 W ap=AES- 192

30 15 06 06 2b 81 04 01 OF 03 30 Ob 06
01 19

KA=ECMV 1- Pass KDF=SHA-1 W ap=AES- 256

30 18 06 09 2b 81 05 10 86 48 3f 00 10
65 03 04 01 2D

KA=ECMV 1- Pass KDF=SHA- 224 W ap=AES- 256

30 15 06 06 2b 81 04 01 OF 00 30 Ob 06
01 2D

KA=ECMQV 1- Pass KDF=SHA- 256 W ap=AES- 256

30 15 06 06 2b 81 04 01 OF 01 30 Ob 06
01 2D

KA=ECMV 1- Pass KDF=SHA- 384 W ap=AES- 256

30 15 06 06 2b 81 04 01 OF 02 30 Ob 06
01 2D
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KA=ECMQV 1- Pass KDF=SHA-512 W ap=AES- 256

30 15 06 06 2b 81 04 01 OF 03 30 Ob 06 09 60 86 48 01 65 03 04
01 2D

NOTE: The S/M ME Capabilities for the supported AES content-
encryption key sizes are defined in [ CVM5 AES].

NOTE: The S/M ME Capabilities for the supported MAC al gorithns are
defined in [ CM5- ASN] .

7. ASN. 1 Syntax

The ASN. 1 syntax [ X.680], [X. 681], [X 682], [X.683] used in this
docunent is gathered in this section for reference purposes.

7.1. Agorithmldentifiers

This section provides the object identifiers for the al gorithns used
in this docunent along with any associ ated paraneters.

7.1.1. Digest Algorithns

Di gest algorithmobject identifiers are used in the SignedData

di gest Al gorithns and digestAl gorithmfields and the AuthenticatedData
digestAlgorithmfield. The digest algorithns used in this docunent
are SHA-1, SHA-224, SHA-256, SHA-384, and SHA-512. The obj ect
identifiers and paraneters associated with these algorithns are found
in [CM5-ALG and [ CM5- SHA2?] .

7.1.2. Oiginator Public Key

The KeyAgreeRecipientinfo originator field uses the foll ow ng object
identifier to indicate an elliptic curve public key:

i d- ecPubl i ckey OBJECT | DENTI FIER ::= {
ansi - x9-62 keyType(2) 1}

wher e

ansi - x9- 62 OBJECT I DENTIFIER ::= {
i so(1l) nenber-body(2) us(840) 10045 }

When the object identifier id-ecPublicKey is used here with an
algorithmidentifier, the associ ated parameters MJST be either absent
or ECParaneters. |nplenentations MJST accept id-ecPublicKey with
absent and ECParaneters paranmeters. |f ECParameters is present, its
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val ue MUST match the recipient’s ECParaneters. |nplenentations
SHOULD gener ate absent paraneters for the id-ecPublicKey object
identifier in the KeyAgreeRecipientinfo originator field.

[CMB- ECC] indicated the paraneters were NULL. Support for this
| egacy formis OPTI ONAL.

7.1.3. Signature Algorithns

Signature algorithmidentifiers are used in the SignedData

signatureAl gorithm and signature fields. The signature algorithns
used in this docunent are ECDSA with SHA-1, ECDSA with SHA-224, ECDSA
wi th SHA-256, ECDSA with SHA-384, and ECDSA with SHA-512. The obj ect
identifiers and paraneters associated with these algorithns are found
in [PKI-ALG.

[CMB- ECC] indicated the paraneters were NULL. Support for this
| egacy formis OPTI ONAL.

7.1.4. Key Agreenent Al gorithns

Key agreenent algorithns are used in Envel opedDat a,

Aut hent i cat edData, and Aut hEnvel opedData in the KeyAgreeReci pientlnfo
keyEncryptionAl gorithmfield. The follow ng object identifiers

i ndi cate the key agreenent algorithns used in this docunent

[ SP800- 56A], [ SEC1]:

dhSi ngl ePass- st dDH shalkdf - schenme OBJECT | DENTIFIER ::= {
X9- 63-schene 2 }

dhSi ngl ePass- st dDH- sha224kdf - schene OBJECT | DENTI FI ER :: = {
secg-schene 11 0 }

dhSi ngl ePass- st dDH sha256kdf - scheme OBJECT | DENTI FIER :: = {
secg-schene 11 1 }

dhSi ngl ePass- st dDH sha384kdf - scheme OBJECT | DENTI FIER :: = {
secg-schene 11 2 }

dhSi ngl ePass- st dDH sha512kdf - scheme OBJECT | DENTI FIER :: = {
secg-schene 11 3}

dhSi ngl ePass- cof act or DH shalkdf - scheme OBJECT | DENTI FIER :: = {
x9-63-scherme 3 }

dhSi ngl ePass- cof act or DH sha224kdf - scheme OBJECT | DENTI FIER :: = {
secg-schene 14 0 }

Turner & Brown I nf or mat i onal [ Page 22]



RFC 5753 Use of ECC Algorithnms in CVB January 2010

dhSi ngl ePass- cof act or DH sha256kdf - scheme OBJECT | DENTI FIER :: = {
secg-schene 14 1 }

dhSi ngl ePass- cof act or DH sha384kdf - scheme OBJECT | DENTI FIER :: = {
secg-schene 14 2 }

dhSi ngl ePass- cof act or DH sha512kdf - schene OBJECT | DENTI FI ER :: = {

secg-schene 14 3}

mgvSi ngl ePass- shalkdf - scheme OBJECT I DENTIFIER :: = {
X9- 63-schene 16 }

mgvSi ngl ePass- sha224kdf - scheme OBJECT | DENTI FIER :: = {
secg-schene 15 0 }

mgvSi ngl ePass- sha256kdf - schenme OBJECT | DENTIFIER :: = {
secg-schene 15 1 }

mgvSi ngl ePass- sha384kdf - scheme OBJECT | DENTI FIER ::= {
secg-schene 15 2 }

mgvSi ngl ePass- sha512kdf - schene OBJECT | DENTIFIER :: = {
secg-schene 15 3}

wher e
x9- 63-scheme OBJECT | DENTI FIER ::= {

iso(l) identified-organization(3) tc68(133) country(16)
x9(840) x9-63(63) schenes(0) }

and

secg-schene OBJECT IDENTIFIER ::= {
iso(l) identified-organization(3) certicon(132) schenes(1) }

When the object identifiers are used here within an algorithm
identifier, the associated paraneters field contains KeyWapAl gorithm
to indicate the key wap al gorithmand any associ ated paraneters.

7.1.5. Key Wap Algorithns

Key wap algorithms are used as part of the paraneters in the key
agreenment algorithm The key wap algorithns used in this docunent
are Triple-DES, AES- 128, AES-192, and AES-256. The object
identifiers and paraneters for these algorithnms are found in

[CM5- ALG and [ CMs- AES] .

Turner & Brown I nf or mat i onal [ Page 23]



RFC 5753 Use of ECC Algorithnms in CVB January 2010

7.1.6. Content Encryption Al gorithns

Content encryption algorithms are used in Envel opedData and

Aut hEnvel opedData in the EncryptedContentlnfo

content EncryptionAlgorithmfield. The content encryption algorithns
used with Envel opedData in this document are 3-Key Triple DES in CBC
nmode, AES-128 in CBC node, AES-192 in CBC node, and AES-256 in CBC
mode. The object identifiers and paraneters associated with these
algorithms are found in [CM5-ALGE and [ CM5- AES]. The content
encryption algorithns used with Aut hEnvel opedData in this docunent
are AES-128 in CCM node, AES-192 in CCM node, AES-256 in CCM node,
AES- 128 in GCM node, AES-192 in GCM node, and AES-256 in GCM node.
The object identifiers and parameters associated with these

al gorithms are found in [ CM5- AESCFH .

7.1.7. Message Authentication Code Al gorithns

Message aut hentication code algorithns are used in AuthenticatedData
in the macAlgorithmfield. The message authentication code
algorithms used in this document are HVAC with SHA-1, HVAC with

SHA- 224, HVAC with SHA-256, HVAC with SHA-384, and HVAC wi th SHA-512.
The object identifiers and paraneters associated with these
algorithnms are found in [CM5-ALG and [ HVAC SHA2] .

NOTE: [ HVAC- SHA2] defines the object identifiers for HVAC with

SHA- 224, HVAC with SHA-256, HVAC with SHA-384, and HMAC wi th SHA-512,
but there is no ASN. 1 nodule fromwhich to inport these object
identifiers. Therefore, the object identifiers for these algorithns
are included in the ASN. 1 nodul es defined in Appendix A

7.1.8. Key Derivation Al gorithm
The KDF used in this docunent is as specified in Section 3.6.1 of
[SEC1]. The hash algorithmis identified in the key agreenent
algorithm For exanple, dhSinglePass-stdDH sha256kdf-schene uses the
KDF from [ SEC1] but uses SHA-256 instead of SHA-1.

7.2. Oher Syntax

The foll owi ng additional syntax is used here.

When using ECDSA with SignedData, ECDSA signatures are encoded using
the type:

ECDSA- Si g- Val ue ::= SEQUENCE {
r | NTEGER,
s | NTEGER }
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ECDSA- Si g-Value is specified in [PKI-ALG. Wthin CV5 ECDSA-Si g-
Val ue is DER-encoded and placed within a signature field of
Si gnedDat a.

When using ECDH and ECMQV wi th Envel opedData, AuthenticatedData, and
Aut hEnvel opedDat a, epheneral and static public keys are encoded using
the type ECPoint. |nplenentations MJST support unconpressed keys,
MAY support conpressed keys, and MJST NOT support hybrid keys.

ECPoi nt ::= OCTET STRI NG
When using ECMQV with Envel opedData, AuthenticatedData, and

Aut hEnvel opedDat a, the sendi ng agent’s epheneral public key and
addi tional keying material are encoded using the type:

MMuser Keyi nghvat eri al ::= SEQUENCE {
ephener al Publ i cKey Ori gi nat or Publ i cKey,
addedukm [0] EXPLICIT UserKeyi ngMaterial OPTIONAL }

The ECPoint syntax is used to represent the epheneral public key and
is placed in the ephemeral PublicKey publicKey field. The additional
user keying material is placed in the addedukmfield. Then the
MMuser Keyi ngvat eri al val ue i s DER-encoded and pl aced within the ukm
field of Envel opedData, AuthenticatedData, or AuthEnvel opedDat a.

When using ECDH or ECMQV with Envel opedData, AuthenticatedData, or
Aut hEnvel opedDat a, the key-encryption keys are derived by using the

t ype:

ECC- CM5- Shar edl nfo :: = SEQUENCE {
keyl nfo Al gorithmdentifier,
entityU nfo [0] EXPLICIT OCTET STRI NG OPTI ONAL,
suppPubl nfo [2] EXPLICIT OCTET STRING }

The fields of ECC-CMs-Sharedlinfo are as foll ows:

keyl nfo contains the object identifier of the key-encryption

al gorithm (used to wap the CEK) and associ ated paraneters. In
this specification, 3DES wap has NULL parameters while the AES
wr aps have absent paraneters.

entityU nfo optionally contains additional keying materi al
supplied by the sending agent. Wen used with ECDH and CM5, the
entityU nfo field contains the octet string ukm \When used with
ECMQV and CM5, the entityU nfo contains the octet string addedukm
(encoded i n MNMNuser Keyi nghaterial ).
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suppPubl nfo contains the I ength of the generated KEK, in bits,
represented as a 32-bit number, as in [CV5-DH and [ CMS- AES] .
(For example, for AES-256 it would be 00 00 01 00.)

Wthin CM5, ECC-CMs-Sharedlnfo is DER-encoded and used as input to
the key derivation function, as specified in Section 3.6.1 of [SEC1].

NOTE: ECC- CMs- Sharedinfo differs fromthe Otherlnfo specified in
[CM5-DH. Here, a counter value is not included in the keylnfo field
because the key derivation function specified in Section 3.6.1 of

[ SEC1] ensures that sufficient keying data is provided.

8. Recommended Al gorithms and Elliptic Curves

It is RECOWENDED that inplenentations of this specification support
Si gnedDat a and Envel opedData. Support for AuthenticatedbData and
Aut hEnvel opedData i s OPTI ONAL.

In order to encourage interoperability, inplementations SHOULD use
the elliptic curve domain parameters specified by [PKI-ALG.

I npl enent ati ons that support SignedData w th ECDSA:
- MJST support ECDSA with SHA-256; and

- MAY support ECDSA with SHA-1, ECDSA with SHA-224, ECDSA with
SHA- 384, and ECDSA with SHA-512; other digital signature
al gorithnms MAY al so be support ed.

When using ECDSA, to pronote interoperability it is RECOMVENDED t hat
the P-192, P-224, and P-256 curves be used with SHA-256; the P-384
curve be used with SHA-384; and the P-521 curve be used with SHA-512.

I f Envel opedData is supported, then epheneral -static ECDH standard
primtive MIST be supported. Support for epheneral -static ECDH co-
factor is OPTIONAL, and support for 1-Pass ECMQV is al so OPTI ONAL.

I mpl enent ati ons that support Envel opedData with the ephemeral -static
ECDH standard primtive:

- MJST support the dhSingl ePass- st dDH sha256kdf - schene key

agreenment algorithm the id-aesl28-wap key wap algorithm and
the id-aesl128-cbc content encryption algorithn and
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- MAY support the dhSi ngl ePass-st dDH shalkdf-schenme, dhSi ngl ePass-
st dDH sha224kdf - scheme, dhSi ngl ePass- st dDH sha384kdf - scheme, and
dhSi ngl ePass- st dDH sha512kdf - schene key agreenent al gorithms;
the id-al g- CMS3DESwW ap, id-aesl192-w ap, and id-aes256-w ap key
wap algorithns; and the des-ede3-cbc, id-aesl92-cbc, and id-
aes256-chc content encryption algorithns; other algorithns MY
al so be supported.

I mpl enent ati ons that support Envel opedData with the epheneral -static
ECDH cof actor primtive:

- MJST support the dhSingl ePass- cof act or DH sha256kdf - schene key
agreenment algorithm the id-aesl28-wap key wap algorithm and
the id-aesl128-cbc content encryption algorithnm and

- MAY support the dhSi ngl ePass-cof act or DH shalkdf - schene,
dhSi ngl ePass- cof act or DH sha224kdf - schenme, dhSi ngl ePass-
cof act or DH sha384kdf - schene, and dhSi ngl ePass- cof act or DH-
sha512kdf - schene key agreenent; the id-al g- CMS3DESwWr ap, i d-
aes192-wrap, and id-aes256-wap key wap algorithms; and the
des-ede3-chc, id-aesl92-cbc, and id-aes256-chc content
encryption algorithns; other algorithns MAY al so be supported.

I mpl enent ati ons that support Envel opedData with 1-Pass ECMV:

- MJST support the ngvSi ngl ePass- sha256kdf - scherme key agreenent
algorithm the id-aesl128-wap key wap algorithm and the id-
aes128-chc content encryption algorithm and

- MAY support the ngvSingl ePass-shalkdf-schenme, ngvSi ngl ePass-
sha224kdf - schene, mqvSi ngl ePass- sha384kdf - schene, and
mgvSi ngl ePass- sha512kdf - schene key agreenent al gorithns; the id-
al g- CMS3DESw ap, id-aesl192-w ap, and id-aes256-wap key w ap
al gorithms; and the des-ede3-cbc, id-aesl92-cbc, and id-
aes256-chc content encryption algorithns; other algorithns MY
al so be supported.

I mpl enent ati ons that support AuthenticatedData with 1-Pass ECMQV:

- MJST support the ngvSi ngl ePass- sha256kdf - schene key agreenent,
the id-aesl28-wrap key wap, the id-sha256 nessage di gest, and
i d- hmacW t hSHA256 nmessage aut hentication code al gorithns; and

- MAY support the mgvSi ngl ePass- shalkdf-scheme, ngvSi ngl ePass-
sha224kdf - schene, mgvSi ngl ePass- sha384kdf - schenme, mgvSi ngl ePass-
sha512kdf - schene key agreenent algorithns; the id-alg-

CVB3DESWr ap, i d-aesl192-wrap, and id-aes256-wap key wrap
al gorithms; the id-shal, id-sha224, id-sha384, and id-sha512,
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9

message di gest algorithns; and the hmac- SHA1, id-hmacWthSHA224,
i d- hmacW t hSHA384, and id- hmacWthSHA512 nessage aut hentication
code al gorithns; other algorithnms MAY al so be supported

| npl enent ati ons that support AuthEnvel opedData with 1-Pass ECMQV:

- MJST support the ngvSi ngl ePass- sha256kdf - schenme key agreenent,
the id-aesl128-wap key wap, and the id-aesl128-ccm
aut henti cat ed-content encryption; and

- MAY support the mgvSi ngl ePass-shalkdf-schene, ngvSi ngl ePass-
sha224kdf - schene, mqvSi ngl ePass- sha384kdf - schene, and
mgvSi ngl ePass- sha512kdf - schene key agreenent al gorithns; the id-
al g- CMS3DESw ap, id-aesl192-w ap, and id-aes256-wap key wap
al gorithms; and the id-aes192-ccm id-aes256-ccm id-aesl28-gcm
i d-aes192-gcm and id-aes256-ccm aut henti cat ed- cont ent
encryption algorithns; other algorithns MAY al so be supported

Security Considerations

Cryptographic algorithms will be broken or weakened over tine.

I mpl enenters and users need to check that the cryptographic
algorithms listed in this docunent continue to provide the expected
| evel of security. The IETF fromtime to time may issue docunents
dealing with the current state of the art.

Cryptographic algorithms rely on random nunbers. See [ RANDOM for
gui dance on generation of random nunbers.

Recei ving agents that validate signatures and sendi ng agents that
encrypt messages need to be cautious of cryptographic processing
usage when validating signhatures and encrypting messages using keys
| arger than those mandated in this specification. An attacker could
send keys and/or certificates with keys that would result in
excessi ve cryptographic processing, for exanple, keys larger than
those mandated in this specification, which could swanp the
processing el ement. Agents that use such keys w thout first
validating the certificate to a trust anchor are advised to have some
sort of cryptographic resource managenent systemto prevent such

att acks.

Usi ng secret keys of an appropriate size is crucial to the security
of a Diffie-Hellman exchange. For elliptic curve groups, the size of
the secret key nmust be equal to the size of n (the order of the group
generated by the point g). Using |larger secret keys provides
absolutely no additional security, and using smaller secret keys is
likely to result in dramatically |ess security. (See [SP800-56A] for
nmore information on selecting secret keys.)
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This specification is based on [CMS], [CMS-AES], [CMs-AESCG,
[CM5-ALG, [CMS- AUTHENV], [CMs-DH, [CMs-SHA2], [FIPS180-3],
[ FI PS186- 3], and [HVAC- SHA?], and the appropriate security
consi derations of those docunents apply.

In addition, inplementers of AuthenticatedData and Aut hEnvel opedDat a
shoul d be aware of the concerns expressed in [BON] when using

Aut hent i cat edDat a and Aut hEnvel opedData to send messages to nore than
one recipient. Also, users of MY should be aware of the

vul nerability described in [K].

When i npl ementi ng Envel opedDat a, Aut henti cat edData, and
Aut hEnvel opedData, there are five algorithmrel ated choices that need
to be made:

1) What is the public key size?

2) What is the KDF?

3) What is the key wap al gorithn?

4) What is the content encryption algorithnf
5) What is the curve?

Consi deration nmust be given to the strength of the security provided
by each of these choices. Security algorithmstrength is neasured in
bits, where bits is measured in equivalence to a symetric cipher
algorithm Thus, a strong symetric cipher algorithmw th a key of X
bits is said to provide X bits of security. For other algorithms,
the key size is mapped to an equival ent synmmetric cipher strength.

It is recomended that the bits of security provided by each are
roughly equivalent. The followi ng table provides conparable mni nrum
bits of security [SP800-57] for the ECDH ECMQV key sizes, KDFs, key
wr appi ng al gorithns, and content encryption algorithms. It also
lists curves [PKI-ALG for the key sizes.
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M nimum | ECDH or | Key | Key | Content | Curves

Bits of | ECMQNV | Derivation | Wap | Encryption |

Security | Key Size | Function | Alg. | Alg |

--------- T e T T ey

80 | 160-223 | SHA-1 | 3DES | 3DES CBC | sect163kl
| | SHA-224 | AES-128 | AES-128 CBC | secpl63r2
| | SHA-256 | AES-192 | AES-192 CBC | secpl9zrl
| | SHA-384 | AES-256 | AES-256 CBC |
| | SHA-512 | | |

--------- T T T TSy

112 | 224-255 | SHA-1 | 3DES | 3DES CBC | secp224r1
| | SHA-224 | AES-128 | AES-128 CBC | sect233kl
| | SHA-256 | AES-192 | AES-192 CBC | sect233rl
| | SHA-384 | AES-256 | AES-256 CBC |
| | SHA-512 | | |

--------- T T T TSy

128 | 256-383 | SHA-1 | AES-128 | AES-128 CBC | secp256rl
| | SHA-224 | AES-192 | AES-192 CBC | sect283kl
| | SHA-256 | AES-256 | AES-256 CBC | sect283rl
| | SHA-384 | | |
| | SHA-512 | | |

--------- T T T TSy

192 | 384-511 | SHA-224 | AES-192 | AES-192 CBC | secp384rl
| | SHA-256 | AES-256 | AES-256 CBC | sect409k1l
| | SHA-384 | | | sect409r1
| | sHA-512 | | |

--------- T T T TS ey

256 | 512+ | SHA- 256 | AES-256 | AES-256 CBC | secpb521lrl
| | SHA-384 | | | sect571k1l
| | SHA-512 | | | sect571r1l

--------- T LT R e
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M nimum | ECDH or | Key |
Bits of | ECMNV | Derivation |
Security | Key Size | Function |
--------- T
80 | 192 | SHA-256 |
--------- T e
112 | 224 | SHA- 256 |
--------- T
128 | 256 | SHA- 256 |
--------- T
192 | 384 | SHA-384 |
--------- T e
256 | 512+ | SHA-512 |
--------- T
When i npl enenti ng Si gnedDat a,

choi ces that need

1) What is the
2) What is the
3) What is the

to be nade

public key size?
hash al gorithn?
curve?

there are three

January 2010

the follow ng choi ces are RECOMVENDED:

Cont ent | Curve
Encryption |

A g I
_____________ .
3DES CBC | secpl92ri
............. P,
3DES CBC | secp224r1
_____________ Fmm e e e - - -
AES- 128 CBC | secp256rl
_____________ .
AES- 256 CBC | secp384rl
............. P,
AES- 256 CBC | secp521irl
_____________ Fmm e e e - - -

algorithmrel ated

Consi deration nust be given to the bits of security provided by each

of these choices.

Security is neasured in bits,

where a strong

symretric cipher with a key of X bits is said to provide X bits of

security. It

each choice are roughly equival ent.

is reconmended that the bits of security provided by
The foll owi ng table provides

conparable m nimumbits of security [SP800-57] for the ECDSA key

si zes and nessage di gest al gorithns.

for the key sizes.
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M ni num |
Bits of |
Security |
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80 |
--------- +
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128 |
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192 |
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256 |
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ECDSA |
Key Size |
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interoperability,

ECDSA |
I
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Message |
Di gest |
Al gorithm |

Message |
Di gest |
Al gorithm |

Curve

sect 163k1
secpl63r2
secpl92ri

secp224rl
sect 233k1
sect 233r1l

secp256r1l
sect 283k1
sect 283r1

secp384r1l
sect 409k1
sect 409r1

secp521r1l
sect 571k1
sect571r1

Curve
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10. | ANA Consi der ati ons

Thi s docunent nakes extensive use of object identifiers to register
originator public key types and algorithns. The al gorithm object
identifiers are registered in the ANSI X9.62, ANSI X9.63, N ST, RSA,
and SECG arcs. Additionally, object identifiers are used to identify
the ASN. 1 nodul es found in Appendix A (there are twd). These are
defined by the SM ME WG Registrar in an arc del egated by RSA to the
SM ME Working Goup: iso(1l) nenber-body(2) us(840) rsadsi(113549)
pkcs(1l) pkcs-9(9) smine(16) nodules(0). No action by IANA is
necessary for this docunent or any anticipated updates.
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Appendi x A ASN. 1 Modul es

Appendi x A. 1 provides the normative ASN. 1 definitions for the
structures described in this specification using ASN.1 as defined in
[ X.680] for conpilers that support the 1988 ASN. 1.

Appendi x A 2 provides informative ASN. 1 definitions for the
structures described in this specification using ASN.1 as defined in
[ X.680], [X.681], [X. 682], and [ X 683] for compilers that support the
2002 ASN. 1. This appendi x contains the sane information as Appendi x
Al in a nore recent (and precise) ASN. 1 notation; however, Appendi X
A. 1 takes precedence in case of conflict.

A 1. 1988 ASN.1 Mddul e
CMBECCAI gs- 2009- 88
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1l) pkcs-9(9)
sm me(16) nodul es(0) id-nod-cns-ecc-al g-2009-88(45) }
DEFINITIONS I MPLICI T TAGS :: =
BEG N
-- EXPORTS ALL
| MPORTS
-- From [ PKI]
Al gorithmdentifier
FROM PKI X1Expl i cit 88
{ iso(1l) identified-organization(3) dod(6)
internet (1) security(5) mechani sns(5) pkix(7) nod(0)
pki x1-explicit(18) }
-- From [ RSAQAEP]
i d-sha224, id-sha256, id-sha384, id-sha512
FROM PKI X1- PSS- OAEP- Al gori t hns
{ iso(1l) identified-organization(3) dod(6) internet(1)

security(5) mechani sns(5) pkix(7) id-nmod(0)
i d- nod- pki x1-r sa- pkal gs(33) }
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-- From [PKI-ALG

i d-shal, ecdsa-w th-SHAl, ecdsa-w th-SHA224,
ecdsa- wi t h- SHA256, ecdsa-with- SHA384, ecdsa-w t h- SHA512,
i d- ecPubl i cKey, ECDSA-Si g-Val ue, ECPoi nt, ECParaneters
FROM PKI X1Al gorit hnms2008
{ iso(l) identified-organization(3) dod(6) internet(1)
security(5) nmechani snms(5) pkix(7) id-nmod(0) 45 }

-- From [ CMVB]

Ori gi nat or Publ i cKey, User Keyi nghvat eri al
FROM Cr ypt ogr aphi cMessageSynt ax2004
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1) pkcs-9(9)
sm nme(16) nodul es(0) cns-2004(24) }

-- From [ CMB- ALG

hMAC- SHA1, des-ede3-cbc, id-al g- CMS3DESW ap, CBCPar anet er
FROM Cr ypt ogr aphi cMessageSynt axAl gorit hns
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1) pkcs-9(9)
sm nme(16) nodul es(0) cnsal g-2001(16) }

-- From [ CV5- AES]

i d-aes128-CBC, id-aesl192-CBC, id-aes256-CBC, AES-1V,
i d-aes128-wrap, id-aesl92-w ap, id-aes256-w ap
FROM CMSAesRsaesCaep
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1l) pkcs-9(9)
sm me(16) nodul es(0) id-nmod-cns-aes(19) }

-- From [ CM5- AESC(G

i d-aes128-CCM id-aes192-CCM i d-aes256-CCM CCWVPar aneters
i d-aes128-GCM id-aes192-GCM i d-aes256- GCM GCWMPar anet er s
FROM CMS- AES- CCM and- AES- GCM
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1) pkcs-9(9)
sm me(16) nodul es(0) id-nmod-cns-aes(32) }

-- Message Digest Algorithnms: Inported from|[PKlI-ALG and [ RSAQAEP]

-- id-shal Paraneters are preferred absent
-- id-sha224 Paraneters are preferred absent
-- id-sha256 Paraneters are preferred absent
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-- id-sha384 Paraneters are preferred absent
-- id-shab512 Paraneters are preferred absent

-- Signature Algorithnms: Inported from]|[PKl-ALG

-- ecdsa-wi th-SHA1 Paraneters are NULL

-- ecdsa-w t h- SHA224 Paraneters are absent
-- ecdsa-w t h- SHA256 Paraneters are absent
-- ecdsa-w th-SHA384 Paraneters are absent
-- ecdsa-wi th-SHA512 Paraneters are absent

-- ECDSA Signature Val ue
-- Contents of SignatureValue OCTET STRI NG

-- ECDSA- Si g- Val ue :: = SEQUENCE {
-- r | NTEGER,

-- s | NTEGER

-}

-- Key Agreenent Algorithns

Xx9- 63-scherme OBJECT | DENTIFIER :: = {
iso(l) identified-organization(3) tc68(133) country(16) x9(840)
Xx9-63(63) schenes(0) }

secg-schene OBJECT IDENTIFIER ::= {
iso(l) identified-organization(3) certicon(132) schenes(1l) }

-- Diffie-Hellman Single Pass, Standard, w th KDFs

-- Parameters are always present and indicate the key wap al gorithm
-- with KeyWapAl gorithm

dhSi ngl ePass- st dDH shalkdf - scheme OBJECT | DENTIFI ER :: = {
X9- 63-schene 2 }

dhSi ngl ePass- st dDH- sha224kdf - schene OBJECT | DENTI FI ER :: = {
secg-schene 11 0 }

dhSi ngl ePass- st dDH sha256kdf - scheme OBJECT | DENTI FIER :: = {

secg-schene 11 1 }
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dhSi ngl ePass- st dDH sha384kdf - scheme OBJECT | DENTI FI ER ::
secg-schene 11 2 }

1
—~

dhSi ngl ePass- st dDH sha512kdf - scheme OBJECT | DENTI FI ER : :
secg-schene 11 3}

1
-~

-- Diffie-Hellman Single Pass, Cofactor, w th KDFs

dhSi ngl ePass- cof act or DH shalkdf - scheme OBJECT | DENTI FIER :: = {
x9- 63-schene 3 }

dhSi ngl ePass- cof act or DH sha224kdf - schenme OBJECT | DENTI FI ER : :
secg-schene 14 0 }

1
—~

dhSi ngl ePass- cof act or DH sha256kdf - scheme OBJECT | DENTI FIER :: = {
secg-schene 14 1 }

dhSi ngl ePass- cof act or DH sha384kdf - schenme OBJECT | DENTI FI ER ::
secg-schene 14 2 }

1
—~

dhSi ngl ePass- cof act or DH sha512kdf - scheme OBJECT | DENTI FIER :: = {
secg-schene 14 3 }

-- MYV Single Pass, Cofactor, wth KDFs

mgvSi ngl ePass- shalkdf - schene OBJECT | DENTI FI ER :: = {
X9- 63-schene 16 }

mgvSi ngl ePass- sha224kdf - schene OBJECT | DENTIFIER :: = {
secg-schene 15 0 }

mgvSi ngl ePass- sha256kdf - scheme OBJECT | DENTI FI ER :: = {
secg-schene 15 1 }

mgvSi ngl ePass- sha384kdf - schene OBJECT | DENTIFIER :: = {
secg-schene 15 2 }

mgvSi ngl ePass- sha512kdf - scheme OBJECT | DENTI FI ER :: = {

secg-schene 15 3 }

-- Key Wap Algorithns: Inported from|[CMs-ALG and [ CMS- AES]
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KeyW apAl gorithm::= Al gorithmdentifier

-- id-al g- CMS3DESwWr ap Parameters are NULL
-- id-aesl28-wap Paraneters are absent
-- id-aesl92-wap Paraneters are absent
-- id-aes256-wap Paraneters are absent

-- Content Encryption Algorithnms: Inported from[CMV5-ALG
-- and [ CVB- AES]

-- des-ede3-cbc Paraneters are CBCParaneter

-- id-aesl1l28-CBC Paraneters are AES-1V

-- id-aesl192-CBC Paraneters are AES-1V

-- id-aes256-CBC Paraneters are AES-1V

-- id-aesl128-CCM Par aneters are CCMPar aneters
-- id-aes192- CCM Par aneters are CCMPar aneters
-- id-aes256- CCM Par aneters are CCMPar aneters
-- id-aesl1l28-GCM Par aneters are GCMPar aneters
-- id-aesl192- GCM Par aneters are GCMPar aneters
-- id-aes256- GCM Par anet ers are GCMPar anet ers

-- Message Aut hentication Code Al gorithmns

-- hMAGC- SHA1 Paraneters are preferred absent

-- HVAC with SHA-224, SHA-256, SHA 384, and SHA-512 Paraneters are
-- absent

i d- hmacW t hSHA224 OBJECT | DENTI FIER :: = {
i so(1) nenber-body(2) us(840) rsadsi(113549)
digestAlgorithnm(2) 8 }

i d- hmacW t hSHA256 OBJECT | DENTI FI ER :: = {
i so(1) nenber-body(2) us(840) rsadsi(113549)
digestAlgorithnm(2) 9 }

i d- hmacW t hSHA384 OBJECT | DENTI FIER :: = {
i so(1l) nenber-body(2) us(840) rsadsi(113549)
di gest Al gorithn(2) 10 }

i d-hmacW t hSHA512 OBJECT | DENTIFIER :: = {

i so(1) nenber-body(2) us(840) rsadsi(113549)
digestAl gorithnm(2) 11 }
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Oiginator Public Key Algorithns: Inported from][PKI-ALG

i d-ecPubl i cKey Paraneters are absent, NULL, or ECParaneters

Format for both epheneral and static public keys: Inmported from
[ PKI - ALG

ECPoi nt ::= OCTET STRI NG
ECParaneters ::= CHO CE {
namedCur ve OBJECT | DENTI FI ER

comrented out in [PKI-ALG inplicitCurve NULL
commented out in [PKI-ALG specifiedCurve SpecifiedECDomain
commented out in [PKI-ALG

-- inplicitCurve and specifiedCurve MJST NOT be used in PKI X
-- Details for SpecifiedECDomai n can be found in [X9.62].

-- Any future additions to this CHO CE shoul d be coordi nat ed
-- with ANSI X9.

Format of KeyAgreeRecipientlinfo ukmfield when used with

ECMV

MMuser Keyi ngvaterial ::= SEQUENCE {

ephener al Publ i cKey Ori gi nat or Publ i cKey,

addedukm [0] EXPLICIT UserKeyi nghvat eri al OPTI ONAL
}

"Sharedlnfo’ for input to KDF when using ECDH and ECMQV with
Envel opedDat a, Aut henti catedData, or AuthEnvel opedDat a

ECC- CM5- Shar edl nfo :: = SEQUENCE {

keyl nfo Al gorithm dentifier,
entityUnfo [0] EXPLICI T OCTET STRI NG OPTI ONAL,
suppPubl nfo [2] EXPLICI T OCTET STRI NG

S/IM ME Capabilities

-- An identifier foll owed by type.
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-- S/IMME Capabilities: Message Di gest Al gorithns

-- Found in [ CM5- SHA2] .

-- SIMME Capabilities: Signature Al gorithns

-- ecdsa-wi th-SHAL Type NULL

-- ecdsa-with-SHA224 Type
-- ecdsa-w t h- SHA256 Type
-- ecdsa-w t h- SHA384 Type
-- ecdsa-w th-SHA512 Type

-- SIM ME Capabilities: ECDH, Single Pass,

absent
absent
absent
absent

St andard

-- dhSi ngl ePass- st dDH shalkdf Type is the KeyWapAl gorithm

-- dhSi ngl ePass- st dDH sha224kdf Type is the KeyWapAl gorithm
-- dhSi ngl ePass- st dDH sha256kdf Type is the KeyWapAl gorithm
-- dhSi ngl ePass- st dDH sha384kdf Type is the KeyWapAl gorithm
-- dhSingl ePass- st dDH sha512kdf Type is the KeyWapAl gorithm

-- S/IM ME Capabilities: ECDH, Single Pass,

Cof act or

-- dhSi ngl ePass- cof act or DH shalkdf Type is the KeyWapAl gorithm

-- dhSi ngl ePass- cof act or DH sha224kdf
-- dhSi ngl ePass- cof act or DH sha256kdf
-- dhSi ngl ePass- cof act or DH sha384kdf
-- dhSi ngl ePass- cof act or DH sha512kdf

Type
Type
Type
Type

is the KeyWapAl gorithm
is the KeyWapAl gorithm
is the KeyWapAl gorithm
is the KeyWapAl gorithm

-- S/IMME Capabilities: ECMQ, Single Pass, Standard

-- myvSi ngl ePass- shalkdf Type is the KeyWapAl gorithm

-- mgvSi ngl ePass- sha224kdf Type is the KeyWapAl gorithm
-- mgvSi ngl ePass- sha256kdf Type is the KeyWapAl gorithm
-- mgvSi ngl ePass- sha384kdf Type is the KeyWapAl gorithm
-- nmgvSi ngl ePass- sha512kdf Type is the KeyWapAl gorithm
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-- SIMME Capabilities: Message Authentication Code Al gorithmns

-- hMACSHA1l Type is preferred absent
-- id-hmacWt hSHA224 Type is absent
-- if-hmacWt hSHA256 Type is absent
-- id-hmacWt hSHA384 Type is absent
-- id-hmacWthSHA512 Type is absent

END
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A 2. 2004 ASN.1 Modul e

CMSECCAI gs- 2009- 02
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1) pkcs-9(9)
sm nme(16) nodul es(0) id-nod-cns-ecc-al g-2009-02(46) }

DEFINITIONS I MPLICI T TAGS :: =
BEG N

-- EXPORTS ALL

| MPORTS

-- From [ PKI - ASN|

nmda- shal, sa-ecdsaWthSHALl, sa-ecdsaWthSHA224, sa-ecdsaW t hSHA256,
sa- ecdsaW t hSHA384, sa-ecdsaWthSHA512, id-ecPublicKey,
ECDSA- Si g- Val ue, ECPoi nt, ECParaneters
FROM PKI XAl gs- 2009
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) mechani sns(5) pkix(7) id-nmod(0)
i d- nod- pki x1-al gorithns2008-02(56) }

-- From [ PKI - ASN|

mda- sha224, nda-sha256, nda-sha384, nda-sha512
FROM PKI X1- PSS- QAEP- Al gori t hns- 2009
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) mechani sns(5) pkix(7) id-nmod(0)
i d- nod- pki x1-r sa- pkal gs-02(54) }

-- FROM [ CVB- ASN|

KEY- WRAP, S| GNATURE- ALGORI THM DI GEST- ALGORI THM  ALGORI THM
PUBLI C- KEY, MAC- ALGORI THM CONTENT- ENCRYPTI ON, KEY- AGREE, SM ME- CAPS,
Al gorithm dentifier{}
FROM Al gorit hm nf ormati on-2009
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) mechani sns(5) pkix(7) id-nmod(0)
i d- nod- al gorithm nfornmation-02(58) }

-- From [ CM5- ASN|

Ori gi nat or Publ i cKey, User Keyi nghvateri al
FROM Cr ypt ogr aphi cMessageSynt ax- 2009
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1l) pkcs-9(9)
sm nme(16) nodul es(0) id-nod-cnms-2004-02(41) }
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-- From [ CM5- ASN|

maca- hMAC- SHALl, cea- 3DES-cbc, kwa- 3DESW ap, CBCPar anet er
FROM Cr ypt ogr aphi cMessageSynt axAl gorit hns- 2009
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1l) pkcs-9(9)
sm me(16) nodul es(0) id-nod-cnsal g-2001-02(37) }

-- From [ CM5- ASN|

cea-aesl28-cbhc, cea-aesl192-cbc, cea-aes256-chc, kwa-aesl28-wr ap,
kwa- aes192-w ap, kwa-aes256-wr ap
FROM CMSAesRsaesCaep- 2009
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1) pkcs-9(9)
sm me(16) nodul es(0) id-nod-cns-aes-02(38) }

-- From [ CMB- ASN|

cea-aesl1l28-CCM cea-aesl192-CCM cea-aes256-CCM cea-aesl1l28- GCM
cea-aesl192- GCM cea- aes256- GCM
FROM CMS- AES- CCM- and- AES- GCM 2009
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1) pkcs-9(9)
sm nme(16) nodul es(0) id-nod-cns-aes-ccmgem 02(44) }

-- Constrains the SignedData digestAl gorithns field
-- Constrains the SignedData Signerinfo digestAlgorithmfield
-- Constrains the AuthenticatedData digestAlgorithmfield

-- Message Digest Algorithns: Inported from [PKI-ASN|

-- MessageDi gest Al gs DI GEST- ALGORI THM : : = {
-- nda-shal |

--  nda-sha224 |

-- nda-sha256 |

-- nda-sha384 |

-- nda-shab12,

-- Constrains the SignedData Signerinfo signatureAlgorithmfield
-- Signhature Algorithms: Inported from [PKI-ASN|

-- SignatureAl gs SI GNATURE- ALGORI THM : : = {

-- sa-ecdsaWt hSHAlL |

-- sa-ecdsaWthSHA224 |
-- sa-ecdsaWt hSHA256 |
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-- sa-ecdsaWthSHA384 |
-- sa-ecdsaWt hSHA512,

B

-- ECDSA Si gnature Val ue:

-- Contents of SignatureValue OCTET STRI NG

-- ECDSA-Si g- Val ue ::= SEQUENCE {
-- 1 INTEGER

.- s [INTEGER

- )

-- Key Agreenment Al gorithns

I mported from[PKI-ALG

January 2010

-- Constrains the Envel opedData Reci pi entlnfo KeyAgreeReci pientlnfo
-- keyEncryption Algorithmfield

-- Constrains the AuthenticatedData Recipientlinfo
-- KeyAgr eeReci pi entI nfo keyEncryption Algorithmfield
-- Constrains the Aut hEnvel opedData Recipientinfo
-- KeyAgr eeReci pi entI nfo keyEncryption Algorithmfield

-- DH variants are not used with AuthenticatedData or

-- Aut hEnvel opedDat a

KeyAgr eenent Al gs KEY- AGREE :: = {

kaa- dhSi
kaa- dhSi
kaa- dhSi
kaa- dhSi
kaa- dhSi
kaa- dhSi
kaa- dhSi
kaa- dhSi
kaa- dhSi
kaa- dhSi

ngl ePass- st dDH shalkdf - schene

ngl ePass- st dDH sha224kdf - schene

ngl ePass- st dDH sha256kdf - schene

ngl ePass- st dDH sha384kdf - schemne

ngl ePass- st dDH sha512kdf - scheme

ngl ePass- cof act or DH shalkdf - schene
ngl ePass- cof act or DH sha224kdf - schene
ngl ePass- cof act or DH sha256kdf - schene
ngl ePass- cof act or DH sha384kdf - schene
ngl ePass- cof act or DH sha512kdf - scheme

kaa- mgvSi ngl ePass- shalkdf - schene

kaa- nmgvSi ngl ePass- sha224kdf - schene
kaa- ngvSi ngl ePass- sha256kdf - schene
kaa- mgvSi ngl ePass- sha384kdf - scheme
kaa- mgvSi ngl ePass- sha512kdf - schene,
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Xx9-63-schene OBJECT | DENTIFIER :: = {
iso(l) identified-organization(3) tc68(133) country(16) x9(840)
x9-63(63) schenes(0) }

secg-schene OBJECT I DENTIFIER ::= {
iso(l) identified-organization(3) certicon(132) schenes(1) }

-- Diffie-Hellman Single Pass, Standard, w th KDFs

-- Parameters are always present and indicate the Key Wap Al gorithm

kaa- dhSi ngl ePass- st dDH shalkdf - scheme KEY- AGREE :: = {
| DENTI FI ER dhSi ngl ePass- st dDH- shalkdf - schene
PARAMS TYPE KeyW apAl gorithm ARE required
UKM - - TYPE unencoded data -- ARE preferredPresent
SM ME- CAPS cap- kaa- dhSi ngl ePass- st dDH shalkdf - schene

}

dhSi ngl ePass- st dDH shalkdf - scheme OBJECT | DENTI FI ER :: = {
X9- 63-schene 2 }

kaa- dhSi ngl ePass- st dDH sha224kdf - scheme KEY- AGREE :: = {
| DENTI FI ER dhSi ngl ePass- st dDH sha224kdf - schene
PARAMS TYPE KeyW apAl gorithm ARE required
UKM - - TYPE unencoded data -- ARE preferredPresent
SM ME- CAPS cap- kaa- dhSi ngl ePass- st dDH sha224kdf - schene

}

dhSi ngl ePass- st dDH- sha224kdf - schene OBJECT | DENTI FI ER :: = {
secg-schene 11 0 }

kaa- dhSi ngl ePass- st dDH sha256kdf - schenme KEY- AGREE :: = {
| DENTI FI ER dhSi ngl ePass- st dDH sha256kdf - schene
PARAMS TYPE KeyW apAl gorithm ARE required
UKM - - TYPE unencoded data -- ARE preferredPresent
SM ME- CAPS cap- kaa- dhSi ngl ePass- st dDH sha256kdf - scheme

}

dhSi ngl ePass- st dDH sha256kdf - scheme OBJECT | DENTI FIER :: = {
secg-schene 11 1}
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kaa- dhSi ngl ePass- st dDH sha384kdf - scheme KEY- AGREE :: = {
| DENTI FI ER dhSi ngl ePass- st dDH sha384kdf - schene
PARAMS TYPE KeyW apAl gorithm ARE required
UKM -- TYPE unencoded data -- ARE preferredPresent
SM ME- CAPS cap- kaa- dhSi ngl ePass- st dDH sha384kdf - schene

}

dhSi ngl ePass- st dDH sha384kdf - scheme OBJECT | DENTI FIER :: = {
secg-schene 11 2 }

kaa- dhSi ngl ePass- st dDH sha512kdf - schenme KEY- AGREE :: = {
| DENTI FI ER dhSi ngl ePass- st dDH sha512kdf - schene
PARAMS TYPE KeyW apAl gorithm ARE required
UKM - - TYPE unencoded data -- ARE preferredPresent
SM ME- CAPS cap- kaa- dhSi ngl ePass- st dDH sha512kdf - schemne

}

dhSi ngl ePass- st dDH- sha512kdf - schene OBJECT | DENTI FI ER :: = {
secg-schene 11 3}

-- Diffie-Hellman Single Pass, Cofactor, wth KDFs

kaa- dhSi ngl ePass- cof act or DH shalkdf - scheme KEY- AGREE :: = {
| DENTI FI ER dhSi ngl ePass- cof act or DH shalkdf - schene
PARAMS TYPE KeyW apAl gorithm ARE required
UKM -- TYPE unencoded data -- ARE preferredPresent
SM ME- CAPS cap- kaa- dhSi ngl ePass- cof act or DH shalkdf - schene

}

dhSi ngl ePass- cof act or DH shalkdf - scheme OBJECT | DENTI FIER :: = {
x9-63-schenme 3 }

kaa- dhSi ngl ePass- cof act or DH sha224kdf - scheme KEY- AGREE :: = {
| DENTI FI ER dhSi ngl ePass- cof act or DH sha224kdf - scheme
PARAMS TYPE KeyW apAl gorithm ARE required
UKM - - TYPE unencoded data -- ARE preferredPresent
SM ME- CAPS cap- kaa- dhSi ngl ePass- cof act or DH sha224kdf - schene

}

dhSi ngl ePass- cof act or DH sha224kdf - schene OBJECT | DENTI FIER :: = {
secg-schene 14 0 }
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kaa- dhSi ngl ePass- cof act or DH sha256kdf - schene KEY- AGREE :: = {
| DENTI FI ER dhSi ngl ePass- cof act or DH- sha256kdf - schene
PARAMS TYPE KeyW apAl gorithm ARE required
UKM -- TYPE unencoded data -- ARE preferredPresent
SM ME- CAPS cap- kaa- dhSi ngl ePass- cof act or DH sha256kdf - schene

}

dhSi ngl ePass- cof act or DH sha256kdf - scheme OBJECT | DENTI FIER :: = {
secg-schene 14 1 }

kaa- dhSi ngl ePass- cof act or DH sha384kdf - scheme KEY- AGREE :: = {
| DENTI FI ER dhSi ngl ePass- cof act or DH sha384kdf - schene
PARAMS TYPE KeyW apAl gorithm ARE required
UKM - - TYPE unencoded data -- ARE preferredPresent
SM ME- CAPS cap- kaa- dhSi ngl ePass- cof act or DH sha384kdf - schene

}

dhSi ngl ePass- cof act or DH sha384kdf - scheme OBJECT | DENTI FIER :: = {
secg-schene 14 2 }

kaa- dhSi ngl ePass- cof act or DH- sha512kdf - scheme KEY- AGREE :: = {
| DENTI FI ER dhSi ngl ePass- cof act or DH sha512kdf - schene
PARAMS TYPE KeyW apAl gorithm ARE required
UKM - - TYPE unencoded data -- ARE preferredPresent
SM ME- CAPS cap- kaa- dhSi ngl ePass- cof act or DH sha512kdf - schene

}

dhSi ngl ePass- cof act or DH sha512kdf - scheme OBJECT | DENTI FIER :: = {
secg-schene 14 3}

-- MV Single Pass, Cofactor, w th KDFs

kaa- mgvSi ngl ePass- shalkdf - schene KEY- AGREE :: = {
| DENTI FI ER mgvSi ngl ePass- shalkdf - scheme
PARAMS TYPE KeyW apAl gorithm ARE required
UKM - - TYPE unencoded data -- ARE preferredPresent
SM ME- CAPS cap- kaa- mgvSi ngl ePass- shalkdf - schene

}

mgvSi ngl ePass- shalkdf - schene OBJECT | DENTI FI ER :: = {
X9- 63-schene 16 }
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kaa- mgvSi ngl ePass- sha224kdf - scheme KEY- AGREE :: = {
| DENTI FI ER mgvSi ngl ePass- sha224kdf - schene
PARAMS TYPE KeyW apAl gorithm ARE required
UKM -- TYPE unencoded data -- ARE preferredPresent
SM ME- CAPS cap- kaa- ngvSi ngl ePass- sha224kdf - schene

}

mgvSi ngl ePass- sha224kdf - schene OBJECT | DENTI FIER :: = {
secg-schene 15 0 }

kaa- ngvSi ngl ePass- sha256kdf - schenme KEY- AGREE :: = {
| DENTI FI ER ngvSi ngl ePass- sha256kdf - schene
PARAMS TYPE KeyW apAl gorithm ARE required
UKM - - TYPE unencoded data -- ARE preferredPresent
SM ME- CAPS cap- kaa- mgvSi ngl ePass- sha256kdf - scheme

}

mgvSi ngl ePass- sha256kdf - scheme OBJECT | DENTI FI ER :: = {
secg-schene 15 1 }

kaa- mgvSi ngl ePass- sha384kdf - scheme KEY- AGREE :: = {
| DENTI FI ER mgvSi ngl ePass- sha384kdf - schene
PARAMS TYPE KeyW apAl gorithm ARE required
UKM - - TYPE unencoded data -- ARE preferredPresent
SM ME- CAPS cap- kaa- mgvSi ngl ePass- sha384kdf - schemne

}

mgvSi ngl ePass- sha384kdf - schene OBJECT | DENTIFIER :: = {
secg-schene 15 2 }

kaa- mgvSi ngl ePass- sha512kdf - scheme KEY- AGREE :: = {
| DENTI FI ER mgvSi ngl ePass- sha512kdf - schene
PARAMS TYPE KeyW apAl gorithm ARE required
UKM -- TYPE unencoded data -- ARE preferredPresent
SM ME- CAPS cap- kaa- ngvSi ngl ePass- sha512kdf - schene

}
mgvSi ngl ePass- sha512kdf - schene OBJECT | DENTI FIER :: = {
secg-schene 15 3}

-- Key Wap Algorithnms: Inported from [ CMS- ASN
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KeyW apAl gorithm::= Algorithm dentifier { KEY-WRAP, { KeyWapAligs } }

KeyW apAl gs KEY-WRAP :: = {
kwa- 3DESW ap |
kwa- aes128-wap |
kwa- aes192-wap |
kwa- aes256- w ap,

-- Content Encryption Algorithns: |Inported from [ CVM5- ASN|

-- Constrains the Envel opedData Encrypt edContentl|nfo encrypt edCont ent
-- field and the AuthEnvel opedData EncryptedContentlnfo
-- content EncryptionAlgorithmfield

-- Content Encrypti onAl gs CONTENT- ENCRYPTION :: = {
-- cea- 3DES-chc |

-- cea-aesl128-cbc |
-- cea-aesl92-chc |
-- cea- aes256- chc |
-- cea-aesl28-ccm |
-- cea-aesl92-ccm |
-- cea- aes256-ccm |
-- cea-aesl1l28-gcm |
-- cea-aesl92-gcm |
-- cea- aes256-gcm

-- des-ede3-chc and aes*-chc are used with Envel opedData and
-- EncryptedDat a

-- aes*-ccmare used with Aut hEnvel opedDat a

-- aes*-gcm are used with Aut hEnvel opedDat a

-- (where * is 128, 192, and 256)

-- Message Authentication Code Al gorithns

-- Constrains the AuthenticatedData
-- MessageAut henti cati onCodeAl gorithmfield
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MessageAut hAl gs MAC- ALGORI THM : : = {
-- maca- hMAC- SHAL |

maca- hMAC- SHA224 |

maca- hMAC- SHA256 |

maca- hMAC- SHA384 |

maca- hMAC- SHA512,

}

maca- hMAC- SHA224 MAC- ALGORI THM @ : = {
| DENTI FI ER i d- hmacW t hSHA224
PARAMS ARE absent
| S- KEYED- MAC TRUE
SM ME- CAPS cap- hMAC- SHA224

}

i d- hmacW t hSHA224 OBJECT | DENTI FIER :: = {
i so(1l) nenber-body(2) us(840) rsadsi(113549)
digestAlgorithnm(2) 8 }

maca- hMAC- SHA256 MAC- ALGORI THM : : = {
| DENTI FI ER i d- hmacW t hSHA256
PARAMS ARE absent
| S- KEYED- MVAC TRUE
SM ME- CAPS cap- hMAC- SHA256

}

i d- hmacW t hSHA256 OBJECT | DENTI FIER :: = {
i so(1) nenber-body(2) us(840) rsadsi(113549)
digestAlgorithm(2) 9 }

maca- hMAC- SHA384 MAC- ALGORI THM : : = {
| DENTI FI ER i d- hmacW t hSHA384
PARAMS ARE absent
| S- KEYED- MAC TRUE
SM ME- CAPS cap- hMAC- SHA384

}

i d- hmacW t hSHA384 OBJECT | DENTI FIER :: = {
i so(1) nenber-body(2) us(840) rsadsi(113549)
di gest Al gorithn(2) 10 }

maca- hMAC- SHA512 MAC- ALGORI THM :: = {
| DENTI FI ER i d- hmacW t hSHA512
PARAMS ARE absent
| S- KEYED- MAC TRUE
SM Me- CAPS cap- hMAC- SHA512

}
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i d- hmacW t hSHA512 OBJECT | DENTI FIER :: = {
i so(1) nenber-body(2) us(840) rsadsi(113549)
digestAlgorithm(2) 11 }

-- Oiginator Public Key Algorithns

-- Constraints on KeyAgreeRecipientinfo OriginatorldentifierO Key
-- OriginatorPublicKey algorithmfield

Ori gi nat or PKAl gorithms PUBLI C-KEY ::= {
opka- ec,

}

opka-ec PUBLI G- KEY :: ={
| DENTI FI ER i d- ecPubl i cKey
KEY ECPoi nt
PARAMS TYPE CHO CE { n NULL, p ECParameters } ARE preferredAbsent

-- Format for both epheneral and static public keys: Inported from
-- [PKI-ALG

-- ECPoi nt ::= OCTET STRI NG
-- ECParaneters ::= CHO CE {
-- nanedCur ve CURVE. & d({ NamedCurve})

-- comrented out in [PKI-ALG inplicitCurve NULL
-- comrented out in [PKI-ALG specifiedCurve SpecifiedECDonmain
-- comrented out in [PKI-ALG

-- inplicitCurve and specifiedCurve MJST NOT be used in PKI X
-- Details for SpecifiedECDomai n can be found in [X9.62].

-- Any future additions to this CHO CE shoul d be coordinated
-- with ANSI X 9.

-- Format of KeyAgreeRecipientinfo ukmfield when used with

-- ECMXV

Muser Keyi ngvaterial ::= SEQUENCE {

ephener al Publ i cKey Ori gi nat or Publ i cKey,

addedukm [0] EXPLICIT UserKeyi nghvat eri al OPTI ONAL
}
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-- "Sharedlnfo’ for input to KDF when using ECDH and ECMQV with
-- Envel opedDat a, AuthenticatedData, or AuthEnvel opedDat a

ECC- CMB- Shar edl nfo :: = SEQUENCE {
keyl nfo KeyW apAl gorithm

entityU nfo [0] EXPLICI T OCTET STRI NG OPTI ONAL,
suppPubl nfo [2] EXPLICI T OCTET STRI NG

-- SIM M= CAPS for algorithns in this docunent
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SM nmeCAPS SM ME- CAPS :: = {

-- nda-shal. &m neCaps

-- nda-sha224. &m nmeCaps

-- nda-sha256. & m neCaps

-- nda-sha384. &m neCaps

-- nda-shab512. &m neCaps

-- sa-ecdsaWthSHALl. &m neCaps

-- sa-ecdsaWt hSHA224. &smni neCaps

-- sa-ecdsaWt hSHA256. & m neCaps

-- sa-ecdsaWt hSHA384. & m neCaps

-- sa-ecdsaWthSHA512. &m neCaps
kaa- dhSi ngl ePass- st dDH shalkdf - schene. &sni meCaps
kaa- dhSi ngl ePass- st dDH sha224kdf - schene. &ni nmeCaps
kaa- dhSi ngl ePass- st dDH sha256kdf - scheme. & m neCaps
kaa- dhSi ngl ePass- st dDH sha384kdf - schemne. & m neCaps
kaa- dhSi ngl ePass- st dDH sha512kdf - schene. & m neCaps
kaa- dhSi ngl ePass- cof act or DH shalkdf - schene. &m neCaps
kaa- dhSi ngl ePass- cof act or DH sha224kdf - schere. &m meCaps
kaa- dhSi ngl ePass- cof act or DH sha256kdf - schene. &mi meCaps
kaa- dhSi ngl ePass- cof act or DH sha384kdf - scheme. & m neCaps
kaa- dhSi ngl ePass- cof act or DH sha512kdf - schemne. & m neCaps
kaa- ngvSi ngl ePass- shalkdf - schene. &m neCaps
kaa- nmgvSi ngl ePass- sha224kdf - schene. &m nmeCaps
kaa- mgvSi ngl ePass- sha256kdf - scheme. &sni neCaps
kaa- mgvSi ngl ePass- sha384kdf - schemne. &sni neCaps
kaa- mgvSi ngl ePass- sha512kdf - schemne. &m meCaps

--  kwa- 3des. & m neCaps

--  kwa- aes128. &m neCaps

--  kwa-aes192. &m neCaps

--  kwa- aes256. &m neCaps

-- cea- 3DES-cbc. &m nmeCaps

-- cea-aesl28-cbhc. &m meCaps

-- cea-aesl92-chbc. &m meCaps

-- cea-aes256-chbc. &m neCaps

-- cea-aesl28-ccm &sm nmeCaps

-- cea-aesl92-ccm &sm neCaps

-- cea-aes256-ccm &smi nmeCaps

-- cea-aesl28-gcm &sm nmeCaps

-- cea-aesl92-gcm &sm nmeCaps

-- cea-aes256-gcm &sm neCaps

-- nmaca- hMAC- SHAL. &smi neCaps
maca- hMAC- SHA224. &smi nmeCaps
maca- hMAC- SHA256. &smi meCaps
maca- hMAC- SHA384. &smi meCaps
maca- hMAC- SHA512. &smi meCaps,
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cap- kaa- dhSi ngl ePass- st dDH shalkdf - scheme SM ME- CAPS :: = {

TYPE KeyW apAl gorithm
| DENTI FI ED BY dhSi ngl ePass- st dDH shalkdf - scheme

}

cap- kaa- dhSi ngl ePass- st dDH sha224kdf - scheme SM ME- CAPS : :

TYPE KeyW apAl gorithm
| DENTI FI ED BY dhSi ngl ePass- st dDH sha224kdf - schene

}

cap- kaa- dhSi ngl ePass- st dDH sha256kdf - scheme SM Me- CAPS : :

TYPE KeyW apAl gorithm
| DENTI FI ED BY dhSi ngl ePass- st dDH- sha256kdf - schene

}

cap- kaa- dhSi ngl ePass- st dDH sha384kdf - scheme SM Me- CAPS : :

TYPE KeyW apAl gorithm
| DENTI FI ED BY dhSi ngl ePass- st dDH sha384kdf - schene

}

cap- kaa- dhSi ngl ePass- st dDH sha512kdf - scheme SM Me- CAPS : :

TYPE KeyW apAl gorithm
| DENTI FI ED BY dhSi ngl ePass- st dDH sha512kdf - schene

}

January 2010

cap- kaa- dhSi ngl ePass- cof act or DH shalkdf - scheme SM MEe- CAPS : : ={

TYPE KeyW apAl gorithm
| DENTI FI ED BY dhSi ngl ePass- cof act or DH shalkdf - schene

}

cap- kaa- dhSi ngl ePass- cof act or DH sha224kdf - scheme SM ME- CAPS : :

TYPE KeyW apAl gorithm
}

| DENTI FI ED BY dhSi ngl ePass- cof act or DH sha224kdf - schene

cap- kaa- dhSi ngl ePass- cof act or DH sha256kdf - scheme SM ME- CAPS : :

TYPE KeyW apAl gorithm

}

| DENTI FI ED BY dhSi ngl ePass- cof act or DH sha256kdf - schene

cap- kaa- dhSi ngl ePass- cof act or DH sha384kdf - scheme SM Me- CAPS : :

TYPE KeyW apAl gorithm

}

| DENTI FI ED BY dhSi ngl ePass- cof act or DH sha384kdf - schene
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cap- kaa- dhSi ngl ePass- cof act or DH sha512kdf - scheme SM ME- CAPS : : ={
TYPE KeyW apAl gorithm
| DENTI FI ED BY dhSi ngl ePass- cof act or DH sha512kdf - schene

}

cap- kaa- mgvSi ngl ePass- shalkdf - scheme SM ME- CAPS : : ={
TYPE KeyW apAl gorithm
| DENTI FI ED BY mgvSi ngl ePass- shalkdf - scheme

}

cap- kaa- mgvSi ngl ePass- sha224kdf - scheme SM ME- CAPS : : ={
TYPE KeyW apAl gorithm
| DENTI FI ED BY nqgvSi ngl ePass- sha224kdf - schene

}

cap- kaa- mgvSi ngl ePass- sha256kdf - scheme SM ME- CAPS : : ={
TYPE KeyW apAl gorithm
| DENTI FI ED BY ngvSi ngl ePass- sha256kdf - schene

}
cap- kaa- mgvSi ngl ePass- sha384kdf - scheme SM ME- CAPS : : ={

TYPE KeyW apAl gorithm
| DENTI FI ED BY nqvSi ngl ePass- sha384kdf - schene

}

cap- kaa- mgvSi ngl ePass- sha512kdf - scheme SM Me- CAPS : : ={
TYPE KeyW apAl gorithm
| DENTI FI ED BY nqvSi ngl ePass- sha512kdf - schene

}
cap- hMAC- SHA224 SM ME- CAPS :: ={ | DENTI FI ED BY i d- hmacWt hSHA224 }

cap- hMAC- SHA256 SM ME- CAPS :: ={ | DENTI FI ED BY i d- hmacW t hSHA256 }
cap- hMAC- SHA384 SM ME- CAPS :: ={ | DENTI FI ED BY i d- hmacW t hSHA384 }
cap- hMAC- SHA512 SM ME- CAPS : : ={ | DENTI FI ED BY i d- hmacW t hSHA512 }

END
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Appendi x B. Changes since RFC 3278

The foll owi ng summari zes t he changes

Abstract: The basis of the docunent was changed to refer to NI ST
FI PS 186-3 and SP800-56A. However, to naintain backwards
conmpatibility the Key Derivation Function fromANSI/SEC1 is

r et ai ned.

Section 1: A bullet was added to address AuthEnvel opedDat a.

Section 2.1: A sentence was added to indicate FIPS180-3 is used
with ECDSA. Replaced reference to ANSI X9.62 with FI PS186- 3.

Section 2.1.1: The permitted digest algorithns were expanded from
SHA-1 to SHA-1, SHA-224, SHA-256, SHA-384, and SHA-512

Section 2.1.2 and 2.1.3: The bullet addressing integer "e" was
del et ed.

Section 3: Added expl anation of why static-static ECDH i s not
i ncl uded.

Section 3.1: The reference for DH was changed from RFC 3852 to RFC
3370. Provided text to indicate fields of Envel opedData are as in
CMB.

Section 3.1.1: The text was updated to include description of al
KeyAgreeReci pientinfo fields. Paraneters for id-ecPublicKey field
changed from NULL to absent or ECParaneter. Additional infornmation
about ukm was added.

Section 3.2: The sentence describing the advantages of 1-Pass ECMQ)
was rewritten.

Section 3.2.1: The text was updated to include description of al
fields. Paraneters for id-ecPublicKey field changed from NULL to
absent or ECParaneters.

Sections 3.2.2 and 4.1.2: The re-use of epheneral keys paragraph
was rewor ded

Section 4.1: The sentences describing the advantages of 1-Pass
ECMQV was nmoved to Section 4

Section 4.1.2: The note about the attack was noved to Section 4.
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- Section 4.2: This section was added to address Aut hEnvel opedDat a
with ECMQV.

- Section 5: This section was noved to Section 8. The 1st paragraph
was nodified to recormmend both SignedData and Envel opedData. The
requi renents were updated for hash algorithns and reconmendati ons
for matching curves and hash algorithns. Al so, the requirenments
were expanded to indicate which ECDH and ECMQV vari ants, key w ap
al gorithms, and content encryption algorithns are required for each
of the content types used in this docunent. The permitted di gest
al gorithms used in KDFs were expanded from SHA-1 to SHA-1, SHA-224,
SHA- 256, SHA- 384, and SHA-512.

- Section 6 (formerly 7): This section was updated to allow for
SM MECapabilities to be present in certificates. The S/M M
capabilities for ECDSA with SHA-224, SHA-256, SHA-384, and SHA-512
were added to the list of SIM M Capabilities. Al so, updated to
include S/IM ME capabilities for ECDH and ECMQV using the SHA-224,
SHA- 256, SHA- 384, and SHA-512 algorithms as the KDF.

- Section 7.1 (formerly 8.1): Added sub-sections for digest,
signature, originator public key, key agreenent, content
encryption, key wap, and nessage authentication code al gorithns.
Pointed to algorithnms and paraneters in appropriate docunents for:
SHA- 224, SHA- 256, SHA-384, and SHA-512 as well as SHA-224, SHA- 256,
SHA- 384, and SHA-512 with ECDSA. Al so, added algorithmidentifiers
for ECDH std, ECDH cofactor, and ECMQV wi th SHA-224, SHA- 256,

SHA- 384, and SHA-512 algorithns as the KDF. Changed id-ecPublicKey
paraneters to be absent, NULL, or ECParaneters, and if present the
originator’s ECParanmeters nust match the recipient’s ECParaneters.

- Section 7.2 (formerly 8.2): Updated to include AuthEnvel opedDat a.
Al so, added text to address support requirenment for conpressed,
unconpressed, and hybrid keys; changed pointers fromANSI X9.61 to
PKI X (where ECDSA-Si g-Value is inported); changed pointers from
SECG to NI ST specs; and updat ed exanpl e of suppPublnfo to be
AES- 256. keylnfo’'s paraneters changed from NULL to any associ at ed
paraneters (AES w aps have absent paraneters).

- Section 9: Replaced text, which was a summary paragraph, with an
updat ed security considerations section. Paragraph referring to
definitions of SHA-224, SHA-256, SHA-384, and SHA-512 is del eted.

Updat ed ref erences.

- Added ASN. 1 npdul es.

Updat ed acknow edgenents secti on.
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