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Transport Layer Security (TLS) Renegotiation Indication Extension
Abst r act

Secure Socket Layer (SSL) and Transport Layer Security (TLS)
renegotiation are vulnerable to an attack in which the attacker forns
a TLS connection with the target server, injects content of his
choice, and then splices in a new TLS connection froma client. The
server treats the client’s initial TLS handshake as a renegoti ation
and thus believes that the initial data transmtted by the attacker
is fromthe sane entity as the subsequent client data. This
specification defines a TLS extension to cryptographically tie
renegotiations to the TLS connections they are being perforned over,
thus preventing this attack

Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it may be obtained at
http://ww.rfc-editor.org/info/rfc5746
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1.

I nt roducti on

TLS [ RFC5246] allows either the client or the server to initiate
renegotiation -- a new handshake that establishes new cryptographic
paraneters. Unfortunately, although the new handshake is carried out
usi ng the cryptographi c paraneters established by the origina
handshake, there is no cryptographic binding between the two. This
creates the opportunity for an attack in which the attacker who can
intercept a client’s transport |ayer connection can inject traffic of
his own as a prefix to the client’s interaction with the server. ne
formof this attack [ Ray09] proceeds as shown bel ow

Cient Att acker Server
L Handshake ---------- >
<======= |nitial Traffic

Qoo e e e e e ooooa-- Handshake ======================

<======================== (] jent Traffic ==========================

To start the attack, the attacker forns a TLS connection to the
server (perhaps in response to an initial intercepted connection from
the client). He then sends any traffic of his choice to the server
This may involve nultiple requests and responses at the application
|l ayer, or may sinply be a partial application |ayer request intended
to prefix the client’s data. This traffic is showmn with == to
indicate it is encrypted. He then allows the client’s TLS handshake
to proceed with the server. The handshake is in the clear to the
attacker but encrypted over the attacker’s TLS connection to the
server. Once the handshake has conpleted, the client conmunicates
with the server over the newy established security paranmeters with
the server. The attacker cannot read this traffic, but the server
believes that the initial traffic to and fromthe attacker is the
same as that to and fromthe client.

If certificate-based client authentication is used, the server wll
see a stream of bytes where the initial bytes are protected but
unaut henti cated by TLS and subsequent bytes are authenticated by TLS
and bound to the client’s certificate. In some protocols (notably
HTTPS), no distinction is nade between pre- and post-authentication
stages and the bytes are handled uniformy, resulting in the server
believing that the initial traffic corresponds to the authenticated
client identity. Even without certificate-based authentication, a
variety of attacks nmay be possible in which the attacker convinces
the server to accept data fromit as data fromthe client. For
instance, if HITPS [RFC2818] is in use with HITP cooki es [ RFC2965],
the attacker may be able to generate a request of his choice
validated by the client’s cookie.
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3.

3.

Sone protocols -- such as | MAP or SMIP -- have nore explicit
transitions between authenticated and unaut henti cated phases and
require that the protocol state machine be partly or fully reset at

such transitions. |If strictly followed, these rules may linmt the
effect of attacks. Unfortunately, there is no requirenent for state
machi ne resets at TLS renegotiation, and thus there is still a

potential wi ndow of vulnerability, for instance, by prefixing a
command that wites to an area visible by the attacker with a conmand
by the client that includes his password, thus making the client’s
password visible to the attacker (note that this precise attack does
not work with chall enge-response authentication schenes, but other
attacks may be possible). Similar attacks are available with SMIP
and in fact do not necessarily require the attacker to have an
account on the target server.

It is inportant to note that in both cases these attacks are possible
because the client sends unsolicited authentication information

wi thout requiring any specific data fromthe server over the TLS
connection. Protocols that require a round trip to the server over
TLS before the client sends sensitive information are likely to be

| ess vul nerabl e.

These attacks can be prevented by cryptographically binding
renegoti ati on handshakes to the enclosing TLS cryptographic
paraneters, thus allowing the server to differentiate renegotiation
frominitial negotiation, as well as preventing renegotiations from
bei ng spliced in between connections. An attenpt by an attacker to
inject hinself as described above will result in a mismatch of the
crypt ographi ¢ binding and can thus be detected. The data used in the
extension is simlar to, but not the same as, the data used in the
tls-uni que and/or tls-unique-for-tel net channel bindings described in
[ TLS- CHANNEL- Bl NDI NGS] ; however, this extension is not a general -

pur pose RFC 5056 [ RFC5056] channel binding facility.

Conventions Used in This Docunent
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

Secure Renegotiation Definition
1. Additional Connection State

Both client and server need to store three additional values for each

TLS connection state (see RFC 5246, Section 6.1). Note that these
val ues are specific to connection (not a TLS session cache entry).
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0 a "secure_renegotiation" flag, indicating whether secure
renegotiation is in use for this connection

0o "client verify data": the verify data fromthe Fi nished nessage
sent by the client on the i mmedi ately previ ous handshake. For
currently defined TLS versions and ci pher suites, this will be a
12-byte value; for SSLv3, this will be a 36-byte val ue.

0 "server_verify data": the verify data fromthe Fini shed nessage
sent by the server on the i mmedi ately previ ous handshake.

Ext ensi on Definition

Thi s docunent defines a new TLS extension, "renegotiation_info" (wth
ext ension type OxffO0l1l), which contains a cryptographic binding to the
encl osing TLS connection (if any) for which the renegotiation is
bei ng perforned. The "extension data" field of this extension
contains a "Renegotiationlnfo" structure:

struct {
opaque renegoti at ed_connecti on<0. . 255>;
} Renegoti ati onl nf o;

The contents of this extension are specified as foll ows.

o If thisis the initial handshake for a connection, then the
"renegoti ated_connection” field is of zero length in both the
ClientHell o and the ServerHello. Thus, the entire encoding of the
extension is ff 01 00 01 00. The first two octets represent the
extension type, the third and fourth octets the length of the
extension itself, and the final octet the zero length byte for the
"renegoti ated_connection" field.

0 For ClientHellos that are renegotiating, this field contains the
"client _verify data" specified in Section 3.1

o0 For ServerHellos that are renegotiating, this field contains the
concatenation of client_verify data and server_verify_data. For
current versions of TLS, this will be a 24-byte value (for SSLv3,
it wll be a 72-byte val ue).

Thi s extension al so can be used with Datagram TLS (DTLS) [ RFC4347].
Al t hough, for editorial sinplicity, this docunent refers to TLS, all
requirenents in this docunent apply equally to DTLS
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3.3. Renegotiation Protection Request Signaling C pher Suite Val ue

Both the SSLv3 and TLS 1.0/ TLS 1.1 specifications require

i mpl ementations to ignore data following the ClientHello (i.e.,
extensions) if they do not understand it. However, sone SSLv3 and
TLS 1.0 inplenmentations incorrectly fail the handshake in such a
case. This neans that clients that offer the "renegotiation_info"
ext ensi on may encounter handshake failures. |In order to enhance
compatibility with such servers, this docunment defines a second
signaling nmechanismvia a special Signaling C pher Suite Val ue (SCSV)
"TLS _EMPTY_RENEGOTI ATI ON_I NFO_SCSV', with code point {0x00, OxFF}.
This SCSV is not a true cipher suite (it does not correspond to any
valid set of algorithns) and cannot be negotiated. Instead, it has
the sane semantics as an enpty "renegotiation_info" extension, as
described in the followi ng sections. Because SSLv3 and TLS

i npl ementations reliably ignore unknown ci pher suites, the SCSV may
be safely sent to any server. The SCSV can al so be included in the
SSLv2 backward conpatible CLIENT-HELLO (see Appendi x E. 2 of

[ RFC5246]) .

Note: a minimal client that does not support renegotiation at al

can sinply use the SCSV in all initial handshakes. The rules in the
followi ng sections will cause any conpliant server to abort the
handshake when it sees an apparent attenpt at renegotiation by such a
client.

3.4. dient Behavior: Initial Handshake

Note that this section and Section 3.5 apply to both full handshakes
and session resunption handshakes.

o0 The client MJST include either an enpty "renegotiation_info"
extension, or the TLS EMPTY_RENEGOTI ATI ON_I NFO _SCSV si gnal i ng
cipher suite value in the dientHello. Including both is NOT
RECOMVENDED.

o0 Wen a ServerHello is received, the client MJST check if it
i ncludes the "renegotiation_info" extension

* |f the extension is not present, the server does not support
secure renegotiation; set secure_renegotiation flag to FALSE
In this case, sone clients may want to terninate the handshake
i nstead of continuing; see Section 4.1 for discussion
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3.
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6

* |f the extension is present, set the secure_renegotiation flag
to TRUE. The client MUST then verify that the length of the
"renegoti ated_connection” field is zero, and if it is not, MJST
abort the handshake (by sending a fatal handshake failure
alert).

Note: later in Section 3, "abort the handshake" is used as
shorthand for "send a fatal handshake failure alert and
term nate the connection”

0 When the handshake has conpl eted, the client needs to save the
client_verify_data and server_verify_data values for future use.

Client Behavior: Secure Renegotiation

This text applies if the connection’s "secure renegotiation" flag is
set to TRUE (if it is set to FALSE, see Section 4.2).

o0 The client MUST include the "renegotiation_info" extension in the
ClientHell o, containing the saved client_verify data. The SCSV
MUST NOT be i ncl uded.

0 When a ServerHello is received, the client MIST verify that the
"renegotiation_info" extension is present; if it is not, the
client MJST abort the handshake.

o The client MJST then verify that the first half of the
"renegotiated connection" field is equal to the saved
client _verify data value, and the second half is equal to the
saved server_verify_ data value. |If they are not, the client MJST
abort the handshake.

o \When the handshake has completed, the client needs to save the new
client _verify data and server_verify data val ues.

Server Behavior: Initial Handshake

Note that this section and Section 3.7 apply to both full handshakes
and session-resunpti on handshakes.

o Wen adientHello is received, the server MJUST check if it
i ncludes the TLS EMPTY_RENEGOTI ATI ON_| NFO_SCSV SCSV. If it does,
set the secure_renegotiation flag to TRUE
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0 The server MJUST check if the "renegotiation_info" extension is
included in the ientHello. |If the extension is present, set
secure_renegotiation flag to TRUE. The server MJST then verify
that the I ength of the "renegotiated connection" field is zero,
and if it is not, MJST abort the handshake.

o If neither the TLS_EMPTY_RENEGOTI ATI ON_| NFO_SCSV SCSV nor the
"renegotiation_info" extension was included, set the
secure_renegotiation flag to FALSE. In this case, sone servers
may want to term nate the handshake instead of continuing;, see
Section 4.3 for discussion

o |If the secure renegotiation flag is set to TRUE, the server MJST
include an enpty "renegotiation_info" extension in the ServerHello
nessage

0 When the handshake has conpl eted, the server needs to save the
client_verify_data and server_verify_data values for future use.

TLS servers inplenenting this specification MJST ignore any unknown
extensions offered by the client and they MJST accept version nunbers
hi gher than their highest version nunber and negoti ate the highest
common version. These two requirenments reiterate preexisting
requirenents in RFC 5246 and are nerely stated here in the interest
of forward conpatibility.

Note that sending a "renegotiation_info" extension in response to a
ClientHell o containing only the SCSV is an explicit exception to the
prohibition in RFC 5246, Section 7.4.1.4, on the server sending
unsolicited extensions and is only allowed because the client is
signaling its willingness to receive the extension via the
TLS_EMPTY_RENEGOTI ATI ON_|I NFO_SCSV SCSV. TLS inpl enentati ons MJST
continue to conply with Section 7.4.1.4 for all other extensions.

3.7. Server Behavior: Secure Renegotiation

This text applies if the connection’s "secure_renegotiation" flag is
set to TRUE (if it is set to FALSE, see Section 4.4).

0 Wien a CientHello is received, the server MIST verify that it
does not contain the TLS EMPTY_RENEGOTI ATI ON_I NFO SCSV SCsV. If
the SCSV is present, the server MJST abort the handshake.

o0 The server MUST verify that the "renegotiation_info" extension is
present; if it is not, the server MJST abort the handshake.
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4.

0 The server MUST verify that the value of the
"renegoti ated_connection" field is equal to the saved
client_verify data value; if it is not, the server MJIST abort the
handshake.

0 The server MJUST include a "renegotiation_info" extension
containing the saved client_verify data and server_verify data in
the ServerHell o.

o0 When the handshake has conpl eted, the server needs to save the new
client _verify data and server _verify data val ues.

Backward Conpatibility

Exi sting inplementations that do not support this extension are
wi dely depl oyed and, in general, nust interoperate with newer

i npl ementations that do support it. This section describes
consi derations for backward conpatible interoperation

1. dient Considerations

If aclient offers the "renegotiation_info" extension or the

TLS EMPTY_RENEGOTI ATI ON_I NFO _SCSV SCSV and t he server does not reply
with "renegotiation_info" in the ServerHello, then this indicates
that the server does not support secure renegotiation. Because sone
attacks (see Section 1) look like a single handshake to the client,
the client cannot determ ne whether or not the connection is under
attack. Note, however, that nerely because the server does not
acknow edge the extension does not nean that it is vulnerable; it

m ght choose to reject all renegotiations and sinply not signal it.
However, it is not possible for the client to determine purely via
TLS nechani sns whether or not this is the case.

If clients wish to ensure that such attacks are inpossible, they need
to ternm nate the connection imrediately upon failure to receive the
extension wi thout conpleting the handshake. Such clients MJST
generate a fatal "handshake failure" alert prior to termnating the
connection. However, it is expected that many TLS servers that do
not support renegotiation (and thus are not vulnerable) will not
support this extension either, so in general, clients that inplenent
this behavior will encounter interoperability problenms. There is no
set of client behaviors that will guarantee security and achieve
maxi mum i nteroperability during the transition period. Cients need
to choose one or the other preference when dealing with potentially
un- upgr aded servers.
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4.2. dient Behavior: Legacy (lnsecure) Renegotiation

This text applies if the connection’s "secure_renegotiation" flag is
set to FALSE

It is possible that un-upgraded servers will request that the client
renegotiate. It is RECOMENDED that clients refuse this
renegotiation request. Cients that do so MIST respond to such
requests with a "no_renegotiation" alert (RFC 5246 requires this
alert to be at the "warning" level). It is possible that the
apparently un-upgraded server is in fact an attacker who is then
allowing the client to renegotiate with a different, legitimte,
upgraded server. |If clients neverthel ess choose to renegotiate, they
MJUST behave as descri bed bel ow.

Clients that choose to renegotiate MJST provide either the

TLS EMPTY_RENEGOTI ATI ON_I NFO_SCSV SCSV or "renegotiation_info" in
their ClientHello. |In a legitimte renegotiation with an un-upgraded
server, that server should ignore both of these signals. However, if
the server (incorrectly) fails to ignore extensions, sending the
"renegotiation_info" extension may cause a handshake failure. Thus,
it is permtted, though NOT RECOMVENDED, for the client to sinply
send the SCSV. This is the only situation in which clients are
permitted to not send the "renegotiation_info" extension in a
ClientHello that is used for renegotiation

Note that in the case of a downgrade attack, if this is an initial
handshake fromthe server’s perspective, then use of the SCSV from
the client precludes detection of this attack by the server (if this
is a renegotiation fromthe server’'s perspective, then it will detect
the attack). However, the attack will be detected by the client when
the server sends an enpty "renegotiation_info" extension and the
client is expecting one containing the previous verify data. By
contrast, if the client sends the "renegotiation_info" extension,
then the server will inmrediately detect the attack

When the ServerHello is received, the client MIST verify that it does
not contain the "renegotiation_info" extension. |If it does, the
client MJST abort the handshake. (Because the server has al ready
indicated it does not support secure renegotiation, the only way that
this can happen is if the server is broken or there is an attack.)

4.3. Server Considerations
If the client does not offer the "renegotiation_info" extension or
the TLS_EMPTY_RENEGOTI ATI ON_I NFO_SCSV SCSV, then this indicates that

the client does not support secure renegotiation. Although the
attack described in Section 1 |ooks like two handshakes to the
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4. 4.

Res

server, other attacks nay be possible in which the renegotiation is
seen only by the client. |If servers wish to ensure that such attacks
are inpossible, they need to term nate the connection i mediately
upon failure to negotiate the use of secure renegotiation. Servers
that do choose to allow connections fromunpatched clients can stil
prevent the attack described in Section 1 by refusing to renegotiate
over those connections.

In order to enable clients to probe, even servers that do not support
renegotiati on MJST inplenent the mninmal version of the extension
described in this docunent for initial handshakes, thus signaling
that they have been upgraded.

Server Behavior: Legacy (Insecure) Renegotiation

This text applies if the connection’s "secure renegotiation" flag is
set to FALSE

It is RECOWENDED that servers not pernit |egacy renegotiation. |If
servers neverthel ess do permt it, they MIST follow the requirenments
in this section.

0 Wien a CientHello is received, the server MIST verify that it
does not contain the TLS EMPTY_RENEGOTI ATI ON_I NFO_SCSV SCsV. |If
the SCSV is present, the server MJST abort the handshake.

o0 The server MJST verify that the "renegotiation_info" extension is
not present; if it is, the server MJST abort the handshake

SSLv3

While SSLv3 is not a protocol under |ETF change control (see
[SSLv3]), it was the original basis for TLS and nost TLS

i npl ementations al so support SSLv3. The | ETF encourages SSLv3

i npl ementations to adopt the "renegotiation_info" extension and SCSV
as defined in this docunent. The semantics of the SCSV and extension
are identical to TLS stacks except for the size of the verify_ data
val ues, which are 36 bytes long each. Note that this will require
addi ng at | east mnimal extension processing to such stacks. Cdients
that support SSLv3 and offer secure renegotiation (either via SCSV or
"renegotiation_info") MJST accept the "renegotiation_info" extension
fromthe server, even if the server version is {0x03, 0x00}, and
behave as described in this specification. TLS servers that support
secure renegotiation and support SSLv3 MJST accept SCSV or the
"renegotiation_info" extension and respond as described in this
specification even if the offered client version is {0x03, 0x00}.
SSLv3 does not define the "no_renegotiation" alert (and does
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not offer a way to indicate a refusal to renegotiate at a "warni ng"
level). SSLv3 clients that refuse renegotiati on SHOULD use a fata
handshake failure alert.

5. Security Considerations

The extension described in this docunment prevents an attack on TLS

If this extension is not used, TLS renegotiation is subject to an
attack in which the attacker can inject their own conversation with
the TLS server as a prefix to the client’s conversation. This attack
isinvisible to the client and | ooks like an ordinary renegotiation
to the server. The extension defined in this docunent allows
renegotiation to be performed safely. Servers SHOULD NOT al |l ow
clients to renegotiate without using this extension. Many servers
can mtigate this attack sinply by refusing to renegotiate at all

Wiile this extension mtigates the man-in-the-middle attack described
in the overview, it does not resolve all possible problens an
application may face if it is unaware of renegotiation. For exanple,
during renegotiation, either the client or the server can present a
different certificate than was used earlier. This nay come as a
surprise to application devel opers (who m ght have expected, for
exanple, that a "getPeerCertificates()" APl call returns the sane
value if called twice), and might be handled in an i nsecure way.

TLS i npl enent ati ons SHOULD provi de a mechanismto disable and enable
renegoti ati on.

TLS i npl enenters are encouraged to clearly docunment how renegoti ation
interacts with the APIs offered to applications (for exanple, which
APl calls might return different values on different calls, or which
cal | backs might get called nultiple tines).

To make life sinpler for applications that use renegotiation but do
not expect the certificate to change once it has been authenticated,
TLS inpl ementati ons may al so wish to offer the applications the
option to abort the renegotiation if the peer tries to authenticate
with a different certificate and/or different server nane (in the
server_nane extension) than was used earlier. TLS inplenentations
may alternatively offer the option to disable renegotiation once the
client certificate has been authenticated. However, enabling these
options by default for all applications could break existing
applications that depend on using renegotiation to change from one
certificate to another. (For exanple, long-lived TLS connections
could change to a renewed certificate; or renegotiation could select
a different cipher suite that requires using a different
certificate.)
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8.

8.

8.

Fi nal ly, designers of applications that depend on renegotiation are
rem nded that many TLS APIs represent application data as a sinple
octet stream applications may not be able to determni ne exactly which
application data octets were received before, during, or after
renegotiation. Especially if the peer presents a different
certificate during renegotiation, care is needed when specifying how
the application should handl e the data.

| ANA Consi der ations

| ANA has added the extension code point 65281 (0xff0l1l), which has
been used for prototype inplenentations, for the "renegotiation_info"
extension to the TLS ExtensionType val ues registry.

| ANA has added TLS ci pher suite nunber 0x00, OxFF with name
TLS_EMPTY_RENEGOTI ATI ON_I NFO_SCSV to the TLS G pher Suite registry.
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