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Abst r act

Thi s docunent updates RFC 4871, "Donai nKeys ldentified Mail (DKIM
Signatures". Specifically, the docunent clarifies the nature, roles,
and rel ationship of the two DKIMidentifier tag values that are

candi dates for payl oad delivery to a receiving processing nodul e.

The Update is in the style of an Errata entry, albeit a rather |ong
one.

Status of This Meno

Thi s docunent specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this nmeno is unlimted.

Copyright Notice

Copyright (c) 2009 | ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents in effect on the date of
publication of this docunent (http://trustee.ietf.org/license-info).
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent.

Thi s docunent may contain material from|ETF Documents or |ETF
Contri butions published or made publicly avail abl e before Novenber
10, 2008. The person(s) controlling the copyright in sone of this
mat eri al may not have granted the | ETF Trust the right to allow

nmodi fications of such material outside the | ETF Standards Process.
Wt hout obtaining an adequate |icense fromthe person(s) controlling
the copyright in such materials, this docunent may not be nodified
outside the I ETF Standards Process, and derivative works of it may
not be created outside the | ETF Standards Process, except to fornat
it for publication as an RFC or to translate it into | anguages ot her
t han Engli sh.
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1. Introduction
About the purpose for DKIM [RFC4871] states

The ultimate goal of this framework is to permt a signing domain
to assert responsibility for a nessage, thus protecting nessage
signer identity..

Hence, DKIM has a signer that produces a signed nessage, a verifier
that confirns the signature, and an assessor that consunes the
val i dat ed signing domain. So, the sinple purpose of DKIMis to
comrmunicate an identifier to a receive-side assessor nodule. The
identifier is in the formof a domain nanme that refers to a
responsible identity. For DKIMto be interoperable and useful, the
si gner and assessor must share the sane understandi ng of the details
about the identifier.

However, the RFC 4871 specification defines two, potentially
different, identifiers that are carried in the DKIM Si gnature: header
field, d= and i=. Either mght be delivered to a receiving
processi ng nodul e that consunes validated payl oad. The DKIM
specification fails to clearly define which is the "payl oad" to be
delivered to a consum ng nodul e, versus what is internal and nerely

i n support of achieving payload delivery.
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This currently | eaves signers and assessors with the potential for
making different interpretations between the two identifiers and may
lead to interoperability problems. A signer could intend one to be
used for assessnent, and have a different intent in setting the val ue
in the other. However the verifier mght choose the wong value to
deliver to the assessor, thereby producing an unintended (and

i naccurate) assessnent.

Thi s Update resol ves that confusion. 1t defines additional, semantic
| abels for the two values, clarifies their nature, and specifies
their relationship. Mre specifically, it clarifies that the
identifier intended for delivery to the assessor -- such as one that
consults a whitelist -- is the value of the "d=" tag. However, this
does not prohibit message filtering engines fromusing the "i=" tag,
or any other information in the nessage’s header, for filtering
deci si ons.

For signers and verifiers that have been using the i= tag as the
primary value that is delivered to the assessor, a software change to
using the d=tag is intended.

So, this Update clarifies the formal interface to DKIM after
signature verification has been performed. It distinguishes DKIMs
internal signing and verification activity, fromits standardized
delivery of data to that interface

The focus of the Update is on the portion of DKIMthat is much |like
an APl definition. |If DKIMis inplemented as a software |library for
use by others, it needs to define what outputs are provided, that is,
what data that an application devel oper who uses the library can
expect to obtain as a result of invoking DKIMon a nmessage.

This Update defines the output of that library to include the yes/no
result of the verification and the "d=" value. |In other words, it
says what (one) identifier was formally specified for use by the
signer and whether the use of that identifier has been vali dat ed.

For a particular library, other information can be provided at the
discretion of the library devel oper, since devel opers of assessors --
these are the consuners of the DKIMIlibrary -- well mght want nore
informati on than the standardi zed two pi eces of information

However, that standardized set is the minimumthat is required to be
provided to a consuming nodule, in order to be able to claimthat the
library is DKIM conpliant.

This does not state what the inplicit value of "i=" is, relative to
"d=". In this context, that fact is irrel evant.
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Anot her exanple is the difference between the socket interface to TCP
versus the TCP protocol itself. There is the activity within the
protocol stack, and then there is the activity within in the software
libraries that are actually used.

NOTE: The text provided here updates [RFC4871]. Text appearing in
the "Corrected Text:" replaces text in RFC 4871. Hence,
references that appear in the "Original Text:" can be found in RFC
4871, and are not duplicated in this docunent.

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this

docunent are to be interpreted as described in [ RFC2119].

2. RFC 4871, Abstract
Original Text:

The ultimate goal of this framework is to permit a signing domain
to assert responsibility for a message,

Corrected Text:
The ultimate goal of this framework is to permt a person, role or
organi zation that owns the signing domain to assert responsibility
for a nessage,
3. RFC 4871, Section 1, Introduction
Original Text:
...permtting a signing domain to claimresponsibility

Corrected Text:

permitting a person, role, or organization that owns the signing
domain to claimresponsibility

4. RFC 4871, Section 2.7, ldentity
Original Text:

(None. New section. Additional text.)
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Corrected Text:

A person, role, or organization. |In the context of DKIM exanples
i nclude aut hor, author’s organi zation, an ISP al ong the handling
pat h, an independent trust assessnent service, and a mailing |ist
operat or.
5. RFC 4871, Section 2.8, ldentifier
Original Text:
(None. New section. Additional text.)
Corrected Text:
A label that refers to an identity.
6. RFC 4871, Section 2.9, Signing Domain Identifier (SDID)
Original Text:
(None. New section. Additional text.)

Corrected Text:

A single domain name that is the mandatory payl oad out put of DKIM
and that refers to the identity claimng responsibility for

i ntroduction of a message into the mail stream For DKIM
processing, the name has only basic domain nane senmantics; any
possi bl e owner-specific semantics are outside the scope of DKIM
It is specified in Section 3.5.

7. RFC 4871, Section 2.10, Agent or User ldentifier (AU D)
Original Text:
(None. New section. Additional text.)

Corrected Text:

A single identifier that refers to the agent or user on behal f of
whom t he Signing Dormain Identifier (SDI D) has taken
responsibility. The AU D conprises a domain name and an optiona
<Local -part>. The domain nane is the same as that used for the
SDID or is a sub-domain of it. For DKIM processing, the domain
nane portion of the AU D has only basic donain name senantics; any
possi bl e owner-specific semantics are outside the scope of DKIM

It is specified in Section 3.5.
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8. RFC 4871, Section 2.11, ldentity Assessor
Original Text:
(None. New section. Additional text.)

Corrected Text:

A nodul e that consunes DKIM s mandat ory payl oad, which is the
responsi ble Signing Domain Identifier (SDID). The nodule is

dedi cated to the assessnent of the delivered identifier. Oher

DKI M (and non-DKIM values can al so be delivered to this nmodul e as
well as to a nore general message evaluation filtering engine.
However, this additional activity is outside the scope of the DKIM
signature specification.

9. RFC 4871, Section 3.5, The DKI M Si gnature Header Field

Original Text:

d= The domain of the signing entity (plain-text; REQURED). This is
the domain that will be queried for the public key. This domain
MUST be the sane as or a parent domain of the "i=" tag (the
signing identity, as described below), or it MJST neet the
requirenents for parent domain signing described in Section 3.8.
When presented with a signature that does not meet these
requirenent, verifiers MJST consider the signature invalid.

Internationalized domai n nanes MJUST be encoded as described in

[ RFC3490] .

ABNF:
sig-d-tag = %64 [FW5] "=" [ FW5] donai n- nane
domai n- nane = sub-domain 1*("." sub-donain)

; from RFC 2821 Donmi n,
but excl udi ng address-literal

Corrected Text:
d=

Specifies the SDID claining responsibility for an introduction
of a nmessage into the mail stream (plain-text; REQU RED).
Hence, the SDID value is used to formthe query for the public
key. The SDI D MUST correspond to a valid DNS nanme under which
the DKIM key record is published. The conventions and
semantics used by a signer to create and use a specific SDI D
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10.

O

Cr ock

are outside the scope of the DKIM Signing specification, as is
any use of those conventions and senmantics. When presented
with a signature that does not neet these requirenents,
verifiers MJST consider the signature invalid.

Internationalized domai n nanes MJUST be encoded as described in
[ RFC3490] .

ABNF:

sig-d-tag = %64 [FW5] "=" [ FW5] donai n- nane
domai n-nane = sub-domain 1*("." sub-donain)
; from RFC 5321 Donmi n,
but excl udi ng address-literal

RFC 4871, Section 3.5, The DKIM Signature Header Field
i gi nal Text:

ldentity of the user or agent (e.g., a mailing |ist nanager) on
behal f of which this message is signed (dki mquoted-printable;
OPTI ONAL, default is an enpty Local -part followed by an "@
followed by the domain fromthe "d=" tag). The syntax is a
standard enmi| address where the Local -part MAY be omitted. The
domai n part of the address MUST be the same as or a subdomai n of
the value of the "d=" tag.

I nternationalized domai n nanes MUST be converted using the steps
listed in Section 4 of [RFC3490] using the "ToASCI|" function.

ABNF:
sig-i-tag = 969 [FWS] "=" [FWH]
[ Local-part ] "@ donain-nane
| NFORMATI VE NOTE: The Local -part of the "i=" tag is optional
because in some cases a signer may not be able to establish a
verified individual identity. |In such cases, the signer may

wi sh to assert that although it is willing to go as far as
signing for the domain, it is unable or unwilling to comm't
to an individual user name within their domain. 1t can do so
by including the domain part but not the Local -part of the
identity.

| NFORMVATI VE DI SCUSSI ON: Thi s docunent does not require the val ue
of the "i=" tag to match the identity in any nessage header
fields. This is considered to be a verifier policy issue.
Constraints between the value of the "i=" tag and ot her
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identities in other header fields seek to apply basic

aut hentication into the semantics of trust associated with a
rol e such as content author. Trust is a broad and conpl ex
topic and trust nechanisns are subject to highly creative
attacks. The real-world efficacy of

bi ndi ngs between the "i='

val ue and other identities is not

wel | established, nor is its vulnerability to subversion by

an

attacker. Hence reliance on the use of these options

shoul d be strictly limted. |In particular, it is not at al
clear to what extent a typical end-user recipient can rely on
any assurances that mght be made by successful use of the
"i=" options.

Corrected Text:

Cr ocker

The Agent or User ldentifier (AU D) on behalf of which the SDID
is taking responsibility (dki mquoted-printable; OPTI ONAL
default is an enpty Local -part followed by an "@ foll owed by
the domain fromthe "d=" tag)

The syntax is a standard enmil address where the Local -part MAY
be omtted. The domain part of the address MJST be the sane
as, or a subdomain of the value of, the "d=" tag.

Internationalized domai n names MJUST be converted using the
steps listed in Section 4 of [RFC3490] using the "ToASCl 1"
function.

ABNF:

sig-i-tag = 969 [FW5] "=" [ F\Wg]
[ Local-part ] "@ donain-nane

The AUID is specified as having the same syntax as an eni |
address, but is not required to have the sane senantics.

Not abl y, the domain name is not required to be registered in
the DNS -- so it might not resolve in a query -- and the Local -
part MAY be drawn from a nanespace that does not contain the
user’s mail box. The details of the structure and semantics for
t he nanespace are determned by the Signer. Any know edge or
use of those details by verifiers or assessors is outside the
scope of the DKIM Signing specification. The Signer MAY choose
to use the sane nanespace for its AU Ds as its users’ enai
addresses or MAY choose ot her neans of representing its users.
However, the signer SHOULD use the same AU D for each nessage

i ntended to be evaluated as being within the sanme sphere of
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11.

responsibility, if it wishes to offer receivers the option of
using the AUID as a stable identifier that is finer grained
than the SD D.

| NFORMATI VE NOTE: The Local -part of the "i=" tag is optiona
because, in sonme cases, a signer nmay not be able to establish a
verified individual identity. |In such cases, the signer m ght
wi sh to assert that although it is willing to go as far as
signing for the domain, it is unable or unwilling to commt to
an individual user name within their domain. It can do so by

i ncluding the donmain part but not the Local -part of the
identity.

RFC 4871, Section 3.8, Signhing by Parent Domai ns

Original Text:

e.g., a key record for the domai n exanpl e.com can be used to
verify messages where the signing identity ("i=" tag of the
signature) is sub.exanple.com or even subl.sub2.exanple.com In
order to limt the capability of such keys when this is not
intended, the "s" flag may be set in the "t=" tag of the key
record to constrain the validity of the record to exactly the

domai n of the signing identity. |If the referenced key record
contains the "s" flag as part of the "t=" tag, the domain of the
signing identity ("i=" flag) MJST be the sane as that of the d=
domain. |If this flag is absent, the domain of the signing

identity MIUST be the sane as, or a subdomain of, the d= donmin.

Corrected Text:

...for exanple, a key record for the domai n exanpl e.com can be
used to verify nessages where the AU D ("i=" tag of the signature)
i s sub. exanpl e.com or even subl.sub2.exanple.com |In order to
limt the capability of such keys when this is not intended, the
"s" flag MAY be set in the "t=" tag of the key record, to
constrain the validity of the domain of the AUD. If the

ref erenced key record contains the "s" flag as part of the "t="
tag, the domain of the AUD ("i=" flag) MJST be the sanme as that
of the SDID (d=) domain. |If this flag is absent, the donain of
the AU D MUST be the sane as, or a subdomain of, the SDID.

Crocker St andards Track [ Page 9]



RFC 5672 RFC 4871 Update August 2009

12. RFC 4871, Section 3.9, Relationship between SDI D and AU D
Original Text: (None. New section. Additional text.)
Corrected Text:

DKIMs primary task is to conmunicate fromthe Signer to a
recipient-side ldentity Assessor a single Signing Domain
Ildentifier (SDID) that refers to a responsible identity. DKIM MAY
optionally provide a single responsible Agent or User ldentifier
(AU D).

Hence, DKIM s mandatory output to a receive-side ldentity Assessor
is a single domain name. Wthin the scope of its use as DKIM

out put, the nane has only basic domain name semantics; any
possi bl e owner-specific semantics are outside the scope of DKIM
That is, withinits role as a DKIMidentifier, additiona
semanti cs cannot be assuned by an ldentity Assessor

A receive-side DKIMverifier MJIST comuni cate the Signing Domain
ldentifier (d=) to a consuming ldentity Assessor nodul e and MAY
conmmuni cate the Agent or User ldentifier (i=) if present.

To the extent that a receiver attenpts to intuit any structured
semantics for either of the identifiers, this is a heuristic
function that is outside the scope of DKIMs specification and
semantics. Hence, it is relegated to a higher-1level service, such
as a delivery handling filter that integrates a variety of inputs
and perforns heuristic analysis of them

| NFORMATI VE DI SCUSSI ON: Thi s docurment does not require the val ue
of the SDID or AUDto match the identifier in any other nmessage
header field. This requirement is, instead, an assessor policy

i ssue. The purpose of such a linkage would be to authenticate the
value in that other header field. This, in turn, is the basis for
appl ying a trust assessnment based on the identifier value. Trust
is a broad and conplex topic and trust mechani snms are subject to
highly creative attacks. The real-world efficacy of any but the
nmost basi c bindi ngs between the SDID or AU D and other identities
is not well established, nor is its vulnerability to subversion by
an attacker. Hence, reliance on the use of such bindings shoul d
be strictly limted. |In particular, it is not at all clear to
what extent a typical end-user recipient can rely on any
assurances that m ght be nade by successful use of the SDID or

AUI D.
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13. RFC 4871, Section 6.3, Interpret Results/Apply Local Policy
Original Text:

It is beyond the scope of this specification to describe what
actions a verifier systemshould nake, but an authenticated enmail
presents an opportunity to a receiving systemthat unauthenticated
emai |l cannot. Specifically, an authenticated email creates a
predi ctabl e identifier by which other decisions can reliably be
managed, such as trust and reputation. Conversely,

unaut henticated email |lacks a reliable identifier that can be used
to assign trust and reputation

Corrected Text:

It is beyond the scope of this specification to describe what
actions an ldentity Assessor can nake, but nmail carrying a
val i dated SDI D presents an opportunity to an ldentity Assessor
that unaut henticated email does not. Specifically, an
authenticated emnil creates a predictable identifier by which
ot her decisions can reliably be managed, such as trust and
reputation.

14. RFC 4871, Section 6.3, Interpret Results/Apply Local Policy
Original Text:

Once the signature has been verified, that information MJST be
conveyed to higher-level systens (such as explicit allow
whitelists and reputation systens) and/or to the end user. |If the
message i s signed on behal f of any address other than that in the
From header field, the mail system SHOULD take pains to ensure
that the actual signing identity is clear to the reader

Corrected Text:

Once the signhature has been verified, that information MJST be
conveyed to the Identity Assessor (such as an explicit allow
whitelist and reputation system) and/or to the end user. If the
SDID is not the sane as the address in the From header field, the
mai | system SHOULD take pains to ensure that the actual SDID is
clear to the reader.
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15.

16.

17.

RFC 4871, Appendix D, MJA Consi derations
Original Text:

The tendency is to have the MJA highlight the address associ ated
with this signing identity in sone way, in an attenmpt to show the
user the address fromwhich the mail was sent.

Corrected Text:

The tendency is to have the MJA highlight the SDID, in an attenpt
to show the user the identity that is claimng responsibility for
t he message.

Security Considerations

This Update clarifies core details about DKIMs payload. As such, it
affects interoperability, semantic characterization, and the
expectations for the identifiers carried with a DKIM signature.
Clarification of these details is likely tolimt msinterpretation
of DKIMs semantics. Since DKIMis fundanentally a security
protocol, this should inprove its security characteristics.

Nor mat i ve Ref erences

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119, March 1997.

[ RFC3490] Faltstrom P., Hoffrman, P., and A Costello,
"Internationalizing Donmain Names in Applications (IDNA)",
RFC 3490, March 2003.

[ RFC4871] Alman, E., Callas, J., Delany, M, Libbey, M, Fenton,
J., and M Thonas, "DonainKeys ldentified Mail (DKIM
Si gnatures", RFC 4871, May 2007.

Crocker St andards Track [ Page 12]



RFC 5672 RFC 4871 Update August 2009

Appendi x A.  ABNF Fragments

Thi s appendi x contains the full set of corrected ABNF fragnments
defined in this docunent.

Copyright (c) 2009 | ETF Trust and the persons identified as authors
of the code. All rights reserved.

Redi stri bution and use in source and binary forns, with or without
nodi fication, are permtted provided that the followi ng conditions
are met:

- Redistributions of source code nust retain the above copyright
notice, this list of conditions and the follow ng disclainer.

- Redistributions in binary form nust reproduce the above copyri ght
notice, this list of conditions and the follow ng disclainmer in the
docunentation and/or other materials provided with the
di stribution.

- Neither the name of Internet Society, |ETF or | ETF Trust, nor the
nanes of specific contributors, may be used to endorse or pronote
products derived fromthis software w thout specific prior witten
per mi ssi on.

THI'S SOFTWARE | S PROVI DED BY THE COPYRI GHT HOLDERS AND CONTRI BUTORS
"AS IS AND ANY EXPRESS OR | MPLI ED WARRANTI ES, | NCLUDI NG BUT NOT
LIMTED TO, THE | MPLI ED WARRANTI ES OF MERCHANTABI LI TY AND FI TNESS FOR
A PARTI CULAR PURPCSE ARE DI SCLAI MED. | N NO EVENT SHALL THE COPYRI GHT
OMNER OR CONTRI BUTORS BE LI ABLE FOR ANY DI RECT, | NDI RECT, | NCI DENTAL,
SPECI AL, EXEMPLARY, OR CONSEQUENTI AL DAMAGES (I NCLUDI NG BUT NOT
LIMTED TO, PRCCUREMENT OF SUBSTI TUTE GOCDS OR SERVI CES; LOSS OF USE,
DATA, OR PRCFITS; OR BUSI NESS | NTERRUPTI ON) HOWEVER CAUSED AND ON ANY
THEORY OF LIABILITY, WHETHER I N CONTRACT, STRICT LIABILITY, OR TORT
(1 NCLUDI NG NEGLI GENCE OR OTHERW SE) ARI SING | N ANY WAY OUT OF THE USE
OF THIS SOFTWARE, EVEN | F ADVI SED OF THE PGSSI BI LI TY OF SUCH DAMAGE

This version of this MB nodule is part of RFC 5672; see the RFC
itself for full legal notices.

sig-d-tag = %64 [FW5] "=" [ FW5] donai n- nane
domai n-nane = sub-domain 1*("." sub-donain)
; from RFC 5321 Donmi n,
but excluding address-litera

sig-i-tag = %69 [FW5] "=" [ F\WF]
[ Local-part ] "@ donai n-nane
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