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1. Introduction

Thi s docunent adds the following elliptic curve cryptography
algorithms to the Secure Shell arsenal: Elliptic Curve Diffie-Hellnman
(ECDH) and Elliptic Curve Digital Signature Al gorithm (ECDSA), as
well as utilizing the SHA2 fam |y of secure hash al gorithmns.

Addi tionally, support is provided for Elliptic Curve Menezes- Qu-

Vanst one ( ECMQV) .

Due to its small key sizes and its inclusion in the National Security
Agency’'s Suite B, Elliptic Curve Cryptography (ECC) is becomng a
widely utilized and attractive public-key cryptosystem

Conpared to cryptosystens such as RSA, the Digital Signature

Al gorithm (DSA), and Diffie-Hellman (DH) key exchange, ECC variations
on these schenes offer equivalent security with smaller key sizes.
This is illustrated in the followi ng table, based on Section 5.6.1 of
NI ST 800-57 [ NI ST-800-57], which gives approxi mate conparabl e key
sizes for symretric- and asymretric-key cryptosystens based on the
best known algorithnms for attacking them L is the field size and N
is the sub-field size.

Fom e o e e e e e e eee e Fomm o - S +
| Symmetric | Discrete Log (e.g., DSA, DH | RSA | ECC |
R o m e e e e e i e S S +
| 80 | L = 1024, N = 160 | 1024 | 160-223

| | | | |
| 112 | L = 2048, N = 256 | 2048 | 224-255 |
I I I I I
| 128 | L = 3072, N = 256 | 3072 | 256-383

I I I I I
| 192 | L = 7680, N = 384 | 7680 | 384-511

| | | | |
| 256 | L = 15360, N = 512 | 15360 | 512+ |
Fom e o e e e e e e eee e Fomm o - S +

I mpl ementation of this specification requires famliarity with both
SSH [ RFC4251] [ RFC4253] [ RFC4250] and ECC [ SECl1] (additiona

i nformati on on ECC available in [HWO04], [ANSI-X9.62], and

[ ANSI - X9. 63]) .

Thi s docunent is concerned with SSH i npl ementation details;

speci fication of the underlying cryptographic algorithns is left to
ot her standards docunents
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2. Notation

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

The data types bool ean, byte, uint32, uint64, string, and npint are
to be interpreted in this document as described in [ RFC4251].

The size of a set of elliptic curve domain paraneters on a prine
curve is defined as the nunber of bits in the binary representation
of the field order, conmonly denoted by p. Size on a
characteristic-2 curve is defined as the nunber of bits in the binary
representation of the field, commonly denoted by m A set of
elliptic curve domain paraneters defines a group of order n generated
by a base point P

3. SSH ECC Public Key Al gorithm

The SSH ECC public key algorithmis defined by its key format,
correspondi ng signature al gorithm ECDSA, signature encoding, and
algorithmidentifiers

This section defines the famly of "ecdsa-sha2-*" public key formats
and corresponding signature formats. Every conpliant SSH ECC
i mpl ementati on MUST inplenent this public key format.

3.1. Key Format
The "ecdsa-sha2-*" key formats all have the foll owi ng encodi ng:

string "ecdsa-sha2-[identifier]”
byte[n] ecc_key_ bl ob

The ecc_key bl ob val ue has the follow ng specific encoding:

string [identifier]
string Q

The string [identifier] is the identifier of the elliptic curve
domai n paraneters. The format of this string is specified in
Section 6.1. Information on the REQUI RED and RECOMVENDED sets of
elliptic curve domain paraneters for use with this algorithmcan be
found in Section 10.

Qis the public key encoded froman elliptic curve point into an

octet string as defined in Section 2.3.3 of [SECLl]; point conpression
MAY be used.
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The al gorithm for ECC key generation can be found in Section 3.2 of
[SEC1]. G ven sone elliptic curve domain paranmeters, an ECC key pair
can be generated containing a private key (an integer d), and a
public key (an elliptic curve point Q.

3.1.1. Signature Algorithm

Signing and verifying is done using the Elliptic Curve Digital
Signature Algorithm (ECDSA). ECDSA is specified in [SEC1l]. The
message hashing al gorithm MJUST be fromthe SHA2 fanmily of hash
functions [FIPS-180-3] and is chosen according to the curve size as
specified in Section 6.2.1

3.1.2. Signature Encoding
Si gnatures are encoded as foll ows:

string "ecdsa-sha2-[identifier]"
string ecdsa_si gnature_bl ob

The string [identifier] is the identifier of the elliptic curve
domai n paraneters. The format of this string is specified in
Section 6.1. Information on the REQUI RED and RECOMVENDED sets of
elliptic curve donain paraneters for use with this algorithmcan be
found in Section 10.

The ecdsa_signature_bl ob value has the foll ow ng specific encoding:

npi nt r
nmpi nt S

The integers r and s are the output of the ECDSA al gorithm

The width of the integer fields is determ ned by the curve being
used. Note that the integers r and s are integers nodul o the order
of the cryptographi c subgroup, which may be |larger than the size of
the finite field.

4. ECDH Key Exchange

The Elliptic Curve Diffie-Hellman (ECDH) key exchange nethod
generates a shared secret froman epheneral local elliptic curve
private key and epheneral renote elliptic curve public key. This key
exchange nethod provides explicit server authentication as defined in
[ RFC4253] using a signature on the exchange hash. Every conpli ant
SSH ECC i npl ement ati on MJST i npl enent ECDH key exchange.
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The primtive used for shared key generation is ECDH wi th cof act or
multiplication, the full specification of which can be found in
Section 3.3.2 of [SECl1]. The algorithmfor key pair generation can
be found in Section 3.2.1 of [SEC1].

The fam |y of key exchange net hod nanmes defined for use with this key
exchange can be found in Section 6.3. Al gorithmnegotiation chooses
the public key algorithmto be used for signing and the method nane
of the key exchange. The nethod nane of the key exchange chosen
determnes the elliptic curve domain parameters and hash function to
be used in the remainder of this section.

Information on the REQUI RED and RECOMMENDED el |iptic curve domain
paraneters for use with this method can be found in Section 10.

Al elliptic curve public keys MJST be validated after they are
received. An exanple of a validation algorithmcan be found in
Section 3.2.2 of [SEC1]. |If a key fails validation, the key exchange
MJUST fail.

The elliptic curve public keys (points) that nmust be transmitted are
encoded into octet strings before they are transmtted. The
transformati on between elliptic curve points and octet strings is
specified in Sections 2.3.3 and 2.3.4 of [SECl]; point conpression
MAY be used. The output of shared key generation is a field el ement
xp. The SSH franmework requires that the shared key be an integer.
The conversion between a field elenment and an integer is specified in
Section 2.3.9 of [SEC1].

Speci fication of the nmessage nunbers SSH MSG KEX ECDH INI T and
SSH MG _KEX ECDH REPLY is found in Section 7.
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The followi ng is an overview of the key exchange process:

Generate epheneral key pair.
SSH MBG KEX ECDH INIT  -------canmmn- >

Verify received key is valid
Gener ate epheneral key pair
Conput e shared secret

Generate and sign exchange hash

r 2009

P SSH_MBG_KEX_ECDH_REPLY

Verify received key is valid.
*Verify host key belongs to server
Conput e shared secret.

Gener at e exchange hash

Verify server’s signature.

* It is RECOWENDED that the client verify that the host ke

y sent

is the server’s host key (for exanple, using a | ocal database).

The client MAY accept the host key without verification,
doing so will render the protocol insecure against active
attacks; see the discussion in Section 4.1 of [RFC4251].

This is inplemented using the foll owi ng nessages.
The client sends:

byt e SSH MSG KEX ECDH INI'T
string QC, client’s ephenmeral public key octet string

The server responds wth:

byte SSH MSG_KEX_ECDH_REPLY

string K_S, server’s public host key

string QS, server’s epheneral public key octet string
string the signature on the exchange hash

but

Stebila & G een St andards Track [ Page 7]



RFC 5656 SSH ECC Al gorithm Integration Decenber 2009

5

The exchange hash His conputed as the hash of the concatenation of
the foll ow ng.

string V. C, client’s identification string (CR and LF excl uded)
string V_S, server’'s identification string (CR and LF excl uded)
string I _C, payload of the client’s SSH M5G KEXI NI T

string I _S, payload of the server’'s SSH M5G KEXI NI T

string K'S, server’s public host key

string QC, client’s ephemeral public key octet string

string Q. S, server’'s epheneral public key octet string

npi nt K, shared secret

ECMQV Key Exchange

The Elliptic Curve Menezes- Qu- Vanstone (ECMQV) key exchange al gorithm
generates a shared secret fromtwo local elliptic curve key pairs and
two renote public keys. This key exchange method provides inplicit
server authentication as defined in [RFC4253]. The ECMQV key
exchange nethod is OPTI ONAL.

The key exchange net hod nane defined for use with this key exchange
is "ecrmgv-sha2". This nethod nane gives a hashing algorithmthat is
to be used for the Hashed Message Aut hentication Code (HMAC) bel ow.
Future RFCs may define new met hod nanes specifyi ng new hash
algorithms for use with ECMQ. More information about the nethod
nane and HVAC can be found in Section 6. 4.

In general, the ECM) key exchange is perfornmed using the ephenera
and long-termkey pair of both the client and server, which is a
total of 4 keys. Wthin the franework of SSH, the client does not
have a long-termkey pair that needs to be authenticated. Therefore,
we generate an epheneral key and use that as both the clients keys.
This is nore efficient than using two different epheneral keys, and
it does not adversely affect security (it is anal ogous to the one-
pass protocol in Section 6.1 of [LMQXVI8]).

A full description of the ECMQ prinitive can be found in Section 3.4
of [SECl]. The algorithmfor key pair generation can be found in
Section 3.2.1 of [SECL].

During algorithmnegotiation with the SSH MSG KEXI NI T nessages, the
ECMQV key exchange nmet hod can only be chosen if a public key

al gorithm supporting ECC host keys can al so be chosen. This is due
to the use of inplicit server authentication in this key exchange
met hod. This case is handled the sane way that key exchange mnet hods
requiring encryption/signature capable public key algorithns are
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handl ed in Section 7.1 of [RFC4253]. |f ECMQV key exchange is
chosen, then the public key al gorithm supporting ECC host keys MJUST
al so be chosen.

ECMQV requires that all the keys used to generate a shared secret are
generated over the sane elliptic curve domain paraneters. Since the
host key is used in the generation of the shared secret, allow ng for
inmplicit server authentication, the domain parameters associated with
the host key are used throughout this section.

Al elliptic curve public keys MJUST be validated after they are
received. An exanple of a validation algorithmcan be found in
Section 3.2.2 of [SEC1]. |If a key fails validation, the key exchange
MUST fail.

The elliptic curve epheneral public keys (points) that nust be
transmtted are encoded into octet strings before they are
transmtted. The transformation between elliptic curve points and
octet strings is specified in Sections 2.3.3 and 2.3.4 of [SEC1];
poi nt comnpressi on MAY be used. The output of shared key generation
is afield element xp. The SSH framework requires that the shared
key be an integer. The conversion between a field elenent and an
integer is specified in Section 2.3.9 of [SEC1].

The followi ng is an overview of the key exchange process:

Gener ate epheneral key pair.
SSH MBG KEX ECMQV INIT ------canmmn- >

Verify received key is valid.

Gener ate ephemeral key pair.

Conput e shared secret.

Gener at e exchange hash and conpute
HVAC over it using the shared secret.

S SSH MSG_KEX ECMQV_REPLY

Verify received keys are valid.
*Verify host key belongs to server
Conput e shared secret.

Verify HVAC.

* It is RECOWENDED that the client verify that the host key sent
is the server’s host key (for exanple, using a | ocal database).
The client MAY accept the host key without verification, but
doing so will render the protocol insecure against active
att acks.
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The specification of the nmessage numbers SSH MSG ECMQV_INI T and
SSH MSG ECMQV_REPLY can be found in Section 7.

Thi s key exchange algorithmis inplenmented with the foll ow ng
nessages.

The client sends:

byt e SSH MSG ECMV_INIT
string QC, client’s epheneral public key octet string

The server sends:

byte SSH_MSG_ECMQV_REPLY

string K'S, server’s public host key

string Q. S, server’'s epheneral public key octet string
string HVAC tag conputed on H using the shared secret

The hash His formed by applying the algorithm HASH on a
concat enati on of the follow ng:

string V. C, client’s identification string (CR and LF excl uded)
string V_S, server’'s identification string (CR and LF excl uded)
string I _C, payload of the client’s SSH M5G KEXI NI T

string I S, payload of the server’'s SSH M5G KEXI NI T

string K'S, server’s public host key

string QC, client’s ephenmeral public key octet string

string Q. S, server’'s epheneral public key octet string

npi nt K, shared secret

6. Method Nanes

Thi s docunent defines a new fanmi |y of key exchange nethod nanes, a
new key exchange nethod name, and a new fanmily of public key
al gorithm names in the SSH nane registry.

6.1. Elliptic Curve Donmain Parameter |dentifiers

This section specifies identifiers encoding named elliptic curve
dommi n paraneters. These identifiers are used in this docunent to
identify the curve used in the SSH ECC public key format, the ECDSA
signature bl ob, and the ECDH nethod nane.

For the REQUI RED el liptic curves nistp256, nistp384, and nistp521

the elliptic curve domain parameter identifiers are the strings
"ni st p256", "nistp384", and "nistp521".
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For all other elliptic curves, including all other N ST curves and
all other RECOVMENDED curves, the elliptic curve domain paraneter
identifier is the ASCII period-separated decimal representation of
the Abstract Syntax Notation One (ASN. 1) [ASNl] (nject Identifier

(A D) of the naned curve domain paraneters that are associated with
the server’s ECC host keys. This identifier is defined provided that
the concatenation of the public key format identifier and the
elliptic curve domain paraneter identifier (or the nethod name and
the elliptic curve domain parameter identifier) does not exceed the
maxi mum speci fied by the SSH protocol architecture [ RFC4251], nanely
64 characters; otherwise, the identifier for that curve is undefined,
and the curve is not supported by this specification.

A list of the REQUI RED and RECOMMVENDED curves and their O Ds can be
found in Section 10.

Note that inplenentations MJUST use the string identifiers for the
three REQUI RED NI ST curves, even when an O D exists for that curve

6.2. ECC Public Key Algorithm (ecdsa-sha2-%*)

The SSH ECC public key algorithmis specified by a famly of public
key format identifiers. Each identifier is the concatenation of the
string "ecdsa-sha2-" with the elliptic curve donai n paraneter
identifier as defined in Section 6.1. A list of the required and
recormmended curves and their O Ds can be found in Section 10.

For exanple, the nmethod nane for ECDH key exchange with epheneral
keys generated on the nistp256 curve is "ecdsa-sha2-ni st p256"

6.2.1. Elliptic Curve Digital Signature Al gorithm

The Elliptic Curve Digital Signature Al gorithm (ECDSA) is specified
for use with the SSH ECC public key algorithm

The hashing al gorithmdefined by this fanmily of method nanes is the
SHA2 fam |y of hashing algorithns [FIPS-180-3]. The algorithmfrom
the SHA2 family that will be used is chosen based on the size of the
nanmed curve specified in the public key:
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. . +
| Curve Size | Hash Al gorithm|
o e o e +
| b <= 256 | SHA- 256 |
I I I
| 256 < b <= 384 | SHA- 384 |
I I I
| 384 < b | SHA- 512 |
o e o e +

6.3. ECDH Key Exchange Met hod Nanes (ecdh-sha2-*)

The Elliptic Curve Diffie-Hellnman (ECDH) key exchange is defined by a
famly of method nanes. Each method name is the concatenation of the
string "ecdh-sha2-" with the elliptic curve domain paraneter
identifier as defined in Section 6.1. A list of the required and
recommended curves and their O Ds can be found in Section 10.

For exanpl e, the method name for ECDH key exchange with epheneral
keys generated on the sect409kl curve is "ecdh-sha2-1.3.132.0. 36"

The hashing algorithmdefined by this famly of nethod names is the
SHA2 family of hashing algorithnms [FIPS-180-3]. The hashing
algorithmis defined in the nmethod nane to all ow room for other
algorithnms to be defined in future documents. The algorithmfromthe
SHA2 family that will be used is chosen based on the size of the
nanmed curve specified in the method nane according to the table in
Section 6.2. 1.

The concatenation of any so encoded ASN.1 O D specifying a set of
elliptic curve donain paraneters with "ecdh-sha2-" is inmplicitly
regi stered under this specification

6.4. ECMQV Key Exchange and Verification Method Nane (ecnqgv-sha2)

The Elliptic Curve Menezes- Qu- Vanstone (ECMQV) key exchange is
defined by the method nane "ecngv-sha2". Unlike the ECDH key
exchange nethod, ECMQV relies on a public key algorithmthat uses ECC
keys: it does not need a famly of method nanmes because the curve

i nformati on can be gained fromthe public key al gorithm

The hashi ng and nessage authentication code algorithns are defined by

the method nane to allow roomfor other algorithns to be defined for
use with ECMQV in future docunents.
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The hashing al gorithm defined by this nmethod name is the SHA2 fanily
of hashing algorithns [FIPS-180-3]. The algorithmfromthe SHA2
famly that will be used is chosen based on the size of the naned
curve specified for use with ECMQV by the chosen public key algorithm
according to the table in Section 6.2. 1.

The keyed-hash nmessage aut hentication code that is used to identify
the server and verify conmunications is based on the hash chosen
above. The information on inplenenting the HVAC based on the chosen
hash al gorithm can be found in [ RFC2104].

7. Key Exchange Messages

The nessage nunbers 30-49 are key-exchange-specific and in a private
nanespace defined in [RFC4250] that may be redefined by any key
exchange net hod [ RFC4253] without requiring an | ANA regi stration
process.

The foll owi ng nessage nunbers have been defined in this docunent:
7.1. ECDH Message Numbers

#define SSH MBG KEX_ECDH INIT 30
#defi ne SSH_MSG_KEX_ECDH_REPLY 31

7.2. ECMQV Message Nunbers

#define SSH MSG ECMMV_INIT 30
#defi ne SSH_MSG_ECMQV_REPLY 31

8. Manageability Considerations

As this docunment only provides new public key algorithnms and key
exchange nethods within the existing Secure Shell protoco
architecture, there are few nmanageability consi derations beyond those
that apply for existing Secure Shell inplenentations. Additiona
manageabi l ity considerations are |isted bel ow

8.1. Control of Function through Configuration and Policy

Section 10 specifies REQJU RED and RECOVMENDED el |i ptic curve domain
paraneters to be used with the public key algorithnms and key exchange
met hods defined in this document. |Inplementers SHOULD al | ow system
adm nistrators to disable some curves, including REQU RED or
RECOMVENDED curves, to neet |ocal security policy.
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8.2. Inpact on Network Operation

As this document provides new functionality within the Secure Shel
protocol architecture, the only inpact on network operations is the

i mpact on existing Secure Shell inplenentations. The Secure Shel
protocol provides negotiation nechanisns for public key al gorithmns
and key exchange nethods: any inplenentations that do not recognize
the al gorithms and nethods defined in this document will ignore them
in the negotiation and use the next nutually supported al gorithm or
met hod, causing no negative inpact on backward conpatibility.

The use of elliptic curve cryptography should not place a significant
comput ational burden on an inplenenting server. |In fact, due to its
smal l er key sizes, elliptic curve cryptography can be inpl enent ed
more efficiently for the same security level than RSA, finite field
Di ffie-Hellmn, or DSA.

9. Security Considerations

Thi s docunent provides new public key al gorithns and new key
agreenment met hods for the Secure Shell protocol. For the nost part,
the security considerations involved in using the Secure Shel
protocol apply. Additionally, inplenenters should be aware of
security considerations specific to elliptic curve cryptography.

For all three classes of functionality added by this docunent (the
public key al gorithms involving ECDSA, key exchange invol ving ECDH
and aut henticated key exchange involving ECM)), the current best
known techni que for breaking the cryptosystens is by solving the
elliptic curve discrete |ogarithm problem (ECDLP)

The difficulty of breaking the ECDLP depends on the size and quality
of the elliptic curve paraneters. Certain types of curves can be
nore susceptible to known attacks than others. For exanple, curves
over finite fields G-(2"m, where mis conposite, may be susceptible
to an attack based on the Wil descent. Al of the RECOMVENDED
curves in Section 10 do not have this problem System administrators
shoul d be cautious when enabling curves other than the ones specified
in Section 10 and should nake a nore detailed investigation into the
security of the curve in question.

It is believed (see, for exanple, Section B.2.1 of [SECl]) that when
curve paranmeters are generated at random the curves will be
resistant to special attacks, and must rely on the nost genera
attacks. The REQUI RED curves in Section 10 were all generated
verifiably pseudorandomy. The runtine of general attacks depends on
the algorithmused. At present, the best known algorithmis the

Pol I ard-rho nmethod. (Shor’s algorithm for quantum conputers can
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solve the ECDLP in polynomial tinme, but at present |arge-scale
quant um comput ers have not been constructed and significant
experinental physics and engi neering work needs to be done before

| ar ge-scal e quantum conputers can be constructed. There is no solid
estinmate as to when this nmay occur, but it is widely believed to be
at | east 20 years fromthe present.)

Based on projections of conputation power, it is possible to estinmate
the running time of the best known attacks based on the size of the
finite field. The table in Section 1 gives an estimate of the
equi val ence between elliptic curve field size and symmetric key size.
Roughly speaking, an N-bit elliptic curve offers the same security as
an N 2-bit symetric cipher, so a 256-bit elliptic curve (such as the
REQUI RED ni st p256 curve) is suitable for use with 128-bit AES, for
exanpl e.

Many estinmates consider that 2780-2790 operations are beyond

feasi ble, so that would suggest using elliptic curves of at |east
160-180 bits. The REQUI RED curves in this docunent are 256-, 384-,
and 521-bit curves; inplenentations SHOULD NOT use curves smaller
than 160 bits.

A detail ed discussion on the security considerations of elliptic
curve domai n paraneters and the ECDH, ECDSA, and ECMQV al gorithns can
be found in Appendix B of [SEC1].

Additionally, the key exchange nmethods defined in this document rely
on the SHA2 fam |y of hash functions, defined in [FIPS-180-3]. The
appropriate security considerations of that docunent apply. Although
some weaknesses have been discovered in the predecessor, SHA-1, no
weaknesses in the SHA2 fam |y are known at present. The SHA2 famly
consists of four variants -- SHA-224, SHA-256, SHA-384, and SHA-521
-- nanmed after their digest lengths. 1In the absence of specia

pur pose attacks exploiting the specific structure of the hash
function, the difficulty of finding collisions, preinages, and second
prei mages for the hash function is related to the digest |ength.

Thi s docunment specifies in Section 6.2.1 which SHA2 variant shoul d be
used with which elliptic curve size based on this guidance

Since ECDH and ECMQV allow for elliptic curves of arbitrary sizes and
thus arbitrary security strength, it is inportant that the size of
elliptic curve be chosen to match the security strength of other

el ements of the SSH handshake. In particular, host key sizes,
hashi ng al gorithms and bul k encryption al gorithnms must be chosen
appropriately. Information regarding estinmated equival ence of key
sizes is available in [ NIST-800-57]; the discussion in [RFC3766] is
also relevant. W note in particular that when ECDSA is used as the
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signature algorithmand ECDH i s used as the key exchange nethod, if
curves of different sizes are used, then it is possible that
different hash functions fromthe SHA2 fam |y could be used.

The REQUI RED and RECOMMENDED curves in this docunent are at present
believed to offer security at the levels indicated in this section
and as specified with the table in Section 1.

System adm ni strators and i npl ementers shoul d take careful
consideration of the security issues when enabling curves other than
t he REQUI RED or RECOMMVENDED curves in this docunent. Not all
elliptic curves are secure, even if they are over a large field.

I mpl enenters SHOULD ensure that any ephemeral private keys or random
val ues -- including the value k used in ECDSA signature generation
and t he epheneral private key values in ECDH and ECMY -- are
generated from a random nunber generator or a properly seeded
pseudor andom nunber generator, are protected from | eakage, are not
reused outside of the context of the protocol in this docunment, and
are erased from menory when no | onger needed.

10. Naned Elliptic Curve Domain Paraneters
| mpl enent ati ons MAY support any ASN. 1 object identifier (OD) in the
ASN. 1 object tree that defines a set of elliptic curve donmain
paraneters [ ASN1].

10.1. Required Curves
Every SSH ECC i npl enentati on MJUST support the naned curves bel ow.
These curves are defined in [SEC2]; the NI ST curves were originally

defined in [ NI ST-CURVES]. These curves SHOULD al ways be enabl ed
unl ess specifically disabled by |ocal security policy.

| nistp256 | secp256rl1l | 1.2.840.10045.3.1.7 |

| | |

| nistp384 | secp384rl | 1.3.132.0. 34

I I

| nistp521 | secp521rl | 1.3.132.0.35
* For these three REQUI RED curves, the elliptic curve domain

paraneter identifier is the string in the first colum of the
table, the NI ST nane of the curve. (See Section 6.1.)
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10. 2. Recommended Curves

It is RECOVWENDED that SSH ECC i nmpl enent ati ons al so support the
foll owi ng curves. These curves are defined in [ SEC?].

S Fom e oo o e e e e oo s +
| NI ST | SEC | a b |
Fomm oo - N Tt +
| nistkl163 | sect 163kl | 1.3.132.0.1 |
I I I
| nistpl92 | secpl92rl | 1.2.840.10045.3.1.1

I I I I
| nistp224 | secp224r1l | 1.3.132.0.33 |
I I I I
| nistk233 | sect233k1l | 1.3.132.0.26 |
I I I I
| nisth233 | sect233rl | 1.3.132.0.27 |
I I I I
| nistk283 | sect283kl | 1.3.132.0.16 |
I I I I
| nistk409 | sect 409kl | 1.3.132.0.36 |
I I I I
| nistb409 | sect409rl | 1.3.132.0.37 |
I I I I
| nistt571 | sect571k1 | 1.3.132.0.38 |
Fomm oo - N Tt +

* For these RECOMMENDED curves, the elliptic curve domain
paraneter identifier is the string in the third colum of the
table, the ASCI| representation of the O D of the curve. (See
Section 6.1.)

11. | ANA Consi der ations

Consi stent with Section 8 of [RFC4251] and Section 4.6 of [RFC4250],
thi s docunent makes the follow ng registrations:

In the Public Key Al gorithm Nanmes registry: The fanmily of SSH public
key al gorithm names begi nning with "ecdsa-sha2-" and not contai ni ng
the at-sign (@), to nane the public key algorithns defined in
Section 3.

In the Key Exchange Method Names registry: The famly of SSH key
exchange net hod names begi nning with "ecdh-sha2-" and not containi ng
the at-sign (' @), to nane the key exchange nethods defined in
Section 4.
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In the Key Exchange Method Nanes registry: The SSH key exchange
met hod nane "ecngv-sha2" to nane the key exchange method defined in

Section 5.

Thi s docunent creates no new registries.
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