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Abst ract

A tunnel broker with the Tunnel Setup Protocol (TSP) enables the

est abli shnent of tunnels of various inner protocols, such as IPv6 or

I Pv4, inside various outer protocols packets, such as |Pv4, |1Pv6, or
UDP over |Pv4 for |IPv4 NAT traversal. The control protocol (TSP) is
used by the tunnel client to negotiate the tunnel with the broker. A
mobi | e node i npl enenting TSP can be connected to both IPv4 and | Pv6
net wor ks whether it is on IPv4d only, |Pv4 behind a NAT, or on | Pv6
only. A tunnel broker may terminate the tunnels on renmpte tunne
servers or on itself. This docunent describes the TSP within the
nmodel of the tunnel broker nodel.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for exam nation, experinental inplenentation, and
eval uati on.

Thi s docunent defines an Experinmental Protocol for the Internet
community. This is a contribution to the RFC Series, independently
of any other RFC stream The RFC Editor has chosen to publish this
docunent at its discretion and makes no statenment about its value for
i npl ementation or depl oynent. Docunents approved for publication by
the RFC Editor are not a candidate for any |evel of Internet

St andard; see Section 2 of RFC 5741

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it nmay be obtained at
http://ww.rfc-editor.org/info/rfc5572

| ESG Not e
The content of this RFC was at one tine considered by the | ETF, and

therefore it may resenble a current |ETF work in progress or a
publi shed | ETF work.
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1. Introduction
Thi s docunent first describes the TSP framework, the protoco
details, and the different profiles used. 1t then describes the
applicability of TSP in different environments, sone of which were
described in the v6ops scenario docunents.
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

2. Description of the TSP Franework
Tunnel Setup Protocol (TSP) is a signaling protocol to set up tunne
paraneters between two tunnel endpoints. TSP is inplenented as a
tiny client code in the requesting tunnel endpoint. The other
endpoint is the server that will set up the tunnel service. TSP uses
XML [ WBC. REC- xml - 2004] basic nmessagi ng over TCP or UDP. The use of
XM. gives extensibility and easy option processing.

TSP negoti ates tunnel paraneters between the two tunnel endpoints.
Paraneters that are always negoti ated are:

0 Authentication of the users, using any kind of authentication
mechani sm (t hrough Sinple Authentication and Security Layer (SASL)
[ RFC4422]) includi ng anonynous

0 Tunnel encapsul ation
* | Pve over |Pv4 tunnels [ RFC4213]
* | Pv4 over |Pv6 tunnels [ RFC2473]
* | Pv6 over UDP-1Pv4 tunnels for NAT traversa

o | P address assignnment for the tunnel endpoints

0 DNS registration of the |IP endpoint address (AAAA)

O her tunnel paraneters that may be negotiated are:

0 Tunnel Kkeep-alive

o |Pve prefix assignment when the client is a router

o0 DNS del egation of the inverse tree, based on the | Pv6 prefix
assi gned
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0 Routing protocols

The tunnel encapsul ation can be explicitly specified by the client,
or can be determ ned during the TSP exchange by the broker. The
|latter is used to detect the presence of NAT in the path and sel ect
| Pv6 over UDP-1Pv4 encapsul ati on.

The TSP connection can be establi shed between two nodes, where each
node can control a tunnel endpoint.

The nodes involved in the franework are:

1. the TSP client

2. the client tunnel endpoint

3. the TSP server

4. the server tunnel endpoint

1,3, and 4 formthe tunnel broker nodel [RFC3053], where 3 is the
tunnel broker and 4 is the tunnel server (Figure 1). The tunne
broker nmay control one or many tunnel servers.

Inits sinplest nodel, one node is the client configured as a tunne
endpoint (1 and 2 on the sane node), and the second node is the

server configured as the other tunnel endpoint (3 and 4 on the same
node). This nodel is shown in Figure 2

TUNNEL BRCOKER | - -> Dat abases (DNS)

| |
| TSP |
| SERVER |
I I

| | |
| CLIENT | | TUNNEL | --[ NETWORK] - -
| | <==[ CONFI GURED TUNNEL] ==>| SERVER |

I

Figure 1: Tunnel Setup Protocol Used on Tunnel Broker Mbde
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I I | TSP |

| TSP I [TSP]--------- | SERVER |

| CLIENT | | | - - [ NETVORK] - -
[ HOST] - - | | <==[ CONFI GURED TUNNEL] ==>| TUNNEL |

[ I | SERVER |

Figure 2: Tunnel Setup Protocol Used on Tunnel Server Mbde

Fromthe point of view of an operating system TSP is inplenented as
a client application that is able to configure network parameters of
the operating system

2.1. NAT Discovery

TSP is also used to discover if a NAT is in the path. |In this

di scovery node, the client sends a TSP nessage over UDP, contai ning

its tunnel request information (such as its source |Pv4 address) to

the TSP server. The TSP server conpares the | Pv4 source address of

the packet with the address in the TSP nessage. |If they differ, one
or many | Pv4 NATs are in the path.

If an I Pv4 NAT is discovered, then | Pv6 over UDP-IPv4 tunne

encapsul ation is selected. Once the TSP signaling is done, the
tunnel is established over the same UDP channel used for TSP, so the
same NAT address-port mapping is used for both the TSP session and
the IPv6 traffic. |If no IPv4d NAT is detected in the path by the TSP
server, then | Pv6 over |Pv4 encapsul ation is used.

A keep-alive nechanismis also included to keep the NAT mapping
active.

The 1 Pv4 NAT di scovery builds the nost effective tunnel for al
cases, including in a dynam c situation where the client noves.

2.2. Any Encapsul ation
TSP is used to negotiate I Pv6 over |Pv4 tunnels, |1Pv6 over UDP-IPv4
tunnel s, and | Pv4 over |Pv6 tunnels. |Pv4 over |Pv6 tunnels is used
in the Dual -Stack Transition Mechani sm (DSTM together with TSP
[ DSTM .

2.3. Mobility
When a node noves to a different IP network (i.e., change of its IPv4

address when doing | Pv6 over |Pv4 encapsul ation), the TSP client
reconnects autonatically to the broker to re-establish the tunne
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(keep-alive mechanism. On the IPv6 layer, if the client uses user
aut henti cation, the sane | Pv6 address and prefix are kept and re-
established, even if the |IPv4 address or tunnel encapsul ation type
changes.

3. Advantages of TSP

0 Tunnels established by TSP are static tunnels, which are nore
secure than automated tunnels [RFC3964]; no third-party rel ay
required.

o Stability of the | P address and prefix, enabling applications
needi ng stabl e address to be depl oyed and used. For exanple, when
tunneling IPv6, there is no dependency on the underlying |Pv4
addr ess.

o Prefix assignment supported. Can use provi der address space.
o Signaling protocol flexible and extensible (XM, SASL)

0 One solution to many encapsul ation techniques: IPv6 in [ Pv4, |Pv4
in |Pv6e, |Pv6 over UDP over |Pv4. Can be extended to other
encapsul ati on types, such as IPv6 in | Pv6.

o Discovery of IPv4 NAT in the path, establishing the nost optinzed
tunnel i ng techni que dependi ng on the discovery.

4. Protocol Description
4.1. Term nol ogy

Tunnel Broker: In a tunnel broker nodel, the broker is taking charge
of all conmunication between tunnel servers (TSs) and tunne
clients (TCs). Tunnel clients query brokers for a tunnel and the
broker finds a suitable tunnel server, asks the tunnel server to
set up the tunnel, and sends the tunnel information to the tunne
Cient.

Tunnel Server: Tunnel servers are providing the specific tunne
service to a tunnel client. It can receive the tunnel request
froma tunnel broker (as in the tunnel broker nodel) or directly
fromthe tunnel client. The tunnel server is the tunnel endpoint.

Tunnel Client: The tunnel client is the entity that needs a tunne
for a particular service or connectivity. A tunnel client can be
either a host or a router. The tunnel client is the other tunne
endpoi nt ..
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vév4: | Pv6-over-1Pv4 tunnel encapsul ation
véudpv4: | Pv6-over-UDP-over-I|Pv4 tunnel encapsul ation
v4v6: | Pvd-over-1Pv6 tunnel encapsul ation

4.2. Topol ogy

The foll owi ng di agrans describe typical TSP scenarios. The goal is
to establish a tunnel between tunnel client and tunnel server

4.3. Overview

The Tunnel Setup Protocol is initiated froma client node to a tunne
broker. The Tunnel Setup Protocol has three phases:

Aut henti cation phase: The Authentication phase is when the tunne
broker/server advertises its capability to a tunnel client and
when a tunnel client authenticate to the broker/server

Conmand phase: The command phase is where the client requests or
updat es a tunnel

Response phase: The response phase is where the tunnel client
recei ves the request response fromthe tunnel broker/server, and
the client accepts or rejects the tunnel offered.

For each command sent by a tunnel client, there is an expected
response fromthe server

After the response phase is conpleted, a tunnel is established as

requested by the client. |If requested, periodic keep-alive packets
can be sent fromthe client to the server.
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t unnel t unnel
client br oker
+| Send version +
R LR EEEEE >

| | | |
RS R +| Aut hentication
| ] SASL aut hentication || phase
[|<--mmmmmmmm s > |
TSP | ] Aut henti cati on OK | ]
signaling||<------------------------- - +
| Tunnel request || Command
[----mmmmm e > || phase
| ] Tunnel response +
RS || Response
| ] Tunnel acknow edge || phase
R e T > +
+| I
| Tunnel established |
Dat a | | :::::::::::::::::::::::::::::::::::|
phase | |
+| (keep-alive) |

Figure 3: Tunnel Setup Protocol Exchange
4.4. TSP Signaling

The foll owi ng sections describe in detail the TSP and the different
phases in the TSP signaling.

4.4.1. Signaling Transport
TSP signaling can be transported over TCP or UDP, and over |Pv4 or
I Pv6. The tunnel client selects the transport according to the
tunnel encapsul ati on being requested. Figure 4 shows the transport
used for TSP signaling with possible tunnel encapsul ation requested.

TSP signaling over UDP/v4 MJUST be used if a v6 over UDP over |Pv4
(v6udpv4) tunnel is to be requested (e.g., for NAT traversal).
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Tunnel

Encapsul ati on Valid Valid

Request ed Transport Address famly
vbeanyv4 TCP UDP | Pv4

vbv4 TCP UDP | Pv4d

véudpv4 ubP | Pv4

v4ve TCP UDP | Pv6

Figure 4: TSP Signaling Transport
Note that the TSP franmework allows for other type of encapsulation to
be defined, such as I Pv6 over Generic Routing Encapsul ation (GRE) or
| Pv6 over |Pv6.
4.4.1.1. TSP Signaling over TCP
TSP over TCP is sent over port nunber 3653 (1 ANA assigned). TSP data
used during signaling is detailed in the next sections.
| P | TCP | TSP data
| | port 3653 | |
where P is I Pvd or |Pv6
Figure 5: Tunnel Setup Protocol Packet Format (TCP)
4.4.1.2. TSP Signaling over UDP/v4
Whil e TCP provides the connection-oriented and reliable data delivery
features required during the TSP signaling session, UDP does not

offer any reliability. This reliability is added inside the TSP
session as an extra header at the begi nning of the UDP payl oad.

| I'Pv4 | UDP | TSP header | TSP data
| | port 3653 | | |

Figure 6: Tunnel Setup Protocol Packet Format (UDP)

The algorithmused to add reliability to TSP packets sent over UDP is
described in Section 22.5 of [UNP].
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0 1 2 3
01234567890123456789012345678901
B S S e i S S T A S S S S S S i S S
OxF | Sequence Nunber |
i T T e T i i s i i S S S S S e et s o i i S
Ti mest anp |
i T T S i i s i e S S S e S S S T i St I NI S
TSP dat a |

R s A

Figure 7: TSP Header for Reliable UDP

The 4-bit field (0-3) is set to OxF. This marker is used by the
tunnel broker to identify a TSP signaling packet that is sent
after an I Pv6 over UDP is established. This is explained in
Section 4.5.2

Sequence Nunber: 28-bit field. Set by the tunnel client. Value is
i ncreased by one for every new packet sent to the tunnel broker
The return packet fromthe broker contains the unaltered sequence
nunber .

Timestanp: 32-bit field. Set by the tunnel client. Generated from
the client local-tine value. The return packet fromthe broker
contains the unaltered tinestanp.

TSP data: Same as in the TCP/v4 case. Content described in |ater
secti ons.

The TSP client builds its UDP packet as described above and sends it
to the tunnel broker. When the tunnel broker responds, the sane

val ues for the sequence nunber and tinestanp MJST be sent back to the
client. The TSP client can use the tinmestanp to determ ne the
retransm ssion tineout (current time mnus the packet tinestanp).

The client SHOULD retransnit the packet when the retransni ssion
timeout is reached. The retransnmitted packet MJST use the sane
sequence nunber as the original packet so that the server can detect
duplicate packets. The client SHOULD use exponential backoff when
retransmtting packets to avoi d network congestion

4.4.2. Authentication Phase
The aut henticati on phase has 3 steps:

o Cdient’s protocol version identification
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0 Server’'s capability advertisenent
o dient authentication

When a TCP or UDP session is established to a tunnel broker, the
tunnel client sends the current protocol version it is supporting.
The version nunber syntax is:

VERSI ON=2. 0.0 CR LF

Version 2.0.0 is the version nunber of this specification. Version
1.0.0 was defined in earlier docunents.

If the server doesn't support the protocol version, it sends an error
message and cl oses the session. The server can optionally send a
server |list that nay support the protocol version of the client.

Exanpl e of an unsupported client version (wthout a server list):

-- Successful TCP Connection --

C. VERSI ON=0.1 CR LF

S: 302 Unsupported client version CR LF
-- Connection closed --

Fi gure 8: Exanple of Unsupported Cient Version
Exanmpl e of a version not supported (with a server list):

-- Successful TCP Connection --
C.VERSION=1.1 CR LF
S: 1302 Unsupported client version CR LF
<tunnel action="list" type="broker">
<br oker >
<address type="ipv4">1. 2. 3. 4</ addr ess>
</ br oker >
<br oker >
<address type="dn">tsl.ispl. conx/address>
</ br oker >
</ tunnel >
-- Connection closed --

Figure 9: Exanple of Unsupported Cient Version, with Server
Redi rection

If the server supports the version sent by the client, then the

server sends a list of the capabilities supported for authentication
and tunnel s.
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CAPABI LI TY TUNNEL=V6V4 TUNNEL=V6UDPV4 AUTH=ANONYMOUS AUTH=PLAI N
AUTH=DI GEST- MD5 CR LF

Tunnel types nmust be registered with ANA and their profiles are

defined in Section 7. Authentication is done using SASL [ RFC4422].
Each aut henticati on nmechani sm shoul d be a regi stered SASL nmechani sm
Description of such mechanisnms is not in the scope of this docunent.

The tunnel client can then choose to cl ose the session if none of the

capabilities fit its needs. |If the tunnel client chooses to
continue, it authenticates to the server using one of the advertised
mechani sms using SASL. |If the authentication fails, the server sends

an error nessage and cl oses the session.

The example in Figure 10 shows a failed authentication where the
tunnel client requests an anonynous authentication that is not
supported by the server.

Note that |inebreaks and indentation within a "C:" or "S:" are
editorial and not part of the protocol.

-- Successful TCP Connection --

C. VERSI ON=2. 0.0 CR LF

S: CAPABI LI TY TUNNEL=V6V4 AUTH=DI GEST- MD5 CR LF
C: AUTHENTI CATE ANONYMOUS CR LF

S: 300 Authentication failed CR LF

Figure 10: Exanple of Failed Authentication
Fi gure 11 shows a successful anonynous authentication
-- Successful TCP Connection --
C. VERSI ON=2.0.0 CR LF
S: CAPABI LI TY TUNNEL=V6V4 TUNNEL=V6UDPV4 AUTH=ANONYMOUS AUTH=PLAI N
AUTH=DI GEST- MD5 CR LF
C: AUTHENTI CATE ANONYMOUS CR LF
S: 200 Success CR LF

Figure 11: Successful Anonynous Authentication
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Di gest-MD5 authentication with SASL foll ows [ RFC2831]. Figure 12
shows a successful digest-MD5 SASL aut hentication

-- Successful TCP Connection --

C. VERSI ON=2. 0.0 CR LF

S: CAPABI LI TY TUNNEL=V6V4 TUNNEL=V6UDPV4 AUTH=ANONYMOUS AUTH=PLAI N
AUTH=DI GEST- MD5 CR LF

C: AUTHENTI CATE DI GEST- MD5 CR LF

S: cnmivhb@09aGv4b3Ms brmBu Y2 U9IMIEx Mz kwODk 2 0Cx xb3A9YXV0aCxhbGdvem 0aG9bW)
1LXN c3MsY2hhcnN dD11dGY4

C. Y2hhcnN dD11dGY4LHVZZXJuYWLI PSJ1c2Vybntt ZTE LHII YWt PSJoZXhvcyl sbnD
uY2Wal j ExXMIVBMDg5N gi LGE) PTAMVDAWMVDAX LGNub25) ZTOi MTExMzky Mz MkMBI sZG
I NZXNOLXVyaTOi dHNwWL2h!l e®zl i xyZXNwb25zZT1nmOGUOMM z Yz UwYz USNz cx ODUz Z
i YyNz Rmy2ZnZDFj YSxxb3A9YXV0aA==

S: cnNwYXV0aDO3MBQLY2Fi Yzky Mz ULN hi ZTMAMGI hMvivb MDc z ODFniz Q==

S: 200 Success CR LF

Fi gure 12: Successful Digest-MD5 Authentication
The base64- decoded version of the SASL exchange i s:

S: real me" hexos", nonce="1113908968", qop="aut h", al gori t hmend5- sess,
charset=utf8

C. charset =ut f 8, user nanme="user nanel", r eal m=" hexos", nonce="1113908968",
nc=00000001, cnonce="1113923311", di gest-uri ="t sp/ hexos",
response=f 8e42b3c50c59771853f 6274f cf f d1lca, gop=aut h

S: rspaut h=70d5cabc9235568be380ba2c907381f e

Once the authentication succeeds, the server sends a success return
code and the protocol enters the Command phase.

4.4.3. Command and Response Phase

The Command phase is where the tunnel client sends a tunnel request
or a tunnel update to the server. In this phase, comands are sent
as XML messages. The first line is a "Content-length" directive that
i ndi cates the size of the following XM. nessage. Wen the server
sends a response, the first line is the "Content-length" directive,
the second is the return code, and third one is the XM. nessage, if
any. The "Content-length" is calculated fromthe first character of
the return code line to the last character of the XM. nessage,

i nclusively.

Spaces can be inserted freely.

Bl anchet & Parent Experi ment al [ Page 14]



RFC 5572 Tunnel Setup Protocol (TSP) February 2010

-- UDP session established --

C: VERSI ON=2. 0.0 CR LF

S: CAPABI LI TY TUNNEL=V6V4 TUNNEL=V6UDPV4 AUTH=ANONYMOUS
AUTH=PLAI N AUTH=DI GEST- MD5 CR LF

C. AUTHENTI CATE ANONYMOUS CR LF

S: 200 Success CR LF

C. Content-length: 205 CR LF
<tunnel action="create" type="v6udpv4">
<client>

<address type="ipv4">192. 0. 2. 135</ addr ess>
<keepal i ve interval ="30"></keepal i ve>
</client>
</tunnel > CR LF

S: Content-length: 501 CR LF
200 Success CR LF
<tunnel action="info" type="v6udpv4" |ifetine="604800">
<server>
<address type="ipv4">192.0. 2. 115</ addr ess>
<address type="ipv6">
2001: db8: 8000: 0000: 0000: 0000: 0000: 38h2
</ addr ess>
</server>
<client>
<address type="ipv4">192.0. 2. 135</ addr ess>
<address type="ipv6">
2001: db8: 8000: 0000: 0000: 0000: 0000: 38b3
</ addr ess>
<keepal i ve interval ="30">
<address type="ipv6">
2001: db8: 8000: 0000: 0000: 0000: 0000: 38b2
</ addr ess>
</ keepal i ve>
</client>
</tunnel > CR LF

C. Content-length: 35 CR LF
<tunnel action="accept"></tunnel > CR LF

Fi gure 13: Exanple of a Conmmand/ Response Sequence
The exanmple in Figure 13 shows a client requesting an anonynous

véudpv4 tunnel, indicating that a keep-alive packet will be sent
every 30 seconds. The tunnel broker responds with the tunne
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paraneters and indicates its acceptance of the keep-alive period
(Section 4.6). Finally, the client sends an accept nessage to the
server.

Once the accept nessage has been sent, the server and client
configure their tunnel endpoint based on the negotiated tunne
par amet er s

4.5. Tunnel Establishnment
4.5.1. |1Pv6-over-I|Pv4 Tunnels

Once the TSP signaling is conplete, a tunnel can be established on
the tunnel server and client node. |f a v6v4 tunnel has been

negoti ated, then an | Pv6-over-I1Pv4 tunnel [RFC4213] is established
usi ng the operating systemtunneling interface. On the client node,
this is acconplished by the TSP client calling the appropriate CS
commands or system call s.

4.5, 2. | Pv6- over - UDP Tunnel s

If a v6udpv4 tunnel is configured, the sanme source/destination
address and port used during the TSP signaling are used to configure
the v6udpv4 tunnel. |If a NAT is in the path between the TSP client
and the tunnel broker, the TSP signaling session will have created a
UDP state in the NAT. By reusing the same UDP socket parameters to
transport IPv6, the traffic will flow across the NAT using the sane
st ate.

| 1Pv4 | UDP | 1PV6 |

Figure 14: 1Pv6 Transport over UDP

At any tine, a client may re-establish a TSP signaling session. The
client disconnects the current tunnel and starts a new TSP signaling
session as described in Section 4.4.1.2. If a NAT is present and the
new TSP session uses the same UDP mapping in the NAT as for the
tunnel, the tunnel broker will need to disconnect the client tunne
before the client can establish a new TSP sessi on.

4.6. Tunnel Keep-Alive
A TSP client may select to send periodic keep-alive nessages to the

server in order to maintain its tunnel connectivity. This allows the
client to detect network changes and enabl e autonmatic tunne
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re-establishment. In the case of |Pv6-over-UDP tunnels, periodic
keep-alive nmessages can help refresh the connection state in a NAT if
such a device is in the tunnel path.

For | Pv6-over-1Pv4 and | Pv6-over-UDP tunnels, the keep-alive nessage
is an | CMPv6 echo request [RFC4443] sent fromthe client to the
tunnel server. The |IPv6 destination address of the echo nessage MJUST
be the address fromthe ' keepalive element sent in the tunne
response during the TSP signaling (Section 4.4.3). The echo nessage
is sent over the configured tunnel

The tunnel server responds to the | CMPv6 echo requests and can keep
track of which tunnel is active. Any client traffic can also be used
to verify if the tunnel is active. This can be used by the broker to
di sconnect tunnels that are no | onger in use.

The broker can send a different keep-alive interval fromthe val ue
specified in the client request. The client MJUST conformto the

br oker-specified keep-alive interval. The client SHOULD apply a
random"jitter" value to avoid synchroni zati on of keep-alive nmessages
frommany clients to the server [FJ93]. This is achieved by using an
interval value in the range of [0.75T - T], where T is the keep-alive
interval specified by the server

4.7. XM Messagi ng
Thi s section describes the XML messagi ng used in the TSP signaling
during the command and response phase. The XM el enents and
attributes are listed in the DID (Appendi x A).

4.7.1. Tunnel
The client and server use the tunnel token with an action attribute.
Valid actions for this profile are: 'create', 'delete’, 'info',
"accept’, and 'reject’.

create: action used to request a new tunnel or update an existing
tunnel. Sent by the tunnel client.

del ete: action used to renove an existing tunnel fromthe server
Sent by the tunnel client.

info: action used to request current properties of an existing

tunnel. This action is also used by the tunnel broker to send
tunnel paraneters following a client 'create action
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accept: action used by the client to acknow edge the server that the
tunnel paraneters are accepted. The client will establish a
t unnel

reject: action used by the client to signal the server that the
tunnel paraneters offered are rejected and no tunnel wll be
est abl i shed.

The tunnel "lifetime’ attribute is set by the tunnel broker and
specifies the lifetime of the tunnel in mnutes. The lifetinme is an
adm nistratively set value. When a tunnel lifetinme has expired, it

is disconnected on the tunnel server

The ’'tunnel’ message contains three el ements:

<cl i ent >: Client’s information
<server >: Server’'s infornmation
<br oker >: Li st of other servers

4.7.2. Cdient El enment

The "client’ elenment contains 3 sub-elenments: 'address’, 'router’,
and ' keepalive'. These elenents are used to describe the client
request and will be used by the server to create the appropriate
tunnel. The client elenment is the only element sent by a client.

The 'address’ elenent is used to identify the client |IP endpoint of
the tunnel. When tunneling over IPv4, the client MIST send only its
| Pv4 address to the server. Wen tunneling over IPv6, the client
MJST only send its I Pv6 address to the server.

The broker then returns the assigned |Pv6 or |Pv4 address endpoint
and domain nanme inside the 'client’ elenment when the tunnel is
created or updated. |f supported by the broker, the 'client’ elenent
MAY contain the regi stered DNS name for the address endpoi nt assigned
to the client.

Optionally, a client MAY send a "router’ elenment to ask for a prefix
del egati on.

Optionally, a client MAY send a ' keepalive' elenent that contains the
keep-alive time interval requested by the client.
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4.7.3. Server El ement

The ’server’ elenment contains two el enents: ’'address’ and 'router’
These el enents are used to describe the server’s tunnel endpoint.

The 'address’ elenent is used to provide both IPv4 and | Pv6 addresses
of the server’s tunnel endpoint, while the 'router’ elenment provides
i nformati on for the routing nethod chosen by the client.

4.7.4. Broker El enent
The ' broker’ elenent is used by a tunnel broker to provide an
alternate list of brokers to a client in the case where the server is
not able to provide the requested tunnel

The ' broker’ el enent contains an 'address’ element or a series of
"address’ el enents.

5. Tunnel Request Exanpl es
This section presents nultiple exanples of requests.

5.1. Host Tunnel Request and Reply
A sinple tunnel request consist of a 'tunnel’ elenent that contains
only an 'address’ element. The tunnel action is 'create’, specifying
a 'vév4’ tunnel encapsul ation type. The response sent by the tunne
broker is an 'info’ action. Note that the registered Fully-Qualified

Domai n Nane (FQDN) of the assigned client |IPv6 address is al so
returned to the tunnel client.
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-- Successful TCP Connection --
C: VERSI ON=2. 0.0 CR LF
S: CAPABI LI TY TUNNEL=V6V4 AUTH=ANONYMOUS CR LF
C: AUTHENTI CATE ANONYMOUS CR LF
S: 200 Aut hentication successful CR LF
C. Content-length: 123 CR LF
<tunnel action="create" type="v6v4">

<client>
<address type="ipv4">1.1.1.1</address>
</client>

</tunnel > CR LF
S: Content-length: 234 CR LF
200 K CR LF
<tunnel action="info" type="v6v4" lifetime="1440">
<server>
<address type="ipv4">192.0. 2. 114</ addr ess>
<address type="ipv6">
2001: db8: c18: ffff:0000: 0000: 0000: 0000
</ addr ess>
</ server>
<client>
<address type="ipv4">1.1.1. 1</ address>
<address type="ipv6">
2001: db8: c18: ffff::0000: 0000: 0000: 0001
</ addr ess>
<address type="dn">useri d. domai n</ addr ess>
</client>
</tunnel > CR LF
C. Content-length: 35 CR LF
<tunnel action="accept"></tunnel > CR LF

Figure 15: Sinple Tunnel Request Made by a dient
5.2. Router Tunnel Request with a /48 Prefix Del egation and Reply

A tunnel request with a prefix consists of a 'tunnel’ elenent that
contains an 'address’ elenment and a 'router’ element. The ’'router’
el ement al so contains the 'dns_server’ elenment that is used to
request a DNS del egation of the assigned |IPv6 prefix. The
"dns_server’ elenent lists the I P address of the DNS servers to be
regi stered for the reverse-mappi ng zone.
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Tunnel request with prefix and static routes.

C. Content-length: 234 CR LF
<tunnel action="create" type="v6v4">
<client>
<address type="ipv4">192. 0. 2. 9</ addr ess>
<rout er >
<prefix | ength="48"/>
<dns_server>
<address type="ipv4">192. 0. 2. 5</ addr ess>
<address type="ipv4">192. 0. 2. 4</ addr ess>
<address type="ipv6">2001: db8: : 1</ addr ess>
</ dns_server>
</router>
</client>
</tunnel > CR LF
S: Content-length: 234 CR LF
200 K CR LF
<tunnel action="info" type="v6v4" |ifetime="1440">
<server>
<address type="ipv4">192.0. 2. 114</ addr ess>
<address type="ipv6">
2001: db8: c18: ffff: 0000: 0000: 0000: 0000
</ addr ess>
</ server>
<client>
<address type="ipv4">192. 0. 2. 9</ addr ess>
<address type="ipv6">
2001: db8: c18: ffff::0000: 0000: 0000: 0001
</ addr ess>
<address type="dn">useri d. domai n</ addr ess>
<router>
<prefix | ength="48">2001: db8: c18: 1234:: </ prefi x>
<dns_server >
<address type="ipv4">192. 0. 2. 5</ addr ess>
<address type="ipv4">192. 0. 2. 4</ addr ess>
<address type="ipv6">2001: db8: : 1</ addr ess>
</ dns_server >
</router>
</client>
</tunnel > CR LF
C. Content-length: 35 CR LF
<tunnel action="accept"></tunnel > CR LF

Figure 16: Tunnel Request with Prefix and DNS Del egati on
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5.3. I Pv4 over |Pv6 Tunnel Request

This is simlar to the previous ’create’ action, but with the tunne
type is set to 'v4ve’

-- Successful TCP Connection --
C. VERSI ON=1.0 CR LF
S: CAPABI LI TY TUNNEL=V4V6 AUTH=DI GEST- MD5 AUTH=ANONYMOUS
CR LF
C: AUTHENTI CATE ANONYMOUS CR LF
S: OK Aut henti cation successful CR LF
C. Content-length: 228 CR LF
<tunnel action="create" type="v4v6">
<client>
<address type="ipv6">
2001: db8: 0c18: ffff:0000: 0000: 0000: 0001
</ addr ess>
</client>
</tunnel > CR LF

Figure 17: Sinple Tunnel Request Made by a Cdient

If the allocation request is accepted, the broker will acknow edge
the allocation to the client by sending a 'tunnel’ elenent with the
attribute "action' set to 'info', 'type set to 'v4ve' and the
"lifetine’ attribute set to the period of validity or |ease tine of
the allocation. The "tunnel’ elenent contains ’'server’ and ’'client’
el ement s.
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S: Content-length: 370 CR LF

200 K CR LF
<tunnel action="info" type="v4v6" |ifetime="1440">
<server>
<address type="ipv4" |ength="30">
192.0.2.2

</ addr ess>
<address type="ipv6">
2001: db8: c18: ffff: 0000: 0000: 0000: 0002
</ addr ess>

</ server >

<client>
<address type="ipv4" |ength="30">
192.0.2.1
</ addr ess>
<address type="ipv6">
2001: db8: c18: ffff::0000: 0000: 0000: 0001
</ addr ess>

</client>

</tunnel > CR LF

Figure 18: |1Pv4 over |IPv6 Tunnel Response

In DSTM [ DSTM term nol ogy, the DSTM server is the TSP broker and the
Tunnel Endpoint (TEP) is the tunnel server.

5.4. NAT Traversal Tunnel Request

When a client is capable of both | Pv6 over |Pv4 and | Pv6 over UDP
over | Pv4 encapsulation, it can request the broker, by using the
"v6anyv4" tunnel node, to deternmine if it is behind a NAT and to send
the appropriate tunnel encapsul ati on node as part of the response.
The client can also explicitly request an | Pv6 over UDP over |Pv4
tunnel by specifying "v6éudpv4" in its request.

In the follow ng exanple, the client infornms the broker that it
requests to send keep-alives every 30 seconds. In its response, the
broker accepted the client-suggested keep-alive interval, and the

| Pv6 destination address for the keep-alive packets is specified.
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C. VERSI ON=2.0.0 CR LF
S: CAPABI LI TY TUNNEL=V6V4 TUNNEL=V6UDPV4 AUTH=DI GEST-MD5 CR LF

C. AUTHENTI CATE ... CR LF
S: 200 Aut hentication successful CR LF
C. Content-length: ... CR LF
<tunnel action="create" type="v6anyv4">
<client>

<address type="ipv4">10.1.1. 1</ addr ess>
<keepal i ve interval ="30"></ keepal i ve>
</client>
</tunnel > CR LF
S: Content-length: ... CR LF
200 OK CR LF
<tunnel action="info" type="v6udpv4" lifetime="1440">
<server>
<address type="ipv4">192.0. 2. 114</ addr ess>
<address type="ipv6">
2001: db8: c18: ffff: 0000: 0000: 0000: 0002
</ addr ess>
</ server>
<client>
<address type="ipv4">10.1. 1. 1</ addr ess>
<address type="ipv6">
2001: db8: c18: ffff::0000: 0000: 0000: 0003
</ addr ess>
<keepal i ve interval ="30">
<address type="ipv6">
2001: db8: c18: ffff: 0000: 0000: 0000: 0002
</ addr ess>
</ keepal i ve>
</client>
</tunnel > CR LF

Figure 19: Tunnel Request Using v6anyv4 Mode
6. Applicability of TSP in Different Networks

This section describes the applicability of TSP in different
net wor ks.

6.1. Provider Networks with Enterprise Custoners

In a provider network where | Pv4 is doninant, a tunnel ed
infrastructure can be used to provide |Pv6 services to the enterprise
custonmers, before a full 1Pv6 native infrastructure is built. In
order to start deploying in a controlled manner and to give
enterprise custoners a prefix, the TSP framework is used. The TSP
server can be in the core, in the aggregation points or in the Points
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of Presence (PoPs) to offer the service to the custonmers. |Pv6 over
| Pv4 encapsul ation can be used. |If the customers are behind an | Pv4
NAT, then I Pv6 over UDP-1Pv4 encapsul ation can be used. TSP can be
used in conbination with other techniques.

6.2. Provider Networks with Home/Small O fice Custoners

In a provider network where IPv4 is dominant, a tunnel ed
infrastructure can be used to provide |Pv6 services to the hone/snal
of fice custoners, before a full IPv6 native infrastructure is built
The snmal |l networks such as Honme/ Smal | offices have a non-upgradabl e
gateway with NAT. TSP with NAT traversal is used to offer |IPv6
connectivity and a prefix to the internal network.

Aut omat i on of the prefix assignment and DNS del egati on, done by TSP
is a very inportant feature for a provider in order to substantially
decrease support costs. The provider can use the sane

Aut henti cation, Authorization, and Accounting (AAA) database that is
used to authenticate the | Pv4 broadband users. Custoners can depl oy
honme | Pv6 networks w thout any intervention of the provider support

peopl e.

Wth the NAT discovery function of TSP, providers can use the sane
TSP i nfrastructure for both NAT and non- NAT parts of the network.

6.3. Enterprise Networks

In an enterprise network where IPv4 is dom nant, a tunneled
infrastructure can be used to provide | Pv6 services to the | Pv6

i slands (hosts or networks) inside the enterprise, before a full |Pv6
native infrastructure is built [RFC4057]. TSP can be used to give

| Pv6 connectivity, prefix, and routing for the islands. This gives
the enterprise a fully controll ed depl oyment of 1Pv6 while

mai nt ai ni ng autonmati on and pernmanence of the | Pv6 assignnents to the
i sl ands.

6.4. Wreless Networks
In a wireless network where IPv4 is dom nant, hosts and networ ks nove
and change | Pv4 address. TSP enables the automatic re-establishnment
of the tunnel when the |Pv4 address changes.
In a wireless network where | Pv6 is dom nant, hosts and networks

nmove. TSP enabl es the automatic re-establishnment of the | Pv4d over
| Pv6 tunnel
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6.5. Unmanaged Networks

An unmanaged network is where no network manager or staff is
available to configure network devices [RFC3904]. TSP is
particularly useful in this context where automation of all necessary
information for the I Pv6 connectivity is handled by TSP: tunne
endpoi nt paraneters, prefix assignment, DNS del egation, and routing.

An unmanaged network may (or may not) be behind a NAT. Wth the NAT
di scovery function, TSP works automatically in both cases.

6.6. Mbdbile Hosts and Mbil e Networks

Mobi | e hosts are common and used. Laptops noving fromw rel ess,
wired in an office, home, etc., are exanples. They often have |Pv4
connectivity, but not necessarily IPv6. The TSP franmework enabl es
the nobile hosts to have | Pv6 connectivity wherever they are, by
having the TSP client send updated information of the new environment
to the TSP server, when a change occurs. Together with NAT di scovery
and traversal, the nobile host can al ways be | Pv6 connected wherever
it is.
Mobi | e here nmeans only the change of |Pv4 address. Mbile-IP
mechani sms and fast hand-off take care of additional constraints in
mobi | e envi ronnment s.
Mobi | e networks share the applicability of the nobile hosts.
Moreover, in the TSP framework, they al so keep their prefix
assignnent and can control the routing. NAT discovery can al so be
used.

7. | ANA Consi derations

A tunnel type registry has been created by I ANA. The foll ow ng
strings are defined in this docunent:

o "vév4" for IPv6 in | Pv4d encapsul ation (using |Pv4 protocol 41)

o "v6udpv4" for IPv6 in UDP in IPv4 encapsul ation

o "v6anyv4" for IPv6 in IPv4 or IPv6 in UDP in |IPv4 encapsul ation
o "v4ve" for I1Pv4 in | Pv6 encapsul ation

Regi stration of a new tunnel type can be obtained on a first come,
first served policy [RFC5226]. A new registration should provide a

poi nt of contact, the tunnel type string, and a brief description on
the applicability.
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10.

I ANA assignhed 3653 as the TSP port nunber.
Security Considerations

Aut hentication of the TSP session uses the SASL [ RFC4422] franeworKk,
where the authentication nmechanismis negotiated between the client
and the server. The framework uses the | evel of authentication
needed for securing the session, based on the policies.

Static tunnels are created when the TSP negotiation is term nated.
Static tunnels are not open gateways and exhibit |ess security issues
than automated tunnels. Static IPv6 in IPv4 tunnel security

consi derations are described in [ RFC4213].

In order to help ensure that the traffic is traceable to its correct
source network, a tunnel server inplenentation should allow ingress
filtering on the user tunnel [RFC3704].

A custoner A behind a NAT can use a | arge nunmber of (private) |Pv4
addresses and/or source ports and request multiple véudpv4 tunnels.
That woul d quickly saturate the tunnel server capacity. The tunne
broker inplenentation should offer a way to throttle and limt the
nunmber of tunnel established to the sane | Pv4 address.

Concl usi on

The Tunnel Setup Protocol (TSP) is applicable in many environnents,
such as: providers, enterprises, wreless, unmanaged networks, nobile
hosts, and networks. TSP gives the two tunnel endpoints the ability
to negotiate tunnel paraneters, as well as prefix assignment, DNS

del egation and routing in an authenticated session. It also provides
an | Pv4 NAT discovery function by using the nost effective
encapsul ation. It also supports the IPv4 nobility of the nodes.
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Appendi x A.  The TSP DID

<?xm version="1.0"?>
<IDOCTYPE tunnel [
<! ELEMENT tunnel (server?,client?, broker?)>
<! ATTLI ST tunnel action
(create| del ete|info|accept|reject) #REQU RED >
<! ATTLI ST tunnel type
(v6v4| v4ve| vbanyv4| vbéudpv4) #REQUI RED >

<! ATTLI ST tunnel lifetine CDATA "1440" >
<! ELEMENT server (address+, router?)>
<! ELEMENT cli ent (address+, router?)>
<! ELEMENT br oker (address+) >
<! ELEMENT rout er (prefix?,dns_server?)>
<! ELEMENT dns_server (address+) >
<! ELEMENT prefi x ( #PCDATA) >
<I ATTLI ST prefix | ength CDATA #REQUI RED>
<! ELEMENT addr ess (#PCDATA) >

<! ATTLI ST address type (ipv4|ipv6|dn) #REQU RED>
<I ATTLI ST address | ength CDATA "">

<

ELEMENT keepal i ve (address?)>
<! ATTLI ST keepalive interval CDATA #REQU RED>
1>

Fi gure 20: TSP DID
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Appendi x B. Error Codes

Error codes are sent as a nuneric value followed by a text nessage
describing the code, simlar to SMIP. The codes are sent fromthe
broker to the client. The currently defined error codes are shown
bel ow. Upon receiving an error, the client will display the
appropriate nessage to the user.

New error nessages may be defined in the future. For
interoperability purpose, the error code range to use should be from
300 to 599.

The reply code 200 is used to informthe client that an action
successfully completed. For exanple, this reply code is used in
response to an authentication request and a tunnel creation request.
The server may redirect the client to another broker. The details on
how t hese brokers are known or discovered is beyond the scope of this
docunment. When a list of tunnel brokers follows the error code as a
referral service, then 1000 is added to the error code.

The predefined val ues are:

200 Success: Successful operation

300 Authentication failed: Invalid userid, password, or
aut henti cati on mechani sm

301 No nore tunnels available: The server has reached its capacity
limt.

302 Unsupported client version: The client version is not supported
by the server.

303 Unsupported tunnel type: The server does not provide the
requested tunnel type.

310 Server side error: Undefi ned server error.

500 Invalid request fornmat or specified length: The received request
has invalid syntax or is truncated.

501 Invalid I Pv4 address: The |IPv4 address specified by the client
is invalid.

502 Invalid I Pv6 address: The |IPv6 address specified by the client
is invalid.
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506 | Pv4 address already used for existing tunnel: An |Pv6-over-I|Pv4
tunnel already exists using the sane | Pv4 address endpoints.

507 Requested prefix |l ength cannot be assigned: The requested prefix
| ength cannot be allocated on the server.

521 Request already in progress: The client tunnel request is being
processed by the server. Tenporary error.

530 Server too busy: Request cannot be processed, insufficient
resources. Tenporary error.
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