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Abst ract

Thi s docunent describes the framework of the Softwire "Hub and Spoke"
solution with the Layer Two Tunneling Protocol version 2 (L2TPv2).
The inpl enentation details specified in this docunent should be
followed to achieve interoperability anong different vendor

i mpl emrent ati ons.
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1.

I nt roducti on

The Softwi res Working G oup has sel ected Layer Two Tunneling Protoco
version 2 (L2TPv2) as the phase 1 protocol to be deployed in the
Softwire "Hub and Spoke" sol ution space. This docunent describes the
framework for the L2TPv2 "Hub and Spoke" solution, and the

i npl ementation details specified in this docunent should be foll owed
to achieve interoperability anong different vendor inplenentations.

In the "Hub and Spoke" sol ution space, a Softwire is established to
provi de the honme network with I Pv4 connectivity across an | Pv6-only
access network, or |Pv6 connectivity across an | Pv4-only access
network. When L2TPv2 is used in the Softwire context, the voluntary
tunneling nodel applies. The Softwire Initiator (SlI) at the hone
network takes the role of the L2TP Access Concentrator (LAC) client
(initiating both the L2TP tunnel/session and the PPP |link) while the
Softwire Concentrator (SC) at the ISP takes the role of the L2TP

Net work Server (LNS). The terns voluntary tunneling and conpul sory
tunneling are defined in Section 1.1 of [RFC3193]. Since the L2TPv2
compul sory tunneling nodel does not apply to Softwires, it SHOULD NOT
be requested or honored. This docunent identifies all the voluntary
tunneling related L2TPv2 attributes that apply to Softw res and

speci fies the handling nmechanismfor such attributes in order to
avoi d anmbiguities in inplenentations. This docunment also identifies
the set of L2TPv2 attributes specific to the conpul sory tunneling
nmodel that does not apply to Softwires and specifies the nmechanismto
ignore or nullify their effect within the Softwire context.

The SI and SC MUST foll ow the L2TPv2 operations described in

[ RFC2661] when performing Softwi re establishnent, teardown, and
Operations, Administration, and Managenent (OAM). Wth L2TPv2, a
Softwi re consists of an L2TPv2 Control Connection (also referred to
as Control Channel), a single L2TPv2 Session, and the PPP |ink

negoti ated over the Session. To establish the Softwire, the SI first
initiates an L2TPv2 Control Channel to the SC, which accepts the
request and term nates the Control Channel. L2TPv2 supports an
optional nutual Control Channel authentication that allows both S
and SC to validate each other’s identity at the initial phase of
hand- shaki ng before proceeding with Control Channel establishnment.
After the L2TPv2 Control Channel is established between the SI and
SC, the Sl initiates an L2TPv2 Session to the SC. Then the PPP/IP
link is negotiated over the L2TPv2 Session between the SI and SC
After the PPP/IP link is established, it acts as the Softw re between
the SI and SC for tunneling IP traffic of one Address Famly (AF)
across the access network of another Address Famly.
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During the life of the Softwire, both SI and SC send L2TPv2 keepalive
HELLO messages to nonitor the health of the Softwire and the peer
L2TP Control Connection Endpoint (LCCE), and to potentially refresh

t he NAT/ NAPT (Network Address Translation / Network Address Port
Translation) entry at the CPE or at the other end of the access I|ink.
Optionally, Link Control Protocol (LCP) ECHO nessages can be used as
keepalives for the same purposes. |In the event of keepalive tinmeout
or administrative shutdown of the Softwire, either the SI or the SC
MAY tear down the Softwire by tearing down the L2TPv2 Control Channel
and Session as specified in [ RFC2661].

1.1. Abbreviations
AF Address Family, 1Pv4 or |Pv6.
CPE Cust onmer Prem ses Equi pnent.

LCCE L2TP Control Connection Endpoint, an L2TP node that exists at
ei ther end of an L2TP Control Connection. (See [RFC3931].)

LNS L2TP Network Server, a node that acts as one side of an L2TP
tunnel (Control Connection) endpoint. The LNS is the |ogical
term nation point of a PPP session that is being tunneled from
the remote system by the peer LCCE. (See [RFC2661].)

SC Softwi re Concentrator, the node term nating the Softwire in
the service provider network. (See [RFC4925].)

S Softwire Initiator, the node initiating the Softwire within
the custoner network. (See [RFC4925].)

SPH Softwi re Payl oad Header, the I P headers being carried within a
Softwire. (See [RFC4925].)

STH Softwi re Transport Header, the outernost |P header of a
Softwire. (See [RFC4925].)

SW Softwire, a shared-state "tunnel" created between the SC and
SI. (See [ RFC4925].)

1.2. Requirenents Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].
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1.3. Considerations

Sone sections of this document contain considerations that are not
required for interoperability and correct operation of Softwire

i npl ementations. These sections’ titles are marked beginning with
"Consi derations".

2. Applicability of L2TPv2 for Softwire Requirenents

A list of Softwire "Hub and Spoke" requirenents has been identified
by the Softwire Problem Statenent [RFC4925]. The foll ow ng sub-
sections describe how L2TPv2 fulfills each of them

2.1. Traditional Network Address Transl ation (NAT and NAPT)

A "Hub and Spoke" Softwire nmust be able to traverse Network Address
Transl ation (NAT) and Network Address Port Transl ation (NAPT, also
referred to as Port Address Translation or PAT) devices [RFC3022] in
case the scenario in question involves a non-upgradabl e, preexisting
| Pv4 home gateway perform ng NAT/ NAPT or some carrier equi prment at
the other end of the access |ink perform ng NAT/ NAPT. The L2TPv2
Softwire (i.e., Control Channel and Session) is capable of NAT/ NAPT
traversal since L2TPv2 can run over UDP

Since L2TPv2 does not detect NAT/ NAPT al ong the path, L2TPv2 does not
of fer the option of disabling UDP. The UDP encapsul ation is present
regardl ess of NAT/ NAPT presence. Both NAT/ NAPT "autodetect” and UDP
"bypass" are optional requirenments in Section 2.3 of [RFC4925].

As nentioned in Section 8.1 of [RFC2661] and Section 4 of [RFC3193],
an L2TP Start-Control - Connection-Reply (SCCRP) responder (SC) can
chose a different | P address and/or UDP port than those fromthe
initiator’s Start-Control -Connecti on-Request (SCCRQ (SlI). This may
or may not traverse a NAT/ NAPT dependi ng on the NAT/NAPT's Filtering
Behavi or (see Section 5 of [RFC4787]). Specifically, any |IP address
and port combination will work with Endpoint-Independent Filtering,
but changing the I P address and port will not work through Address-
Dependent or Address-and-Port-Dependent Filtering. G ven this,
responding froma different |IP address and/or UDP port is NOT
RECOMVENDED.
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2.2. Scalability

In the "Hub and Spoke" nodel, a carrier must be able to scale the
solution to mllions of Softwire Initiators by addi ng nore hubs
(i.e., Softwire Concentrators). L2TPv2 is a wi dely depl oyed protoco
i n broadband services, and its scalability has been proven in
multiple large-scale | Pv4 Virtual Private Network depl oyments, which
scale up to mllions of subscribers each.

2.3. Routing

There are no dynanic routing protocols between the SC and SI. A
default route fromthe SI to the SCis used

2. 4. Mul ti cast

Mul ticast protocols sinply run transparently over L2TPv2 Softw res
together with other regular IP traffic.

2.5. Authentication, Authorization, and Accounting (AAA)

L2TPv2 supports optional rmutual Control Channel authentication and

| everages the optional nutual PPP per-session authentication. L2TPv2
is well integrated with AAA sol utions (such as RADI US) for both

aut henti cation and authorization. Mst L2TPv2 inpl ementations

avail able in the market support the | ogging of authentication and

aut hori zati on events.

L2TPv2 integration with RAD US accounting (RADI US Accounting
extension for tunnel [RFC2867]) allows the collection and reporting
of L2TPv2 Softwi re usage statistics.

2.6. Privacy, Integrity, and Replay Protection

Since L2TPv2 runs over IP/UDP in the Softwire context, |Psec
Encapsul ating Security Payload (ESP) can be used in conjunction to
provi de per-packet authentication, integrity, replay protection, and
confidentiality for both L2TPv2 control and data traffic [RFC3193]
and [ RFC3948].

For Softwire deploynments in which full payload security is not
required, the L2TPv2 built-in Control Channel authentication and the
i nherited PPP authentication and PPP Encryption Control Protocol can
be consi dered.
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2.7. Operations and Managenent

L2TPv2 supports an optional in-band keepalive mechanismthat injects
HELLO control nessages after a specified period of tinme has el apsed
since the last data or control nessage was received on a tunnel (see
Section 5.5 of [RFC2661]). |If the HELLO control nessage is not
reliably delivered, then the Control Channel and its Session will be
torn dowmn. In the Softwire context, the L2TPv2 keepalive is used to
moni tor the connectivity status between the SI and SC and/or as a
refresh mechani sm for any NAT/NAPT translation entry along the access
I'ink.

LCP ECHO offers a similar nechanismto nonitor the connectivity
status, as described in [RFC1661]. Softwi re inplenentations SHOULD
use L2TPv2 Hell o keepalives, and in addition MAY use PPP LCP Echo
messages to ensure Dead End Detection and/or to refresh NAT/ NAPT
translation entries. The conbination of these two nmechani snms can be
used as an optim zation

The L2TPv2 M B [ RFC3371] supports the conplete suite of nanagenent
operations such as configuration of Control Channel and Session,
polling of Control Channel and Session status and their traffic
statistics and notifications of Control Channel and Sessi on UP/ DOMN
events.

2.8. Encapsul ations
L2TPv2 supports the foll owi ng encapsul ati ons:
o | Pve/PPP/L2TPv2/ UDP/ | Pv4
o | Pv4/PPP/ L2TPv2/ UDP/ | Pv6
o | Pv4/PPP/L2TPv2/ UDP/ | Pv4
o | Pve/PPP/L2TPv2/ UDP/ | Pv6

Note that UDP bypass is not supported by L2TPv2 since L2TPv2 does not
support "autodetect” of NAT/ NAPT.

3. Depl oynent Scenari os
For the "Hub and Spoke" probl em space, four scenarios have been
identified. 1n each of these four scenarios, different hone

equi prent plays the role of the Softwire Initiator. This section
el aborates each scenario with L2TPv2 as the Softwi re protocol and
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ot her possible protocols involved to conplete the solution. This
section exam nes the four scenarios for both | Pv6-over-1Pv4
(Section 3.1) and I Pv4-over-1Pv6 (Section 3.2) encapsul ati ons.

3.1. [|Pv6-over-1Pv4 Softwires with L2TPv2

The foll owi ng sub-sections cover |Pv6 connectivity (SPH) across an
I Pv4d-only access network (STH) using a Softwre.

3.1.1. Host CPE as Softwire Initiator
The Softwire Initiator (SI) is the host CPE (directly connected to a

moden), which is dual-stack. There is no other gateway device. The
IPv4 traffic SHOULD NOT traverse the Softwire. See Figure 1.

| Pv6 or dual -stack | Pv4-only dual - st ack
R e []-mmmmmmme e [-mmmee - |
I SC Sl
N +----- + R i +
T | | | v4/ve |
E <==[ IPv6 ]....|v4/v6|....[IPvd4-only]....| host CPE |
R [ net wor K] | | [ network ] | |
N | LNS | | LAC Cient|
E +o--- - + S +
T _________
o_.__ _ _ () <-- IPv6 traffic
PPP o L2TPv2 o UDP o | Pv4 (SPH)
Softwire
Cem e e e oo >

| PV6CP: capable of /64 Intf-1d assignnent or
uni queness check

Figure 1. Host CPE as Softwire Initiator

In this scenario, after the L2TPv2 Control Channel and Session
establ i shment and PPP LCP negotiation (and optionally PPP

Aut henti cation) are successful, the IPv6 Control Protocol (1PV6CP)
negoti ates | Pv6-over-PPP, which al so provides the capability for the
ISP to assign the 64-bit Interface-ldentifier to the host CPE or
perform uni queness validation for the two interface identifiers at
the two PPP ends [RFC5072]. After |Pv6-over-PPP is up, |Pv6
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St at el ess Address Autoconfiguration / Neighbor Discovery runs over
the 1 Pv6-over-PPP |ink, and the LNS can informthe host CPE of a
prefix to use for statel ess address autoconfiguration through a

Rout er Advertisenent (RA) while other non-address configuration
options (such as DNS [ RFC3646] or other servers’ addresses that night
be avail abl e) can be conveyed to the host CPE via DHCPv6.

3.1.2. Router CPE as Softwire Initiator
The Softwire Initiator (SI) is the router CPE, which is a dual -stack

device. The IPv4 traffic SHOULD NOT traverse the Softwire. See
Fi gure 2.

I Pv6 or dual -stack | Pv4-only dual - st ack
|- [[ommmmmmmm e R R
I SC Sl
N S + S +
T | | | v4/ve | +o---- +
E <==[ IPv6 ]....|v4/v6|....[IPv4-only]....| CPE | ----]v4/v6|
R [ net wor k] | | [ network ] | | | host|
N | LNS | | LAC dient] o +
E e + Focmmnaaann +
T ______
o_.__ _ _ _ S I Pv6 traffic
PPP o L2TPv2 o UDP o | Pv4 (SPH)
Softwire
Cemmmmeccccnnaaaaa. >
| PV6CP: capable of /64 Intf-1d assignment or
uni queness check
R >/ 64 prefix
RA
[------mm e - >/ 48 prefix,
DHCPv 6 DNS, etc.
[------- >/ 64 prefix
RA
[------- > DNS, etc
DHCPv4/ v6

Figure 2: Router CPE as Softwire Initiator

In this scenario, after the L2TPv2 Control Channel and Session
establ i shnent and PPP LCP negotiation (and optionally PPP

Aut henti cation) are successful, |PV6CP negotiates |Pv6-over-PPP,
whi ch al so provides the capability for the ISP to assign the 64-bit
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Interface-ldentifier to the router CPE or perform uni queness
validation for the two interface identifiers at the two PPP ends

[ RFC5072]. After IPv6-over-PPP is up, |IPv6 Statel ess Address

Aut oconfiguration / Nei ghbor Discovery runs over the |IPv6-over-PPP
link, and the LNS can informthe router CPE of a prefix to use for
stat el ess address autoconfiguration through a Router Advertisenent
(RA). DHCPv6 can be used to performIPv6 Prefix Del egation (e.qg.,

del egating a prefix to be used within the home network [ RFC3633]) and
convey ot her non-address configuration options (such as DNS

[ RFC3646]) to the router CPE.

3.1.3. Host behind CPE as Softwire Initiator
The CPE is IPv4-only. The Softwire Initiator (SI) is a dual-stack

host (behind the IPv4-only CPE), which acts as an I Pv6 host CPE. The
IPv4 traffic SHOULD NOT traverse the Softwire. See Figure 3.

I Pv6 or dual -stack | Pv4-only dual - st ack
R R R R EEELEEE [-mmme - |
I SC Sl
N . + S R +
T | e + va/ve |
E<==[ IPv6 ]....|v4/v6|....[IPv4-only]....|v4-only|--| host |
R [ net wor k] | | [ network ] | CPE | | |
N | LNS | Fommmm + |LAC dient|
E +----- + TS +
T
O_____________"° () <-- 1Pv6
PPP o L2TPv2 o UDP o | Pv4 traffic
Softwire ( SPH)
Qo e e e e e e e e e e o >

| PV6CP: capable of /64 Intf-Id assignnment or
uni queness check

Fi gure 3: Host behind CPE as Softwire Initiator

In this scenario, after the L2TPv2 Control Channel and Session
establ i shnent and PPP LCP negotiation (and optionally PPP

Aut henti cation) are successful, |IPV6CP negotiates |Pv6-over-PPP

whi ch al so provides the capability for the ISP to assign the 64-bit
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Interface-ldentifier to the host or perform uni queness validation for
the two interface identifiers at the two PPP ends [ RFC5072]. After

| Pv6-over-PPP is up, |IPv6 Statel ess Address Autoconfiguration /

Nei ghbor Di scovery runs over the |Pv6-over-PPP |ink, and the LNS can
informthe host of a prefix to use for statel ess address

aut oconfiguration through a Router Advertisenment (RA) while other
non- address configuration options (such as DNS [ RFC3646]) can be
conveyed to the host via DHCPv6.

3.1.4. Router behind CPE as Softwire Initiator
The CPE is IPv4-only. The Softwire Initiator (SlI) is a dual-stack
devi ce (behind the IPv4-only CPE) acting as an | Pv6 CPE router inside

the hone network. The IPv4 traffic SHOULD NOT traverse the Softwre.
See Figure 4.
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I Pv6 or dual -stack | Pv4-only dual - st ack
R R [ mmmmmmm e []-mmmmmm e |
| SC S
N oo - + e oo +
T | +------- + | v4/ve
E <==[ IPv6 ]....|v4/v6|..[IPv4-only]..|v4-only|---| router
R [ net wor k] | | [ network 1 | CPE | | | |
N | LNS | S + | |LAC dient]|
E +----- + I R +
T I
--------- oo 4
| v4/ v6|
| host|
_____________ +-----+
o_._ () <-- 1Pv6
PPP o L2TPv2 o UDP o | Pv4 traffic
Softwire ( SPH)
Qo m e e e eeeeaaoo >

| PV6CP: capable of /64 Intf-1d assignnment or
uni queness check

I T >/ 64 prefix
RA
I T >/ 48 prefix,
DHCPv6 DNS, etc.
|----> /64
RA  prefix

| ----> DNS,
DHCPv6 etc.

Figure 4: Router behind CPE as Softwire Initiator

In this scenario, after the L2TPv2 Control Channel and Session
establ i shment and PPP LCP negotiation (and optionally PPP

Aut henti cation) are successful, |IPV6CP negotiates |Pv6-over-PPP

whi ch al so provides the capability for the ISP to assign the 64-bit
Interface-ldentifier to the v4/v6 router or performuni queness
validation for the two interface identifiers at the two PPP ends

[ RFC5072]. After |Pv6-over-PPP is up, |Pv6 Statel ess Address

Aut oconfiguration / Nei ghbor Di scovery runs over the |Pv6-over-PPP
link, and the LNS can informthe v4/v6 router of a prefix to use for
statel ess address autoconfiguration through a Router Advertisenent
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(RA). DHCPv6 can be used to performIPv6 Prefix Del egation (e.qg.,

del egating a prefix to be used within the home network [ RFC3633]) and
convey ot her non-address configuration options (such as DNS

[ RFC3646]) to the v4/v6 router.

3. 2. | Pv4-over-1Pv6 Softwires with L2TPv2

The foll owi ng sub-sections cover |Pv4 connectivity (SPH) across an
| Pv6-only access network (STH) using a Softwre.

3.2.1. Host CPE as Softwire Initiator
The Softwire Initiator (SI) is the host CPE (directly connected to a

moden), which is dual-stack. There is no other gateway device. The
IPv6 traffic SHOULD NOT traverse the Softwire. See Figure 5.

| Pv4 or dual -stack | Pv6-only dual - st ack
R R []-mmmmmm e [-mmmee - |
I SC Sl
N +----- + I +
T | | | v4/ve |
E <==[ IPv4 ]....|v4/v6|....[IPv6-only]....| host CPE |
R [ net wor K] | | [ network ] | |
N | LNS | | LAC Cient|
E Fomm - - + Fomm oo - +
T ______
o_._ () <-- IPv4 traffic
PPP o L2TPv2 o UDP o | Pv6 (SPH)
Softwire
D LTRSS >

| PCP: capabl e of global 1P assignnent
and DNS, etc.

Figure 5: Host CPE as Softwire Initiator

In this scenario, after the L2TPv2 Control Channel and Session

est abli shnent and PPP LCP negotiation (and optionally PPP

Aut hentication) are successful, the IP Control Protocol (IPCP)

negoti ates | Pv4-over-PPP, which al so provides the capability for the
ISP to assign a global |IPv4 address to the host CPE. A global |Pv4

address can al so be assigned via DHCP. Oher configuration options

(such as DNS) can be conveyed to the host CPE via | PCP [ RFC1877] or

DHCP [ RFC2132] .
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3.2.2. Router CPE as Softwire Initiator

The Softwire Initiator (SI) is the router CPE, which is a dual-stack
device. The IPv6 traffic SHOULD NOT traverse the Softwire. See
Fi gure 6.

I Pv4 or dual -stack | Pv6-only dual - st ack Hone
R R Rt R RRREEEEE |
I SC Sl
N . + S R +
T | | | v4/ve | +----- +
E<==[ IPv4 ]....|v4/v6|....[IPv6-only]....]| CPE | --|v4lve|
R [ net wor k] | | [ network ] | | | host|
N | LNS | |LAC ddient] +----- +
E +----- + TS +
L
o_.__ _ _ _ R IPv4 traffic
PPP o L2TPv2 o UDP o | Pv6 (SPH)
Softwire
e e e e oo oo >
| PCP: capabl e of global |P assignnent
and DNS, etc.
I >

DHCPv4: prefix, mask, PD

private/
[------ > gl obal
DHCP I P, DNS,
etc.

Figure 6: Router CPE as Softwire Initiator

In this scenario, after the L2TPv2 Control Channel and Session
establ i shment and PPP LCP negotiation (and optionally PPP

Aut henti cation) are successful, |PCP negotiates |Pv4-over-PPP, which
al so provides the capability for the ISP to assign a gl obal |Pv4
address to the router CPE. A gl obal |Pv4 address can al so be
assigned via DHCP. Oher configuration options (such as DNS) can be
conveyed to the router CPE via | PCP [ RFC1877] or DHCP [ RFC2132]. For
| Pv4 Prefix Delegation for the home network, DHCP [ SUBNET-ALL] can be
used.
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3.2.3. Host behind CPE as Softwire Initiator

The CPE is IPv6-only. The Softwire Initiator (SI) is a dual-stack
host (behind the IPv6 CPE), which acts as an |IPv4 host CPE. The |Pv6
traffic SHOULD NOT traverse the Softwire. See Figure 7

I Pv4 or dual - stack | Pv6-only dual - st ack
R [ mmmmm e []-mmmmeee |
I SC Sl
N +----- + R +
T | e + v4/ve |
E <==[ IPv4 ]....|v4/v6|....[IPv6-0only]....|v6-0only|--]| host |
R [ net wor k] | | [ network ] | CPE | | |
N | LNS | oommo - + |LAC dient]|
E e + Focmmnaaann +
T
Oo______________ () <-- 1Pv4
PPP o L2TPv2 o UDP o | Pv6 traffic
Softwire ( SPH)
e >
| PCP. capabl e of global IP assignnent
and DNS, etc.

Figure 7: Host behind CPE as Softwire Initiator

In this scenario, after the L2TPv2 Control Channel and Session
establ i shment and PPP LCP negotiation (and optionally PPP

Aut henti cation) are successful, |PCP negotiates |Pv4-over-PPP, which
al so provides the capability for the ISP to assign a gl obal |Pv4
address to the host. A global |1Pv4 address can al so be assigned via
DHCP. O her configuration options (such as DNS) can be conveyed to
the host CPE via | PCP [ RFC1877] or DHCP [ RFC2132].

3.2.4. Router behind CPE as Softwire Initiator
The CPE is IPv6-only. The Softwire Initiator (SI) is a dual-stack
device (behind the IPv6-only CPE) acting as an | Pv4 CPE router inside

the hone network. The IPv6 traffic SHOULD NOT traverse the Softwre.
See Figure 8.
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I Pv4 or dual -stack | Pv6-only dual - st ack
R R RREEEEE []-mmmmmm e |
| SC S
N oo - + e oo +
T | +------- + | v4/ve
E <==[ IPv4 ]....|v4/v6]|..[IPv6-o0only]..|v6-only|---| router
R [ net wor k] | | [ network ] | CPE | | | |
N | LNS | S + | |LAC dient]|
E +--- - - + | Fom e oo o - +
T I
-------- oo 4
| v4/ v6|
| host|
_____________ +-----+
o_._ () <--- IPva
PPP o L2TPv2 o UDP o | Pv4 traffic
Softwire ( SPH)
Qo m e e e eeeeaaoo >

| PCP: assigns global IP address and DNS, etc.

DHCPv4: prefix, mask, PD

private/
| ----> gl obal
DHCP | P, DNS,
et c.

Fi gure 8: Router behind CPE as Softwire Initiator

In this scenario, after the L2TPv2 Control Channel and Session
establ i shnent and PPP LCP negotiation (and optionally PPP

Aut henti cation) are successful, |PCP negotiates |Pv4-over-PPP, which
al so provides the capability for the ISP to assign a gl obal |Pv4
address to the v4/v6 router. A global |Pv4 address can al so be
assigned via DHCP. Oher configuration options (such as DNS) can be
conveyed to the v4/v6 router via |IPCP [ RFC1877] or DHCP [ RFC2132].
For I Pv4 Prefix Delegation for the home network, DHCP [ SUBNET- ALL]
can be used.

4. References to Standardization Docunents
This section lists and groups docunents fromthe Internet
st andardi zati on describing technol ogi es used to design the franmework

of the Softwire "Hub and Spoke" solution. This enphasizes the
nmotivation of Softwire to reuse as many existing standards as
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possible. This list contains both Standards Track (Proposed
Standard, Draft Standard, and Standard) and | nformational docunents.
The list of documents and their status should only be only used for
descri ption purposes.

4.1. L2TPv2
RFC 2661 "Layer Two Tunneling Protocol 'L2TP' " [RFC2661].

* For both IPv4 and | Pv6 payl oads (SPH), support is
conpl et e.

* For both IPv4 and | Pv6 transports (STH), support is
compl et e.

4.2. Securing the Softwire Transport
RFC 3193 "Securing L2TP using | Psec" [RFC3193].
RFC 3948 "UDP Encapsul ati on of | Psec ESP Packets" [RFC3948].
* | Psec supports both IPv4 and | Pv6 transports.
4.3. Authentication, Authorization, and Accounting

RFC 2865 "Renmpote Authentication Dial In User Service (RADI US)"
[ RFC2865] .

* Updated by [ RFC2868], [RFC3575], and [ RFC5080].

RFC 2867 "RADI US Accounting Mdifications for Tunnel Protocol
Support" [ RFC2867] .

RFC 2868 "RADI US Attributes for Tunnel Protocol Support" [RFC2868].
RFC 3162 "RADIUS and | Pv6e" [RFC3162].
4.4, MB

RFC 1471 "The Definitions of Managed bjects for the Link Control
Prot ocol of the Point-to-Point Protocol" [RFCl1471].

RFC 1473 "The Definitions of Managed hjects for the | P Network

Control Protocol of the Point-to-Point Protocol"
[ RFC1473] .
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RFC 3371 "Layer Two Tunneling Protocol "L2TP" Managenent
I nformati on Base" [ RFC3371].
RFC 4087 "I P Tunnel M B" [RFC4087].
* Both IPv4 and I Pv6 transports are supported.
4.5. Softw re Payl oad Rel at ed
4.5.1. For |1Pv6 Payl oads

RFC 4861 "Nei ghbor Discovery for IP version 6 (I1Pv6)" [ RFC4861].

RFC 4862 "I Pv6 Statel ess Address Autoconfiguration" [RFC4862].

RFC 5072 "I'P Version 6 over PPP" [RFC5072].

RFC 3315 "Dynami ¢ Host Configuration Protocol for |Pv6 (DHCPv6)"
[ RFC3315] .

RFC 3633 "I Pv6 Prefix Options for Dynam c Host Configuration

Pr ot ocol (DHCP) version 6" [RFC3633].

RFC 3646 "DNS Configuration options for Dynam ¢ Host Configuration
Protocol for |IPv6 (DHCPv6)" [ RFC3646].

RFC 3736 " St at el ess Dynam ¢ Host Configuration Protocol (DHCP)
Service for | Pv6" [RFC3736].

4.5.2. For |1Pv4 Payl oads

RFC 1332 "The PPP Internet Protocol Control Protocol (IPCP)"
[ RFC1332] .

RFC 1661 "The Point-to-Point Protocol (PPP)" [RFC1661].

RFC 1877 "PPP Internet Protocol Control Protocol Extensions for
Nane Server Addresses" [RFC1877].

RFC 2131 "Dynam ¢ Host Configuration Protocol"” [RFC2131].
RFC 2132  "DHCP Options and BOOTP Vendor Extensions" [RFC2132].
DHCP Subnet All ocation "Subnet Allocation Option".

* Work in progress, see [ SUBNET-ALL].
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5.

Softwi re Establishnent

A Softwire is established in three distinct steps, potentially
preceded by an optional |Psec-related step O (see Figure 9). First,
an L2TPv2 tunnel with a single session is established fromthe SI to
the SC. Second, a PPP session is established over the L2TPv2 session
and the SI obtains an address. Third, the SI optionally gets other

i nformati on through DHCP such as a del egated prefix and DNS servers

Addi tional configuration
(optional)

SC S
I I
S I KEv1-------mm---- > Step O
| | I'Psec SA establishnent
| | (optional)
I I
I L2TPv2------------ > Step 1
| | L2TPv2 Tunnel establishnent
I I
S PPP--- - e > Step 2
| <----- Endpoi nt Configuration----> PPP and Endpoi nt
| | configuration
I I
| <------ Rout er Confi guration----- > Step 3
I I
I I

Figure 9: Steps for the Establishment of a Softwire

Fi gure 10 depicts details of each of these steps required to
establish a Softwire.
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S

I I

| | Step O

I IKEV1-------------- > = | KEvl (Optional)

I I

| | Step 1

IR SCCRQ -------=------- | -

I SCCRP-------m-mem-- > |

R SCCCN- - ------------- | |

I ICRQ --------------- | | L2TPv2

I ICRP--------------- > |

| <---mmmmeme - ICCN------ - m e e - - - | -

I I

| | Step 2

| <----- Confi gurati on- Request - ----- | -

| ------ Confi gurati on- Request - - - - - > | PPP

|-------- Configuration-Ack------- > | LCP

| <------- Configuration-Ack-------- | -

I I

[----------- Chal l enge------------ >| - PPP Aut hentication

| <---------- Response-------------- | | (Optional - CHAP)

R Success------------- >| -

I I

| <----- Confi gurati on- Request - ----- | -

|------ Confi gurati on- Request - - - - - > | PPP NCP

|-------- Confi guration-Ack------- > | (1PV6CP or |PCP)

| <------- Confi guration-Ack-------- | -

I I

| <------ Router-Solicitation------- | - Neighbor Discovery

|------- Rout er - Adverti sement - - - - - > | (1Pv6 only)

I | -

I I

| | Step3

| | DHCP (Optional)

| <-------e--- SALICI T-------------- | -

[-------=---- ADVERTI SE------------ >| | DHCPv6

| <-----m---- REQUEST-------------- | | (IPv6 SW Optional)

I REPLY-------c-mo--- > -

| | or

| <--------- DHCPDI SCOVER- - - - - ------ | -

[----------- DHCPOFFER- - ---------- > | DHCPv4

| <--------- DHCPREQUEST------------ | | (IPv4d SW Optional)

[------eem-- DHCPACK- - - - == == === - - > -

Figure 10: Detailed Steps in the Establishment of a Softwire
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The | Psec-related negotiations in step O are optional. The L2TPv2
negotiations in step 1 are described in Section 5.1. The PPP Network
Control Protocol (NCP) negotiations in step 2 use |IPV6CP for |Pv6-
over-1Pv4d Softwires, and I PCP for |Pv4-over-1Pv6 Softwires (see
Section 5.2.4). The optional DHCP negotiations in step 3 use DHCPv6
for | Pv6-over-1Pv4d Softwires, and DHCPv4 for |Pv4-over-I1Pv6 Softw res
(see Section 5.4). Additionally, for |IPv6-over-IPv4 Softwires, the
DHCPv6 exchange for non-address configuration (such as DNS) can use
St at el ess DHCPv6, the two-message exchange with I nformation-Request
and Reply nessages (see Section 1.2 of [RFC3315] and [ RFC3736]).

5.1. L2TPv2 Tunnel Setup

L2TPv2 [ RFC2661] was originally designed to provide private network
access to end users connected to a public network. |In the L2TPv2
incomng call nodel, the end user nmmkes a connection to an L2TP
Access Concentrator (LAC). The LAC then initiates an L2TPv2 tunne
to an L2TP Network Server (LNS). The LNS then transfers end-user
traffic between the L2TPv2 tunnel and the private network.

In the Softwire "Hub and Spoke" npdel, the Softwire Initiator (SI)
assunes the role of the LAC Client and the Softw re Concentrator (SC)
assumes the role of the LNS

In the Softwire nodel, an L2TPv2 packet MJST be carried over UDP
The underlying version of the IP protocol may be | Pv4d or |Pv6,
dependi ng on the Softwi re scenari o.

In the followi ng sections, the term"Tunnel" follows the definition
from Section 1.2 of [RFC2661], nanely: "The Tunnel consists of a
Control Connection and zero or nore L2TP Sessi ons".

5.1.1. Tunnel Establishnent

Figure 11 descri bes the nmessages exchanged and Attribute Value Pairs
(AVPs) used to establish a tunnel between an SI (LAC) and an SC
(LNS). The messages and AVPs described here are only a subset of
those defined in [RFC2661]. This is because Softwires use only a
subset of the L2TPv2 functionality. The subset of L2TP Contr ol
Connecti on Managenent AVPs that is applicable to Softwires is grouped
into Required AVPs and Optional AVPs on a per-control -nessage basis
(see Figure 11). For each control nessage, Required AVPs include all
the "MJUST be present"” AVPs from [ RFC2661] for that control message,
and Optional AVPs include the "MAY be present” AVPs from [ RFC2661]
that are used in the Softwire context on that control nmessage. Note
that in the Softwire environment, the SI always initiates the tunnel
L2TPv2 AVPs SHOULD NOT be hi dden
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SC S
| <-------- SCCRQ -------- |
Requi red AVPs:
Message Type
Prot ocol Version
Host Nanme
Fram ng Capabilities
Assi gned Tunnel ID
Opti onal AVPs:
Recei ve W ndow Si ze
Chal | enge
Fi rmvar e Revi sion
Vendor Name

Requi red AVPs:
Message Type
Pr ot ocol Version
Fram ng Capabilities
Host Nane
Assi gned Tunnel ID
Opti onal AVPs:
Fi rmvar e Revi sion
Vendor Nane
Recei ve W ndow Si ze
Chal | enge
Chal | enge Response

Requi red AVPs:
Message Type

Opti onal AVPs:
Chal | enge Response

Figure 11: Control Connection Establishnent

In L2TPv2, generally, the tunnel between an LAC and LNS may carry the
data of multiple users. Each of these users is represented by an

L2TPv2 session within the tunnel. 1In the Softw re environment, the
tunnel carries the information of a single user. Consequently, there
is only one L2TPv2 session per tunnel. Figure 12 describes the

messages exchanged and the AVPs used to establish a session between
an SI (LAC) and an SC (LNS). The nessages and AVPs descri bed here
are only a subset of those defined in [RFC2661]. This is because
Softwires use only a subset of the L2TPv2 functionality. The subset
of L2TP Call Managenent (i.e., Session Managenent) AVPs that is
applicable to Softwires is grouped into Required AVPs and Opti onal
AVPs on a per-control -nmessage basis (see Figure 12). For each
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control message, Required AVPs include all the "MJST be present" AVPs
from[RFC2661] for that control nessage, and Optional AVPs include
the "MAY be present” AVPs from[RFC2661] that are used in the
Softwire context on that control nessage. Note that in the Softwire
environment, the SI always initiates the session. An L2TPv2 session
setup for a Softwire uses only the incoming call nodel. No outgoing
or analog calls (sessions) are permitted. L2TPv2 AVPs SHOULD NOT be
hi dden.

SC S
| <--moe- - | CRQ -------- |
Requi red AVPs:
Message Type
Assi gned Session ID
Cal | Serial Nunber

Requi red AVPs:
Message Type
Assi gned Session ID

Requi red AVPs:
Message Type
(Tx) Connect Speed
Fram ng Type

Fi gure 12: Session Establishnent

The foll owi ng sub-sections (5.1.1.1 through 5.1.1.3) describe in nore
detail the Control Connection and Session establishnent AVPs (see
message flows in Figures 11 and 12, respectively) that are required,
optional and not relevant for the L2TPv2 Tunnel establishnent of a
Softwire. Specific L2TPv2 protocol nessages and flows that are not
explicitly described in these sections are handl ed as defined in

[ RFC2661] .

The nmechani smfor hiding AVP Attribute values is used, as described
in Section 4.3 of [RFC2661], to hide sensitive control nessage data
such as usernanes, user passwords, or IDs, instead of sending the AVP
contents in the clear. Since AVPs used in L2TP nmessages for the
Softwi re establishment do not transport such sensitive data, L2TPv2
AVPs SHOULD NOT be hi dden
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5.1.1.1. AVPs Required for Softwres

This section prescribes specific values for AVPs that are required
(by [ RFC2661]) to be present in one or nore of the nessages used for
the Softwire establishnment, as they are used in the Softwi re context.
It combines all the Required AVPs fromall the control nessages in
Section 5.1.1, and provides Softw re-specific use gui dance.

Host Nanme AVP
This AVP is required in SCCRQ and SCCRP nessages. This AVP MAY be
used to authenticate users, in which case it would contain a user
identification. |If this AVP is not used to authenticate users, it
may be used for |ogging purposes.

Fram ng Capabilities AVP

Both the synchronous (S) and asynchronous (A) bits SHOULD be set
to 1. This AVP SHOULD be ignored by the receiver.

Fram ng Type AVP

The synchronous bit SHOULD be set to 1 and the asynchronous bit to
0. This AVP SHOULD be ignored by the receiver.

(Tx) Connect Speed AVP
(Tx) Connect Speed is a required AVP but is not neaningful in the
Softwire context. |Its value SHOULD be set to 0 and ignored by the
receiver.

Message Type AVP, Protocol Version AVP, Assigned Tunnel 1D AVP, Call
Serial Number AVP, and Assigned Session | D AVP

As defined in [ RFC2661].
5.1.1.2. AVPs Optional for Softwres
This section prescribes specific values for AVPs that are Optional
(not required by [ RFC2661]) but used in the Softwire context. It

conbines all the Optional AVPs fromall the control nessages in
Section 5.1.1, and provides Softw re-specific use gui dance.
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Chal | enge AVP and Chal | enge Response AVP

These AVPs are not required, but are necessary to inplenment tunne
aut hentication. Since tunnel authentication happens at the

begi nning of L2TPv2 tunnel creation, it can be helpful in
preventing denial -of-service (DoS) attacks. See Section 5.1.1 of
[ RFC2661] .

The usage of these AVPs in L2TP nessages i s OPTI ONAL, but SHOULD
be inplenmented in the SC

Recei ve W ndow Size AVP, Firmvare Revi sion AVP, and Vendor Nane AVP
As defined in [ RFC2661].
5.1.1.3. AVPs Not Relevant for Softwres

L2TPv2 specifies nunerous AVPs that, while allowed for a given
message, are irrelevant to Softwires. They can be irrelevant to

Sof twi res because they do not apply to the Softw re establishnent
flow (e.g., they are only used in the Qutgoing Call establishnent
message exchange, while Softwires only use the Incomng Call nessage
flow), or because they are Optional AVPs that are not used. L2TPv2
AVPs that are relevant to Softwires were covered in Sections 5.1.1,
5.1.1.1, and 5.1.1.2. Softwire inplenmentations SHOULD NOT send AVPs
that are not relevant to Softwires. However, they SHOULD i gnore them
when they are received. This will sinplify the creation of Softwire
applications that build upon existing L2TPv2 i npl enent ati ons.

5.1.2. Tunnel Mintenance

Periodically, the SI/SC MIST transnit a message to the peer to detect
tunnel or peer failure and maintai n NAT/ NAPT contexts. The L2TPv2
HELLO nessage provides a sinple, |owoverhead nmethod of doing this.

The default values specified in [ RFC2661] for L2TPv2 HELLO nessages
could result in a dead-end detection time of 83 seconds. Although
these retransm ssion timers and counters SHOULD be configurable (see
Section 5.8 of [RFC2661]), these values may not be adapted for al
situations, where a quicker dead-end detection is required, or where
NAT/ NAPT cont ext needs to be refreshed nore frequently. In such
cases, the SI/SC MAY use, in conmbination with L2TPv2 HELLO, LCP ECHO
messages (Echo- Request and Echo-Reply codes) described in [ RFC1661].
When used, LCP ECHO nmessages SHOULD have a re-em ssion timer |ower
than the value for L2TPv2 HELLO nessages. The default val ue
recomended in Section 6.5 of [ RFC2661] for the HELLO nessage
retransm ssion interval is 60 seconds. Wen used, a set of suggested
val ues (included here only for guidance) for the LCP ECHO nessage
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request interval is a default of 30 seconds, a mninum of 10 seconds,
and a maxi mum of the | esser of the configured L2TPv2 HELLO
retransm ssion interval and 60 seconds.

5.1.3. Tunnel Tear down

Either the SI or SC can tear down the session and tunnel. This is
done as specified in Section 5.7 of [RFC2661], by sending a StopCCN
control message. There is no action specific to Softwires in this
case.

5.1.4. Additional L2TPv2 Consi derati ons

In the Softwire "Hub and Spoke" framework, L2TPv2 is |ayered on top
of UDP, as part of an IP-in-1P tunnel; Section 8.1 of [RFC2661]
descri bes L2TP over UDP/IP. Therefore, the UDP guidelines specified
in [ RFC5405] apply, as they pertain to the UDP tunneling scenarios
carrying | P-based traffic. Section 3.1.3 of [RFC5405] specifies that
for this case, specific congestion control mechanisnms for the tunne
are not necessary. Additionally, Section 3.2 of [RFC5405] provides
message size guidelines for the encapsul ati ng (outer) datagrans,

i ncluding the recommendation to inplenent Path MIU Di scovery (PMIUD).

5.2. PPP Connecti on

This section describes the PPP negotiations between the SI and SC in
the Softwi re context.

5.2.1. MU

The MIU of the PPP |ink presented to the SPH SHOULD be the Iink MU
m nus the size of the IP, UDP, L2TPv2, and PPP headers together. On
an [Pv4 link with an MIU equal to 1500 bytes, this could typically
mean a PPP MIU of 1460 bytes. Wen the link is managed by | Psec,
this MU SHOULD be | owered to take into account the ESP encapsul ation
(see [SWSEC]). The value for the MIU may al so vary according to the
size of the L2TP header, as defined by the leading bits of the L2TP
message header (see [ RFC2661]). Additionally, see [ RFC4623] for a
detail ed di scussion of fragnentation issues.

5.2.2. LCP
Once the L2TPv2 session is established, the SI and SCinitiate the
PPP connection by negotiating LCP as described in [RFC1661]. The

Addr ess- and- Cont r ol - Fi el d- Conpr essi on confi guration option (ACFC)
[ RFC1661] MAY be rej ected.
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5.2.3. Authentication

After conpleting LCP negotiation, the SI and SC MAY optionally
performauthentication. |If authentication is chosen, Challenge
Handshake Aut hentication Protocol (CHAP) [ RFC1994] authenti cation
MUST be supported by both the Softwire Initiator and Softwire
Concentrator. Other authentication methods such as M crosoft CHAP
version 1 (Ms-CHAPv1) [RFC2433] and Extensible Authentication

Prot ocol (EAP) [RFC3748] MAY be support ed.

A detail ed discussion of Softwire security is contained in [ SWSEC].
5.2.4. |PCP

The only Network Control Protocol (NCP) negotiated in the Softwire
context is | PV6CP (see Section 5.2.4.1) for IPv6 as SPH, and | PCP
(see Section 5.2.4.2) for |IPv4d as SPH

5.2.4.1. |PV6CP

In the | Pv6-over-1Pv4 scenarios (see Section 3.1), after the optiona
aut henti cation phase, the Softwire Initiator MJST negotiate | PV6CP as
defined in [ RFC5072]. | PV6CP provides a way to negotiate a uni que
64-bit Interface-ldentifier to be used for the address

aut oconfiguration at the I ocal end of the link.

5.2.4.2. |1Pv4CP

In the | Pv4-over-1Pv6 scenarios (see Section 3.2), a Softwire
Initiator MUST negotiate | PCP [ RFC1332]. The SI uses IPCP to obtain
an | Pv4 address fromthe SC. |PCP MAY al so be used to obtain DNS

i nformati on as described in [ RFC1877].

5.3. dobal IPv6 Address Assignnent to Endpoints

In several scenarios defined in Section 3.1, global |Pv6 addresses
are expected to be allocated to Softwire endpoints (in addition to
the Link-Local addresses autoconfigured using the | PV6CP negoti ated
interface identifier). The Softwire Initiator assigns global |Pv6
addresses using the I PV6CP negotiated interface identifier and using
St at el ess Address Autoconfiguration [ RFC4862], and/or using Privacy
Extensi ons for Statel ess Address Autoconfiguration [RFC4941], (as
described in Section 5 of [RFC5072]), and/or using DHCPv6 [ RFC3315].
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The Softwire Initiator of an IPv6 Softwire MJUST send a Router
Solicitation message to the Softwire Concentrator after | PV6CP is
compl eted. The Softwire Concentrator MJST answer with a Router
Advertisement. This nessage MUST contain the global |IPv6 prefix of
the PPP link if Neighbor Discovery is used to configure addresses of
Sof twi re endpoi nts.

If DHCPv6 is available for address del egation, the Mbits of the

Rout er Advertisenment SHOULD be set. The Softwire Initiator MJST then
send a DHCPv6 Request to configure the address of the Softwire

endpoi nt.

Duplicate Address Detection ([ RFC4861]) MJST be performed on the
Softwire in both cases.

5.4. DHCP

The Softwire Initiator MAY use DHCP to get additional infornmation
such as del egated prefix and DNS servers.

5.4.1. DHCPv6

In the scenarios in Section 3.1, if the Sl supports DHCPv6, it SHOULD
send a Solicit nmessage to verify if nore information is avail able.

If an SI establishing an IPv6 Softwire acts as a router (i.e., in the
scenarios in Sections 3.1.2 and 3.1.4) it MJST include the ldentity
Associ ation for Prefix Delegation (1A PD) option [RFC3633] in the
DHCPv6 Solicit nessage [ RFC3315] in order to request an | Pv6 prefix.

When del egating an | Pv6 prefix to the SI by returning a DHCPv6
Advertise message with the A PD and | P_PD Prefix options [ RFC3633],
the SC SHOULD inject a route for this prefix in the IPv6 routing
table in order to forward the traffic to the relevant Softwire.

Configuration of DNS MJUST be done as specified in [ RFC3646] and
transmtted according to [ RFC3315] and [RFC3736]. In general, all
DHCPv6 options MJUST be transmitted according to [ RFC3315] and

[ RFC3736] .

5.4.2. DHCPv4
An S| establishing an I Pv4 Softwire MAY send a DHCP request
contai ning the Subnet Allocation option [ SUBNET-ALL]. This practice

is not coomon, but it may be used to connect |Pv4 subnets using
Softwires, as defined in Sections 3.2.2 and 3. 2. 4.
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One Subnet - Request suboption MJST be configured with the 'h' bit set
to "1, as the SI is expected to performthe DHCP server function.
The "i’ bit of the Subnet-Request suboption SHOULD be set to 'O the
first time a prefix is requested and to '1' on subsequent requests,
if a prefix has been allocated. The Prefix |ength suboption SHOULD
be O by default. |If the SI is configured to support only specific
prefix lengths, it SHOULD specify the |ongest (smallest) prefix
length it supports.

If the SI was previously assigned a prefix fromthat same SC, it
SHOULD i ncl ude the Subnet-Informati on suboption with the prefix it
was previously assigned. The "¢’ and 's’ bits of the suboption
SHOULD be set to '0'.

In the scenarios in Section 3.2, when delegating an IPv4 prefix to
the SI, the SC SHOULD inject a route for this prefix in the |Pv4
routing table in order to forward the traffic to the rel evant

Sof twire.

6. Considerations about the Address Provisioning Mdel

This section describes how a Softwire Concentrator nay nanage

del egat ed addresses for Softw re endpoints and for subnets behind the
Softwire Initiator. One compn practice is to aggregate endpoints’
addresses and del egated prefixes into one prefix routed to the SC
The main benefit is to ease the routing scheme by isolating on the SC
succeedi ng route injections (when del egati ng new prefixes for Sl).

6.1. Softwire Endpoints’ Addresses
6.1.1. |1Pv6

A Softwire Concentrator should provide globally routable addresses to
Softwire endpoints. Qher types of addresses such as Uni que Local
Addresses (ULAs) [RFC4193] may be used to address Softw re endpoints
in a private network with no gl obal connectivity. A single /64
shoul d be assigned to the Softwire to address both Softwire

endpoi nt s.

A obal addresses or ULAs nust be assigned to endpoints when the
scenario "Host CPE as Softwire Initiator" (described in

Section 3.1.1) is considered to be deployed. For other scenarios,
Iink-1ocal addresses may al so be used.
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6.1.2. |Pv4

A Softwire Concentrator may provide either globally routable or
private | Pv4 addresses. Wen using |IPv4 private addresses [ RFC1918]
on the endpoints, it is not recomended to del egate an | Pv4 private
prefix to the SI, as it can |lead to a nested-NAT situation

The endpoints of the PPP Iink use host addresses (i.e., [/32),
negoti ated using | PCP

6.2. Delegated Prefixes
6.2.1. |1Pv6 Prefixes

Del egated | Pv6 prefixes should be of global scope if the |IPv6
addresses assigned to endpoints are global. Using ULAs is not
recomended when the subnet is connected to the global |1Pv6 Internet.
When using | Pv6 ULAs on the endpoints, the del egated | Pv6 prefix may
be either of global or ULA scope.

Del egated | Pv6 prefixes are between /48 and /64 in length. Wen an
SI receives a prefix shorter than 64, it can assign different /64
prefixes to each of its interfaces. An Sl receiving a single /64 is
expected to performbridging if nore than one interface is available
(e.g., wired and wireless).

6. 2. 2. | Pv4 Prefixes

Del egated | Pv4 prefixes should be routable within the address space
used by assigned | Pv4 addresses. Delegate non-routable |Pv4 prefixes
(i.e., private I Pv4 prefix over public |IPv4 addresses or another
class of private | Pv4 addresses) is not recomrended as a practice for
provi sioni ng and address transl ati on shoul d be considered in these
cases. The prefix length is between /8 and /30.

6.3. Possible Address Provisioning Scenarios

This section summari zes the different scenarios for address
provisioning with the considerations given in the previous sections.
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6.3.1. Scenarios for |Pv6

This tabl e describes the possible combination of |1Pv6 address scope
for endpoints and del egat ed prefixes.

e T T +
| Endpoint |Pv6 | Del egated dobal 1Pv6 | Del egated ULA | Pv6 |
| Address | Prefix | Prefix |
o e e e e oo oo o e e e e o e e e e e e e e oo o - +
| Link Local | Possible | Possible |
I I I I
| ULA | Possible | Possible |
I I I I
| d obal | Possible | Possible, but Not |
| | | Recommended |
o e e e e oo oo o e e e e e e oo o e e e e e e oo oo oo +

Table 1: Scenarios for |Pv6
6.3.2. Scenarios for |Pv4

This tabl e describes the possible conbination of |Pv4 address scope
for endpoints and del egat ed prefixes.

S Fom e o m o e e +
| Endpoi nt | Del egat ed | Delegated Private |Pv4 Prefix |
| 1Pv4d | Public IPv4 | |
| Address | Prefix | |
S Fom e o m oo oo +
| Private | Possible | Possible, but Not Recommended |
| 1Pv4 | | when using NAT (cf. |
| | | Section 6.1.2) |
| | | |
| Public IPv4 | Possible | Possible, but NAT usage is |
| | | recommended (cf. Section 6.2.2) |
S Fom e o m o e e +

Tabl e 2: Scenarios for |Pv4
7. Considerations about Address Stability

A Softwire can provide stable addresses even if the underlying

addr essi ng scheme changes, by opposition to automatic tunneling. A
Softwi re Concentrator should al ways provide the same address and
prefix to a reconnecting user. However, if the goal of the Softwire
service is to provide a tenporary address for a roam ng user, it may
be provisioned to provide only a tenporary address.
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The address and prefix are expected to change when reconnecting to a
different Softwire Concentrator. However, an organi zation providing
a Softwire service may provide the sane address and prefix across
different Softwire Concentrators at the cost of a nore fragnented
routing table. The routing fragnmentation issue may be limted if the
prefixes are aggregated in a |location topologically close to the SC
This would be the case, for exanple, if several SCs are put in
paral | el for | oad-bal anci ng purpose.

8. Considerations about RADI US Integration

The Softwire Concentrator is expected to act as a client to a AAA
server, for exanmple, a RADIUS server. During the PPP authentication
phase, the RADIUS server may return additional information in the
formof attributes in the Access-Accept nessage.

The Softwire Concentrator nay include the Tunnel - Type and Tunnel -
Medi um Type attributes [ RFC2868] in the Access- Request nessages to
provide a hint of the type of Softw re being configured.

8.1. Softw re Endpoints
8.1.1. |Pv6 Softw res

If the RADIUS server includes a Framed-Interface-Id attribute

[ RFC3162], the Softwire Concentrator nust send it to the Softwire
Initiator in the Interface-ldentifier field of its | PV6CP
Configuration Request nessage

If the Franed-1Pv6-Prefix attribute [RFC3162] is included, that
prefix nust be used in the router advertisenents sent to the SI. |If
Framed- | Pv6-Prefix is not present but Franed-1Pv6-Pool is, the SC
must choose a prefix fromthat pool to send RAs.

8.1.2. I1Pv4 Softwires

If the Franed-1P-Address attribute [RFC2865] is present, the Softwire
Concentrator must provide that address to the Softwire Initiator
during | PCP address negotiation. That is, when the Softwire
Initiator requests an | P address fromthe Softwi re Concentrator, the
address provided should be the Franed-|P-Address.
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8.2. Delegated Prefixes
8.2.1. |Pv6 Prefixes

If the attribute Del egated-1Pv6-Prefix [ RFC4818] is present in the
RADI US Access-Accept nessage, it nmust be used by the Softwire
Concentrator for the delegation of the IPv6 prefix. Since the prefix
del egation is performed by DHCPv6 and the attribute is linked to a
usernanme, the SC nust associate the DHCP Uni que ldentifier (DU D) of
a DHCPv6 request to the tunnel it cane fromand its user

I nteraction between RADIUS, PPP, and DHCPv6 server nay follow the
mechani sm proposed in [RELAY-RAD]. In this case, during the Softw re
aut henti cati on phase, PPP collects the RADIUS attributes for the user
such as Del egated-1Pv6-Prefix. A specific DHCPv6 relay is assigned
to the Softwire. The DHCPv6 relay fills in these attributes in the
Rel ay agent RADIUS Attribute Option (RRAO DHCPv6 option, before
forwardi ng the DHCPv6 requests to the DHCPv6 server

8.2.2. | Pv4 Prefixes

RADI US does not define an attribute for the del egated | Pv4 Prefix.
Attributes indicating an IPv4 prefix and its length (for instance the
conbi nati on of the Franed-|P-Address and Framed-|P-Netnmask attributes
[ RFC2865]) may be used by the Softwire Concentrator to del egate an

I Pv4 prefix to the Softwire Initiator. The Softw re Concentrator
must add a corresponding route with the Softwire Initiator as next-
hop.

As this practice had been used, the inclusion of the Franmed-I|P-

Net mask attribute along with the Franed-1P-Address attribute tells
the Softwire Concentrator to delegate an | Pv4 prefix to the Softwire
Initiator (e.g., in the IPv4-over-1Pv6 scenari os where the Softwire
Initiator is a router, see Sections 3.2.2 and 3.2.4), as the SC
shoul d forward packets destined to any | Pv4 address in the prefix to
the SI.

9. Considerations for Mintenance and Statistics

Exi sting protocol nechanics for conveying adjunct or accessory

i nformati on for |ogging purposes, including L2TPv2 and RADI US

met hods, can include informational text that the behavior is
according to the Softwire "Hub and Spoke" framework (follow ng the
i mpl ementation details specified in this document).
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9

9

10.

RADI US Accounti ng
RADI US Accounting for L2TP and PPP are docunented (see Section 4.3).

When depl oyi ng Softwire sol utions, operators nay experience
difficulties to differentiate the address famly of the traffic
reported in accounting information from RADIUS. This probl em and
some potential solutions are described in [ SWACCT].

M Bs

M B support for L2TPv2 and PPP are docunmented (see Section 4.4).
Al so, see [RFC4293].

Security Considerations

One design goal of the "Hub and Spoke" problemis to very strongly
consi der the reuse of already depl oyed protocols (see [ RFC4925]).
Anot her design goal is a solution with very high scaling properties.
L2TPv2 [ RFC2661] is the phase 1 protocol used in the Softwire "Hub
and Spoke" solution space, and the L2TPv2 security considerations
apply to this docunent (see Section 9 of [RFC2661]).

The L2TPv2 Softwire solution adds the foll owi ng considerations:

0 L2TP Tunnel Authentication (see Sections 5.1.1 and 9.1 of
[ RFC2661]) provides authentication at tunnel setup. It may be
used to limt DoS attacks by authenticating the tunnel before L2TP
and PPP resources are allocated.

0o In a Softwire environment, L2TPv2 AVPs do not transport sensitive
data, and thus the L2TPv2 AVP hidi ng nechanismis not used (see
Section 5.1.1).

0 PPP CHAP [ RFC1994] provides basic user authentication. O her
aut hentication protocols nmay additionally be supported (see
Section 5.2.3).

L2TPv2 can al so be secured with I Psec to provide privacy, integrity,
and replay protection. Currently, there are two different solutions
for security L2TPv2 with | Psec

0 Securing L2TPv2 using | Psec "version 2" (IKEvl) is specified in
[ RFC3193], [RFC3947], and [ RFC3948]. When L2TPv2 is used in the
Softwi re context, the voluntary tunneling nodel applies.
[ RFC3193] describes the interaction between | Psec and L2TPv2, and
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is deployed. [RFC3193] MJST be supported, given that deployed
technol ogy nust be very strongly considered [ RFC4925] for this
"time-to-market’ sol ution.

0 [SWSEC] also specifies a new (inconpatible) solution for securing
L2TPv2 with | Psec "version 3" (IKEv2). Section 3.5 of [SW SEC]
descri bes the advantages of using |KEv2, and this solution needs
to be considered for future phases.

Addi tional discussion of Softwire security is contained in [ SWSEC].
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