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Abstract
This nmeno defines a portion of the Managenent |nformati on Base (M B)
for use with network nmanagenent protocols in the Internet comunity.
In particular, it describes managed objects for information rel ated
to FC-SP, the Security Protocols defined for Fibre Channel.
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1.

3.

3.

I ntroduction
This meno defines a portion of the Management |nformati on Base (M B)
for use with network managenent protocols in the Internet comunity.
In particular, it describes nmanaged objects for information
concerning the Fibre Channel Security Protocols (FC SP), as specified
in [FC-SP]. The FC SP standard includes the definition of protocols
to authenticate Fibre Channel entities, protocols to set up session
keys, protocols to negotiate the paraneters required to ensure frame-
by-frame integrity and confidentiality, and protocols to establish
and distribute policies across a Fibre Channel Fabric.
This menmo was initially devel oped by the INCITS T1l1l conmittee
(http://ww.t11.0rg), which subsequently approved it for forwarding
to the | ETF.
This meno uses one of the follow ng terns:
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14, RFC 2119
[ RFC2119] .

The | nternet-Standard Managenent Framework
For a detail ed overview of the docunents that describe the current
I nt ernet - Standard Managenment Framework, please refer to section 7 of
RFC 3410 [ RFC3410].
Managed objects are accessed via a virtual information store, terned
t he Management |Information Base, or MB. MB objects are generally
accessed through the Sinple Network Management Protocol (SNWVP).
hjects in the MB are defined using the nechani sns defined in the
Structure of Managenent Information (SM). This neno specifies a MB
nmodul e that is conpliant to the SMv2, which is described in STD 58,
RFC 2578 [ RFC2578], STD 58, RFC 2579 [RFC2579], and STD 58, RFC 2580
[ RFC2580] .

Overvi ew of Fi bre Channe

1. Introduction

Fi bre Channel (FC) is logically a bidirectional point-to-point serial
data channel, structured for high performance. Fibre Channe

provi des a general transport vehicle for higher-level protocols such
as Snmall Conputer SystemInterface (SCSI) command sets, the High-
Performance Parallel Interface (H PPlI) data fram ng, |IP (Internet
Protocol ), |EEE 802.2, and ot hers.
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Physical ly, Fibre Channel is an interconnection of multiple

communi cati on points, called N Ports, interconnected either by a

swi tching network, called a Fabric, or by a point-to-point link. A
Fi bre Channel "Node" consists of one or nore N Ports. A Fabric may
consist of nmultiple Interconnect Elenments, sone of which are
Switches. An N Port connects to the Fabric via a port on a Switch
called an F_Port. When multiple FC Nodes are connected to a single
port on a Switch via an "Arbitrated Loop" topol ogy, the Switch port
is called an FL_Port, and the Nodes’ ports are called NL_Ports. The
termNx_Port is used to refer to either an N Port or an NL_Port. The
termFx_Port is used to refer to either an F Port or an FL Port. A
Switch port, which is interconnected to another Switch port via an
Inter-Switch Link (ISL), is called an E_Port. A B Port connects a
bridge device with an E Port on a Switch; a B Port provides a subset
of E Port functionality.

Many Fi bre Channel conponents, including the Fabric, each Node, and
nmost ports, have globally unique nanmes. These globally unique nanes
are typically formatted as Wrld Wde Nanes (WWs). Mre information
on WANs can be found in [FGFS-2]. WMWs are expected to be

persi stent across agent and unit resets.

Fi bre Channel frames contain 24-bit address identifiers that identify
the franme’'s source and destination ports. Each FC port has both an
address identifier and a WAN. When a Fabric is in use, the FC
address identifiers are dynam c and are assigned by a Switch. Each
octet of a 24-bit address represents a level in an address hierarchy,
with a Domain_I D being the highest | evel of the hierarchy.

3.2. Zoning

Zones within a Fabric provide a nechanismto control franme delivery
between Nx_Ports ("Hard Zoning") or to expose sel ected views of Nane
Server information ("Soft Zoning").

Comuni cation is only possible when the comunicating endpoints are
menbers of a conmon zone. This technique is sinmlar to virtua
private networks in that the Fabric has the ability to group devices
into Zones.

Hard zoning and soft zoning are two different neans of realizing
this. Hard zoning is enforced in the Fabric (i.e., Switches),
whereas soft zoning is enforced at the endpoints (e.g., Host Bus
Adapters) by relying on the endpoints to not send traffic to an

N Port I D not obtained fromthe Nane Server with a few exceptions for
wel | known Addresses (e.g., the Nane Server).
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3. 3.

3. 4.

3. 4.

De

Admi ni strators create Zones to increase network security, and prevent
data loss or corruption, by controlling access between devices or
user groups.

Virtual Fabrics

The standard for an interconnecting Fabric containing nmultiple Fabric
Switch elements is [FC-SW4]. [FC-SW4] carries forward the earlier
specification for the operation of a single Fabric in a physica
infrastructure, and augnents it with the definition of Virtua

Fabrics and with the specification of how nultiple Virtual Fabrics
can operate within one or nore physical infrastructures. The use of
Virtual Fabrics provides for each frane to be tagged in its header to
i ndi cate which one of several Virtual Fabrics that frane is being
transmtted on. All franes entering a particular "Core Switch"
[FC-SW4] (i.e., a physical Switch) on the sane Virtual Fabric are
processed by the sane "Virtual Switch" within that Core Switch

Security

The Fi bre Channel Security Protocols (FC SP) standard [ FC SP]
describes the protocols used to i nplenment security in a Fibre Channe
Fabric, including the definition of:

- protocols to authenticate Fibre Channel entities,
- protocols to set up session keys,

- protocols to negotiate the parameters required to ensure frame-
by-frame integrity and confidentiality, and

- protocols to establish and distribute (security) policies across
a Fi bre Channel Fabric.

1. Authentication

Two entities may negoti ate whet her authentication is required and

whi ch Aut hentication Protocol is to be used. Authentication can be
used in Switch-to-Switch, Node-to-Switch, and Node-to- Node

communi cation. The defined Authentication Protocols are able to
perform nmutual authentication with optional shared key establishnent.
The shared key conputed at the end of an Authentication Transaction
may be used to establish Security Associations.

Santi, et al. St andards Track [ Page 5]



RFC 5324 M B for FC SP Sept enber 2008

The Fabric security architecture is defined for several
authentication infrastructures. Secret-based, certificate-based, and
passwor d- based aut hentication infrastructures are acconmpdat ed.
Specific authentication protocols that directly | everage these three
aut hentication infrastructures are defined.

Wth a secret-based infrastructure, entities within the Fabric
environment that establish a security relationship share a conmon
secret or centralize the secret administration in an external (e.g.,
RADI US [ RFC2865], Di aneter [RFC3588], or Term nal Access Controller
Access Control System (TACACS) [ RFC1492]) server. Entities may
mutual |y authenticate with other entities by using the Diffie-Hellman
Chal | enge Handshake Aut hentication Protocol (DH CHAP) [FC- SP].
Security Associations may be set up using the session key conmputed at
the end of the DH CHAP transacti on.

Wth a certificate-based infrastructure, entities within the Fabric
environnment are certified by a trusted Certificate Authority (CA).
The resulting certificates bind each entity to a public-private key
pair that may be used to nutually authenticate with other certified
entities via the Fibre Channel Certificate Authentication Protocol
(FCAP) [FC-SP]. Security Associations may be set up by using these
entity certificates and associ ated keys or by using the session key
computed at the end of the FCAP transacti on.

Wth a password-based infrastructure, entities within the Fabric
environment that establish a security rel ationship have know edge of
the password-based credential material of other entities. Entities
may use this credential material to nmutually authenticate with other
entities using the Fibre Channel Password Authentication Protocol
(FCPAP) [FC-SP]. Security Associations may be set up using the
session key conputed at the end of the FCPAP transacti on.

In addition to DH CHAP, FCAP, and FCPAP, one other Authentication
Protocol is defined: Internet Key Exchange Protocol version 2-AUTH

(I KEv2- AUTH), which refers to the use of an SA Managenent Transaction
of the Security Association Management Protocol (see below) to
performtwo functions: not only SA managenent but al so

aut hentication. The credentials used in an | KEv2- AUTH transaction
are either strong shared secrets or certificates.

3.4.2. Security Associations

A subset of the | KEv2 protocol [RFC4306] suitable for Fibre Channel
is defined as the (Fibre Channel) Security Associ ati on Managenent
protocol [RFC4595]. This protocol -- which is *not* |Psec --

provi des the nmeans to establish Security Associations (SAs) between
Fi bre Channel entities. Traffic Selectors are defined to specify
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whi ch type of traffic has to be protected by which SA and what the
characteristics of the protection are. Two mechani snms are avail abl e
to protect specific classes of traffic:

- ESP _Header is used to protect FC-2 franes (see [FC-FS-2] and the
conceptual |y simlar mechanisnms in [ RFC4303]), and

- CT_Authentication is used to protect CT_IUs (Comron Transport
Information Units) [FC GS-5].

An entity protecting specific classes of traffic naintains an
internal Security Association Database (SADB) that contains the
currently active Security Associations and Traffic Sel ectors.

Each active SA has a Security Association entry in the SADB. Each SA
entry includes the SA's SPI (the Security Parameters Index, which is
included in franes transmitted on the SA), a Sequence Nunber counter,
and the paraneters for the selected transfornms (e.g., encryption
algorithm integrity algorithm node of operation of the algorithns,
keys).

Each active Traffic Selector has an entry in the SADB that indicates
whether it is used for ingress traffic or for egress traffic. These
Traffic Selector entries are ordered such that they are searched
(when checking for a match) in the given order. Two types of Traffic
Sel ector entries may be present:

- Traffic Selector entries identifying FGC-2 franmes or CT_IUs to be
bypassed or discarded; and

- Traffic Selector entries identifying FGC-2 frames or CT_IUs to be
protected or verified. These entries point to the correspondi ng
SA entry defining the parameters and the security processing to
be perforned.

SAs are unidirectional, but they always exist as an SA pair of the
same type, one in each direction.

3.4.3. Fabric Security Policies

Two separate approaches to defining Policies are adopted in FC SP
but both approaches follow the sane general concept for their Policy
model . One is the definition of a Policy Mdel for Fabric Policies
that focus on Security. These Security Policies specify the

menber ship and connectivity allowed within a Fabric, and al so which
I P hosts are allowed to nmanage a Fabric.
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The ot her approach is to define a variant of the Enhanced Zoning
model defined in [FGSW4] and [ FC GS-5], such that the variant
specifies extensions for use in a secure environnent. This variant
of Zoning, denoted as "FC- SP Zoning", follow the sane general
concepts of the Policy nodel for Security Policies, but keeps Zoning
managenent and enforcenment conpletely independent fromthe nanagenent
and enforcenment of other policies.

3.4.4. Policy Model

Figure 25 of [FC-SP] depicts FC-SP' s policy managenent nodel |ike
this:

*k Kk k% EOR R IR I I IR I R R R R I I I I I I

* * * POIICy * kkkhkkhkhkhkkhkkkkkkhkhkhkikikkikkkk*k
* M*  Add, * Configuration * * Policy

* A* Get, * Entity * * Enf or cenent *
* N* Renove * * * Entity *
*A* Policy * H#---------------- + % * *
* G* Objects * | Non-Active | = M e +
S I S >* | Policy Qhjects |==*f====*=>| Active | =
* N * I + % * | Policy | *
* G * EIE R R R S S b S R I S I S S S * | a)] ects | *
* * * o e e e e + *
* * Activate Policy Summary * *
* E ¥*oo=———---oooo—o—oo-ooooo—ooo-oooo——sms== > B + *
* N * Deactivate Policy Summary * | Policy | =
* T *=—==—=—=—=——————————————--———————=———————== D% | Sum’r‘ary | *
o * | hject | *
* T * Get Policy Summary R + *
E T * *
* * Get Policy bjects * *
* < * *
* k k%% LR R S I S b 0 S R I R I O I I

Note that the arrows in the picture above are used to indicate the
nmovenment of "data", rather than the direction of "messages", e.g.,
for a "Get" (with no data) in one direction which invokes a
"Response" (typically with data) in the reverse direction, the
diagram has arrows only for the "with data" direction.
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Policy (bjects

The Policies to be enforced by a Fabric are specified in a set of

Polic

Not e

y Objects. The various types of Policy Ohjects are:

The Policy Summary Object is a list of pointers to other Policy
oj ects, one pointer per each other active Policy hject. Each
pointer in a Policy Summary Object is paired with a
crypt ographi ¢ hash of the referenced Policy bject.

The Switch Menbership List Object is a Fabric-w de Policy Object
that defines which Switches are allowed to be part of a Fabric.

The Node Menbership List Object is a Fabric-w de Policy Object
that defines which Nodes are allowed to be connected to a
Fabri c.

The | P Managenent List Ohject is a Fabric-wi de Policy hject
that describes which I P hosts are allowed to nanage a Fabri c.

A Switch Connectivity Object is a per-Switch Policy Object that
describes the topology restrictions for a specific Switch; it
specifies the other Switches or Nodes to which the particul ar
Switch nay be connected at the Node | evel and/or at the Port

| evel .

Attribute Cbjects are Fabric-wi de Policy Objects that define
optional attributes to be associated with Switches or Nodes.
They all ow the extension of this policy nodel by defining new
attributes as required.

that the administratively specified name for a Fabric is

contained in the Swmitch Menbership List Object (not in the Policy
Sunmary bj ect).

When

De Santi

FC-SP is in use, each Fabric has a set of active Policy Objects:
one Policy Summary Object,

one Switch Menbership List Object,

one Node Menbership List Object,

one | P Managenent List bject,

zero or nore Switch Connectivity Objects, and

zero or nore Attribute ojects.
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The active Policy Objects specify the Policies currently being
enforced. In addition, policies not currently being enforced are
contained in non-active Policy Objects. To change the active Policy
oj ects, the non-active Policy Ohjects are edited as necessary and a
new Policy Summary Object that includes/references the changed Policy
hjects is activated.

3.4.5.1. Policy Object Nanes

3.

4.

Every Policy Ohject has a nane. |In a Fabric’s database of Policy
ojects, a Policy Ohject Nanme is specified as a type/length/val ue
(see section 7.2 of [FC-SP]). The possible types are:

- Node_Nare

- Restricted Node_ Nane

- Port _Nane

- Restricted Port_ Nane

- Wldcard

- Negated W/l dcard

- Al phanuneric Nane

- I Pv6 Address Range

- I Pv4 Address Range
6. Three Kinds of Swi tches
For a Fabric conposed of n Switches and m Nodes, the potential
complexity of Switch Connectivity Objects is Q(n**2) to describe
Switch to Switch connections, and Q n*n) for Switch to Node
connections. To provide better scaling, the Switch Connectivity
hj ects are not Fabric-wi de information, but are distributed only to
where they are needed. To support this, the policy nodel supports
three kinds of Switches in a Fabric:

- Server Switches, which nmaintain the Fabric-wi de Policy hjects,

all the Switch Connectivity ohjects, and a full copy of the FC
SP Zoni ng Dat abase;
- Aut ononmous Swi tches, which maintain the Fabric-w de Policy

oj ects, their own Switch Connectivity Object, and a full copy
of the FC SP Zoni ng Dat abase; and
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- Cient Switches, which maintain the Fabric-wi de Policy bjects,
their owmn Switch Connectivity bject, and a subset of the FC SP
Active Zone Set (which is the configurations of zones currently
bei ng enforced by a Fabric, see section 10.4.3.3 of [FC SW4]).

3.4.7. Security Policy Managenent

Security Policy can be changed in a server session [FGGS-5] with a
Security Policy Server. Al wite access to a Security Policy Server
occurs within a server session. Wile read access to a Security
Policy Server may occur at any time, the consistency of the returned
data is guaranteed only inside a server session

The Enhanced Commit Service [FC-SW4] is used to perform Fabric
operations as and when necessary (see table 144 of [FC-SP]). Many of
these operations are naned as if they were acronyns, e.g., SSB for
Server Session Begin; SSE for Server Session End; SWILS for Switch
Fabric Internal Link Services; EACA for Enhanced Acquire Change

Aut hori zation; ERCA for Enhanced Rel ease Change Aut horization; SFC
for Stage Fabric Configuration.

Each server session begins and ends, with a SSB request and a SSE
request respectively, sent to a Security Policy Server. 1In the
Fabric, the SSB requests a |lock of the Fabric via an EACA SWILS,
whil e the SSE requests a release of the lock via the ERCA SWILS
[FCG-SW4]. Active and non-active Policy Objects are persistent in
that they survive after the end of a server session

3.4.8. FC- SP Zoning

To preserve backward conpatibility with existing Zoning definitions
and i npl enentations, FC-SP Zoning is defined as a variant of the
Enhanced Zoni ng nodel defined in [FCGSW4] and [FC-GS-5] that follows
the general concepts of the Policy nodel for Security Policy
Managenent, but keeps Zoni ng managenent and enforcenment conpletely

i ndependent .

FC-SP Zoning allows for sone Switches to retain less than a conplete
replicated copy of the Zoni ng Dat abase, as foll ows:

- Server Switches nmaintain the policies data structures for al
Switches in the Fabric plus a replica of the Zoning data
structures;

- Autononmous Switches maintain only the subset of policies data

structures relevant for their operations plus a replica of the
Zoni ng Dat abase; and
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- Cient Switches maintain only the subset of policies data
structures and the subset of the Active Zone Set relevant for
their operations.

When Cient Switches are deployed in a Fabric, at |east one Server
Switch nust al so be deployed in the sane Fabric. A client-server
protocol allows Client Switches to dynanmically retrieve the Zoning
information they may require fromthe Server Switches.

A managenent application manages the Fabric Zoning configuration
through the Fabric Zone Server, while other policies are managed
through the Security Policy Server. A new Zoning Check Protoco

repl aces the Zone Merge Protocol [FC SW4], and new conmand codes are
defined for the SFC SWILS to distribute the FC SP Zoni ng
configuration on a Fabric. The Zoning definitions are ordered to
all ow for the conputation of a hash of the Active Zone Set and a hash
of the Zone Set Database, plus other optional security data (e.g.,
for integrity protection of Zoning infornmation).

4, Document Overvi ew

Thi s docunent defines five MB nodul es that together provide the
means for nonitoring the operation of, and configuring sone
paraneters of, one or nore instances of the FC SP protocols.

4.1. Fibre Channel Managenent |nstance

A Fi bre Channel nmanagenent instance is defined in [ RFC4044] as a
separ abl e managed i nstance of Fibre Channel functionality. Fibre
Channel functionality may be grouped into Fi bre Channel nanagenent

i nstances in whatever way is nobst convenient for the

i mpl ementation(s). For exanple, one such groupi ng accommodates a
singl e SNVP agent having nultiple Agent X [ RFC2741] sub-agents, with
each sub-agent inplenmenting a different Fibre Channel managenent

i nst ance.

The object, fcm nstancel ndex, is | MPORTed fromthe FC MGMI-M B

[ RFC4044] as the index value to uniquely identify each Fi bre Channe
managenent instance, for exanple, within the same SNVMP cont ext

([ RFC3411] section 3.3.1).

4.2. Entity Name

A central capability of FC-SP is the use of an Authentication
Protocol. The purpose of each of the possible Authentication
Protocols is to allow a Fibre Channel entity to be assured of the
identity of each entity with which it is communicating. Exanples of
such entities are Fibre Channel Switches and Fi bre Channel Nx_Ports.
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Each entity is identified by a name. The FC MGMI-M B [ RFC4044]
defines M B objects for such nanes:

- for entities that are Fibre Channel Sw tches, the definition of
a Fi bre Channel managenent instance allows nultiple Switches to
be managed by the sane Fi bre Channel managenent instance. In
this case, each entity is a Switch and has the nane given by the
M B obj ect, fcnbw tchWW

- for entities other than Fi bre Channel Switches, a Fibre Channe
managenent instance can nanage only one entity, and the nane of
the entity is given by the MB object, fcmnl nstanceWwn.

4. 3. Fabri c | ndex

Wth nmultiple Fabrics, each Fabric has its own instances of the
Fabric-rel ated managenent instrunmentation. Thus, these M B nodul es
define all Fabric-related information in tables that are | NDEX-ed by
an arbitrary integer, named a "Fabric Index". The syntax of a Fabric
Index is TllFabriclndex, inported fromT11-TC-M B [ RFC4439]. \When a
device is connected to a single physical Fabric, w thout use of any
virtual Fabrics, the value of this Fabric Index will always be 1. In
an environnment of nultiple virtual and/or physical Fabrics, this

i ndex provides a nmeans to distinguish one Fabric from anot her

4.4, I nterface | ndex

Several of the MB nodul es defined in this docunent use the

I nterfacel ndexOrZero syntax in order to allow information to be
specified/instantiated on a per-port/interface basis, e.g., for
statistics, Traffic Selectors, Security Associations, etc. This

all ows the same object to be used either when there is a separate row
for each of multiple ports/interfaces, or when multiple interfaces
are represented by a single row The use of a zero val ue supports
the sinpler cases of: a) when there is only one port/interface, b)
where the inplenentati on chooses to aggregate the infornmation for
mul tiple ports/interfaces. The mininmum (for conpliance) requirenent
is to inplenment any one of the above cases.

When a Fabric Index and an object with the Interfacel ndexOrZero
syntax are used together in a single |NDEX cl ause, the

I nterfacel ndexOrZero object is |isted before the Fabric Index in
order to sinplify managenent queries that retrieve information
concerning multiple Fabrics connected to the sanme port/interface.
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4.5. Syntax for Policy Object Nanes

T11FcSpPol i cyNameType and T11lFcSpPol i cyNane are two Textua
Conventions defined in this docunent (in the T11l-FC SP-TC-M B nodul €)
to represent the types and val ues of Policy Object Names (see section
3.4.5.1 above). However, two of the nine possible types are |Pv4
Address Range and | Pv6 Address Range. It is standard practice in MB
modul es to represent all | P addresses using the standard Textua
Conventions defined in [ RFC4001] for |IP addresses: specifically,

I net Addr essType and | net Address. This docunent adheres to such
standard practice to the foll owing extent:

- for MB objects representing a Policy Object Nanme that can
*only* be an | Pv4 Address Range or an | Pv6 Address Range, then
those M B objects are defined as a 3-tuple: (InetAddressType,

I net Address, InetAddress), in which the first address is the | ow
end of the range, the second address is the high end of the
range, and both addresses are of the type given by

I net Addr essType.

- for MB objects representing a Policy Object Name that is
(possibly) of a different type, i.e., it is not (necessarily) an
I Pv4 or |1 Pv6 Address Range, then those M B objects are defined
as a 2-tuple: (T1lFcSpPolicyNaneType, T1llFcSpPolicyNane), in
which the first object represents the type of Policy Object Nane
and the second object represents the value of the Policy bject
Nane. For M B objects defined in this manner, if and when they
represent a range of | P addresses: a) the val ue of
T11FcSpPol i cyNanmeType differentiates between an | Pv4 Address
Range and an | Pv6 Address Range; and b) the val ue of
T11FcSpPol i cyName is one string containing the concatenation of
the two addresses that are the | ow and hi gh addresses of the
range. This is the sane format as used within FC SP Policy
oj ects [FC SP].

4.6. Certificates, CAs, and CRLs

In order to authenticate with the FCAP protocol, each entity,
identified by a unique Nane, is provided with: a digital certificate
associated with that Name, the private/public key pair that
corresponds to the certificate, and with the Root Certificate (the
certificate of the signing Certification Authority). To authenticate
another entity, an entity is required to be provided with the
certificate of the associated Certification Authority.

FCAP requires entities to support at |east four Root Certificates

agai nst whi ch received corresponding certificates can be validated.
Support for certificate chains and verification of certificate chains

De Santi, et al. St andards Track [ Page 14]



RFC 5324 M B for FC SP Sept enber 2008

contai ning more than one certificate is optional. Entities need to
be able to access a Certificate Revocation List (CRL) for each
configured Root Certificate, if one is available fromthe CA
Certificates on the CRL are considered invalid.

The managenent of certificates, Certification Authorities, and
Certificate Revocation Lists is the sane in Fibre Channel networks as
it is in other networks. Therefore, this docunent does not define
any M B objects for such managenent.

4.7. Traffic Selectors

When Traffic Selectors are conpared agai nst an ingress or egress
frane in order to determne the security processing to be applied to
that frane, there are circunstances in which nultiple Traffic

Sel ectors, specifying different actions, can match with the frane.
Speci fically, when matching agai nst an egress frane to deci de which
active Security Association to transnmit on, or, against an ingress
frame unprotected by FC-SP, i.e., without an SPI value init, to
deci de which action ('drop’ or 'bypass’) to apply. For these cases,
the M B includes a unique precedence value for each Traffic Sel ector
such that the one with the nunerically | owest precedence value is
determined to be the one that nmatches. In contrast, ingress franes
on active Security Associations (i.e., protected by FC-SP) are
conpared agai nst the set of traffic selectors negotiated when the
Security Association was set up and identified by the SPI val ue
contained in the frame; the action taken depends on whet her any
Traffic Sel ector matches, but not on which one.

This difference between ingress and egress Traffic Sel ectors on
active Security Associations is reflected in having separate M B
tables defined for them the table for Traffic Selectors on egress
SAs, t11FcSpSaTSel NegQut Tabl e, has a precedence value in its | NDEX
cl ause; whereas the table for Traffic Sel ectors on ingress SAs,

t 11FcSpSaTSel Negl nTabl e, has an arbitrary integer value in its | NDEX
clause. For 'drop’ and 'bypass’ Traffic Selectors, one table,

t 11FcSpSaTSel Dr ByTabl e, having a precedence value in its | NDEX
clause, is sufficient for both ingress and egress traffic.
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4.8. The M B Modul es
4.8.1. The T11-FC SP-TCG-M B Mbdul e

This M B nodul e defines Textual Conventions that are being, or have
the potential to be, used in nore than one M B nodul e. The nodul e

al so defines Cbject ldentifiers to identify the Cryptographic
Algorithns listed in [FCGSP] so that they can be used as the val ue of
various MB objects that specify the al gorithns being/to be used by
an FC-SP i npl enent ati on.

4.8.2. The T11- FC SP- AUTHENTI CATI ON- M B Mbdul e

This M B nodul e specifies the nmanagenment information required to
manage FC-SP Aut hentication Protocols. It defines three tables:

- t11FcSpAuEntityTable -- a table of Fibre Channel entities that
can be authenticated using FC-SP's Authentication Protocols,
i ncludi ng the names, capabilities, and basic configuration
paraneters of the entities.

- t11FcSpAul fStatTable -- this table has two purposes: to be a
list of the mappings of a FC-SP Authentication entity onto an
interface and to contain Authentication Protocol per-interface
statistics.

- t11FcSpAuRej ect Table -- a table of FC-SP Authenticati on Protocol
transactions that were recently rejected.

It also defines two notifications: one for sending a reject in
response to an AUTH message and another for receiving a reject in
response to an AUTH nessage.

4.8.3. The T11-FC SP-ZONI NG M B Modul e
This M B nodul e specifies the extensions to the T1l1l-FC ZONE- SERVER-
M B nodul e [ RFC4936] for the managenment of FC-SP Zoni ng Servers.
Specifically, it augnents three tables defined in T11l- FC ZONE- SERVER-
M B:

- t11FcSpZsServerTable -- to this table, it adds FC SP Zoning
informati on defined for Zone Servers.

- t11ZsStatsTable -- to this table, it adds FC SP Zoning
statistics for Zone Servers.

- t11ZsNotifyControl Table -- to this table, it adds control
informati on for FC-SP Zoning notifications.
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It also defines two FC-SP Zoni ng notifications: one for success and
one for failure in the joining of two Fabrics.

4.8.4. The T11-FC SP-POLI CY-M B Modul e

This M B nodul e specifies nmanagenment information that is used to
manage FC-SP policies. The MB nodul e has five parts:

- Active Policy Objects - read-only M B objects representing the
set of active Policy bjects for each Fabric;

- Activate/ Deactivate Operations - read-wite M B objects for
i nvoki ng operations, either 1) to activate policies that are
specified as a set of non-active Policy (bjects, or 2) to
deactivate the currently active policies; also included are
obj ects giving the status of invoked operations;

- Non-Active Policy hjects - read-create MB objects to create
and nodi fy non-active Policy Objects;

- Statistics for FCSP Security Policy Servers;

- The definition and control of notifications for the success or
failure of the activation or deactivation of FC SP poli cies.

4.8.5. The T11-FC SP-SA-M B Mdul e

This M B nodul e specifies the nanagenent information required to
manage Security Associations established via FCG-SP. Al of the
tables in this MB nodule are | NDEX-ed by t11FcSpSal flndex, with
syntax Interfacel ndexOrZero, which is either non-zero for a specific
interface or zero for all (of the managenent instance’ s) interfaces
to the particular Fabric.

The M B nodul e consi sts of six parts:

- a per-Fabric table, t11FcSpSalfTable, of capabilities,
paraneters, status information, and counters; the counters
i ncl ude non-transi ent aggregates of per-SA transient counters;

- three tables, t1ll1FcSpSaPropTable, t11lFcSpSaTSel PropTable, and
t 11FcSpSaTransTabl e, specifying the proposals for an FC SP
entity acting as an SA Initiator to present to the SA Responder
during the negotiation of Security Associations. The sane
information is also used by an FC-SP entity acting as an
SA Responder to decide what to accept during the negotiation of
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Security Associations. One of these tables,

t 11FcSpSaTransTabl e, is used not only for information about
security transforns to propose and to accept, but also as agreed
upon during the negotiation of Security Associations;

- a table, t11FcSpSaTSel DrByTabl e, of Traffic Sel ectors having the
security action of 'drop’ or 'bypass’ to be applied either to
ingress traffic, which is unprotected by FC-SP, or to all egress
traffic;

- four tables, tl1lFcSpSaPairTabl e, t11FcSpSaTSel Negl nTabl e,
t 11FcSpSaTSel NegQut Tabl e, and t11FcSpSaTSel Spi Tabl e, contai ni ng
i nformati on about active bidirectional pairs of Security
Associ ations; in particular, tll1FcSpSaPair Tabl e has one row per
active bidirectional SA pair, t11FcSpSaTSel Negl nTabl e and
t 11FcSpSaTSel NegQut Tabl e contain information on the Traffic
Sel ectors negotiated on the SAs, and the t11FcSpSaTSel Spi Tabl e
is an alternate | ookup table such that the Traffic Sel ector(s)
in use on a particular Security Association can be quickly
determ ned based on its (ingress) SPlI val ue;

- a table, tl1llFcSpSaControl Table, of control and other infornmation
concerning the generation of notifications for events related to
FC-SP Security Associ ations;

- one notification, t11FcSpSaNoti fyAuthFailure, generated on the
occurrence of an Authentication failure for a received FC 2 or
CT_IU frane.

4.9, Rate Control for Notifications

Al'l but one of the notifications defined in the five MB nodules in
this docunment are notifications that are generated based on events
occurring in the "control plane", e.g., notifications that are
generated at the frequency of operator-initiated activities. The one
exception is t11FcSpSaNoti f yAut hFail ure, which is generated based on
an event occurring in the "data plane", and could (in a worst case
scenari o) occur for every received ingress frane. Therefore, a

met hod of rate controlling the generation of notifications is needed
for t11FcSpSaNoti fyAuthFailure, but not for any of the other
notifications.

For t11FcSpSaNotifyAut hFailure, rate control is achieved by
specifying that a) after the first occurrence of an Authentication
failure on any particular Security Association, the SNW
notifications for second and subsequent failures are suppressed for
the duration of a tinme window and b) that even the notification for
the first occurrence is suppressed after it is sent in the sane tine
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wi ndow for a configured (in t1llFcSpSaControl MaxNotifs) nunber of
Security Associations within a Fabric. Note that while these
suppressions prevent the network from being fl ooded with
notifications, the Authentication Failures thensel ves nust still be
det ected and count ed.

The length of the tinme window is given by t1l1FcSpSaControl W ndow, a
read-wite object in the t11FcSpSaControl Table. 1f and when the tine
since the |l ast generation of the notification is | ess than the val ue
of sysUpTine (e.g., if one or nore notifications have occurred since
the last re-initialization of the nmanagenent systen), then

t 11FcSpSaCont r ol El apsed and t 11FcSpSaCont r ol Suppressed contain the

el apsed tinme since the last notification and the nunber of
notifications suppressed in the wi ndow after sending the |ast one,
respectively. Oherw se, t11FcSpSaControl El apsed contains the val ue
of sysUpTine and t 11FcSpSaControl Suppressed has the val ue zero.

5. Relationship to Gher MB Mdul es

The first standardi zed M B nodul e for Fibre Channel [RFC2837] was
focused on Fi bre Channel Switches. It was obsoleted by the nore
generic Fibre Channel Managenment M B [ RFC4044], which defines basic
informati on for Fibre Channel Nodes and Swi tches, including
extensions to the standard | F-M B [ RFC2863] for Fi bre Channel
interfaces. Several other M B nodul es have since been defined to
extend [ RFC4044] for various specific Fibre Channel functionality,
(e.g., [RFC4438], [RFC4439], [RFC4625], [RFC4626], [RFCA747],

[ RFC4936], [ RFC4935], and [ RFC4983]).

The M B nodul es defined in this neno further extend [ RFC4044] to
cover the operation of Fibre Channel Security Protocols, as specified
in [FC SP].

One part of the FC-SP specification is "FC SP Zoni ng", which is an
extension/variant of the Fibre Channel Zoning defined in [FC GS-5].
Managenent information for the latter is defined in the T11l- FC ZONE-
SERVER- M B nodul e [ RFC4936]. Consequently, the T11-FC SP-ZONI NG M B
modul e defined in this document defines the extensions to the T11-FC
ZONE- SERVER- M B nodul e that are needed to manage FC- SP Zoni ng.

The M B nodules in this neno i nport sonme conmon Textual Conventions
fromT11-TC-M B, defined in [ RFC4439], and from | NET- ADDRESS- M B,
defined in [ RFC4001].

If the RADIUS protocol is used for access to an external server,

i nformati on about RADIUS Servers is likely to be available fromthe
RADI US- AUTH- CLI ENT- M B [ RFC4668] .
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6. M B Mbdul e Definitions

6.1. The T11-FC SP-TC-M B Mdul e

T11-FC-SP-TC-MB DEFINITIONS :: = BEG N

| MPORTS
MODULE- | DENTI TY, OBJECT- | DENTI TY, mi b- 2,
Unsi gned32 FROM SNVPv2- SM -- [RFC2578]
TEXTUAL- CONVENTI ON  FROM SNVPv2- TC; -- [RFC2579]

t11FcTcM B  MODULE- | DENTI TY
LAST- UPDATED "200808200000Z"
ORGANI ZATION "This M B nodul e was devel oped t hrough the
coordi nated effort of two organizations:
T11l began the devel opment and the I ETF (in
the I MBS Working Group) finished it."
CONTACT- | NFO
" Cl audi o DeSanti
Cisco Systens, Inc.
170 West Tasman Drive
San Jose, CA 95134 USA
EMai | : cds@i sco. com

Keith McC oghrie

Cisco Systens, Inc.

170 West Tasman Drive

San Jose, CA 95134 USA

Emai | : kzm@i sco. cont

DESCRI PTI ON

"This M B nodul e defines Textual Conventions for use in
the multiple MB nodul es, which together define the
instrumentation for an inplenentation of the Fibre Channel
Security Protocols (FC SP) specification.

This M B nodul e al so defines bject lIdentities (for use as
possi bl e values of M B objects with syntax AutononousType),
including O Ds for the Cryptographic Al gorithnms defined

in FC SP.

Copyright (C The IETF Trust (2008). This version

of this MB nodule is part of RFC 5324; see the RFC

itself for full legal notices.”
REVI SI ON "200808200000Z"
DESCRI PTI ON

"Initial version of this MB nodul e, published as RFC 5324."
c:={ mb-2 175 }
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t11FcSpl dentities OBJECT | DENTI FIER ::
t 11FcSpAl gorithnms OBJECT | DENTI FI ER ::

{ t11FcTcMB 1 }
{ t1llFcSpldentities 1}

-- Textual Conventions

T11FcSpPol i cyHashFormat ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"lIdentifies a cryptographic hash function used to create
a hash val ue that summarizes an FC-SP Policy Object.

Each definition of an object with this TC as its syntax
must be acconpani ed by a correspondi ng definition of an
object with T1lFcSpPolicyHashValue as its syntax, and
contai ni ng the hash val ue.

The first two cryptographi c hash functions are:

Hash Type Hash Tag Hash Length (Bytes)
SHA- 1 00000001’ h 20
SHA- 256 ' 00000002’ h 32

REFERENCE
"- ANSI I NCI TS 426-2007, T11/Project 1570-D
Fi bre Channel - Security Protocols (FC SP),
February 2007, section 7.1.3.1 and table 106
- FIPS PUB 180-2."

SYNTAX OCTET STRING (SIZE (4))
T11FcSpPol i cyHashVal ue ::= TEXTUAL- CONVENTI ON

STATUS current

DESCRI PTI ON

"Represents the value of the cryptographic hash function
of an FC-SP Policy Object.

Each definition of an object with this TC as its syntax
must be acconpani ed by a correspondi ng definition of an
obj ect with T1lFcSpPol i cyHashFormat as its syntax.
The correspondi ng object identifies the cryptographic
hash function used to create the hash value."
REFERENCE
"- ANSI I NCI TS 426-2007, T11/Project 1570-D
Fi bre Channel - Security Protocols (FC SP),
February 2007, section 7.1.3.1 and table 106."
SYNTAX OCTET STRING (SIZE (0..64))
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T11FcSpHashCal cul ati onStatus ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"When sone kind of 'database’ is defined in a set of
read-wite MB objects, it is cormon that nultiple changes
in the data need to be nade at the same time. So, if hash
val ues are nmaintai ned for that data, those hash values are
only correct if and when they are re-calcul ated after every
change. In such circunstances, the use of an object with
this syntax allows the re-cal cul ation of the hash values to
be deferred until all changes have been nmade, and therefore
the cal cul ati on need only be done once after all changes,
rat her than repeatedl y/after each individual change

The definition of an object defined using this TCis
required to specify which one or nore instances of which
M B obj ects contain the hash val ues operated upon (or
whose status is given) by the value of this TC

When read, the value of an object with this syntax is

ei t her:
correct -- the identified MB object instance(s)
contain the correct hash val ues; or
stal e -- the identified MB object instance(s)

contain stale (possibly incorrect) val ues.

Witing a value of 'calculate’ is a request to re-calcul ate
and update the val ues of the correspondi ng i nstances of the
identified MB objects. Witing a value of 'correct’ or
"stale’ to this object is an error (e.g., 'wongValue)."
SYNTAX I NTEGER {
cal cul ate(1)
correct(2),

stal e(3)
}
T11FcSpAut hRej ect ReasonCode ::= TEXTUAL- CONVENTI ON
STATUS current

DESCRI PTI ON
"A reason code contained in an AUTH Rej ect nessage, or
inan SWRIT (rejecting an AUTH ILS), or in an LS RIT
(rejecting an AUTH ELS)."
REFERENCE
"- ANSI | NCI TS 426-2007, T11/Project 1570-D
Fi bre Channel - Security Protocols (FC SP),
February 2007, Table 17, 48, 52."
SYNTAX I NTEGER {
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aut hFai lure(1),

| ogi cal Error(2),

| ogi cal Busy(3),

aut hl LSNot Supported(4),
aut hELSNot Supported(5),
not Logged! n( 6)

}
T11FcSpAut hRej ReasonCodeExp :: = TEXTUAL- CONVENTI ON
STATUS current

DESCRI PTI ON
"A reason code explanation contained in an AUTH Rej ect
message, or in an SWRIT (rejecting an AUTH ILS), or in
an LS RIT (rejecting an AUTH ELS)."
REFERENCE
"- ANSI | NCI TS 426-2007, T11/Project 1570-D
Fi bre Channel - Security Protocols (FC- SP)
February 2007, Tables 18, 48, 52."
SYNTAX I NTEGER {
aut hMechani sniNot Usabl e( 1),
dhG oupNot Usabl e( 2),
hashFunct i onNot Usabl e( 3),
aut hTransacti onAl readyStarted(4),
aut henti cati onFai |l ed(5),
i ncorrect Payl oad(6),
i ncorrect Aut hPr ot ocol Message(7),
restart Aut hPr ot ocol (8),
aut hConcat Not Supported(9),
unsupport edPr ot ocol Ver si on(10),
| ogi cal Busy(11),
aut hl LSNot Supported(12),
aut hELSNot Supported(13),
not Loggedl n( 14)

}
T11FcSpHashFunctions ::= TEXTUAL- CONVENTI ON
STATUS current

DESCRI PTI ON
"A set of zero, one, or nore hash functions defined for
use in FCGSP. "
REFERENCE
"- ANSI INCITS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC SP)
February 2007, Table 14."

SYNTAX BI TS {
nd5(0),
shal(1)

}
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T11FcSpSi gnFunctions :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"A set of zero, one, or nore signature functions defined
for signing certificates for use with FCAP in FC SP."
REFERENCE
"- ANSI INCITS 426-2007, T11/Project 1570-D
Fi bre Channel - Security Protocols (FC SP)
February 2007, tables 38 & 39."

SYNTAX BI TS {
rsaShal(0)
}
T11FcSpDhGroups :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON
"A set of zero, one, or nore DH G oups defined for use
in FC-SP."
REFERENCE

"- ANSI I NCI TS 426-2007, T11/Project 1570-D
Fi bre Channel - Security Protocols (FC SP),
February 2007, Table 15."

SYNTAX BI TS {

nul I (0),

groupl024(1),
group1280(2),
group1536(3),
group2048(4),
group3072(5),
group4096(6),
group6144(7),
group8192( 8)

}

T11FcSpPol i cyhj ect Type :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON
"A value that identifies the type of an FC-SP Policy
oj ect . ™
REFERENCE
"- ANSI | NCI TS 426-2007, T11/Project 1570-D
Fi bre Channel - Security Protocols (FC SP)
February 2007, Table 102."
SYNTAX | NTEGER {
summary(1),
swi t chMenberList(2),
nodeMenber Li st (3),
swi tchConnectivity(4),
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i pMgnt Li st (5),
attribute(6)
}
T11FcSpPol i cyNanmeType ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"The format and usage of a conpani on object having
T11FcSpPol i cyName as its syntax.

Six of the values indicate the sane format, i.e., they
differ only in semantics. That common format is a Fibre
Channel 'Nane_ldentifier’, i.e., the sane syntax as

"FcNamel dOr Zero (Sl ZE(8)) ' .

These six are three pairs of one restricted and one
unrestricted. Each usage of this syntax nust specify
what the neaning of 'restricted is for that usage and
how t he characteristics and behavior of restricted
names differ fromunrestricted nanes.

The six are:

" nodeNane’ - a Node_Nane, which is the
Nane_| dentifier associated
with a Fi bre Channel Node.

"restrictedNodeNane’ - a Restricted Node Nane.
" por t Nane’ - the Nane_ldentifier associated
with a Fibre Channel Port.

"restrictedPort Name’ - a Restricted Port_ Nane.
"wi | dcard’ - a Wldcard value that is used to
identify "all others’ (typically,
all other menbers of a Policy
oj ect, not all other Policy
hj ect s) .

"restrictedWldcard’ - a Restricted Wl dcard val ue.

O her possible values are:

" al phaNumer i cNane’ - the value begins with an ASCI |
| etter (upper or lower case) followed by (0 ... 63)
characters fromthe set: |ower case |letters, upper case

letters, digits, and the four synbols: dollar-sign (%),
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dash (-), caret (”), and underscore (_).

" i pv6Addr essRange’ - two | Pv6 addresses in network
byte order, the nunmerically snmallest first and the
nunerically | argest second; total length is 32 bytes.

"i pv4Addr essRange’ - two | Pv4 addresses in network
byte order, the nunmerically smallest first and the
nunerically | argest second; total length is 8 bytes.™

REFERENCE
"- ANSI I NCI TS 426-2007, T11/Project 1570-D
Fi bre Channel - Security Protocols (FC SP)
February 2007, Table 103."
SYNTAX | NTEGER {
nodeNane(1),
restrict edNodeNane(2),
port Nane( 3),
restrictedPort Nane(4),
wi | dcard(5),
restrictedW| dcard(6),
al phaNumer i cNane(7),

i pv6Addr essRange( 8),
i pv4Addr essRange(9)
}
T11FcSpPol i cyName ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"A syntax used, when defining Policy Objects, for the
name of sonething.

An object that uses this syntax always identifies a
compani on object with syntax T11FcSpPol i cyNanmeType

such that the conpani on object specifies the format
and usage of the object with this syntax.

When the conpani on object has the value 'wildcard or
"restrictedWI! dcard’ , the value of the T11lFcSpPol i cyNane
obj ect is: '0000000000000000' h. "
REFERENCE
"- ANSI I NCI TS 426-2007, T11/Project 1570-D
Fi bre Channel - Security Protocols (FC SP)
February 2007, Table 103."
SYNTAX  OCTET STRING (SIZE (1..64))

T11FcSpAl phaNumNane ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON
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"A syntax used when defining Policy hjects for the
nane of sonething, where the nane is always in the fornmat
speci fied by:

T11FcSpPol i cyNameType = ' al phaNuneri cNange’

REFERENCE
"- ANSI | NCI TS 426-2007, T11/Project 1570-D

Fi bre Channel - Security Protocols (FC SP),
February 2007, Table 103."
SYNTAX  OCTET STRING (SIZE (1..64))

T11FcSpAl phaNunNanmeOr Absent :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"An extension of the T11FcSpAl phaNunName TC with
one additional possible value: the zero-length string
to indicate the absence of a nane."

SYNTAX  OCTET STRING (Sl ZE (0..64))

T11FcSaDirection ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"The direction of frame transm ssion on a Security

Associ ation. Note that Security Associations are

uni directional, but they always exist as part of an

SA pair of the sane type in opposite directions.”
SYNTAX  INTEGER { ingress(1l), egress(2) }

T11FcSpi | ndex ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"An SPI (Security Paraneter Index) value is carried in the
SPI field of a frame protected by the ESP_Header. An SPI
is also carried in the SAID field of a Conmon Transport
Information Unit (CT_IU) protected by CT_Authentication
An SPlI value identifies the Security Association on which
the frame is being transmitted.”
REFERENCE
"- ANSI | NCI TS 426-2007, T11/Project 1570-D
Fi bre Channel - Security Protocols (FC- SP)
February 2007, section 4.7.2 and 4.7.3."
SYNTAX  Unsi gned32 (0..4294967295) -- the default range!

T11FcSpPrecedence ::= TEXTUAL- CONVENTI ON
DI SPLAY- HI NT "d"
STATUS current
DESCRI PTI ON

De Santi, et al. St andards Track [ Page 27]



RFC 5324 M B for FC SP Sept enber 2008

"The precedence of a Traffic Selector. |If a frane

mat ches with two or nore Traffic Selectors, then the match
that takes precedence is the one with the Traffic Sel ector
havi ng the nunerically small est precedence value. Note that
precedence val ues are not necessarily contiguous."

SYNTAX  Unsigned32 (0..4294967295) -- the default range!
T11FcRouti ngControl ::= TEXTUAL- CONVENTI ON

DI SPLAY- HI NT " 1x"

STATUS current

DESCRI PTI ON

"A value stored in the R CTL (Routing Control) 8-bit field
of an FC-2 frane containing routing and information bits to
categorize the frame function.

For FC-2 frames, an R CTL val ue typically distinguishes
bet ween control versus data frames and/or solicited versus
unsolicited frames, and in conmbination with the TYPE field
(see T1lFcSpType), identifies a particular link-Iayer
servi ce/ protocol using FC 2.

For CT_Authentication, the information field in the R CTL
field contains "02'h for Request CT _IUs and 03" h for
Response CT_| Us.

The conpari son of two values having this syntax is done
by treating each string as an 8-bit nuneric value."
REFERENCE
"- Fibre Channel - Fram ng and Signaling-2 (FC FS-2),
ANSI | NCI TS 424-2007, Project T11/1619-D,
February 2007, section 9. 3.
- Fibre Channel - Generic Services-5 (FC GS-5),
ANSI I NCI TS 427-2006, sections 4.5.2.4.2, 4.5.2.4.3
and table 12."
SYNTAX  OCTET STRING (Sl ZE(1))

T11FcSpType :: = TEXTUAL- CONVENTI ON
DI SPLAY- HI NT "2x"
STATUS current
DESCRI PTI ON

"A val ue, or conbination of values, contained in a frane
header used in identifying the link | ayer service/protoco
of a frame. The value is always two octets:

- for FCG-2 franes, the first octet is zero and the second
octet contains the Data structure type (TYPE) val ue
defined by FC-FS-2. The TYPE value is used in
conbination with Tl1lFcRoutingControl to identify a |link
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| ayer service/protocol.

- for Common Transport Information Units (CT_IUs), the
first octet contains a GS Type value and the second
octet contains a GS Subtype val ue, defined by FC GS-5.

The conparison of two values having this syntax is done
by treating each string as the nuneric val ue obtai ned by
nunerically conbining the individual octet’s value as
fol | ows:

(256 * 1st-octet) + 2nd-octet
REFERENCE
"- Fibre Channel - Fram ng and Signaling-2 (FC FS-2),
ANSI | NCI TS 424-2007, Project T11/1619-D,
February 2007, section 9.6.
- Fibre Channel - Generic Services-5 (FC GS-5),
ANSI I NCI TS 427-2006, sections 4.3.2.4 and 4.3.2.5."
SYNTAX  OCTET STRING (Sl ZE(2))

T11FcSpTransforns ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"Alist of the standardi zed transforns that are defined
by FC-SP for use with ESP_Header, CT_Authentication, and/or
| KEv2 Support."”
REFERENCE
"- ANSI | NCI TS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC SP), February 2007,
Appendi x A 3.1, tables A 23, A 24, A 25, A 26."
SYNTAX BI TS {
encrNul I (0),
encr AesChc(1),
encr AesCtr (2),
encr AesGem( 3),
encr 3Des(4),
pr f HracMi5(5) ,
pr f HracShal( 6) ,
prf AesChc(7),
aut hHmacMd5L96( 8) ,
aut hHmacShall96(9),
aut hHmacMd5L128(10),
aut hHmacShallL160( 11),
encr Nul | Aut hAesGrac(12),
dhGroups1024bit (13),
dhGroups2048bi t (14)

De Santi, et al. St andards Track [ Page 29]



RFC 5324 M B for FC SP Sept enber 2008

T11FcSpSecurityProtocol I d ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON
"A Security Protocol identifier to identify
the protocol by which traffic is to be protected,
e.g., ESP Header or CT_Authentication."
REFERENCE
"- ANSI | NCI TS 426-2007, T11/Project 1570-D
Fi bre Channel - Security Protocols (FC SP),
February 2007, section 6.3.2.2 and table 67."

SYNTAX | NTECER { espHeader (1), ctAuth(2) }
T11FcSpLifetimeLeft ::= TEXTUAL- CONVENTI ON

STATUS current

DESCRI PTI ON

"This TC is used for one object of an associated pair
of objects. The object with this syntax specifies a
remaining lifetinme of sonmething, e.g., of an SA, where
the lifetime is given in the units specified by the other
obj ect of the pair which has T1l1FcSpLifetimeLeftUnits
as its syntax."

SYNTAX Unsi gned32

T11lFcSpLifetimeLeftUnits ::= TEXTUAL- CONVENTI ON

STATUS current

DESCRI PTI ON
"An object, defined using T11lFcSpLifetimeLeft TC as
its syntax, is required to be one of an associ ated
pai r of objects such that the other object of the pair
is defined with this Tl1lFcSpLifetinmeLeftUnits TC as
its syntax and with its val ue specifying the
units of the remaining lifetime given by the
val ue of the T1l1FcSpLifetineLeft object.”

SYNTAX I NTEGER {

seconds(1), -- seconds

kil oBytes(2), -- 10M3 bytes
megaByt es(3), -- 106 bytes
gi gaBytes(4), -- 1079 bytes
teraByt es(5), -- 10712 bytes
pet aByt es(6), -- 10715 bhytes
exaBytes(7), -- 10718 bhytes
zett aByt es(8), -- 10721 bytes
yot t aByt es(9) -- 10724 bytes

}

-- (Cbject ldentities to identify the Cryptographic Al gorithns
-- listed in FC SP.
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t 11FcSpEncrypt Al gori t hns
OBJECT IDENTIFIER ::= { t1llFcSpAlgorithns 1 }

t 11FcSpEncr Nul | OBJECT- | DENTI TY

STATUS current

DESCRI PTI ON "The ENCR _NULL al gorithm™"

REFERENCE

"- ANSI | NCI TS 426-2007, T11/Project 1570-D,

Fi bre Channel - Security Protocols (FC- SP),
February 2007, Table 70."

c:={ tl1llFcSpEncryptAlgorithns 1 }

t 11FcSpEncr AesCbc OBJECT- | DENTI TY

STATUS current
DESCRI PTI ON "The ENCR_AES CBC al gorithm™"
REFERENCE

"- ANSI | NCI TS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC SP),
February 2007, Table 70."
::={ t1lFcSpEncryptAl gorithns 2 }

t 11FcSpEncr AesCtr OBJECT- | DENTI TY

STATUS current
DESCRI PTI ON "The ENCR_AES CTR al gorithm™"
REFERENCE

"- ANSI |INCITS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC- SP),
February 2007, Table 70."
c:={ t1llFcSpEncryptAlgorithns 3 }

t 11FcSpEncr AesGcm OBJECT- | DENTI TY

STATUS current
DESCRI PTI ON "The ENCR_AES GCM al gorithm"
REFERENCE

"- ANSI | NCI TS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC SP),
February 2007, Table 70."
::={ t1lFcSpEncryptAl gorithns 4 }

t 11FcSpEncr 3Des OBJECT- | DENTI TY

STATUS current
DESCRI PTI ON "The ENCR 3DES al gorithm "
REFERENCE

"- ANSI |INCITS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC SP),
February 2007, Table 70."
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c:={ t1lFcSpEncryptAl gorithns 5 }

t 11FcSpAut hAl gori t hns
OBJECT IDENTIFIER ::= { t1llFcSpAlgorithns 2 }

t 11FcSpAut hNul | OBJECT- | DENTI TY

STATUS current

DESCRI PTI ON "The AUTH_NONE al gorithm "

REFERENCE

"- ANSI | NCI TS 426-2007, T11/Project 1570-D,

Fi bre Channel - Security Protocols (FC- SP),
February 2007, Table 72."

c:={ t1llFcSpAuthAl gorithms 1 }

t 11FcSpAut hHmacMiI5L96 OBJECT- | DENTI TY

STATUS current
DESCRI PTI ON "The AUTH HVAC MD5 96 al gorithm"
REFERENCE

"- ANSI | NCI TS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC SP),
February 2007, Table 72."
::={ t1lFcSpAuthAl gorithms 2 }

t 11FcSpAut hHmacShall96 OBJECT- | DENTI TY

STATUS current
DESCRI PTI ON "The AUTH HVAC SHA1 96 al gorithm™"
REFERENCE

"- ANSI |INCITS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC- SP),
February 2007, Table 72."
c:={ t1llFcSpAuthAl gorithms 3 }

t 11FcSpAut hHmacMiI5L128 OBJECT- | DENTI TY

STATUS current
DESCRI PTI ON "The AUTH HVAC MD5 128 al gorithm ™
REFERENCE

"- ANSI | NCI TS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC SP),
February 2007, Table 72."
::={ t11lFcSpAuthAl gorithms 4 }

t 11FcSpAut hHmacShallL160 OBJECT- | DENTI TY

STATUS current
DESCRI PTI ON "The AUTH HVAC SHA1 160 algorithm™"
REFERENCE

"- ANSI |INCITS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC SP),
February 2007, Table 72."
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c:={ t1llFcSpAuthAl gorithms 5 }

t 11FcSpEncr Nul | Aut hAesGrac OBJECT- | DENTI TY

STATUS current
DESCRI PTI ON "The ENCR_NULL_AUTH AES GVAC al gorithm"
REFERENCE

"- ANSI | NCI TS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC SP),
February 2007, Table 70."
::={ t1lFcSpEncryptAl gorithns 6 }

END

6.2. The T11- FC SP- AUTHENTI CATI ON-M B Modul e

EEEEEEEEEEEEEEEEEEEEEEEREEEEEEEEEEEEE SRS R EEEEE R SRR EEE SR SRR SRR SRS

-- FC-SP Authentication Protocols

T11- FC- SP- AUTHENTI CATION-M B DEFINI TIONS ::= BEG N

I MPORTS
MODULE- | DENTI TY, OBJECT- TYPE, OBJECT-1 DENTI TY,
NOTI FI CATI ON- TYPE,
m b-2, Counter32, Unsigned32
FROM SNWPv2- SM  -- [ RFC2578]
MODULE- COVPLI ANCE, OBJECT- GROUP,
NOTI FI CATI ON- GROUP
FROM SNVPv2- CONF -- [ RFC2580]
St or ageType, Aut ononmousType,

Trut hVal ue, Ti neStanp FROM SNWPv2- TC  -- [ RFC2579]
I nterfacel ndex FROM | F-M B -- [ RFC2863]
f cm nst ancel ndex,

FcNanel dOr Zer o FROM FC- MGMT- M B -- [ RFC4044]

t 11Fanlocal Swi t chWwn
FROM T11- FC- FABRI C- ADDR- MR- M B -- [ RFC4439]
T11Fabri cl ndex FROM T11-TC-M B -- [RFC4439]
T11FcSpDhG oups,
T11FcSpHashFuncti ons,
T11FcSpSi gnFuncti ons,
T1l1lFcSpLifetinelLeft,
T11lFcSpLifetimeLeftUnits,
T11FcSpAut hRej ect ReasonCode,
T11FcSpAut hRej ReasonCodeExp FROM T11- FC- SP- TC- M B;

t 11FcSpAut henti cati onM B MODULE- | DENTI TY

LAST- UPDATED "200808200000Z"
ORGANI ZATION "This M B nodul e was devel oped t hrough the
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coordi nated effort of two organi zati ons:

T11 began the devel opment and the | ETF (in

the I MSS Wrking G oup) finished it."
CONTACT- | NFO

" C audi 0 DeSanti

Cisco Systens, Inc.

170 West Tasnman Drive

San Jose, CA 95134 USA

EMai |l : cds@i sco.com

Keith McC oghrie

Cisco Systens, Inc.

170 West Tasman Drive

San Jose, CA 95134 USA

Emai | : kzm@i sco. cont

DESCRI PTI ON

"This MB nodul e specifies the managenment infornation
required to nanage the Authentication Protocols defined by
Fi bre Channel’s FC SP specification.

This M B npodul e defines three tables:

- t11FcSpAuEntityTable is a table of Fibre Channel
entities that can be authenticated using FCSP' s
Aut henti cation Protocols.

- t11FcSpAul fStat Table is a table with one row for each
mappi ng of an Authentication entity onto an interface,
containing statistics infornation.

- t11FcSpAuRej ect Table is a table of volatile information
about FC-SP Aut hentication Protocol transactions
that were nost recently rejected.

Copyright (C The IETF Trust (2008). This version

of this MB nodule is part of RFC 5324; see the RFC

itself for full |egal notices."
REVI SI ON "200808200000Z"
DESCRI PTI ON

"Initial version of this MB nodul e, published as RFC 5324."
c:={ mb-2 176 }

t 11FcSpAuM BNot i fi cati ons

OBJECT | DENTI FI ER : :
t 11FcSpAuM Bhj ect s

OBJECT | DENTI FI ER ::
t 11FcSpAuM BConf or mance

OBJECT | DENTI FI ER : :

{ t11FcSpAut henticationMB 0 }

{ t11lFcSpAuthenticationMB 1 }

{ t11lFcSpAut henticationMB 2 }
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t 11FcSpAuM Bl dentiti es
OBJECT IDENTIFIER ::= { t11lFcSpAuthenticationMB 3 }

-- ODs defined for use as val ues of t11FcSpAuServer Prot ocol

t 11FcSpAuSer ver Pr ot ocol Radi us OBJECT- | DENTI TY

STATUS current

DESCRI PTI ON
"This ODidentifies RADIUS as the protocol used
to communicate with an External Server as part of
the process by which identities are verified.
In this case, information about the RADI US Servers
is likely to be provided in radi usAut hServer Ext Tabl e
defined in the RADI US- AUTH CLI ENT-M B. "

REFERENCE
"radi usAut hSer ver Ext Tabl e in ' RADI US Aut henti cation

Cient MB, RFC 4668, August 2006."
:={ t1lFcSpAuM Bl dentities 1 }

t 11FcSpAuSer ver Pr ot ocol Di anet er OBJECT- | DENTI TY

STATUS current

DESCRI PTI ON
"This ODidentifies Dianeter as the protocol used
to comuni cate with an External Server as part of
the process by which identities are verified."

REFERENCE
"RFC 3588, Septenber 2003."

c:={ t1lFcSpAuM Bl dentities 2 }

t 11FcSpAuSer ver Pr ot ocol Tacacs OBJECT- | DENTI TY

STATUS current

DESCRI PTI ON
"This ODidentifies TACACS as the protocol used
to communicate with an External Server as part of
the process by which identities are verified."

REFERENCE
"RFC 1492, July 1993."

::={ tl1lFcSpAuM Bl dentities 3 }

-- Configuration for the Authentication Protocols

t 11FcSpAuEnti t yTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF T11FcSpAuEntityEntry
MAX- ACCESS not - accessi bl e
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STATUS current

DESCRI PTI ON
"A table of Fibre Channel entities that can be authenticated
usi ng FC-SP's Aut hentication Protocols.

The purpose of an FC-SP Authentication Protocol is to verify
that a clainmed nane is associated with the clainming entity.
The Authentication Protocols can be used to authenticate
Nx_Ports, B Ports, or Switches."
REFERENCE
"- ANSI | NCI TS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC SP),
February 2007, section 3.2.25."
c:={ t11FcSpAuM BObjects 1 }

t 11FcSpAuENt i t yEntry OBJECT- TYPE

SYNTAX T11FcSpAuEntityEntry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"Information about the configuration and capabilities of an
FC-SP entity (which is managed within the Fi bre Channel
managenent instance identified by fcm nstancel ndex) on a
particular Fabric with respect to FC-SP's Authentication
Protocol s."

I NDEX { fcm nstancel ndex, t11FcSpAuEntityName,

t 11FcSpAuFabri cl ndex }
::={ t1lFcSpAuEntityTable 1 }

T11FcSpAuEntityEntry ::= SEQUENCE {
t 11FcSpAuEnti t yNane FcNanel dOr Zer o,
t 11FcSpAuFabri cl ndex T11Fabri cl ndex,
t 11FcSpAuSer ver Pr ot ocol Aut ononousType,
-- Config paraneters
t 11FcSpAuSt or ageType St or ageType,
t 11FcSpAuSendRej Not i f yEnabl e Tr ut hVal ue,
t 11FcSpAuRcvRej Not i f yEnabl e Tr ut hVal ue,
t 11FcSpAuDef aul tLi feti me T11FcSpLifetimelLeft,
t 11FcSpAuDef aul tLi feti meUnits T11FcSpLifetinmeLeftUnits,
t 11FcSpAuRej ect MaxRows Unsi gned32,
-- Capabilities
t 11FcSpAuDhChapHashFuncti ons T11FcSpHashFuncti ons,
t 11FcSpAuDhChapbhGr oups T11FcSpDhG oups,
t 11FcSpAuFcapHashFuncti ons T11FcSpHashFuncti ons,
t 11FcSpAuFcapCert sSi gnFuncti ons T11FcSpSi gnFuncti ons,
t 11FcSpAuFcapbDhG oups T11FcSpDhG oups,
t 11FcSpAuFcpapHashFuncti ons T11FcSpHashFuncti ons,
t 11FcSpAuFcpapbDhGr oups T11FcSpDhGr oups
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}
t 11FcSpAuEnti t yNane OBJECT- TYPE
SYNTAX FcNarel dOr Zero (Sl ZE (8))
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The name used to identify the FG-SP entity.

For entities that are Fi bre Channel Switches, this value
corresponds to the Switch's value of fcnBwitchWW. For
entities other than Fibre Channel Switches, this value
corresponds to the value of fcnl nstanceWwwn for the
correspondi ng Fi bre Channel managenent instance.”
REFERENCE
"- ANSI | NCI TS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC- SP),
February 2007, section 5.3.3.
- fcm nstanceWwwn & fcnbwi t chVWAN,
" Fi bre Channel Management M B, RFC 4044, May 2005."
c:={ t11FcSpAuEntityEntry 1 }

t 11FcSpAuFabri cl ndex OBJECT- TYPE

SYNTAX T11Fabri cl ndex
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"An index value that uniquely identifies a
particular Fabric to which the entity is attached."
c:={ t1lFcSpAuEntityEntry 2 }

t 11FcSpAuSer ver Prot ocol OBJECT- TYPE

SYNTAX Aut ononousType
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The protocol, if any, used by the entity to comunicate

with a third party (i.e., an External Server) as part of
the process by which it verifies DH CHAP responses. For
exanple, if the entity is using an external RADI US server
to verify DH CHAP responses, then this object will have

the val ue t 11FcSpAuSer ver Prot ocol Radi us.

The val ue, zeroDotZero, is used to indicate that no
protocol is being used to conmunicate with a third
party to verify DH CHAP responses.

When no protocol is being used, or if the third party is

De Santi, et al. St andards Track [ Page 37]



RFC 5324 MB for FC SP Sept enber

unreachabl e via the specified protocol, then locally
configured information (if any) may be used instead."
c:={ t11FcSpAuEntityEntry 3 }

t 11FcSpAuSt or ageType OBJECT- TYPE

SYNTAX St or ageType
MAX- ACCESS read-write
STATUS current
DESCRI PTI ON

"This object specifies the nenory realization of
configuration information related to an FC SP
Entity on a particular Fabric: specifically, for
M B objects in the row containing this object.

Even if an instance of this object has the val ue

"permanent (4)’, none of the information in the

corresponding row of this table needs to be witable."
c:={ t1lFcSpAuEntityEntry 4 }

t 11FcSpAuSendRej Not i f yEnabl e OBJECT- TYPE

SYNTAX Trut hVal ue

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"An indication of whether or not the entity should issue
t 11FcSpAuRej ect Sent Noti fy noti ficati ons when sendi ng
AUTH Rej ect/ SWRIT/LS RJT to reject an AUTH nessage.

If the value of the object is "true’', then this type of
notification is generated. |If the value is 'false’,
this type of notification is not generated."

DEFVAL { false }

c:={ t11FcSpAuEntityEntry 5 }

t 11FcSpAuRcvRej Noti f yEnabl e OBJECT- TYPE
SYNTAX Tr ut hval ue
MAX- ACCESS read-write
STATUS current
DESCRI PTI ON

"An indication of whether or not the entity should issue

t 11FcSpAuRej ect Recei vedNoti fy notifications on the receipt

of AUTH Rej ect/SWRIT/LS RIT nessages.

If the value of the object is "true’, then this type of
notification is generated. |If the value is 'false’,
this type of notification is not generated."

DEFVAL { false }

c:={ t1lFcSpAuEntityEntry 6 }

2008
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t 11FcSpAuDef aul t Li feti me OBJECT- TYPE

SYNTAX T11FcSpLifeti melLeft
MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON

"When the value of this object is non-zero, it specifies the
default value of a lifetine, specified in units given by

the correspondi ng i nstance of t11FcSpAuDefaul tLifetimeUnits.
This default lifetine is to be used for any Security

Associ ation that has no explicitly specified value for its
lifetime.

An SA's lifetime is either the tine interval or the nunber
of passed bytes, after which the SA has to be termn nated and
(if necessary) replaced with a new SA

If this object is zero, then there is no default value for
lifetine."
DEFVAL { 28800 } -- 8 hours (in units of seconds)
c:={ t11FcSpAuEntityEntry 7 }

t 11FcSpAuDef aul t Li feti meUnits OBJECT- TYPE

SYNTAX T1l1lFcSpLifetineLeftUnits
MAX- ACCESS read-write

STATUS current

DESCRI PTI ON

"The units in which the value of the correspondi ng
i nstance of t11FcSpAuDefaultLifetinme specifies a
default lifetine for a Security Association that has
no explicitly-specified value for its lifetinme."
DEFVAL { seconds }
c:={ t11FcSpAuEntityEntry 8 }

t 11FcSpAuRej ect MaxRows OBJECT- TYPE

SYNTAX Unsi gned32 (0..1000)
MAX- ACCESS read-write

STATUS current

DESCRI PTI ON

"The maxi mum nunber of rows in the t11FcSpAuReject Table for
this entity on this Fabric. [If and when an AUTH nessage is
rejected, and the t11FcSpAuRej ect Tabl e already contains this
maxi mum nunber of rows for the specific entity and Fabric,
the row containing the oldest information is discarded and
repl aced by a row containing informati on about the new
rejection.

There will be less than this maxi mum nunber of rows in
the t 11FcSpAuRej ect Tabl e in exceptional circunstances,
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e.g., after an agent restart.

In an inplementation that does not support the
t 11FcSpAuRej ect Tabl e, this object will always be zero."
c:={ t11FcSpAuEntityEntry 9 }

t 11FcSpAuDhChapHashFunct i ons OBJECT- TYPE

SYNTAX T11FcSpHashFuncti ons

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The hash functions that the entity supports when using
the DH CHAP al gorithm ™"

c:={ t11FcSpAuEntityEntry 10 }

t 11FcSpAuDhChapbhGr oups OBJECT- TYPE

SYNTAX T11FcSpDhG oups

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON
"The DH Groups that the entity supports when using the
DH CHAP al gorithmin FC SP."

::={ t1lFcSpAuEntityEntry 11 }

t 11FcSpAuFcapHashFuncti ons OBJECT- TYPE
SYNTAX T11FcSpHashFuncti ons
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The hash functions that the entity supports when
specified as Protocol Paraneters in the AUTH Negotiate
message for FCAP in FC SP."
REFERENCE
"- ANSI | NCI TS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC- SP),
February 2007, section 5.5.2.1 and table 28."
c:={ t1lFcSpAuEntityEntry 12 }

t 11FcSpAuFcapCert sSi gnFuncti ons OBJECT- TYPE
SYNTAX T11FcSpSi gnFuncti ons
MAX- ACCESS r ead- onl y
STATUS current
DESCRI PTI ON
"The signature functions used within certificates that
the entity supports when using FCAP in FC- SP."
REFERENCE
"- ANSI |INCITS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC SP),
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February 2007, section 5.5.4.2 and tables 38 & 39."
c:={ t11FcSpAuEntityEntry 13 }

t 11FcSpAuFcapbDhG oups OBJECT- TYPE

SYNTAX T11FcSpDhGr oups

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON
"The DH Groups that the entity supports when using the
FCAP al gorithmin FC SP."

::={ t1lFcSpAuEntityEntry 14 }

t 11FcSpAuFcpapHashFuncti ons OBJECT- TYPE

SYNTAX T11FcSpHashFuncti ons

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The hash functions that the entity supports when using
the FCPAP al gorithmin FC SP."

c:={ t11lFcSpAuEntityEntry 15 }

t 11FcSpAuFcpapbDhG oups OBJECT- TYPE

SYNTAX T11FcSpDhGr oups

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON
"The DH Groups that the entity supports when using the
FCPAP al gorithmin FC SP."

::={ t11lFcSpAuEntityEntry 16 }

-- The Mapping of Authentication Entities onto Interfaces
-- and Statistics

t 11FcSpAul f St at Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF T11FcSpAul fStatEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

2008

"Each FC-SP Authentication entity can operate on one or nore
interfaces, but at nost one of them can operate on each
interface. Arowin this table exists for each interface

to each Fabric on which each Authentication entity operates.

The objects within this table contain statistics information
related to FC-SP's Authentication Protocols."
c:={ t11FcSpAuM BObjects 2 }
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t 11FcSpAul f St at Entry OBJECT- TYPE

SYNTAX T11FcSpAul f Stat Entry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"A set of Authentication Protocols statistics for an FC SP
Aut hentication entity (identified by t11FcSpAuEntityNanme) on
one of its interfaces to a particular Fabric, which is
managed within the Fi bre Channel nanagenent instance
identified by fcnlnstancel ndex. "
I NDEX { fcm nstancel ndex, t11FcSpAuEntityNamne,
t 11FcSpAul f St at | nt er f acel ndex,
t 11FcSpAul f St at Fabri cl ndex }
c:={ t11lFcSpAul f Stat Table 1 }

T11FcSpAul f Stat Entry ::= SEQUENCE {
t 11FcSpAul f St at | nt er f acel ndex I nt erfacel ndex,
t 11FcSpAul f St at Fabri cl ndex T11lFabri cl ndex,
t 11FcSpAul f St at Ti neout s Count er 32,
t 11FcSpAul f St at | nAccept edMsgs Count er 32,

t 11FcSpAul f St at | nLsSwRej ect edMsgs Count er 32,
t 11FcSpAul f St at | nAut hRej ect edMsgs Count er 32,
t 11FcSpAul f St at Qut Accept edMsgs Count er 32,
t 11FcSpAul f St at Qut LsSwRej ect edMsgs Count er 32,
t 11FcSpAul f St at Qut Aut hRej ect edMsgs Count er 32

}
t 11FcSpAul f St at | nt erf acel ndex OBJECT- TYPE
SYNTAX I nterfacel ndex
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The interface on which the FC-SP Authentication entity
operates and for which the statistics are collected."”
c:={ t1lFcSpAulfStatEntry 1 }

t 11FcSpAul f St at Fabri cl ndex OBJECT- TYPE

SYNTAX T11Fabri cl ndex
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"An index value identifying the particular Fabric for
which the statistics are collected.”
c:={ t1lFcSpAul fStatEntry 2 }

t 11FcSpAul f St at Ti meout s OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
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STATUS current

DESCRI PTI ON
"The nunmber of FC SP Authentication Protocol nmessages sent
by the particular entity on the particular Fabric on the
particular interface, for which no response was received
within a tineout period.

This counter has no discontinuities other than those
that all Counter32's have when sysUpTi ne=0."
REFERENCE
"- ANSI | NCI TS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC SP),
February 2007, section 5.11."
c:={ t1lFcSpAul fStatEntry 3 }

t 11FcSpAul f St at | nAccept edMsgs OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunmber of FC- SP Aut hentication Protocol nessages
recei ved and accepted by the particular entity on the
particular Fabric on the particular interface.

This counter has no discontinuities other than those
that all Counter32's have when sysUpTi me=0."
REFERENCE
"- ANSI | NCI TS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC- SP),
February 2007, section 5.1."
c:={ t1llFcSpAulfStatEntry 4 }

t 11FcSpAul f St at | nLsSwRej ect edMsgs OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The number of FC- SP Aut hentication Protocol nessages
received by the particular entity on the particular Fabric
on the particular interface, and rejected by a | ower-I|evel
(SWRJT or LS RIT) reject.

This counter has no discontinuities other than those
that all Counter32's have when sysUpTi me=0."
REFERENCE
"- ANSI | NCI TS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC SP),
February 2007, section 5.1."
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c:={ tl1llFcSpAulfStatEntry 5 }

t 11FcSpAul f St at | nAut hRej ect edMsgs OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The number of FC- SP Aut hentication Protocol nessages
received by the particular entity on the particular Fabric
on the particular interface, and rejected by an AUTH Rej ect
nessage.

This counter has no discontinuities other than those
that all Counter32's have when sysUpTi me=0."
REFERENCE
"- ANSI | NCI TS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC- SP),
February 2007, section 5.1."
c:={ t1llFcSpAulfStatEntry 6 }

t 11FcSpAul f St at Qut Accept edMsgs OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of FC SP Authentication Protocol nmessages sent
by the particular entity on the particular Fabric on the
particular interface, which were accepted by the

nei ghboring entity, i.e., not rejected by an AUTH Rej ect
message, nor by a lower-level (SWRIJT or LS RIT) reject.

This counter has no discontinuities other than those
that all Counter32' s have when sysUpTi ne=0."
REFERENCE
"- ANSI | NCI TS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC SP),
February 2007, section 5.1."
c:={ t1lFcSpAul fStatEntry 7 }

t 11FcSpAul f St at Qut LsSwRej ect edMsgs OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunmber of FC SP Authentication Protocol nmessages sent
by the particular entity on the particular Fabric on the
particular interface, which were rejected by a | ower-1evel
(SWRJT or LS RIT) reject.
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Thi s counter has no discontinuities other than those
that all Counter32's have when sysUpTi me=0."
REFERENCE
"- ANSI | NCI TS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC- SP),
February 2007, section 5.1."
c:={ t1llFcSpAulfStatEntry 8 }

t 11FcSpAul f St at Qut Aut hRej ect edMsgs OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of FC SP Authentication Protocol nmessages sent
by the particular entity on the particular Fabric on the
particular interface, which were rejected by an

AUTH Rej ect nessage.

This counter has no discontinuities other than those
that all Counter32's have when sysUpTi ne=0."
REFERENCE
"- ANSI | NCI TS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC- SP),
February 2007, section 5.1."
c:={ tl1llFcSpAulfStatEntry 9 }

-- Information about Authentication Protocol Transactions
-- which were recently rejected

t 11FcSpAuRej ect Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF T1l1FcSpAuRej ectEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A table of volatile information about FC SP Aut hentication
Protocol transactions that were recently rejected with
an AUTH Rej ect message, or with an SWRIT/LS RIJT.

The nmaxi mum nunber of rows in this table for a specific
entity on a specific Fabric is given by the value of the
correspondi ng i nstance of t11FcSpAuRej ect MaxRows.

The syntax of t11FcSpAuRej Ti mestanp i s Ti meStanp, and thus
its value rolls over to zero after approxi mately 497 days.
To avoid any confusion due to such a rollover, rows should
be deleted fromthis table before they are 497 days ol d.
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This table will be enpty if no AUTH Rej ect nessages,
nor any SWRIT/LS RIT's rejecting an AUTH nmessage,
have been sent or received since the |ast
re-initialization of the agent."

::={ t11FcSpAuM BObj ects 3 }

t 11FcSpAuRej ect Entry OBJECT- TYPE

SYNTAX T11FcSpAuRej ect Entry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"Informati on about one AUTH nessage (either an
AUTH ELS or an AUTH ILS) that was rejected with an
AUTH Rej ect, SWRIT or LS RIT nessage, sent/received by
the entity identified by values of fcm nstancel ndex and
t 11FcSpAuEntityNanme, on an interface to a particul ar
Fabric."
I NDEX { fcm nstancel ndex, t11FcSpAuEntityNamne,
t 11FcSpAuRej I nt er f acel ndex, t11FcSpAuRej Fabri cl ndex,
t 11FcSpAuRej Ti nest anp }
::={ t11FcSpAuRejectTable 1 }

T11FcSpAuRej ect Entry ::= SEQUENCE {
t 11FcSpAuRej | nt er f acel ndex I nt erfacel ndex,
t 11FcSpAuRej Fabri cl ndex T11Fabri cl ndex,
t 11FcSpAuRej Ti nest anp Ti meSt anp,
t 11FcSpAuRej Directi on | NTECER,
t 11FcSpAuRej Type I NTEGER
t 11FcSpAuRej Aut hMsgStri ng OCTET STRI NG
t 11FcSpAuRej ReasonCode T11FcSpAut hRej ect ReasonCode,
t 11FcSpAuRej ReasonCodeExp T11FcSpAut hRej ReasonCodeExp
}
t 11FcSpAuRej | nt er f acel ndex OBJECT- TYPE
SYNTAX I nterfacel ndex
MAX- ACCESS not -accessi bl e
STATUS current
DESCRI PTI ON

"The interface on which the rejected AUTH nessage was
sent or received."
::={ t1lFcSpAuRejectEntry 1 }

t 11FcSpAuRej Fabri cl ndex OBJECT- TYPE

SYNTAX T11Fabri cl ndex
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"An index value identifying the particular Fabric on
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which the rejected AUTH nessage was sent or received."
c:={ t1lFcSpAuRejectEntry 2 }

t 11FcSpAuRej Ti mest anp OBJECT- TYPE

SYNTAX Ti meSt anp
MAX- ACCESS not -accessi bl e
STATUS current
DESCRI PTI ON
"The time at which the AUTH nmessage was rejected. If two

rows have the sane value of this object for the sane

entity on the sane interface and Fabric, the val ue of

this object for the later one is incremented by one."
c:={ t1lFcSpAuRejectEntry 3 }

t 11FcSpAuRej Di recti on OBJECT- TYPE

SYNTAX I NTEGCER { sent (1), received(2) }
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"An indication of whether the rejection was sent or
received by the identified entity.

The val ue "sent (1)’ corresponds to a notification of
type t 11FcSpAuRej ect Sent Noti fy; the value 'received(2)’
corresponds to t11FcSpAuRej ect Recei vedNotify."

c:={ t1lFcSpAuRejectEntry 4 }

t 11FcSpAuRej Type OBJECT- TYPE

SYNTAX | NTECER ({
aut hRej ect (1),
swR t(2),
I sRjt(3)
}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"An indication of whether the rejection was an
AUTH Rej ect, an SWRIJT or an LS RIT."
::={ t11lFcSpAuRejectEntry 5 }

t 11FcSpAuRej Aut hMsgSt ri ng OBJECT- TYPE

SYNTAX OCTET STRING (' SI ZE(O. . 255))
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The binary content of the AUTH nessage that was
rejected, formatted as an octet string (in network
byte order) containing the content of the nmessage.
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If the binary content is unavail able, then the
length is zero. Oherwise, the first octet of the
message identifies the type of message:

90’ h - an AUTH ELS, see Table 6 in FC SP,
"40'h - an AUTH ILS, see Table 3 in FC SP, or
"41'h - an B_AUTH ILS, see Table 5 in FC SP.

and the remai nder of the nmessage may be truncated.”
REFERENCE
"- ANSI I NCITS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC SP),
February 2007, Tables 3, 5 and 6."
::={ t1lFcSpAuRejectEntry 6 }

t 11FcSpAuRej ReasonCode OBJECT- TYPE
SYNTAX T11FcSpAut hRej ect ReasonCode
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The reason code with which this AUTH nessage was
rejected.”
REFERENCE
"- ANSI INCITS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC SP),
February 2007, Table 17, 48, 52."
c:={ t11lFcSpAuRejectEntry 7 }

t 11FcSpAuRej ReasonCodeExp OBJECT- TYPE

SYNTAX T11FcSpAut hRej ReasonCodeExp
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The reason code explanation with which this AUTH
nmessage was rejected.”
REFERENCE
"- ANSI INCITS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC SP),
February 2007, Table 17, 48, 52."
::={ t11FcSpAuRej ectEntry 8 }

-- Notifications

t 11FcSpAuRej ect Sent Noti fy NOTI FI CATI ON- TYPE
OBJECTS { tl1lilFaniocal Swit chVWwn,
t 11FcSpAuRej Aut hMsgStri ng,
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t 11FcSpAuRej Type,
t 11FcSpAuRej ReasonCode,
t 11FcSpAuRej ReasonCodeExp }
STATUS current
DESCRI PTI ON
"This notification indicates that a Switch (identified
by the value of tllFamlocal SwitchWwm) has sent a reject
message of the type indicated by t11FcSpAuRej Type in
response to an AUTH nessage.

The content of the rejected AUTH nessage is given by the

val ue of t11FcSpAuRej Aut hMsgString. The values of the

Reason Code and Reason Code Expl anation in the

AUTH Rej ect/ SWRIT/LS RIT are indicated by the val ues of

t 11FcSpAuRej ReasonCode and t 11FcSpAuRej ReasonCodeExp. "
::={ t11FcSpAuM BNotifications 1 }

t 11FcSpAuRej ect Recei vedNot i fy NOTI FI CATI ON- TYPE
OBJECTS { tl1lilFaniocal Swit chVWwn,
t 11FcSpAuRej Aut hMsgSt ri ng,
t 11FcSpAuRej Type,
t 11FcSpAuRej ReasonCode,
t 11FcSpAuRej ReasonCodeExp }
STATUS current
DESCRI PTI ON
"This notification indicates that a Switch (identified
by the value of tllFamlLocal SwitchWw) has received a
rej ect nessage of the type indicated by t11FcSpAuRej Type
in response to an AUTH nessage.

The content of the rejected AUTH nessage is given by the

val ue of t11FcSpAuRej Aut hMsgString. The val ues of the

Reason Code and Reason Code Expl anation in the

AUTH Rej ect/ SWRIT/LS RJT are indicated by the val ues of

t 11FcSpAuRej ReasonCode and t 11FcSpAuRej ReasonCodeExp. "
c:={ t11FcSpAuM BNotifications 2 }

-- Conformance

t 11FcSpAuM BConpl i ances
OBJECT | DENTI FI ER : :

{ t11FcSpAuM BConformance 1 }

t 11FcSpAuM BG oups
OBJECT IDENTIFIER ::= { t11lFcSpAuM BConformance 2 }

t 11FcSpAuM BConpl i ance MODULE- COVPLI ANCE
STATUS current
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DESCRI PTI ON
"The compliance statenment for entities that
i mpl ement one or nore of the Authentication Protocols
defined in FC SP."

MODULE -- this nodul e
MANDATORY- GROUPS { t 11FcSpAuCener al Group,
t 11FcSpAuRej ect edGr oup,
t 11FcSpAuNot i fi cati onG oup }

GROUP t 11FcSpAul f St at sGroup

DESCRI PTI ON
"These counters, of particular FC SP nessages and
events, are mandatory only for those systens that
count such nmessages/events.”

-- Wite access is not required for any objects in this MB nodul e:

OBJECT t 11FcSpAuSt or ageType
M N- ACCESS r ead-only
DESCRI PTI ON

"Wite access is not required.”
OBJECT t 11FcSpAuSendRej Not i f yEnabl e
M N- ACCESS r ead-only
DESCRI PTI ON

"Wite access is not required.”
OBJECT t 11FcSpAuRcvRej Not i f yEnabl e
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT t 11FcSpAuDef aul tLi feti nme
M N- ACCESS r ead-only
DESCRI PTI ON

"Wite access is not required."
OBJECT t 11FcSpAuDef aul tLi feti meUnits
M N- ACCESS r ead-only
DESCRI PTI ON

"Wite access is not required."
OBJECT t 11FcSpAuRej ect MaxRows
M N- ACCESS r ead-only
DESCRI PTI ON

"Wite access is not required.”
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::={ t1lFcSpAuM BConpliances 1 }
-- Units of Conformance

t 11FcSpAuGener al G- oup OBJECT- GROUP
OBJECTS { t1l1lFcSpAuServer Protocol,
t 11FcSpAuSt or ageType,
t 11FcSpAuSendRej Not i f yEnabl e,
t 11FcSpAuRcvRej Not i f yEnabl e,
t 11FcSpAuDef aul tLi feti nme,
t 11FcSpAuDef aul tLi feti meUnits,
t 11FcSpAuRej ect MaxRows,
t 11FcSpAuDhChapHashFuncti ons,
t 11Fc SpAuDhChapbhGr oups,
t 11FcSpAuFcapHashFuncti ons,
t 11FcSpAuFcapCert sSi gnFuncti ons,
t 11FcSpAuFcapbhG oups,
t 11FcSpAuFcpapHashFuncti ons,
t 11FcSpAuFcpapbDhG oups,
t 11FcSpAul f St at Ti meout s }
STATUS  current
DESCRI PTI ON
"A collection of objects for the capabilities and
configuration paraneters of FC-SP's Authentication
Protocols. The inclusion of t1l1FcSpAulfStatTi meouts
in this group provides information on mappi ngs of
Aut hentication entities onto interfaces."
::={ t11FcSpAuM BG oups 1 }

t 11FcSpAul f St at sGroup OBJECT- GROUP
OBJECTS { t1ll1lFcSpAulfStatlnAccept edMsgs,
t 11FcSpAul f St at | nLsSwRej ect edMsgs,
t 11FcSpAul f St at | nAut hRej ect edMsgs,
t 11FcSpAul f St at Qut Accept edMsgs,
t 11FcSpAul f St at Qut LsSwRej ect edMsgs,
t 11FcSpAul f St at Qut Aut hRej ect edMsgs }
STATUS  current
DESCRI PTI ON
"A collection of objects for nonitoring the
operations of FC-SP's Authentication Protocols."
::={ t11FcSpAuM BG oups 2 }

t 11FcSpAuRej ect edG oup OBJECT- GROUP
OBJECTS { t11FcSpAuRejDirection,
t 11FcSpAuRej Type,
t 11FcSpAuRej Aut hMsgSt ri ng,
t 11FcSpAuRej ReasonCode,
t 11FcSpAuRej ReasonCodeExp }
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STATUS current
DESCRI PTI ON

Sept enber 2008

"A collection of objects holding information concerning
FC- SP Aut hentication Protocol transactions that were

recently rejected with an AUTH Rej ect,

or with an LS RJT."
c:={ t1lFcSpAuM BG oups 3 }

t 11FcSpAuNot i fi cati onGroup NOTI FI CATI ON- GROUP
NOTI FI CATI ONS  { t 11FcSpAuRej ect Sent Not i fy,

t 11FcSpAuRej ect Recei vedNoti fy }

STATUS current
DESCRI PTI ON

with an SWRIJT,

"A collection of notifications for use in the managenent

of FC-SP's Authentication Protocols."”
::={ t11FcSpAuM BG oups 4 }

END

6.3. The T11-FC SP-ZONI NG M B Mdul e

-- FC-SP Zoni ng

T11-FCG-SP-ZONING M B DEFINITIONS ::= BEG N

I MPORTS

MODULE- | DENTI TY, OBJECT- TYPE,
NOTI FI CATI ON- TYPE, mi b- 2,
Count er 32

FROM SNMPv2- SM
Tr ut hVal ue FROM SNMPv2-TC
MODUL E- COVPLI ANCE, OBJECT- GROUP,
NOTI FI CATI ON- GROUP

FROM SNWVPv2- CONF
i flndex FROM | F-M B
t11ZsServerEntry,
t11ZsStatsEntry,
t11ZsNoti fyControl Entry,

t11ZsFabri cl ndex FROM T11- FC- ZONE- SERVER- M B

T11FcSpPol i cyHashVal ue,
T11FcSpPol i cyHashFor mat ,
T11FcSpHashCal cul ati onSt at us
FROM T11- FC- SP- TC- M B;

t 11FcSpZoni ngM B MODULE- | DENTI TY
LAST- UPDATED "200808200000Z"

De Santi, et al. St andards Track

EEEEEEEEEREEEEEEEREEEEEEREEEEEEEREEEEEEEREEEEEEEEEEEEEEEEEEE SRS SRR E SRS

[ RFC2578]
[ RFC2579]

[ RFC2580]

[ RFC2863]

[ RFC4936]

[ Page 52]



RFC 5324 M B for FC SP Sept enber 2008

ORGANI ZATION "This M B nodul e was devel oped t hrough the
coordi nated effort of two organizations:
T11 began the devel opnent and the I ETF (in
the I MBS Working Group) finished it."
CONTACT- | NFO
" Cl audi o DeSanti
Cisco Systens, Inc.
170 West Tasman Drive
San Jose, CA 95134 USA
EMai | : cds@i sco. com

Keith McC oghrie
Ci sco Systens, Inc.
170 West Tasman Drive
San Jose, CA 95134 USA
Emai | : kzm@i sco. cont
DESCRI PTI ON
"This M B nodul e specifies the extensions to the
T11- FC- ZONE- SERVER- M B nodul e that are necessary for the
managenent of Fibre Channel’s FC- SP Zoni ng Servers, as
defined in the FC SP specification.

The persistence of values witten to these MB objects is
the sane as the persistence of the objects they extend,
i.e., it is given by the value of the relevant instance of
t 11ZsSer ver Dat abaseSt or ageType (defined in the

T11- FC- ZONE- SERVER- M B nodul e) .

Copyright (C The IETF Trust (2008). This version

of this MB nodule is part of RFC 5324; see the RFC

itself for full legal notices."
REVI SI ON " 2008082000002"
DESCRI PTI ON

"Initial version of this MB nodul e, published as RFC 5324."
i={ mb-2 177 }

t 11FcSpZsM BNot i fi cati ons OBJECT | DENTI FI ER : :
t 11FcSpZsM Bhj ect s OBJECT | DENTI FI ER :: t 11FcSpZoni ngM

t 11FcSpZoningM B 0 }

B1}

t 11FcSpZsM BConf or mance OBJECT IDENTIFIER ::= { t11lFcSpZoningMB 2 }
s 1}

s 2}

~

t 11FcSpZsConfiguration OBJECT IDENTIFIER ::= { t11FcSpZsM Bbj ect
t 11FcSpZsStati stics OBJECT IDENTIFIER ::= { t11lFcSpZsM BObj ect

-- Augnenting the table of Zone Servers

t 11FcSpZsSer ver Tabl e OBJECT- TYPE
SYNTAX SEQUENCE OF T11FcSpZsServerEntry

De Santi, et al. St andards Track [ Page 53]



RFC 5324 M B for FC SP Sept enber 2008

MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"A tabl e which provides FC- SP-specific information about
the Zone Servers on each Fabric in one or nbre Switches."
::={ t1llFcSpZsConfiguration 1 }

t 11FcSpZsServer Entry OBJECT- TYPE

SYNTAX T11FcSpZsServerEntry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"Each entry contains information rel evant to FC SP
for a particular Zone Server for a particular Fabric
on a particular Switch. The Fabric and Switch are
identified in the sane nanner as in tl1llZsServerEntry."
AUGMVMENTS { tl1lilZsServerEntry }
c:={ t1llFcSpZsServerTable 1 }

T11FcSpZsServer Entry ::= SEQUENCE {
t 11FcSpZsSer ver Capabi | i t yOhj ect BI TS
t 11FcSpZsSer ver Enabl ed Trut hval ue,

t 11FcSpZoneSet HashSt at us

t 11FcSpAct i veZoneSet HashType

t 11FcSpAct i veZoneSet Hash

t 11FcSpZoneSet Dat abaseHashType
t 11FcSpZoneSet Dat abaseHash

T11FcSpHashCal cul ati onSt at us,
T11FcSpPol i cyHashFor mat ,
T11FcSpPol i cyHashVal ue,
T11FcSpPol i cyHashFor mat ,
T11FcSpPol i cyHashVal ue

}

t 11FcSpZsSer ver Capabi | i t yOoj ect OBJECT- TYPE
SYNTAX BI TS {
f cSpZoni ng( 0)

}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Capabilities of the Zone Server for the particular Fabric
on the particular Switch, with respect to FC SP Zoni ng:

fcSpZoning -- set to 1 to indicate the Switch is
capabl e of supporting FC SP Zoni ng.
REFERENCE
"- ANSI I NCI TS 426-2007, T11/Project 1570-D
Fi bre Channel - Security Protocols (FC SP),
February 2007, Table 184."
::={ t1llFcSpZsServerEntry 1 }
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t 11FcSpZsSer ver Enabl ed OBJECT- TYPE

SYNTAX Tr ut hVval ue
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"Thi s object indicates whether the Zone Server for the
particular Fabric on the particular Switch, is operating in
FC- SP Zoni ng node. "
REFERENCE
"- ANSI I NCITS 426-2007, T11/Project 1570-D
Fi bre Channel - Security Protocols (FC- SP)
February 2007, Table 185."
c:={ tllFcSpZsServerEntry 2 }

t 11FcSpZoneSet HashSt at us OBJECT- TYPE

SYNTAX T11FcSpHashCal cul ati onSt at us
MAX- ACCESS read-write

STATUS current

DESCRI PTI ON

"When read, the value of this object is either:

correct -- the corresponding instances of both
t 11FcSpActi veZoneSet Hash and
t 11FcSpZoneSet Dat abaseHash cont ai n
the correct hash val ues; or

stale -- the correspondi ng i nstances of
t 11FcSpAct i veZoneSet Hash and
t 11FcSpZoneSet Dat abaseHash cont ain
stal e (possibly incorrect) val ues;

Witing a value of 'calculate’ is a request to re-calculate
and update the values of the correspondi ng i nstances of both
t 11FcSpActi veZoneSet Hash and t 11FcSpZoneSet Dat abaseHash
Witing a value of "correct’ or 'stale to this object

is an error (e.g., 'wongValue').

When the Active Zone Set and/or the Zone Set Database are
updated, it is common that multiple changes need to be made
at the sane tine. In such circunstances, the use of this
obj ect allows the hash values to be updated only once after
al |l changes, rather than repeatedly/after each individua
change.

I f and when the correspondi ng i nstance of

t 11ZsSer ver Dat abaseSt or ageType has the val ue ' permanent (4)’,
then if wite access is supported to any instance of a
read-write object in any row of any table governed by the
"permanent’ val ue of t11ZsServer DatabaseStorageType, then
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wite access to the correspondi ng i nstance of this object
must al so be supported.™
REFERENCE
"t 11ZsSer ver Dat abaseSt or ageType in
"Fi bre Channel Zone Server M B, RFC 4936, August 2007."
DEFVAL { stale }
c:={ tllFcSpZsServerEntry 3}

t 11FcSpAct i veZoneSet HashType OBJECT- TYPE

SYNTAX T11FcSpPol i cyHashFor mat
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The format used for the hash value contained in the
correspondi ng i nstance of t11FcSpActiveZoneSet Hash."
::={ t1lFcSpZsServerEntry 4 }

t 11FcSpActi veZoneSet Hash OBJECT- TYPE

SYNTAX T11FcSpPol i cyHashVal ue
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The val ue of the hash for the current Active Zone Set.
The format of this value is given by the corresponding
i nstance of t11FcSpActiveZoneSet HashType. "
REFERENCE
"- ANSI |INCITS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC SP),
February 2007, Table 187."
c:={ tllFcSpZsServerEntry 5}

t 11FcSpZoneSet Dat abaseHashType OBJECT- TYPE

SYNTAX T11FcSpPol i cyHashFor mat
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The format used for the hash value contained in the
correspondi ng i nstance of t11lFcSpZoneSet Dat abaseHash. "
c:={ t1lFcSpZsServerEntry 6 }

t 11FcSpZoneSet Dat abaseHash OBJECT- TYPE

SYNTAX T11FcSpPol i cyHashVal ue
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The val ue of the hash for the current Zone Set Database.
The format of this value is given by the corresponding
i nstance of t11FcSpZoneSet Dat abaseHashType. "
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REFERENCE
"- ANSI | NCI TS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC SP),
February 2007, Table 187."
::={ tl1lFcSpZsServerEntry 7 }

-- Additional Statistics for FC SP Zoni ng

t 11FcSpZsSt at sTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF T11FcSpZsStatsEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A table of statistics specific to FC-SP that are
mai nt ai ned by Zone Servers."
c:={ tllFcSpZsStatistics 1}

t11FcSpZsSt at sEntry OBJECT- TYPE

SYNTAX T11FcSpZsSt at sEntry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"A set of statistics specific to FCG-SP for a particul ar
Zone Server for a particular Fabric on a particular Switch.
The Fabric and Switch are identified in the sane manner as
in tllZsStatsEntry."

AUGMENTS { tlilZsStatsEntry }

::={ tllFcSpZsStatsTable 1 }

T11FcSpZsSt at sEntry :: = SEQUENCE {
t 11FcSpZsSPCM Tr equest sSent Count er 32,
t 11FcSpZsSPCM Tr equest sAccept ed Count er 32,
t 11FcSpZsSPCM Tr equest sRej ect ed Count er 32,

t 11FcSpZsZcpRequest sSent Count er 32,
t 11FcSpZsZcpRequest sAccept ed Count er 32,
t 11FcSpZsZcpRequest sRej ect ed Count er 32,
t 11FcSpZsZi r Request sAccept ed Count er 32,
t 11FcSpZsZi r Request sRej ect ed Count er 32
}
t 11FcSpZsSPCM Tr equest sSent  OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of SP Commit Zone Changes (SPCM T) operation
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requests sent by the Zone Server
This counter has no discontinuities other than those
that all Counter32's have when sysUpTi ne=0."

::={ tllFcSpZsStatsEntry 1 }

t 11FcSpZsSPCM Tr equest sAccept ed OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of SP Commit Zone Changes (SPCM T) operation
requests received and accepted by the Zone Server

This counter has no discontinuities other than those
that all Counter32's have when sysUpTi ne=0."
::={ tllFcSpZsStatsEntry 2 }

t 11FcSpZsSPCM Tr equest sRej ect ed OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The number of SP Commit Zone Changes (SPCM T) operation
requests received but rejected by the Zone Server

This counter has no discontinuities other than those
that all Counter32's have when sysUpTi ne=0."
::={ tllFcSpZsStatsEntry 3 }

t 11FcSpZsZcpRequest sSent OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of Zoni ng Check Protocol (ZCP) requests sent
by the Zone Server

This counter has no discontinuities other than those
that all Counter32's have when sysUpTi ne=0."
::={ tllFcSpZsStatsEntry 4 }

t 11FcSpZsZcpRequest sAccept ed OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

2008

"The nunber of Zoni ng Check Protocol (ZCP) requests received
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and accepted by the Zone Server.
This counter has no discontinuities other than those
that all Counter32's have when sysUpTi ne=0."

::={ tllFcSpZsStatsEntry 5 }

t 11FcSpZsZcpRequest sRej ect ed OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of Zoni ng Check Protocol (ZCP) requests received
but rejected by the Zone Server.

This counter has no discontinuities other than those
that all Counter32's have when sysUpTi ne=0."
::={ tl1llFcSpZsStatsEntry 6 }

t 11FcSpZsZi r Request sAccept ed OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of Zoning Information Request (ZIR) requests
recei ved and accepted by the Zone Server.

This counter has no discontinuities other than those
that all Counter32's have when sysUpTi ne=0."
::={ tllFcSpZsStatsEntry 7 }

t 11FcSpZsZi r Request sRej ect ed OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of Zoning Information Request (ZIR) requests
received but rejected by the Zone Server.

This counter has no discontinuities other than those
that all Counter32's have when sysUpTi ne=0."
::={ tllFcSpZsStatsEntry 8 }

-- Enable/Di sable for Notifications

t 11FcSpZsNot i f yControl Tabl e OBJECT- TYPE
SYNTAX SEQUENCE OF T11FcSpZsNotifyControl Entry
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MAX- ACCESS not-accessible

STATUS current

DESCRI PTI ON
"A table of control information for notifications
generated due to Zone Server events related to
FC- SP Zoni ng. "

c:={ tl1llFcSpZsConfiguration 2 }

t 11FcSpZsNoti fyControl Entry OBJECT- TYPE

SYNTAX T11FcSpZsNoti fyControl Entry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Bach entry is an augnmentation of the notification contro
information for a Zone Server for a particular Fabric on a
particular Switch. The Fabric and Switch are identified in
the sane manner as in t11ZsNotifyControl Entry."

AUGMENTS { t11ZsNotifyControl Entry }

:={ t11lFcSpZsNotifyControl Table 1 }

T11FcSpZsNotifyControl Entry ::= SEQUENCE ({
t 11FcSpZsNot i f yJoi nSuccessEnabl e Trut hval ue,
t 11FcSpZsNot i f yJoi nFai | ur eEnabl e Trut hval ue

}
t 11FcSpZsNot i f yJoi nSuccessEnabl e OBJECT- TYPE
SYNTAX Tr ut hVal ue
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"Thi s object specifies whether
t 11FcSpZsFabri cJoi nFai l ureNoti fy notifications should be
generated by the Zone Server for this Fabric.”

::={ t11lFcSpZsNotifyControl Entry 1 }

t 11FcSpZsNot i f yJoi nFai | ur eEnabl e OBJECT- TYPE

SYNTAX Tr ut hVval ue
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"Thi s object specifies whether
t 11FcSpZsFabri cJoi nSuccessNoti fy notifications should be
generated by the Zone Server for this Fabric."

c:={ t11FcSpZsNotifyControl Entry 2 }

-- Notifications
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t 11FcSpZsFabri cJoi nSuccessNoti fy NOTI FI CATI ON- TYPE

OBJECTS { iflndex, tl1lilZsFabriclndex }
STATUS current
DESCRI PTI ON

"This notification indicates that a Switch that is part

of one Fabric (indicated by the value of tl1lZsFabricl ndex)
has successfully joined (on the interface indicated by the
value of iflndex) with a Switch that is part of another
Fabri c.

If multiple Virtual Fabrics are configured on an interface,

and all are successfully joined at the same time, and if

the agent so chooses, then it can generate just one

notification in which tllZsFabriclndex has the val ue 4096."
:={ t11FcSpZsM BNotifications 1 }

t 11FcSpZsFabri cJoi nFai | ureNoti fy NOTI FI CATI ON- TYPE

OBJECTS { iflndex, tllZsFabriclndex }
STATUS current
DESCRI PTI ON

"This notification indicates that an E Port on the | oca
Switch has entered the Isolated state because a join
between two Fabrics failed. The failure occurred on the
| ocal Fabric indicated by the value of tllZsFabri cl ndex,
on the interface indicated by the value of iflndex.

If multiple Virtual Fabrics are configured on an interface,
and all have a failure to join at the sane tine, and if the
agent so chooses, then it can generate just one notification
in which tllZsFabriclndex has the val ue 4096."

c:={ t1lFcSpZsM BNotifications 2 }

-- Confor mance

t 11FcSpZsM BConpl i ances
OBJECT | DENTI FI ER ::
t 11FcSpZsM BGroups OBJECT | DENTI FI ER ::

{ t11FcSpZsM BConformance 1 }
{ t11FcSpZsM BConformance 2 }

t 11FcSpZsM BConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The compliance statenment for entities that
i mpl ement the extensions specified in FC-SP for
Fi bre Channel’s Zone Server."

MODULE -- this nodul e
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MANDATORY- GROUPS { t 11FcSpZsObj ect sG oup,
t 11FcSpZsNoti fi cati onContr ol G oup,
t 11FcSpZsNotifi cati onG oup }

GROUP t 11FcSpZsStati sticsG oup

DESCRI PTI ON
"These counters, containing Zone Server statistics,
are mandatory only for those systems that count
such events."

-- Wite access is not required for any objects in this MB nodul e:

OBJECT t 11FcSpZsSer ver Enabl ed
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required.”
OBJECT t 11FcSpZoneSet HashSt at us
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required.”
OBJECT t 11FcSpZsNot i f yJoi nSuccessEnabl e
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required."
OBJECT t 11FcSpZsNot i f yJoi nFai | ur eEnabl e
M N-ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
::={ t11FcSpZsM BConpl i ances 1 }
-- Units of Confornmance

t 11FcSpZsj ect sG oup OBJECT- GROUP
OBJECTS { t11lFcSpZsServer CapabilityQbject,

t 11FcSpZsSer ver Enabl ed,
t 11FcSpZoneSet HashSt at us,
t 11FcSpActi veZoneSet HashType,
t 11FcSpAct i veZoneSet Hash,
t 11FcSpZoneSet Dat abaseHashType,
t 11FcSpZoneSet Dat abaseHash

}
STATUS current

DESCRI PTI ON
"A collection of objects for Zone configuration
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i nformati on of a Zone Server capable of
operating in FC SP Zoni ng node. "
:={ t11FcSpZsM BG oups 1 }

t 11FcSpZsNoti fi cati onControl Goup OBJECT- GROUP
OBJECTS { t1ll1lFcSpZsNoti fyJoi nSuccessEnabl e,
t 11FcSpZsNot i f yJoi nFai | ur eEnabl e

}
STATUS current
DESCRI PTI ON
"A collection of notification control objects for
moni toring Zone Server failures specific to FGSP."
c:={ t1lFcSpZsM BG oups 2 }

t 11FcSpZsStati sti csG oup OBJECT- GROUP
OBJECTS { t11FcSpZsSPCM Trequest sSent,

t 11FcSpZsSPCM Tr equest sAccept ed,
t 11FcSpZsSPCM Tr equest sRej ect ed,
t 11FcSpZsZcpRequest sSent

t 11FcSpZsZcpRequest sAccept ed,

t 11FcSpZsZcpRequest sRej ect ed,

t 11FcSpZsZi r Request sAccept ed,

t 11FcSpZsZi r Request sRej ect ed

}
STATUS  current
DESCRI PTI ON
"A collection of objects for collecting Zone Server
statistics which are specific to FCSP."
::={ t11lFcSpZsM BG oups 3 }

t 11FcSpZsNoti fi cati onG oup NOTI FI CATI ON- GROUP
NOTI FI CATI ONS { t11FcSpZsFabri cJoi nSuccessNoti fy,
t 11FcSpZsFabri cJoi nFai | ureNoti fy
}

STATUS current
DESCRI PTI ON
"A collection of notification(s) for nonitoring
Zone Server events that are specific to FC SP."
:={ t11FcSpZsM BG oups 4 }

END
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6.4. The T11-FC SP-PCLI CY-M B Mbdul e

P o I R R R R R R S R O R R R R S I R R S S R R R I S

-- FC-SP Policy

T11-FC-SP-POLICY-M B DEFINITIONS ::= BEG N

| MPORTS
MODULE- | DENTI TY, OBJECT- TYPE, NOTI FI CATI ON- TYPE, mi b- 2,
Count er 32, Unsi gned32

FROM SNWPv2- SM -- [ RFC2578]
RowSt at us, StorageType, Ti neStanp,
Tr ut hval ue FROM SNMPv2- TC -- [ RFC2579]

MCODULE- COVPLI ANCE, OBJECT- GROUP,
NOT1 FI CATI ON- GROUP

FROM SNWVPv2- CONF -- [ RFC2580]
SnipAdmi nStri ng FROM SNWVP- FRAMEWORK- M B -- [ RFC3411]
I net Addr ess, | net Port Nunber,
| net Addr essType FROM | NET- ADDRESS- M B -- [ RFC4001]
f cml nst ancel ndex,
FcNanel dOr Zer o,
FcDorai nl dOr Zer o FROM FC- MGMT- M B -- [ RFC4044]
T11NsGs4Rej ect ReasonCode

FROM T11- FC- NAME- SERVER-M B -- [ RFC4438]
T11lFabri cl ndex FROM T11-TC-M B -- [ RFC4439]

T11FcSpAl phaNunNane,

T11FcSpAl phaNunNameOr Absent ,

T11FcSpPol i cyNane,

T11FcSpPol i cyNanmeType,

T11FcSpPol i cyhj ect Type,

T11FcSpPol i cyHashFor mat ,

T11FcSpPol i cyHashVal ue,

T11FcSpHashCal cul ati onSt at us FROM T11- FC- SP- TC- M B;

t 11FcSpPol i cyM B MODULE- | DENTI TY
LAST- UPDATED "200808200000Z"
ORGANI ZATION "This M B nodul e was devel oped t hrough the
coordi nated effort of two organizations:
T11l began the devel opment and the | ETF (in
the I MBS Working Group) finished it."
CONTACT- | NFO
" Cl audi o DeSanti
Ci sco Systens, Inc.
170 West Tasman Drive
San Jose, CA 95134 USA
EMai | : cds@i sco. com
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Keith McC oghrie

Cisco Systens, Inc.

170 West Tasnmn Drive
San Jose, CA 95134 USA
Emai |l : kzm@i sco. cont

DESCRI PTI ON

De Santi,

"This M B nodul e specifies the managenment information
required to nmanage Fabric Policies as defined by Fibre
Channel s FC- SP speci ficati on.

FC-SP uses the term’ Policy Objects’, sonetines abbreviated
to just 'ojects’, to refer to containers used to hold the
data by which Fabric Policies are specified/stored. This
obviously has the potential to cause confusion between
"Policy hjects’ and "M B objects’. The DESCRI PTIONs in
this MB nodul e attenpt to avoi d such confusion by the use
of different adjectives and capitalization, even though such
mechani sms are | ess effective when used in descriptors.

Sone types of Policy hjects contain multiple itens of

i nformati on, each of which are held in the sanme fornmat
within the Policy Object. 1In such cases, FC SP uses the
term’Entry’ to describe each instance of the conmon fornmat.
For exanple, FC-SP defines an Attribute Policy Object as
contai ning one or nore 'Attribute Entries’. Again, this MB
modul e attenpts to avoid confusion by the use of adjectives
and capitalization to distinguish an Entry within a Policy
oject froman entry within a MB table.

A Fabric’'s database of Policy ojects consists of a set of
active bjects that are to be enforced by that Fabric, as
wel |l as non-active Objects that are not enforced.
Operations defined (in FCGSP) for Policy Managenment are:

- Add/ Get/ Renpbve operations on individual non-active
Pol i cy Objects,

- Activate/Deactivate operations on a Policy Sumary
oj ect, and

- Get operations on the active Policy Summary Obj ect
and/ or on individual active Policy Objects.

This M B nodul e has five parts:

1) Active Policy bjects - read-only M B objects
representing the set of active Policy Objects for
each Fabric,

2) Activate/Deactivate Operations
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- aread-wite MB object to invoke an Activate
operation of the policies specified via a non-active
Policy Summary Object, and

- aread-wite MB object to invoke a Deactivate
operati on.

3) Non-active Policy bjects
- read-create MB objects to allow the creation of
non-active Policy Summary Objects (which reference
non-active Policy Objects), and
- read-create M B objects representing non-active
Pol i cy Objects.

4) Statistics
5) Control information and Notifications

Copyright (C) The IETF Trust (2008). This version

of this MB nodule is part of RFC 5324; see the RFC

itself for full legal notices.”
REVI SI ON "200808200000Z"
DESCRI PTI ON

"Initial version of this MB nodul e, published as RFC 5324."
:={ mb-2 178 }

t 11FcSpPoM BNot i fi cati ons OBJECT IDENTIFIER ::= { t11FcSpPolicyMB 0 }
t 11FcSpPoM Bbj ect s OBJECT IDENTIFIER ::= { t11FcSpPolicyMB 1 }
t 11FcSpPoM BConf or mance OBJECT IDENTIFIER ::={ t11lFcSpPolicyMB 2 }
t 11FcSpPoAct i ve OBJECT IDENTIFIER ::={ t11lFcSpPoM BObjects 1 }
t 11FcSpPoOper ati ons OBJECT IDENTIFIER ::= { t11FcSpPoM Bbj ects 2 }
t 11FcSpPoNonActi ve OBJECT IDENTIFIER ::= { t11FcSpPoM BObj ects 3 }
t 11FcSpPoSt ati stics OBJECT IDENTIFIER ::= { t11FcSpPoM BObj ects 4 }
t 11FcSpPoCont r ol OBJECT IDENTIFIER ::= { t11FcSpPoM BObj ects 5 }

-- Part 1 - Active Policy bjects

t 11FcSpPoTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF T11FcSpPoEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A table containing top-level information about active
FC-SP policies on various Fabrics."
::={ t1lFcSpPoActive 1}

t 11FcSpPoEnt ry OBJECT- TYPE
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SYNTAX T11FcSpPoEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"Each entry contains information about active FC SP policies

for a particular Fabric,

Channel managenent
I NDEX { fcm nstancel ndex,
::={ t1llFcSpPoTable 1 }

T11FcSpPoEntry ::= SEQUENCE ({
t 11FcSpPoFabri cl ndex
t 11FcSpPoPol i cy Summar yObj Nane
t 11FcSpPoAdni nFabri cName
t 11FcSpPoAct i vat edTi meSt anp

}

t 11FcSpPoFabri cl ndex OBJECT- TYPE
SYNTAX T11Fabri cl ndex
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"An i ndex val ue that uni
Fabric."
c:={ t1lFcSpPoEntry 1 }

managed as part of the Fibre

instance identified by fcm nstancel ndex. "
t 11FcSpPoFabri cl ndex }

T11lFabri cl ndex,
T11FcSpAl phaNunmNane,
FcNanmel dOr Zer o,

Ti meSt anp

quely identifies a particular

t 11FcSpPoPol i cy Summar yObj Name OBJECT- TYPE

SYNTAX
MAX- ACCESS
STATUS
DESCRI PTI ON

read-only
current

T11FcSpAl phaNunmNane

"The name of this Fabric’s (active) Policy Summary Object.”

REFERENCE
"- ANSI |INCI TS 426-2007,
Fi bre Channel -
February 2007,
c:={ t1lFcSpPoEntry 2 }

T11/ Project 1570-D

Security Protocols (FC SP)
section 7.1.3 and table 104."

t 11FcSpPoAdm nFabri cName OBJECT- TYPE

SYNTAX FcNarel dOr Zero (Sl ZE (8))
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The adm nistratively-specified name for this Fabric,

specified in the active
Thi s val ue i s neani ngful
in use in a Fabric (see

as
Switch Menbership List Object.

only when Static Domain_IDs are
FC-SW4). Static Domain _IDs are

adm nistratively enabled by a setting of the Switch Fl ags
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in each Switch Entry in the Switch Menbership List Object.
If Static Domain_IDs are not in use, this value mght be
' 0000000000000000’ h.

The t1lFankEnabl e, t11Fanfabri cNanme, and
t 11FanConfi gDomai nl dType objects defined in the
T11- FC- FABRI C- ADDR- MGR-M B nodul e are al so concerned with
the use of an adm nistratively-specified name for a Fabric
and Static Dormain_IDs. When FC-SP Policy is in use in a
Fabric, the values of tllFankEnable, tl1llFanfabricNanme, and
t 11FanConfi gDomai nl dType nust be read-only and reflect the
active Policy bjects. For exanple, the value of
t 11Fantabri cName nust reflect the val ue of
t 11FcSpPoAdni nFabri cName. "
REFERENCE
"- ANSI | NCI TS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC- SP),
February 2007, section 7.1.4.1 and table 108.
- Fibre Channel - Switch Fabric-4 (FC SW4),
ANSI INCITS 418-2006, April 2006, section 7.1.
- Fi bre Channel Fabric Address Manager M B, RFC 4439,
March 2006. "
::={ t1lFcSpPoEntry 3 }

t 11FcSpPoAct i vat edTi meSt anp OBJECT- TYPE

SYNTAX Ti meSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The val ue of sysUpTinme at which this Fabric's Policy
Sunmary hject was |ast activated, or zero if the same
Policy Summary Obj ect has been active since the |ast
restart of the nmanagement system”

::={ t11lFcSpPoEntry 4 }

-- The table of Policy Sunmary bjects

t 11FcSpPoSunmar yTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF T11FcSpPoSummaryEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A table of information about active Policy hjects listed
within FCG-SP Policy Sunmary hjects.”
::={ t1lFcSpPoActive 2 }
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t 11FcSpPoSummar yEnt ry OBJECT- TYPE

SYNTAX T11FcSpPoSummar yEntry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"Each entry contains informati on about one of the active
Policy Objects listed within the Policy Sunmary oject for
the Fabric identified by tl11FcSpPoFabriclndex and nanaged
within the Fibre Channel managenent instance identified by
f cm nst ancel ndex.

How many Policy Objects of a given type can be active at
any one time for a given Fabric depends on the type, as
specified in FC-SP. For sone types, it is one per Fabric;
for other types, nmore than one can be active per Fabric.
In both of these cases, the absence of any entries in this
table for a particular type is equivalent to there being one
Policy Object of that type that is enpty, e.g., a Switch
Menbership List Object that identifies zero Switches."
REFERENCE
"- ANSI | NCI TS 426-2007, T11/Project 1570-D
Fi bre Channel - Security Protocols (FC SP),
February 2007, section 7.1.3 and table 104."
INDEX { fcm nstancel ndex, t1lFcSpPoFabri cl ndex,
t 11FcSpPoSunmar yPol i cyNaneType,
t 11FcSpPoSunmar yPol i cyNane }
:={ t1lFcSpPoSumaryTable 1 }

T11FcSpPoSummar yEntry :: = SEQUENCE ({
t 11FcSpPoSunmar yPol i cyNaneType T11FcSpPol i cyNaneType,
t 11FcSpPoSunmar yPol i cyNane T11FcSpPol i cyName,
t 11FcSpPoSunmar yPol i cyType T11FcSpPol i cyhj ect Type,
t 11Fc SpPoSunmar yHashFor mat T11FcSpPol i cyHashFor mat ,
t 11FcSpPoSunmar yHashVal ue T11FcSpPol i cyHashVal ue
}
t 11FcSpPoSunmar yPol i cyNaneType OBJECT- TYPE
SYNTAX T11FcSpPol i cyNameType {
nodeNane(1),

al phaNumer i cNane(7)

}
MAX- ACCESS not -accessi bl e
STATUS current
DESCRI PTI ON
"The comnbi nation of t11FcSpPoSummaryPolicyNanmeType and
t 11FcSpPoSunmar yPol i cyNane specify the nanme of the Policy
oj ect contained in the Policy Sunmary bject.
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The type of nane is 'nodeName’ if the value of the

correspondi ng i nstance of t11FcSpPoSummaryPolicyType is

"switchConnectivity’, or 'al phaNunericNane’ otherw se.™
::={ t1lFcSpPoSummaryEntry 1 }

t 11FcSpPoSunmar yPol i cyNanme OBJECT- TYPE

SYNTAX T11FcSpPol i cyName
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"The conbi nation of t1l1FcSpPoSumaryPolicyNaneType and
t 11FcSpPoSunmar yPol i cyNane specify the name of the Policy
Obj ect contained in the Policy Summary Object.”

:={ t1lFcSpPoSummaryEntry 2 }

t 11FcSpPoSunmar yPol i cyType OBJECT- TYPE

SYNTAX T11FcSpPol i cyhj ect Type
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The 'Identifier’ that specifies the type of this
Policy Obhject."
REFERENCE
"- ANSI INCITS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC SP),
February 2007, section 7.1.3.1 and table 104."
:={ t1lFcSpPoSummaryEntry 3 }

t 11FcSpPoSunmar yHashFor mat OBJECT- TYPE

SYNTAX T11FcSpPol i cyHashFor mat
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The format of this Policy Object’s hash val ue as
contained in the corresponding i nstance of the
t 11FcSpPoSunmar yHashVal ue object."

::={ t1lFcSpPoSumaryEntry 4 }

t 11FcSpPoSunmar yHashVal ue OBJECT- TYPE

SYNTAX T11FcSpPol i cyHashVal ue
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The hash value of this Policy hject, in the format
identified by the correspondi ng i nstance of the
t 11FcSpPoSunmar yHashFor mat obj ect . "

::={ tl1lFcSpPoSumaryEntry 5 }
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-- Switch Entries in Active Switch Menbership List (bjects

t 11FcSpPoSwivenbTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF T11FcSpPoSwMenbEntry
MAX- ACCESS not-accessible
STATUS current
DESCRI PTI ON
"A table of Switch Entries in active Switch Menbership List
oj ect s.

One Switch Menmbership List Cbject is represented by all
of the rows of this table that have the sane val ues
of fcm nstancel ndex and t 11FcSpPoFabri cl ndex. "
REFERENCE
"- ANSI | NCI TS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC SP),
February 2007, section 7.1.4.1 and table 110."
c:={ t11FcSpPoActive 3}

t 11FcSpPoSwivenbEnt ry OBJECT- TYPE

SYNTAX T11FcSpPoSwiVenmbENt ry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"Each entry contains information about one Switch Entry
within the active Switch Menbership List Cbject for the
Fabric identified by t1lFcSpPoFabriclndex and managed
within the Fibre Channel managenent instance identified
by fcm nstancel ndex. "
I NDEX { fcm nstancel ndex, t11FcSpPoFabri cl ndex,
t 11FcSpPoSwivenbSwi t chNanmeType, t11FcSpPoSwivenbSwi t chNane }
::={ t1lFcSpPoSwienbTable 1 }

T11FcSpPoSwMvenbEnt ry :: = SEQUENCE {
t 11FcSpPoSwivermbSwi t chNanmeType T11FcSpPol i cyNameType,
t 11Fc SpPoSwivenbSwi t chName FcNarrel dOr Zer o,
t 11FcSpPoSwivenbSwi t chFl ags BI TS,
t 11FcSpPoSwivenbDonai nl D FcDomai nl dOr Zer o,

t 11FcSpPoSwivenbPol i cyDat aRol e | NTECER,
t 11FcSpPoSwivenbAut hBehavi our BI TS,

t 11FcSpPoSwivenbAt tri but e T11FcSpAl phaNunNanmeOr Absent
}
t 11FcSpPoSwivembSwi t chNaneType OBJECT- TYPE
SYNTAX T11FcSpPol i cyNanmeType {
nodeNane(1),
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restrict edNodeNane(2),
wi | dcard(5),
restrictedW | dcard(6)

}
MAX- ACCESS not -accessi bl e
STATUS current
DESCRI PTI ON
"If the value of this object is 'nodeNane’ or
"restrictedNodeNane’ , then the conbination of
this object and t 11FcSpPoSwivenbSwi t chNane specify the
Switch Nane of this Switch Entry.

The nenbership is restricted or unrestricted based on the
nane type. Restricted nenbership means that the Switch is
not allowed to be part of the Fabric unless allowed by a
specific Switch Connectivity Cbject. Unrestricted
menbership nmeans that the Switch is allowed to be part of
the Fabric unless disallowed by a specific Switch
Connectivity noject.

The values of "wildcard and 'restrictedWI!dcard provide
the nmeans to specify whether to allow deny nmenbership for
Switches not explicitly named in the Switch Menbership
Li st Object.”
REFERENCE
"- ANSI | NCI TS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC SP),
February 2007, section 7.1.4.1 and table 110."
= { t1lFcSpPoSwienbEntry 1 }

t 11FcSpPoSwivenmbSwi t chNarme OBJECT- TYPE

SYNTAX FcNarel dOr Zero (Sl ZE (8))
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"When the value of t11FcSpPoSwivenbSwi t chNaneType is
"wildcard’ or 'restrictedWldcard' , this object has the
val ue ' 0000000000000000’ h.

O herwi se, the conbination of t11FcSpPoSwivenbSwi t chNaneType
and this object specify the Switch Nane of this Switch
Entry."
REFERENCE
"- ANSI | NCI TS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC SP),
February 2007, section 7.1.4.1 and table 110."
= { t1lFcSpPoSwienbEntry 2 }
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t 11FcSpPoSwivenbSwi t chFl ags OBJECT- TYPE
SYNTAX BI TS {
st ati cDomai nl D(0) ,
i nsi stent Dormai nl D( 1),
seri al Port sAccess(2),
physi cal Port sAccess(3),
manager Rol e(4)

}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Configurable options in respect to the adm nistration
of Policy hjects at this Switch:

"staticDomai nl D - if this bit is set, the Switch
uses the 'Static Domain_| Ds behavior’ (as defined in
FC-SW4). This bit needs to have the sane setting for all
Switches in a Fabric’'s Switch Menbership List Object, or
el se the Fabric will partition. |If this bit is set, the
Domain_ID for the Switch is given by the correspondi ng
i nstance of t11FcSpPoSwivenbDomai nl D.

"insistent Domai nl D - if this bit is set, the
Switch uses the 'Insistent Domai n_|I D behavior’ (see
t 11FantConfi gDomai nl d of T11- FC- FABRI C- ADDR- MGR-M B), the
Domain_ID for the Switch is given by the correspondi ng
i nstance of t11FcSpPoSwivenbDomai nl D.

"serial Port sAccess’ - the Switch all ows nmanagenent
t hrough serial ports when and only when this bit is set.

" physi cal Port sAccess’ - the Switch all ows managenent
through the physical panel when and only when this bit
is set.

" manager Rol e’ - the Switch is allowed to change

the Fabric Policy configuration (on receipt of any of the
EACA, Enhanced Stage Fabric Configuration (ESFC), Enhanced
Update Fabric Configuration (EUFC), ACA, SFC, or UFC
SWILSs) if and only if this bit is set.

Whenever a Fabric has Active Policy Objects, the value of
the t11FamConfi gDomai nl dType object defined in the
T11- FC- FABRI C- ADDR- MGR- M B nodul e nmust be read-only and
reflect the values of the 'staticDomainl D and
"insistentDomainl D bits of this object.”

REFERENCE
"- ANSI | NCI TS 426-2007, T11/Project 1570-D,
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Fi bre Channel - Security Protocols (FC SP),
February 2007, section 7.1.4.1 and table 112.
- Fibre Channel - Switch Fabric-4 (FC SW4),
ANSI INCI TS 418-2006, April 2006, section 7.1.
- t11FanConfi gDomai nl dType, T11-FC FABRI C- ADDR- MGR- M B,
Fi bre Channel Fabric Address Manager M B, RFC 4439."
= { t1lFcSpPoSwiMenmbEntry 3 }

t 11FcSpPoSwivenbDonmai nl D OBJECT- TYPE

SYNTAX FcDomai nl dOr Zer o
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The specified Domain_I D val ue when either of the
"staticDomainlD or 'insistentDomainlD bits are set in
the correspondi ng i nstance of t11FcSpPoSwivenbSwi t chFl ags.

Whenever a Fabric has Active Policy Objects, the value
of the ti11FanConfi gDomai nld object defined in the
T11- FC- FABRI C- ADDR- MGR- M B nodul e rmust be read-only and
reflect the value of this object.”
REFERENCE
"- ANSI |INCITS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC SP),
February 2007, section 7.1.4.1 and tables 111 and 112.
- t11FanConfi gbDomai nld, T11- FC- FABRI C- ADDR- MGR- M B,
Fi bre Channel Fabric Address Manager M B, RFC 4439."
::={ t1lFcSpPoSwienbEntry 4 }

t 11FcSpPoSwivenbPol i cyDat aRol e OBJECT- TYPE
SYNTAX | NTEGER {
client(1),
aut ononous( 2),
server(3)

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The role of the Switch in terns of which Policy data
it retains/nmaintains:

"client’” - the Switch operates as a Cient Switch.
A Cdient Switch naintains its own Switch Connectivity
oj ect and all Fabric-wi de List Objects. |If FC SP
Zoning is used, a Cient Switch maintains only the
subset of the Active Zone Set that it requires to
enforce the current Fabric Zoning configuration.
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"autononpbus’ - the Switch operates as an Aut ononous
Switch. An Autononobus Switch nmaintains its own Switch
Connectivity Ooject and all Fabric-w de List Objects.
This is the sane as 'client’ except that if FC SP Zoning
is used, an Autononpbus Switch maintains a conplete copy
of the Fabric Zoning Database.

"server’ - the Switch operates as a Server Switch.
A Server Switch maintains all Fabric-w de List Objects
and the Switch Connectivity Objects of each Switch in
the Fabric. If FC-SP Zoning is used, a Server Switch
mai ntains a conpl ete copy of the Fabric Zoni ng Database."
REFERENCE
"- ANSI | NCI TS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC SP),
February 2007, section 7.1.4.1 and table 113."
= { t1lFcSpPoSwienbEntry 5 }

t 11FcSpPoSwivenbAut hBehavi our  OBJECT- TYPE
SYNTAX BI TS {
must Aut henti cat e(0),
rejectlsFailure(l)

}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The authentication behaviour of the Swi tch:

2008

"must Aut henticate’ - if this bit is set, all connections

between this Switch and nei ghbor Sw tches nust be
aut henti cat ed.

"rejectlsFailure’ - if this bit is set, the rejection of

an AUTH Negoti ate nessage nust be considered as an
authentication failure by this Switch."
REFERENCE
"- ANSI INCITS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC SP),
February 2007, section 7.1.4.1 and table 114."
::={ t1lFcSpPoSwienbEntry 6 }

t 11FcSpPoSwivenbAttri bute OBJECT-TYPE

SYNTAX T11FcSpAl phaNunNanmeOr Absent
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The name of an active Attribute Policy Object that is
defined for this Switch, or the zero-length string. The
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zero-length string indicates that no Attribute Policy
hject is defined for this Switch."

REFERENCE

"- ANSI |INCITS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC- SP),
February 2007, section 7.1.4.1 and table 110."

= { tl1lFcSpPoSwMenbEntry 7 }

-- Node Entries in Active Node Menbership List Objects

t 11FcSpPoNoMenbTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF T11FcSpPoNoMenbEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A table of Node Entries in active Node Menbership List
oj ect s.

One Node Menbership List Object is represented by all
of the rows of this table that have the sane val ues
of fcm nstancel ndex and t 11FcSpPoFabri cl ndex. "

::={ t1lFcSpPoActive 4 }

t 11FcSpPoNoMenbEnt ry OBJECT- TYPE

SYNTAX T11FcSpPoNoMenbENnt ry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"Each entry contains informati on about one Node Entry
within the active Node Menmbership List Object for the
Fabric identified by t11FcSpPoFabriclndex and managed
within the Fibre Channel managenent instance identified
by fcml nstancel ndex. "

INDEX { fcm nstancel ndex, t1lFcSpPoFabri cl ndex,

t 11FcSpPoNoMenbNodeNaneType, t 11FcSpPoNoMenbNodeNane }

1= { t1lFcSpPoNoMenbTable 1 }

T11FcSpPoNoMenbEntry :: = SEQUENCE {

t 11FcSpPoNoMenbNodeNaneType T11FcSpPol i cyNaneType,

t 11FcSpPoNoMermbNodeNarne FcNarel dOr Zer o,

t 11FcSpPoNoMenbFIl ags BI TS,

t 11FcSpPoNoMenbCt Accessl ndex Unsi gned32,

t 11FcSpPoNoMenbAttri but e T11FcSpAl phaNunNanmeOr Absent
}

t 11FcSpPoNoMenbNodeNaneType OBJECT- TYPE
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SYNTAX T11FcSpPol i cyNameType {
nodeNane(1),
restrict edNodeNane( 2),
port Nane( 3),
restrictedPort Nane(4),
wi | dcard(5),
restrictedW | dcard(6)

}
MAX- ACCESS not-accessi bl e
STATUS current
DESCRI PTI ON
"If the value of this object is '"wildcard or
"restrictedW!l dcard’, this Node Entry applies to Nodes not
explicitly named in the Node Membership List Object.

O herwi se, the conbination of this object and

t 11FcSpPoNoMenbNodeNane specify the nanme of this Node Entry
in the active Node Menbership List Cbject. A Node is
identified by its Node Nane or by one or nore of its Port
Nanes.

Restricted nmenbership neans that a Node is not allowed to be
connected to the Fabric unless allowed by a specific Switch
Connectivity oject. Unrestricted nenbership neans that a
Node is allowed to be connected to the Fabric unless
di sal l owned by a specific Switch Connectivity Cbject."
REFERENCE
"- ANSI | NCI TS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC- SP),
February 2007, section 7.1.4.1 and table 116."
c:={ t1lFcSpPoNoMembEntry 1 }

t 11FcSpPoNoMenbNodeNane OBJECT- TYPE

SYNTAX FcNarel dOr Zero (Sl ZE (8))
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"If the value of t11FcSpPoNoMenbNodeNanmeType is
"wildcard’ or 'restrictedWldcard , this object has the
val ue ’* 0000000000000000’ h.

O herwi se, the conbination of t11FcSpPoNoMenbNodeNaneType
and this object specify the nane of this Node Entry is the
active Node Menbership List hject.”
REFERENCE
"- ANSI | NCI TS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC SP),
February 2007, section 7.1.4.1 and table 116."
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c:={ t1lFcSpPoNoMembEntry 2 }

t 11FcSpPoNoMenbFl ags OBJECT- TYPE
SYNTAX BI TS {
scsi Encl osur eAccess(0),
aut henti cati onRequi red(1)

}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Configurable options in respect to the adm nistration
of Policy hjects at this Node:

" scsi Encl osur eAccess’ - the Node is allowed to
control any Switch through SCSI Encl osure Services if this
bit is set. |If a Switch does not support SCSI Encl osure

Services, this bit is ignored.

"aut henti cati onRequi red’ - the Node is required to
authenticate itself to any Switch to which it is connected
if and only if this bit is set."

REFERENCE
"- ANSI | NCI TS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC SP),
February 2007, section 7.1.4.1 and table 118."
c:={ t1lFcSpPoNoMembEntry 3 }

t 11FcSpPoNoMenbCt Accessl ndex OBJECT- TYPE

SYNTAX Unsi gned32 (0..4294967295)
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"If the value of this object is zero, then access by this
Node to Generic Services is not limted by a Conmon
Transport Access Specifier.

O herwise, the limts are specified by the set of Conmon
Transport Access Descriptors contained in those rows of
the t11FcSpPoCt Descr Tabl e for the same Fabric and for which
the val ue of t11FcSpPoCt DescrSpecifierlndex is the sane as
the value of this object."”
REFERENCE
"- ANSI INCITS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC SP), February 2007,
section 7.1.4.1 and tables 118/119/120/121."
::={ t1lFcSpPoNoMenbEntry 4 }

t 11FcSpPoNoMenmbAttri bute OBJECT-TYPE
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SYNTAX T11FcSpAl phaNunNameOr Absent
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The name of an active Attribute Policy Object that is
defined for this Node, or the zero-length string. The
zero-length string indicates that no Attribute Policy
hject is defined for this Node."
REFERENCE
"- ANSI | NCI TS 426-2007, T11/Project 1570-D
Fi bre Channel - Security Protocols (FC- SP)
February 2007, section 7.1.4.1 and table 116."
c:={ t1lFcSpPoNoMembEntry 5 }

-- Common Transport Access Descriptors

t 11FcSpPoCt Descr Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF T11FcSpPoCt DescrEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A table of Common Transport Access Descriptors being used
within active Policy bjects.

A Common Transport Access Specifier is a list of Common
Transport Access Descriptors that specify whether a Node
is allowed to access a Generic Service or Sub-Server

An active Common Transport Access Specifier is represented
by all rows of this table that have the same val ues of
fcm nst ancel ndex, t11FcSpPoFabricl ndex, and
t 11FcSpPoCt Descr Speci fi erl ndex. "
c:={ t1lFcSpPoActive 5 }

t 11FcSpPoCt Descr Entry OBJECT- TYPE

SYNTAX T11FcSpPoCt DescrEntry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"Each entry contains informati on about one Comon

Transport Access Descriptor of an active Conmon Transport

Access Specifier used within the Fabric identified by

t 11FcSpPoFabri cl ndex and nmanaged within the Fi bre Channe

managenent instance identified by fcnlnstancel ndex."
INDEX { fcm nstancel ndex, t1lFcSpPoFabri cl ndex,
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t 11FcSpPoCt Descr Speci fi erl ndex, t11FcSpPoCt Descrl ndex }
:={ t11FcSpPoCt DescrTable 1 }

T11FcSpPoCt DescrEntry ::= SEQUENCE ({
t 11FcSpPoCt Descr Speci fi er | ndex Unsi gned32,
t 11FcSpPoCt Descr | ndex Unsi gned32,
t 11FcSpPoCt Descr Fl ags BI TS,
t 11FcSpPoCt Descr GsType OCTET STRI NG,
t 11FcSpPoCt Descr GsSubType OCTET STRI NG
}
t 11FcSpPoCt Descr Speci fi erl ndex OBJECT- TYPE
SYNTAX Unsi gned32 (1..4294967295)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"An index value that uniquely identifies a particular
Conmon Transport Access Specifier within a Fabric."
c:={ t11lFcSpPoCt DescrEntry 1 }

t 11FcSpPoCt Descr | ndex OBJECT- TYPE

SYNTAX Unsi gned32 (1..4294967295)
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"An index value that uniquely identifies a particul ar
Conmon Transport Access Descriptor within a Conmon Transport
Access Specifier."

::={ t11lFcSpPoCt DescrEntry 2 }

t 11FcSpPoCt Descr Fl ags OBJECT- TYPE
SYNTAX BI TS {
all om0),
gsTypeW |l dcard(1),
gsSubTypeW | dcar d(2),

readOnl y(3)
}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The flag bits that specify how access is to be limted by
this Common Transport Access Descriptor:

- allow -- access to the specified Generic Service and
Server is allowed if this bit is set, and is to be denied
if this bit is not set.

- gsTypeWldcard -- if this bit is set, the Generic Service
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to be allowed/denied is specified by the value of
t 11FcSpPoCt Descr GsType. If this bit is set, then the
gsSubTypeW | dcard bit nust not be set.

- gsSubTypeW ldcard -- if this bit is set, the CGeneric
Service to be allowed/denied is specified by the val ue of
t 11FcSpPoCt Descr GsSubType. If this bit is set, then the
gsTypeW !l dcard bit nust not be set.

- readOnly -- if this bit is set, then access is to be
granted only for reading."
::={ t11lFcSpPoCt DescrEntry 3 }

t 11FcSpPoCt Descr GsType OBJECT- TYPE

SYNTAX OCTET STRING (SIZE (1))
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The GS_Type of the Generic Service (e.g., the FCGCGS-5
Management Service) that is subject to access control.
This value is ignored if the gsTypeWldcard bit is not set
in the correspondi ng val ue of t11FcSpPoCt DescrFl ags. "
REFERENCE
"- Fibre Channel - Ceneric Services-5 (FC GS-5),
ANSI I NCI TS 427-2006, section 4.3.2.4."
:={ t11FcSpPoCt DescrEntry 4 }

t 11FcSpPoCt Descr GsSubType OBJECT- TYPE

SYNTAX OCTET STRING (SIZE (1))

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The GS_Subtype of the Generic Server (e.g., the Fabric Zone
Server) that is subject to access control. This value is

ignored if the gsSubTypeW !l dcard bit is not set in the
correspondi ng val ue of t11FcSpPoCt DescrFl ags. "
REFERENCE
"- Fibre Channel - Ceneric Services-5 (FC GS-5),
ANSI I NCITS 427-2006, section 4.3.2.5."
::={ t11FcSpPoCt DescrEntry 5 }

-- Switches/Nodes in Active Switch Connectivity (bjects

t 11FcSpPoSwConnTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF T11FcSpPoSwConnEntry
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MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"A table of active Switch Connectivity Objects.

A Switch Connectivity oject defines to which other
Switches or Nodes a particular Switch may/ may not be
connected at the Node | evel and/or at the Port |evel."
REFERENCE
"- ANSI | NCI TS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC- SP),
February 2007, section 7.1.6.1, tables 123/124."
::={ t1lFcSpPoActive 6 }

t 11FcSpPoSwConnEnt ry OBJECT- TYPE

SYNTAX T11FcSpPoSwConnEnt ry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

2008

"Each entry contains the nane of either a Switch or a Node
with which any port of a particular Switch, or a particul ar

port of that Switch, is allowed or not allowed to be
connect ed.

The particular Switch is on the Fabric identified by
t 11FcSpPoFabri cl ndex and managed wi thin the Fibre Channel
managenent instance identified by fcnm nstancel ndex. "
I NDEX { fcml nstancel ndex, t11FcSpPoFabri cl ndex,
t 11FcSpPoSwConnSwi t chNare, t 11FcSpPoSwConnAl | owedType,
t 11FcSpPoSwConnPor t NanmeOr Al |,
t 11FcSpPoSwConnAl | owedl ndex }
1= { t1lFcSpPoSwConnTable 1 }

T11FcSpPoSwConnEntry ::= SEQUENCE {
t 11FcSpPoSwConnSwi t chNane FcNarnel dOr Zer o,
t 11FcSpPoSwConnAl | owedType I NTECER,
t 11FcSpPoSwConnPor t NaneOr Al | FcNarel dOr Zer o,
t 11FcSpPoSwConnAl | owedl ndex Unsi ghed32,
t 11FcSpPoSwConnAl | owedNaneType T11FcSpPol i cyNaneType,
t 11FcSpPoSwConnAl | owedNane T11FcSpPol i cyNane
}

t 11FcSpPoSwConnSwi t chNarme OBJECT- TYPE

SYNTAX FcNarel dOr Zero (Sl ZE (8))
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The name of the particular Switch for which this Sw tch
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Connectivity Object specifies topology restrictions."
c:={ t1lFcSpPoSwConnEntry 1 }

t 11FcSpPoSwConnAl | owedType OBJECT- TYPE

SYNTAX I NTECER { switch(1), node(2) }

MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON
"This object specifies whether this rowrefers to
Switch-to-Switch or Switch-to-Node connectivity, i.e.
whet her the correspondi ng i nstance of
t 11FcSpPoSwConnAl | owedNanme specifies the name of a Switch
or the nane of a Node."

c:={ t1lFcSpPoSwConnEntry 2 }

3

t 11FcSpPoSwConnPor t NanmeOr Al | OBJECT- TYPE

SYNTAX FcNarel dOr Zero (SIZE(O | 8))
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This object specifies either the particular port to which
this topology restriction applies, or if the value is the
zero-length string, that the topology restriction applies
to all ports on the particular Switch.

In the FC-SP Policy Database, restrictions for a particul ar
port are formatted within a Port Connectivity Entry of a
Switch Connectivity Object, whereas restrictions for all
ports on the Switch are specified in the main part of a
Switch Connectivity Object, i.e., not in a Port Connectivity
Entry."
REFERENCE
"- ANSI | NCI TS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC SP),
February 2007, section 7.1.6.1, tables 123/124."
c:= { t1llFcSpPoSwConnEntry 3 }

t 11FcSpPoSwConnAl | owedl ndex OBJECT- TYPE

SYNTAX Unsi gned32 (1..4294967295)
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"When nultiple rows in this table apply to the same
port(s) in the sane Switch’'s Switch Connectivity Object,
this object provides a unique index value to distinguish
bet ween such rows."

::={ t1lFcSpPoSwConnEntry 4 }
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t 11FcSpPoSwConnAl | owedNaneType OBJECT- TYPE
SYNTAX T11FcSpPol i cyNameType {

nodeNane(1),
restrict edNodeNane(2),
port Nare( 3),
restrictedPort Nane(4),
wi | dcard(5),
restrictedW | dcard(6)

}

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"If the value of this object is 'wildcard or
"restrictedW!l dcard , this row specifies whether
connectivity is allowed/ not allowed with entities not
explicitly named by other rows.

O herwi se, the conbination of t11FcSpPoSwConnAl | owedNaneType
and t 11FcSpPoSwConnAl | onedName speci fy the nanme of:

- aSwitch (if t11FcSpPoSwConnAl | owedType = "switch’), or
- a Node (if t1llFcSpPoSwConnAl | owedType = ’'node’)

to which connectivity is:
- allowed by 'nodeNane’ and ' portNane’,
- not allowed by ’'restrictedNodeNane’ and
"restrictedPort Name’ . "
::={ t1lFcSpPoSwConnEntry 5 }

t 11FcSpPoSwConnAl | owedNane OBJECT- TYPE

SYNTAX T11FcSpPol i cyName (SIZE (8))
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"If the value of t11FcSpPoSwConnAl | onedNanmeType is
"wildcard’ or 'restrictedWldcard' , this object has the
val ue ' 0000000000000000’ h

O herwi se, the conbination of t11FcSpPoSwConnAl | owedNaneType
and t 11FcSpPoSwConnAl | onedNanme specify the nane of:

- a Switch (if t11FcSpPoSwConnAl | owedType = "switch’), or
- a Node (if t1llFcSpPoSwConnAl |l owedType = ’'node’)

to which connectivity is allowed/restricted.”
::={ t1lFcSpPoSwConnEntry 6 }
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-- | P Managenent Entries in Active |P Managenment List bjects

t 11FcSpPol pMgnt Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF T11FcSpPol pMgnt Entry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A table of I P Managenent Entries in active | P Managenent
List Objects. An |IP Managenent List Object is a
Fabric-wi de Policy oject that describes which IP hosts
are allowed to manage a Fabric.

One | P Management List Object is represented by all
of the rows of this table that have the sane val ues
of fcm nstancel ndex and t 11FcSpPoFabri cl ndex. "
REFERENCE
"- ANSI INCITS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC SP),
February 2007, section 7.1.7"
::={ t11lFcSpPoActive 7 }

t 11FcSpPol pMgnt Entry OBJECT- TYPE

SYNTAX T11FcSpPol pMymt Entry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"Each entry contains infornmation about one | P Managenent
Entry within the active | P Managenent List Object for the
Fabric identified by t1l1FcSpPoFabriclndex and managed
within the Fibre Channel managenent instance identified
by fcm nstancel ndex.

The Policy Object Name of an | P Managenment Entry Policy
oject is either an | Pv6 Address Range or an | Pv4 Address
Range, where in each case, the range is specified as two
addresses: the | ow and high ends of the range. In
particular, since the Policy Ohject Nane in this situation
can only be an I Pv6 Address Range or an | Pv4 Address Range,
it is represented here by three M B objects defined as a

(I net Addr essType, |net Address, |netAddress) tuple, in which
the first address is the |l ow end of the range, the second
address is the high end of the range, and both addresses are
of the type designated by | net AddressType.

In theory, the use of t1lFcSpPol pMgnt Ent ryNanelLow and
t 11FcSpPol pMgnt Ent r yNameHi gh (whi ch both have the syntax
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of InetAddress) in the I NDEX coul d cause the need for
excessively long ODs. |In practice, this can’t happen
because FC-SP doesn’t allow these objects to be specified
as DNS nanes."
I NDEX { fcml nstancel ndex, t11FcSpPoFabri cl ndex,
t 11FcSpPol pMgmt Ent r yNameType,
t 11FcSpPol pMynt Ent r yNameLow,
t 11FcSpPol pMgnt Ent r yNaneHi gh }
1= { t11lFcSpPol pMgnt Table 1 }

T11FcSpPol pMgnt Entry :: = SEQUENCE {

t 11FcSpPol pMgnt Ent r yNameType | net Addr essType,

t 11FcSpPol pMgnt Ent r yNameLow | net Addr ess,

t 11FcSpPol pMgnt Ent r yNaneHi gh | net Addr ess,

t 11FcSpPol pMgnt Vkpl ndex Unsi gned32,

t 11FcSpPol pMgnt Attri bute T11FcSpAl phaNunmNameOr Absent
}
t 11FcSpPol pMgnt Ent r yNanmeType OBJECT- TYPE

SYNTAX I net Addr essType

-- INTEGER { ipv4(1), ipv6(2) }
MAX- ACCESS not-accessi bl e
STATUS current
DESCRI PTI ON
"The conbination of t11FcSpPol pMynt NaneType,
t 11FcSpPol pMgnt NameLow, and t 11FcSpPol pMgmt NaneHi gh
specify the Internet address range of this |IP Managenent
Entry in the | P Managenent List bject.

The FC-SP specification does not allow the use of a
DNS domai n nane to specify the address at the | ower end
or at the higher end of the Internet address range, nor does
it allow the specification of a zone index. Therefore, the
type of address nust be one of: 'ipv4d', or 'ipve ."
REFERENCE
"- ANSI INCITS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC SP), February 2007,
sections 7.1.7.1 & 7.1.2, tables 103/126."
c:={ t1lFcSpPol pMgnt Entry 1 }

t 11FcSpPol pMgnt Ent r yNameLow OBJECT- TYPE

SYNTAX I net Address (Sl ZE(4 | 16))
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The |l ower end of an Internet address range. The type
of this address is given by the correspondi ng instance
of t11FcSpPol pMgnt Ent r yNaneType.
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The conbi nati on of t11FcSpPol pMgnt NanmeType,
t 11FcSpPol pMgnt NameLow, and t 11FcSpPol pMgmt NaneHi gh
specify the Internet address range of this |IP Managenent
Entry in the | P Managenent List (bject.”
REFERENCE
"- ANSI INCITS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC SP), February 2007,
sections 7.1.7.1 & 7.1.2, tables 103/126."
c:={ t1lFcSpPol pMgnt Entry 2 }

t 11FcSpPol pMgnt Ent r yNameH gh OBJECT- TYPE

SYNTAX I net Address (Sl ZE(4 | 16))
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The higher end of an Internet address range. The type
of this address is given by the correspondi ng instance
of t11FcSpPol pMgnt Ent r yNaneType.

The conbi nati on of t11FcSpPol pMgnt NameType,
t 11FcSpPol pMgnt NameLow, and t 11FcSpPol pMgnt NaneHi gh
specify the Internet address range of this |IP Managenent
Entry in the | P Managenent List (bject."
REFERENCE
"- ANSI INCITS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC SP),
February 2007, sections 7.1.7.1 & 7.1.2, tables 103/126."
::={ t1lFcSpPol pMgntEntry 3 }

t 11FcSpPol pMgnt Vkpl ndex OBJECT- TYPE

SYNTAX Unsi gned32 (0..4294967295)
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"This object identifies the restrictions for |IP nanagenent
access by IP hosts in this range of |IP addresses, specified
as the set of Well-Known Protocols Access Descriptors
contained in those rows of the t11FcSpPoVWkpDescr Tabl e for
whi ch the val ue of t11FcSpPoVkpDescr Specifierlndex is the
same as the value of this object. A value of zero indicates
that this | P Managenent Entry does not identify a Wl -Known
Prot ocol s Access Specifier."
REFERENCE
"- ANSI | NCI TS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC SP),
February 2007, section 7.1.7.1 and tables 127/129."
::={ t1lFcSpPol pMgntEntry 4 }
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t 11FcSpPol pMgnt Attri but e OBJECT- TYPE

SYNTAX T11FcSpAl phaNunNanmeOr Absent
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The name of an active Attribute Policy Object that is
defined for this I P Managenent entry or the zero-length

string. The zero-length string indicates that no Attribute

Policy Object is defined for this |IP Managenent entry.”
REFERENCE
"- ANSI I NCITS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC SP),
February 2007, section 7.1.7.1 and table 128."
c:={ t1lFcSpPol pMgnt Entry 5 }

-- Wl | -Known Protocol Access Descriptors

t 11FcSpPoVkpDescr Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF T11FcSpPoVkpDescrEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A table of the Well-Known Protocol Access Descriptors
bei ng used within active Policy Objects.

A Vel | - Known Protocol Access Specifier is a list of

Wl | - Known Protocol Access Descriptors each of which
specifies a protocol number, a port nunber, and/or various
flags specifying how | P nanagenment access is restricted.

A Wl | - Known Protocol Transport Access Specifier is
represented by all rows of this table that have the
sanme val ues of fcnl nstancel ndex, t1l1FcSpPoFabri cl ndex,
and t 11FcSpPoVkpDescr Speci fi erl ndex. "

c:={ t1lFcSpPoActive 8 }

t 11FcSpPoVkpDescr Ent ry OBJECT- TYPE

SYNTAX T11FcSpPoVWkpDescrEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Each entry contains information about one Wl | -Known
Prot ocol Access Descriptor of a Well-Known Protocol
Access Specifier used within the Fabric identified by

t 11FcSpPoFabri cl ndex and nmanaged within the Fi bre Channel
managenment instance identified by fcm nstancel ndex. "
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INDEX { fcm nstancel ndex, t1lFcSpPoFabri cl ndex,
t 11FcSpPoVkpDescr Speci fi erl ndex, t11FcSpPoVWkpDescr | ndex }
1= { t11lFcSpPoVkpDescrTable 1 }

T11FcSpPoVWkpDescrEntry ::= SEQUENCE {
t 11FcSpPoVkpDescr Speci fi er | ndex Unsi gned32,
t 11FcSpPoVkpDescr | ndex Unsi ghed32,
t 11FcSpPoVkpDescr Fl ags BI TS,
t 11FcSpPoVkpDescr VikpNumber Unsi gned32,
t 11FcSpPoVkpDescr Dest Port I net Por t Nunber
}
t 11FcSpPoVkpDescr Speci fi er | ndex OBJECT- TYPE
SYNTAX Unsi gned32 (1..4294967295)
MAX- ACCESS not-accessi bl e
STATUS current
DESCRI PTI ON

"An index value that uniquely identifies a particular
Vel | - Known Protocol Access Specifier within a Fabric."
1= { t1lFcSpPoVkpDescrEntry 1 }

t 11FcSpPoVkpDescr | ndex OBJECT- TYPE

SYNTAX Unsi gned32 (1..4294967295)
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"An index value that uniquely identifies a particul ar
Vel | - Known Protocol Access Descriptor within a Well-Known
Pr ot ocol Access Specifier."

::={ t1lFcSpPoVkpDescrEntry 2 }

t 11FcSpPoVkpDescr Fl ags OBJECT- TYPE
SYNTAX BI TS {
all owm(0),
WKpW | dcard(1),
dest Port Wl dcard(2),

readOnl y(3)
}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The flag bits that specify how access is to be limted by
this Well-Known Protocol Access Descriptor:

- allow -- I P nmanagenent access using this protocol/port

is allowed if this bit is set, and to be denied if this
bit is not set.
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- wkpWldcard -- if this bit is set, the IP Protocol nunber

of the Well-Known Protocol to be allowed/denied is
specified by the value of t11FcSpPoVkpDescrVkpNunber.

- destPortWldcard -- if this bit is set, the Destination
(TCP/ UDP) Port nunber of the Well-Known Protocol to be
al | omed/ deni ed is specified by the val ue of
t 11FcSpPoVkpDescr Dest Port .

- readOnly -- if this bit is set, then access is to be
granted only for reading."
REFERENCE
"- ANSI INCITS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC SP),
February 2007, section 7.1.7.1 and table 131."
::={ t1lFcSpPoVkpDescrEntry 3 }

t 11FcSpPoVkpDescr VkpNunber OBJECT- TYPE

SYNTAX Unsi gned32 (0..255)
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"When the "wkpWldcard bit is set in the correspondi ng
i nstance of t11FcSpPoVkpDescrFl ags, this object specifies
the I P protocol nunber of the Well-Known Protocol."
REFERENCE
"- ANSI | NCI TS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC SP),
February 2007, section 7.1.7.1 and table 131.
- http://ww.iana. org/assi gnment s/ protocol -nunbers. "
::={ t1lFcSpPoVkpDescrEntry 4 }

t 11FcSpPoVkpDescr Dest Port OBJECT- TYPE

SYNTAX | net Por t Nunber
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

"When the 'destPortW Il dcard' bit is set in the corresponding

i nstance of t11FcSpPoVkpDescrFl ags, this object specifies
the Destination (TCP/UDP) Port nunber of the Wl -Known
Protocol. When the 'destPortW/Ildcard bit is reset, this
object is ignored (and can have the value zero)."
REFERENCE
"- ANSI | NCI TS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC SP),
February 2007, section 7.1.7.1 and table 131.
- http://ww.iana.org/assignnments/port-nunbers."”
= { t1lFcSpPoVkpDescrEntry 5 }
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-- Attribute Entries in Active Attribute Policy (bjects

t 11FcSpPoAttri bTabl e OBJECT- TYPE

SYNTAX

SEQUENCE OF T11FcSpPoAttribEntry

MAX- ACCESS not - accessi bl e

STATUS

current

DESCRI PTI ON

"A table of the Attribute Policy Objects being used within
active Policy Objects. In the FCSP Policy Database, each
Attribute Policy hject consists of an Attribute Cbject Nane
and a set of Attribute Entries.

An active Attribute Policy Object is represented by all the
Attribute Entries in this table that have the sane val ue
of t11FcSpPoAttri bName."

c:={ t1lFcSpPoActive 9 }

t 11FcSpPoAttri bEntry OBJECT- TYPE

SYNTAX T11FcSpPoAttri bEntry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

De Santi,

"Each row contains information specific to an Attribute
Entry contained within an Attribute Policy Object that is
active within the Fabric identified by t11FcSpPoFabri cl ndex
and nmanaged within the Fibre Channel nmanagenent instance

i dentified by fcnl nstancel ndex.

For some types of Attribute Policy hjects, it is valuable
to break out some semantically significant parts of the
Policy Object’s value into their own individual MB

obj ects; for exanple, to extract the one or nore individual
Aut hentication Protocol Identifiers and associ ated

Aut hentication Protocol Paraneters out of an Attribute

oj ect containing a ' AUTH Negoti ate Message Payl oad’ .

For such types, another MB table is defined to hold the
extracted values in MB objects specific to the Attribute
Policy Object’s type. In such cases, the

t 11FcSpPoAttri bExt ensi on object in this table points to the
other M B table.

If the value of one Attribute Entry is too large (nore than
256 bytes) to be contained within the value of one instance
of t11FcSpPoAttribValue, then one rowin this table contains
the first 256 bytes, and one (or nore) other row(s) in this
table contain the rest of the value."
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INDEX { fcm nstancel ndex, t1lFcSpPoFabri cl ndex,
t 11FcSpPoAt t ri bName, t 11FcSpPoAttri bEntryl ndex,
t 11FcSpPoAttri bPart 1 ndex }

::={ t11FcSpPoAttri bTable 1 }

T11FcSpPoAttri bEntry ::= SEQUENCE {
t 11FcSpPoAt t ri bName T11FcSpAl phaNunmNane,
t 11FcSpPoAt t ri bEnt ryl ndex Unsi gnhed32,
t 11FcSpPoAt t ri bPart | ndex Unsi gned32,

t 11FcSpPoAttri bType Unsi gned32,

t 11FcSpPoAttri bVal ue OCTET STRI NG

t 11FcSpPoAt t ri bExt ensi on OBJECT | DENTI FI ER
}
t 1L1FcSpPoAt t ri bNanme OBJECT- TYPE

SYNTAX T11FcSpAl phaNunmNane

MAX- ACCESS  not -accessi bl e

STATUS current

DESCRI PTI ON

"The name of the Attribute Policy Object containing one
or nore Attribute Entries.”
REFERENCE
"- ANSI | NCI TS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC SP),
February 2007, section 7.1.8.1 and table 133."
c:={ t11FcSpPoAttri bEntry 1 }

t 11FcSpPoAttri bEntryl ndex OBJECT- TYPE

SYNTAX Unsi gned32 (1..4294967295)
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A unique value to distinguish this Attribute Entry
fromother Attribute Entries contained in the sane
Attribute Policy hject."
REFERENCE
"- ANSI INCITS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC SP),
February 2007, section 7.1.8.1, tables 133/134."
::={ t11FcSpPoAttribEntry 2 }

t 11FcSpPoAttri bPart | ndex OBJECT- TYPE

SYNTAX Unsi gned32 (1..4294967295)
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"When the value of an Attribute Entry is shorter than 257
bytes, the whole value is contained in one instance of
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t 11FcSpPoAttri bVal ue, and the value of this object is 1.

If the value of an Attribute Entry is |longer than 256 bytes,
then that value is divided up on 256-byte boundaries such
that all parts are 256 bytes |ong except the |ast part, which
is shorter if necessary, with each such part contained in

a separate row of this table, and the value of this object

is set to the part nunmber. That is, this object has the
value of 1 for bytes 0-255, the value of 2 for bytes

256-511, etc."

REFERENCE

"- ANSI INCITS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC SP),
February 2007, section 7.1.8.1, tables 134/135."

c:={ t11FcSpPoAttri bEntry 3 }

t 11FcSpPoAttri bType OBJECT- TYPE

SYNTAX Unsi gned32 (1..4294967295)
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The type of attribute. The first type to be defined is:

t 11FcSpPoAttri bType t 11FcSpPoAtt ri bVal ue

00000001’ h The AUTH Negoti ate Message Payl oad

REFERENCE

"- ANSI INCITS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC SP), February 2007,
section 7.1.8.1, tables 134/135 and table 10."

::= { t11FcSpPoAttri bEntry 4 }

t 11FcSpPoAttri bVal ue OBJECT- TYPE

SYNTAX OCTET STRING (SI ZE (0..256))
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The value of an Attribute Entry is divided up on 256-byte
boundari es such that all parts are 256 bytes |ong except the
| ast part, which is shorter if necessary, and each such part
is contained in a separate instance of this object.

The val ue of this object is independent of whether somne
parts of its value are broken out into separate M B objects
pointed to by the correspondi ng i nstance of

t 11FcSpPoAt t ri bExt ensi on. "

REFERENCE
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"- ANSI | NCI TS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC SP), February 2007,
section 7.1.8.1, tables 134/135 and table 10."
::={ t11FcSpPoAttri bEntry 5 }

t 11FcSpPoAt t ri bExt ensi on OBJECT- TYPE

SYNTAX OBJECT | DENTI FI ER
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"For some types of Attribute Policy hject, the val ue of
this MB object points to type-specific MB objects that
contain individual/broken-out parts of the Attribute Policy
hject’s value. If this object doesn't point to such
type-specific MB objects, then it contains the val ue:

zer oDot Zer o.

In particular, when the value of t11FcSpPoAttribType
i ndi cates ' AUTH Negoti ate Message Payl oad’, one or nore
Aut hentication Protocol ldentifiers and their associ ated
Aut henti cation Protocol Paraneters are enbedded within the
val ue of the corresponding instance of t11FcSpPoAttri bVal ue;
M B objects to contain these individual values are defined
in the t11FcSpPoAut hProt Tabl e. Thus, for an ' AUTH Negoti ate
Message Payl oad’ Attribute, the value of this object
contains an OD within the t11FcSpPoAut hProt Table, e.g.,
of the whole table, of an individual row, or of an individual
instance within the table."

::={ t11FcSpPoAttri bEntry 6 }

-- Auth. Protocol Paraneters in Active Attribute Policy (bjects

t 11FcSpPoAut hPr ot Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF T11FcSpPoAut hProt Entry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A table of Authentication Protocol Identifier and

Aut henti cati on Protocol Paranmeters that are enbedded in
Attribute Policy hjects being used within active Policy
oj ect s.

This table is used for Attribute Entries of Attribute Policy
oj ects for which the value of t11FcSpPoAttri bType indicates
" AUTH Negoti ate Message Payl oad’ and the val ue of

t 11FcSpPoAtt ri bExt ensi on contains the O D of this table."
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REFERENCE
"- ANSI | NCI TS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC SP), February 2007,
sections 5.3.2 & 7.1.8.1, tables 134/135 and tables
10/11."
::={ t1llFcSpPoActive 10 }

t 11FcSpPoAut hPr ot Ent ry OBJECT- TYPE

SYNTAX T11FcSpPoAut hProt Entry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Each entry contains information about an Authentication
Protocol that is extracted out of the Attribute Entry
(identified by t11FcSpPoAttri bEntryl ndex) of the Policy
Attribute Object (identified by t11FcSpPoAttri bNane), which
is active within the Fabric identified by

t 11FcSpPoFabri cl ndex and managed within the Fibre Channel
managenment instance identified by fcm nstancel ndex.

If the value of one Attribute Protocol Paraneters string is
too large (nore than 256 bytes) to be contained within the
val ue of one instance of t11FcSpPoAuthProtParans, then one
rowin this table contains the first 256 bytes, and one (or
nmore) other row(s) in this table contain the rest of the
val ue. "
I NDEX { fcm nstancel ndex, t11FcSpPoFabri cl ndex,
t 11FcSpPoAttri bName, t 11FcSpPoAttri bEntryl ndex,
t 11FcSpPoAut hProt I denti fi er,
t 11FcSpPoAut hPr ot Part | ndex }
::={ t1lFcSpPoAut hProt Table 1 }

T11FcSpPoAut hProt Entry ::= SEQUENCE {
t 11FcSpPoAut hProt I dentifier Unsi gned32,
t 11FcSpPoAut hPr ot Part | ndex Unsi gned32,

t 11FcSpPoAut hPr ot Par ans OCTET STRI NG
}
t 11FcSpPoAut hProt I denti fier OBJECT- TYPE
SYNTAX Unsi gned32 (0..4294967295)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The Authentication Protocol ldentifier:
1 = DH CHAP
2 = FCAP
3 = FCPAP
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4
5
240 thru 255

| KEv2
| KEv2- AUTH
Vendor Specific Protocols

all other values are 'Reserved’ (by T11)."
REFERENCE
"- ANSI INCITS 426-2007, T11/Project 1570-D
Fi bre Channel - Security Protocols (FC SP)
February 2007, section 5.3.2, table 11."
::={ t1lFcSpPoAut hProtEntry 1 }

t 11FcSpPoAut hPr ot Part | ndex OBJECT- TYPE

SYNTAX Unsi gned32 (1..4294967295)
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"When the value of an Attribute Protocol Paraneters string
is shorter than 257 bytes, the whole value is contained in
one instance of t11FcSpPoAut hProtParams, and the val ue of
this object is 1. (This includes the case when the Attribute
Prot ocol Paraneters string is zero bytes in |ength.)

If the value of an Authentication Protocol Paraneters string
is longer than 256 bytes, then that value is divided up on
256- byt e boundari es such that all parts are 256 bytes | ong
except the last part, which is shorter if necessary, with
each such part contained in a separate row of this table,
and the value of this object is set to the part nunber.
That is, this object has the value of 1 for bytes 0-255,
the value of 2 for bytes 256-511, etc."
REFERENCE
"- ANSI I NCI TS 426-2007, T11/Project 1570-D
Fi bre Channel - Security Protocols (FC SP),
February 2007, section 5.3.2, table 10."
::={ t1lFcSpPoAut hProtEntry 2 }

t 11FcSpPoAut hPr ot Par ans OBJECT- TYPE

SYNTAX OCTET STRING (SI ZE (0..256))
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The val ue of an Authentication Protocol Paranmeters string
is divided up on 256-byte boundaries such that all parts
are 256 bytes |long except the last part, which is shorter
i f necessary, and each such part is contained in a
separate instance of this object."

REFERENCE
"- ANSI INCITS 426-2007, T11/Project 1570-D
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Fi bre Channel - Security Protocols (FC SP),
February 2007, section 5.3.2, table 10."
1= { t11FcSpPoAut hProtEntry 3 }

-- Part 2 - Activate/De-Activate Operations

-- (Objects to Invoke Activate/De-Activate Operations

t 11FcSpPoQOper Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF T11FcSpPoOperEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A table that allows Activate and Deactivate operations
to be invoked for FC-SP Policies on various Fabrics.

Activating a new policy configuration is a two-step
process:

1) create a single Policy Summary Object as a set of rows
in the t11FcSpPoNaSumraryTabl e specifying a set of
Policy Objects that describe the new configuration; and

2) activate that Policy Summary Cbject using the
t 11FcSpPoQper Acti vate object defined in this table.

Deactivating the current policy configuration is a one-step
process: the current Policy Summary Object is deactivated
usi ng the t11FcSpPoCper DeActivate object."

c:={ t1llFcSpPoOperations 1 }

t 11FcSpPoOper Entry OBJECT- TYPE

SYNTAX T11FcSpPoQOper Entry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"Each entry allows an Activate and/ or Deactivate operation
to be invoked on a particular Fabric, which is nanaged as
part of the Fibre Channel managenent instance identified
by fcm nstancel ndex. "

I NDEX { fcm nstancel ndex, t11FcSpPoFabriclndex }

:={ t1lFcSpPoOperTable 1 }

T11FcSpPoOper Entry :: = SEQUENCE {
t 11FcSpPoQper Acti vat e T11FcSpAl phaNunNane,
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t 11FcSpPoOper DeAct i vat e T11FcSpAl phaNunNane,
t 11FcSpPoOper Resul t | NTECER,
t 11FcSpPoQper Fai | Cause SnnpAdmi nStri ng

}

t 11FcSpPoQper Act i vat e OBJECT- TYPE
SYNTAX T11FcSpAl phaNuniNane
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"Witing the name of a Policy Summary Object into this
object is a request to activate the policy configuration
described by the conbination of all rows in

t 11FcSpPoNaSummar yTabl e t hat have that name as their

val ue of t1l1FcSpPoNaSummaryNane and are for the sane
Fabri c.

Bef ore issuing such a request, the relevant rows in the

t 11FcSpPoNaSumrar yTabl e nust exi st and represent a conplete
and consistent Policy Summary Object. |If they do not, the
request will fail, with t11FcSpPoOper Result having the

" badSumar ybj ect’ val ue.

When read, the value of this object is always the zero-
I ength string.

Witing to this object does not delete (or in any way
affect) any rows in the MB tables for non-active
Policy Objects.”
REFERENCE
"- ANSI INCITS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC SP),
February 2007, section 7.3.6.2"
::={ t1lFcSpPoOperEntry 1 }

t 11FcSpPoQper DeActi vat e OBJECT- TYPE

SYNTAX T11FcSpAl phaNuniNane
MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON

"Witing the current value of t11FcSpPoPolicySumraryCbj Nanme
into this object (for a particular Fabric) is a request

to deactivate that Fabric's current policy configuration.
Witing any other value into this object is an error

(e.g., "wongValue).

When read, the value of this object is always the zero-
I ength string."
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REFERENCE
"- ANSI | NCI TS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC SP),
February 2007, section 7.3.6.3"
c:={ tl1lFcSpPoOperEntry 2 }

t 11FcSpPoQper Resul t OBJECT- TYPE
SYNTAX I NTEGER {

activateSuccess(1),
badSummar ybj ect (2),
activateFail ure(3),
deacti vat eSuccess(4),
deactivat eFai l ure(5),
i nProgress(6),
none( 7)

}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"This object indicates the status/result of the |ast
activation/deactivation that was invoked via the
correspondi ng i nstance of t11FcSpPoOperActivate or
t 11FcSpPoQper DeAct i vat e.

When the value of this object is "inProgress’, the
val ues of the corresponding i nstances of

t 11FcSpPoQOper Acti vat e and t 11FcSpPoOper DeAct i vat e
cannot be nodifi ed.

The val ue ' badSumaryQbj ect’ indicates an activation
request that did not nane a conplete and consi stent
Policy Summary Object.

The val ue 'none’ indicates activation/deactivation
has not been attenpted since the last restart of
t he managenent system "

c:={ t1lFcSpPoOperEntry 3 }

t 11FcSpPoQper Fai | Cause OBJECT- TYPE

SYNTAX SnnpAdm nString (SIZE (0..64))
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"A textual nmessage indicating the reason for the
nmost recent activation/deactivation failure, or the
zero-length string if no information is available
(e.g., because the correspondi ng instance of

t 11FcSpPoQper Resul t has the val ue 'none’).
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When t he correspondi ng i nstance of
t 11FcSpPoQper Result is either 'activateFailure
or 'deactivateFailure , the value of this object
i ndicates the reason for that failure."

c:={ tl1lFcSpPoOperEntry 4 }

-- Part 3 - Non-Active Policy (bjects

-- Non-Active Policy Summary Objects Avail able for Activation

t 11FcSpPoNaSummar yTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF T11FcSpPoNaSummaryEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A table of non-active Policy Summary Objects avail able
to be activated.

The functionality of this table deviates slightly fromFC SP
in that FC-SP specifies that the only Policy Summary Object
is the Active one, i.e., FC SP does not store non-active
Policy Summary Objects in the Policy Database. |nstead,
FC-SP requires a new Policy Summary Cbject to be created
for, and enbedded within, every Activate (APS) request.

Thus, the newly created Policy Summary Object outlasts the
APS request only as the new active Policy Sumary Object and
only if the APS succeeds. 1In contrast, the Activate
operation provided by this MB nodul e consists of two steps:

1) create a non-active Policy Summary (bject as a set of
entries in this table describing a new configurati on;

2) activate a Policy Sunmary hject (stored as a set of
entries in this table) using t11FcSpPoOper Acti vate.

These two steps are only | oosely connected, i.e., the result
of the first operation is a non-active Policy Sunmary hject
that is retained (in this table) even if it isn't
i medi ately activated. Even after an attenpt to activate
it succeeds or fails, a non-active Policy Sunmary hject
is not deleted, but is retained and still available for
subsequent nodification/re-use."”

::={ t1lFcSpPoNonActive 1 }

t 11FcSpPoNaSummar yEntry OBJECT- TYPE
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T11FcSpPoNaSunmmar yEnt ry

MAX- ACCESS not - accessi bl e

STATUS

current

DESCRI PTI ON

"Each entry contains infornmation about one non-active
Policy Object within a non-active Policy Summary Obj ect
defined for potential use on the Fabric identified by

t 11FcSpPoFabri cl ndex, and managed within the Fi bre Channel
managenent instance identified by fcm nstancel ndex.

A non-active Policy Summary Cbject is described by a set
of entries in this table that have the sane val ue of
t 11Fc SpPoNaSumar yName.

As and when a Policy Summary (bject is activated using the
t 11FcSpPoQper Activate object, if the activation is
successful, existing rows (if any) in MB tables for active
Policy Objects are deleted and replaced by the appropriate
new set of rows. Existing rows in this table and/or in
other tables for non-active Policy (bjects are not

af fected by the activate operation.

The StorageType of a rowin this table is specified by the
i nstance of t11FcSpPoStorageType that is | NDEX-ed by the
sane val ues of fcm nstancel ndex and t11FcSpPoFabri cl ndex. "

REFERENCE

I NDEX

"- ANSI | NCI TS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC SP),
February 2007, section 7.1.3 and table 104."
{ fcm nstancel ndex, t11FcSpPoFabri cl ndex,
t 11FcSpPoNaSumrar yNane, t 11FcSpPoNaSunmaryPol i cyType,
t 11FcSpPoNaSummrar yPol i cyl ndex }

c:={ t1llFcSpPoNaSummaryTable 1 }

T11FcSpPoNaSummar yEntry :: = SEQUENCE {
t 11FcSpPoNaSumar yNamne T11FcSpAl phaNunNane,
t 11FcSpPoNaSumar yPol i cyType T11FcSpPol i cyhj ect Type,
t 11FcSpPoNaSummar yPol i cyl ndex Unsi ghed32,
t 11FcSpPoNaSummar yPol i cyNameType T11FcSpPol i cyNanmeType,
t 11FcSpPoNaSumar yPol i cyNane T11FcSpPol i cyName,
t 11FcSpPoNaSummar yHashSt at us T11lFcSpHashCal cul ati onSt at us,
t 11FcSpPoNaSumrar yHashFor mat T11FcSpPol i cyHashFor mat ,
t 11FcSpPoNaSumrar yHashVal ue T11FcSpPol i cyHashVal ue,
t 11Fc SpPoNaSummar y Rowst at us RowSt at us

}

t 11FcSpPoNaSumrar yName OBJECT- TYPE

SYNTAX

T11FcSpAl phaNuniNane
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MAX- ACCESS not-accessible

STATUS current

DESCRI PTI ON
"The name of the non-active Policy Summary Object that
contains this Policy bject."

::={ tllFcSpPoNaSummaryEntry 1 }

t 11FcSpPoNaSummrar yPol i cyType OBJECT- TYPE

SYNTAX T11FcSpPol i cyhj ect Type
MAX- ACCESS not-accessible
STATUS current
DESCRI PTI ON
"The 'Identifier’ (i.e., the type) of this Policy Object."
REFERENCE

"- ANSI I NCITS 426-2007, T11/Project 1570-D
Fi bre Channel - Security Protocols (FC SP),
February 2007, section 7.1.3.1 and table 104."
c:={ tllFcSpPoNaSummaryEntry 2 }

t 11FcSpPoNaSummar yPol i cyl ndex OBJECT- TYPE

SYNTAX Unsi gned32 (1..4294967295)
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A uni que integer value to distinguish this Policy Object
fromany others that have the sane type and that are
contained in the sane Policy Summary Cbject."”

::={ tl1llFcSpPoNaSummaryEntry 3 }

t 11FcSpPoNaSumar yPol i cyNameType OBJECT- TYPE
SYNTAX T11FcSpPol i cyNameType {
nodeNane(1),
al phaNuner i cNane(7)

}
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The conbination of t11FcSpPoNaSummaryPol i cyNameType and
t 11FcSpPoNaSumrar yPol i cyNane specify the name of the
non-active Policy Object identified by this row.

The type of nane nust be ’'nodeNane’ if the value of the

correspondi ng i nstance of t11FcSpPoNaSummaryPolicyType is

"switchConnectivity', or 'al phaNunericName’ otherw se."
c:={ t1llFcSpPoNaSummaryEntry 4 }

t 11FcSpPoNaSumrar yPol i cyNane OBJECT- TYPE
SYNTAX T11FcSpPol i cyName
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MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The conbination of t1l1FcSpPoNaSummaryPol i cyNameType and
t 11FcSpPoNaSummar yPol i cyNane specify the name of the
non-active Policy Object identified by this row"

c:={ tl1llFcSpPoNaSummaryEntry 5 }

t 11FcSpPoNaSummar yHashSt at us OBJECT- TYPE

SYNTAX T11FcSpHashCal cul ati onSt at us
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"When read, the value of this object is either:

correct -- the corresponding instance of
t 11FcSpPoNaSummar yHashVal ue cont ai ns
the correct value; or

stal e -- the corresponding i nstance of
t 11FcSpPoNaSummar yHashVal ue cont ai ns
a stale (possibly incorrect) val ue;

Witing a value of 'calculate’ is a request to re-calcul ate
and update the value of the corresponding instance of
t 11FcSpPoNaSunmar yHashVal ue. Witing a value of 'correct’
or 'stale’ to this object is an error (e.g., 'wongValue)."
DEFVAL { stale }
::={ t1llFcSpPoNaSummaryEntry 6 }

t 11FcSpPoNaSumrar yHashFor mat OBJECT- TYPE

SYNTAX T11FcSpPol i cyHashFor mat
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The format of this Policy Object’s hash value as
contai ned in the correspondi ng i nstance of the
t 11FcSpPoNaSumrar yHashVal ue obj ect.™

DEFVAL { ' 00000001 h }

c:={ t1llFcSpPoNaSummaryEntry 7 }

t 11FcSpPoNaSummar yHashVal ue OBJECT- TYPE

SYNTAX T11FcSpPol i cyHashVal ue
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The hash value of this Policy hject, in the format
identified by the correspondi ng i nstance of the
t 11FcSpPoNaSumar yHashFor mat obj ect . "
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DEFVAL {""}
::={ t1llFcSpPoNaSummaryEntry 8 }

t 11FcSpPoNaSumrar yRowSt at us OBJECT- TYPE

SYNTAX RowsSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The status of this row

Before a rowin this table can have ’active’ status,

a non-Active Policy oject nust already be represented

in the table corresponding to the val ue of

t 11FcSpPoNaSumrar yPol i cyType with the nane given by the
combi nation of t11FcSpPoNaSummaryPol i cyNameType and

t 11FcSpPoNaSummar yPol i cyNane. |f such a Policy Ohject gets
deleted fromthe relevant table, the rowin this table nust
al so get del et ed.

When a row has 'active' status, the only wite-able MB
objects in this table are t11FcSpPoNaSumar yHashSt at us and
t 11FcSpPoNaSumrar yRowSt at us. "

::={ tllFcSpPoNaSummaryEntry 9 }

-- Non-Active Switch Membership List Cbjects

t 11FcSpPoNaSwLi st Tabl e OBJECT- TYPE
SYNTAX SEQUENCE OF T11FcSpPoNaSwLi st Entry
MAX- ACCESS  not - accessi bl e
STATUS current
DESCRI PTI ON
"A table of non-active Switch Menbership List Objects.”
REFERENCE
"- ANSI INCITS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC SP),
February 2007, section 7.1.4.1 and table 108."
c:={ t1lFcSpPoNonActive 2 }

t 11FcSpPoNaSwLi st Ent ry OBJECT- TYPE

SYNTAX T11FcSpPoNaSwLi st Entry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Each entry contains infornmation about one non-active
Switch Menbership List Object for the Fabric identified
by t11FcSpPoFabri cl ndex and nanaged within the Fibre
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Channel managenent instance identified by
f cm nst ancel ndex.

The StorageType of a rowin this table is specified by the
i nstance of t11FcSpPoStorageType that is | NDEX-ed by the
sane val ues of fcm nstancel ndex and t11FcSpPoFabri cl ndex. "
INDEX { fcm nstancel ndex, t1lFcSpPoFabri cl ndex,
t 11FcSpPoNaSwLi st Nane }
::={ t1lFcSpPoNaSwLi st Table 1 }

T11FcSpPoNaSwLi st Entry ::= SEQUENCE {
t 11FcSpPoNaSwLi st Nane T11FcSpAl phaNunNane,
t 11FcSpPoNaSwLi st Fabri cName FcNarel dOr Zer o,
t 11FcSpPoNaSwLi st RowSt at us RowSt at us

}
t 11FcSpPoNaSwLi st Nane OBJECT- TYPE
SYNTAX T11FcSpAl phaNunNane
MAX- ACCESS not-accessible
STATUS current
DESCRI PTI ON
"The name of the Switch Menbership List Object."”
REFERENCE

"- ANSI INCITS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC SP),
February 2007, section 7.1.4.1 and table 108."
c:={ t1lFcSpPoNaSwLi stEntry 1 }

t 11FcSpPoNaSwLi st Fabri cNane OBJECT- TYPE

SYNTAX FcNanmel dOr Zer o
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON

"The adm nistratively specified Fabric_Nanme. This value
i s nmeaningful only when static Donmain IDs are used in a
Fabric. |If Static Domain_|IDs are not used, the Fabric_Nane
is dynam cally determined, in which case the value of this
obj ect can be ' 0000000000000000' h or the zero-length
string."
REFERENCE
"- t11FanConfi gbDonmi nld, T11- FC- FABRI C- ADDR- MGR- M B,
Fi bre Channel Fabric Address Manager M B, RFC 4439;
- ANSI INCITS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC SP),
February 2007, table 108."
::={ t1lFcSpPoNaSwLi stEntry 2 }

t 11FcSpPoNaSwLi st RowSt at us OBJECT- TYPE
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SYNTAX RowsSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The status of this row Values of object instances
within the row can be nodified at any tine.

If arowinthis table is deleted, any row in the
t 11FcSpPoNaSwivenbTabl e for the same Switch Menbership
List Object will also get deleted."

::={ tl1lFcSpPoNaSwLi stEntry 3 }

Switch Entries in Non-Active Switch Menbership List bjects

t 11FcSpPoNaSwivenbTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF T11FcSpPoNaSwivenbEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A table of Switch Entries in non-active Switch Menbership
Li st Objects.”
REFERENCE
"- ANSI INCITS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC SP),
February 2007, section 7.1.4.1 and table 110."
::={ t1lFcSpPoNonActive 3 }

t 11FcSpPoNaSwivenbEnt ry OBJECT- TYPE

SYNTAX T11FcSpPoNaSwivenbEnt ry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Each entry contains information about one Switch that

is listed in a Switch Entry of a non-active Switch Menbership
Li st Object for the Fabric identified by t1l1FcSpPoFabri cl ndex
and managed within the Fi bre Channel nmanagenent instance
identified by fcml nstancel ndex.

A row cannot exist unless there is a rowin

t 11FcSpPoNaSwLi st Tabl e for the given Switch Menbership List
oject, i.e., the rowin t11FcSpPoNaSwLi st Table for a
Switch Menbership List Object nust be created before (or
simultaneously with) a rowin this table for a Switch
Entry in that Switch Menbership List Object, and when a
row in t1l1FcSpPoNaSwLi st Table is deleted, all rows in this
table for Switch Entries in that Switch Menbership List
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oj ect al so get del eted.

The StorageType of a rowin this table is specified by the
i nstance of t11FcSpPoStorageType that is | NDEX-ed by the
sanme val ues of fcnl nstancel ndex and t11FcSpPoFabri cl ndex."

INDEX { fcm nstancel ndex, t1lFcSpPoFabri cl ndex,

t 11FcSpPoNaSwLi st Nane,
t 11Fc SpPoNaSwiverbSwi t chNameType,
t 11FcSpPoNaSwivenbSwi t chName }

::={ tl1lFcSpPoNaSwMenbTable 1 }

T11FcSpPoNaSwivenbEntry :: = SEQUENCE {
t 11FcSpPoNaSwiverrbSwi t chNanmeType T11FcSpPol i cyNameType,
t 11Fc SpPoNaSwiverbSwi t chName FcNarel dOr Zer o,
t 11Fc SpPoNaSwivenbFl ags BI TS,
t 11FcSpPoNaSwivenbDonai nl D FcDomai nl dOr Zer o,

t 11FcSpPoNaSwivenbPol i cyDat aRol e | NTECER,

t 11FcSpPoNaSwivenbAut hBehavi our BI TS,

t 11FcSpPoNaSwivenbAt t ri but e T11FcSpAl phaNunNanmeOr Absent ,
t 11Fc SpPoNaSwivenmbRowSt at us RowSt at us

}

t 11FcSpPoNaSwivenbSwi t chNameType OBJECT- TYPE

SYNTAX

T11FcSpPol i cyNameType {
nodeNane( 1),
restrict edNodeNane( 2),
wi | dcard(5),
restrictedW | dcard(6)

}
MAX- ACCESS not - accessi bl e

STATUS

current

DESCRI PTI ON

De Santi,

"If the value of this object is 'nodeNane’ or
"restrictedNodeNane’, then the conbination of

this object and t 11FcSpPoNaSwiernbSwi t chNane specify the
Switch Name of this Switch Entry.

The nmenbership is restricted or unrestricted based on the
nane type. Restricted nenbership means that the Switch is
not allowed to be part of the Fabric unless allowed by a
specific Switch Connectivity Cbject. Unrestricted
menber shi p neans that the Switch is allowed to be part of
the Fabric unless disallowed by a specific Switch
Connectivity nbject.

The values of 'wildcard and 'restrictedWIldcard provide

the neans to specify whether to all ow deny nmenbership for
Switches not explicitly named in the Switch Menbership
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Li st Object.”
REFERENCE
"- ANSI |INCITS 426-2007, Til/Project 1570-D,
Fi bre Channel - Security Protocols (FC SP),
February 2007, section 7.1.4.1 and table 110."
= { t1llFcSpPoNaSwMenbEntry 1 }

t 11FcSpPoNaSwiverrbSwi t chNane OBJECT- TYPE

SYNTAX FcNanmel dOr Zero (Sl ZE (8))
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"If the value of t11FcSpPoSwiMenbSwi tchNaneType is
"wildcard’ or 'restrictedWldcard , this object has the
val ue ' 0000000000000000’ h.

O herw se, the conbination of
t 11FcSpPoNaSwivernbSwi t chNanmeType and this object specify the
Switch Nanme of this Switch Entry."
REFERENCE
"- ANSI |INCITS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC SP),
February 2007, section 7.1.4.1 and table 110."
= { tl1lFcSpPoNaSwMenbEntry 2 }

t 11FcSpPoNaSwMvenbFl ags OBJECT- TYPE
SYNTAX BI TS {
stati cDomai nl D(0),
i nsi stent Dorai nl D( 1),
seri al Port sAccess(2),
physi cal Port sAccess(3),
manager Rol e( 4)

}
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"Configurable options in respect to the adm nistration
of Policy hjects at this Switch:

"staticDomainl D - the Switch uses the 'Static
Domai n_| Ds behavior’ (as defined in FC-SW4) when this bit
is set. This bit should have the same setting for all
Switches in a Fabric’s Switch Menbership List Object, or
else the Fabric will partition. |If this bit is set,
the "insistentDomainl D bit nmust not be set.

"insistentDomainlD - if this bit is set, the Switch
uses the ’'Insistent Domain_| Ds behavior’ (as defined in
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FC-SW4), and the 'staticDomainlD bit nust not be set.

"serial PortsAccess’ - the Switch all ows nanagenent
through serial ports when and only when this bit is set.

" physi cal PortsAccess’ - the Switch all ows managenent
through the physical panel when and only when this bit
is set.

" manager Rol e’ - the Switch is allowed to change

the Fabric Policy configuration (on receipt of any of the
EACA, ESFC, EUFC, ACA, SFC, or UFC SWILSs) if this bit is
set."
REFERENCE
"- ANSI | NCI TS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC SP),
February 2007, section 7.1.4.1 and table 112."
::={ tl1lFcSpPoNaSwMenbEntry 3 }

t 11FcSpPoNaSwivenbDorrai nl D OBJECT- TYPE

SYNTAX FcDomai nl dOr Zer o
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON

"The Domain_ID to be used when either the ’'staticDonai nl D
bit or the "insistentDomainlD bit is set in the
correspondi ng val ue of t11FcSpPoNaSwiMenbFl ags. "
REFERENCE
"- ANSI | NCI TS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC SP),
February 2007, section 7.1.4.1 and tables 111 and 112."
::={ t1lFcSpPoNaSwMenbEntry 4 }

t 11FcSpPoNaSwivenbPol i cyDat aRol e OBJECT- TYPE
SYNTAX I NTEGER {
client(l),
aut ononous( 2),
server(3)

}
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The role of the Switch in terns of which Policy data
it retains/ mintains:

"client’” - the Switch operates as a Cient Switch.
A Cdient Switch maintains its own Switch Connectivity
oj ect and all Fabric-wide List bjects. |If FC SP
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Zoning is used, a dient Switch maintains only the
subset of the Active Zone Set that it requires to
enforce the current Fabric Zoning configuration.

"autononpus’ - the Switch operates as an Aut ononous
Switch. An Autononmous Switch maintains its own Sw tch
Connectivity Cbject and all Fabric-w de List Objects.
This is the sane as 'client’ except that if FC SP Zoning
is used, an Autononmpbus Switch maintains a conpl ete copy
of the Fabric Zoning Dat abase.

"server’ - the Switch operates as a Server Switch.
A Server Switch naintains all Fabric-w de List Objects
and the Switch Connectivity Objects of each Switch in
the Fabric. If FC-SP Zoning is used, a Server Swtch
mai ntains a conplete copy of the Fabric Zoni ng Dat abase."
REFERENCE
"- ANSI INCITS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC SP),
February 2007, section 7.1.4.1 and table 113."
1= { t1lFcSpPoNaSwMenbEntry 5 }

t 11FcSpPoNaSwivenbAut hBehavi our OBJECT- TYPE
SYNTAX BITS {
must Aut henti cate(0),
rejectlsFailure(l)

}
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The aut henticati on behaviour of the Switch:

"nmust Authenticate’ - if this bit is set, all connections
between this Switch and nei ghbor Sw tches nust be
aut henti cat ed.

"rejectlsFailure’ - if this bit is set, the rejection of
an AUTH Negoti ate nmessage nmust be considered as an
aut hentication failure by this Switch."
REFERENCE
"- ANSI |INCITS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC SP),
February 2007, section 7.1.4.1 and table 114."
::={ t1lFcSpPoNaSw\enbEntry 6 }

t 11FcSpPoNaSwivenbAt t ri but e OBJECT- TYPE

SYNTAX T11FcSpAl phaNunNanmeOr Absent
MAX- ACCESS read-create
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STATUS current

DESCRI PTI ON
"The name of a non-active Attribute Policy Object that
is defined for this Switch. The zero-length string
i ndi cates that no non-active Attribute Policy Object is
defined for this Switch.

The effect of having no rows in the t11FcSpPoNaAttri bTabl e
for which the value of t11FcSpPoNaAttri bNane is the
sane as the value of this object, is the sane as
this object’s value being the zero-length string."
REFERENCE
"- ANSI INCITS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC SP),
February 2007, section 7.1.4.1 and table 110."
= { t11FcSpPoNaSwMenbEntry 7 }

t 11FcSpPoNaSwivermbRowsSt at us OBJECT- TYPE

SYNTAX RowsSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The status of this row. Values of object instances
within the row can be nodified at any tine.

A row cannot exist unless there is a rowin the
tlchSpPoNaSwLi st Table for the Switch Menbership List
oj ect containing the Switch Entry for this Switch, i.e.,
the rowin t1l1FcSpPoNaSwLi st Table for a Switch Menbership
Li st Object nmust be created before (or sinmultaneously)
with a rowin this table for a Switch Entry in that
Switch Menbership List Object; and when a row in
t 11FcSpPoNaSwLi st Table is deleted, any rowin this
table for a Switch Entry in that Switch Menbership
Li st Object also gets deleted.”

= { t1l1FcSpPoNaSwienbEntry 8 }

-- Node Entries in Non-Active Node Menbership List Objects

t 11FcSpPoNaNoMenbTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF T11FcSpPoNaNoMenmbEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"A table of Node Entries in non-active Node Menbership List
oj ect s.
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One Node Menbership List Object is represented by all
the rows in this table that have the sanme val ue of
t 11FcSpPoNaNoMenbLi st Narne. "

::={ t1lFcSpPoNonActive 4 }

t 11FcSpPoNaNoMenbEnt ry OBJECT- TYPE

SYNTAX T11FcSpPoNaNoMembENt ry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Each entry contains infornmation about one Node Entry of
a non-active Node Menmbership List Cbject for the Fabric
identified by t1l1FcSpPoFabriclndex and managed within
the Fi bre Channel managenent instance identified by

f cm nst ancel ndex.

2008

The StorageType of a rowin this table is specified by the

i nstance of t11FcSpPoStorageType that is | NDEX-ed by the
sane val ues of fcm nstancel ndex and t11FcSpPoFabri cl ndex.
I NDEX { fcm nstancel ndex, t11FcSpPoFabri cl ndex,
t 11FcSpPoNaNoMenbLi st Nane,
t 11FcSpPoNaNoMermbNodeNaneType,
t 11FcSpPoNaNoMenbNodeNare }
.= { t1llFcSpPoNaNoMenbTable 1 }

T11FcSpPoNaNoMembEntry :: = SEQUENCE {
t 11FcSpPoNaNoMenbLi st Nane T11FcSpAl phaNunNane,
t 11FcSpPoNaNoMenbNodeNaneType T11FcSpPol i cyNaneType,
t 11FcSpPoNaNoMermbNodeNane FcNanel dOr Zer o,
t 11FcSpPoNaNoMenmbFl ags BI TS,
t 11FcSpPoNaNoMenbCt Accessl ndex Unsi gned32,
t 11FcSpPoNaNoMenbAt t ri but e T11FcSpAl phaNunNanmeOr Absent ,
t 11FcSpPoNaNoMenmbRowsSt at us RowSt at us
}

t 11FcSpPoNaNoMenbLi st Name OBJECT- TYPE

SYNTAX T11FcSpAl phaNuniNane
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"The name of the non-active Node Menbership List Chject."
REFERENCE
"- ANSI INCITS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC SP),
February 2007, section 7.1.4.1 and table 116."
::={ tl1lFcSpPoNaNoMenbEntry 1 }

t 11FcSpPoNaNoMermbNodeNaneType OBJECT- TYPE
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SYNTAX T11FcSpPol i cyNameType {
nodeNane(1),
restrict edNodeNane( 2),
port Nane( 3),
restrictedPort Nane(4),
wi | dcard(5),
restrictedW | dcard(6)

}
MAX- ACCESS not-accessi bl e
STATUS current
DESCRI PTI ON
"If the value of this object is '"wildcard or
"restrictedW!l dcard’, this Node Entry applies to Nodes not
explicitly named in the Node Membership List Object.

O herwi se, the conbination of this object and

t 11FcSpPoNaNoMenbNodeNane specify the nane of this Node Entry
in the active Node Menbership List Cbject. A Node is
identified by its Node Nane or by one or nore of its Port
Nanes.

Restricted nmenbership neans that a Node is not allowed to be
connected to the Fabric unless allowed by a specific Switch
Connectivity oject. Unrestricted nenbership neans that a
Node is allowed to be connected to the Fabric unless
di sal l owned by a specific Switch Connectivity Cbject."
REFERENCE
"- ANSI | NCI TS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC- SP),
February 2007, section 7.1.4.1 and table 116."
::={ t1lFcSpPoNaNoMenbEntry 2 }

t 11FcSpPoNaNoMenbNodeNanme OBJECT- TYPE

SYNTAX FcNarel dOr Zero (Sl ZE (8))
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"If the value of t11FcSpPoNaNoMenbNodeNaneType is
"wildcard’ or 'restrictedWldcard , this object has the
val ue ’* 0000000000000000’ h.

O herwi se, the conbination of t11FcSpPoNaNoMenbNodeNaneType
and this object specify the nane of this Node Entry is the
active Node Menbership List hject.”
REFERENCE
"- ANSI | NCI TS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC SP),
February 2007, section 7.1.4.1 and table 116."
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::={ t1lFcSpPoNaNoMenbEntry 3 }

t 11FcSpPoNaNoMenbFl ags OBJECT- TYPE
SYNTAX BI TS {
scsi Encl osur eAccess(0),
aut henti cati onRequi red(1)

}
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"Configurable options in respect to the adm nistration
of Policy hjects at this Node:

" scsi Encl osur eAccess’ - the Node is allowed to
control any Switch through SCSI Encl osure Services if this
bit is set. |If a Switch does not support SCSI Encl osure

Services, this bit is ignored.

"aut henti cati onRequi red’ - the Node is required to
authenticate itself to any Switch to which it is connected
if and only if this bit is set."

REFERENCE
"- ANSI | NCI TS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC SP),
February 2007, section 7.1.4.1 and table 118."
1= { t1lFcSpPoNaNoMenbEntry 4 }

t 11FcSpPoNaNoMenbCt Accessl ndex OBJECT- TYPE

SYNTAX Unsi gned32 (0..4294967295)
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"If the value of this object is zero, then access by this
Node to Generic Services is not limted by a Conmon
Transport Access Specifier.

O herwise, the limts are specified by the set of Conmon
Transport Access Descriptors contained in those rows of
the t11FcSpPoNaCt Descr Tabl e for which the val ue of
t 11FcSpPoNaCt Descr Specifierlndex is the sane as the val ue
of this object. No such rows in tl1lFcSpPoNaCtDescrTabl e
have the sane effect as this object’s value being zero."
REFERENCE
"- ANSI INCITS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC SP), February 2007,
section 7.1.4.1 and tables 118/119/120/121."
.= { tl1lFcSpPoNaNoMenbEntry 5 }
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t 11FcSpPoNaNoMenbAtt ri bute OBJECT- TYPE

SYNTAX T11FcSpAl phaNunNanmeOr Absent
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The name of a non-active Attribute Policy Object that

is defined for this Node. The zero-length string indicates
that no non-active Attribute Policy Object is defined for
thi s Node.

The effect of having no rows in the t11FcSpPoNaAttri bTabl e
for which the value of t11FcSpPoNaAttri bNane is the
same as the value of this object, is the sane as
this object’s value being the zero-length string."
REFERENCE
"- ANSI | NCI TS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC- SP),
February 2007, section 7.1.4.1 and table 116."
::={ t1lFcSpPoNaNoMenbEntry 6 }

t 11FcSpPoNaNoMenbRowst at us OBJECT- TYPE

SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The status of this row Values of object instances
within the row can be nodified at any tine."
.= { t1lFcSpPoNaNoMenbEntry 7 }

-- Non-Active Common Transport Access Descriptors

t 11FcSpPoNaCt Descr Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF T11FcSpPoNaCt DescrEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A tabl e of Commmon Transport Access Descriptors referenced
by non-active Policy bjects.

A Common Transport Access Specifier is a list of Common
Transport Access Descriptors that specify whether a Node
is allowed to access a Ceneric Service or Sub-Server.

A non-active Commopn Transport Access Specifier is
represented by all rows of this table that have the sane
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val ues of fcm nstancel ndex, t11lFcSpPoFabricl ndex, and
t 11FcSpPoNaCt Descr Speci fi er | ndex. "
REFERENCE
"- ANSI INCITS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC- SP),
February 2007, section 7.1.5"
c:={ t1lFcSpPoNonActive 5 }

t 11FcSpPoNaCt Descr Entry OBJECT- TYPE

SYNTAX T11FcSpPoNaCt DescrEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

2008

"Each entry contains information about one Common Transport
Access Descriptor of an non-active Conmon Transport Access

Specifier used within the Fabric identified by

t 11FcSpPoFabri cl ndex and nmanaged within the Fi bre Channel

managenment instance identified by fcnl nstancel ndex.

The StorageType of a rowin this table is specified by the

i nstance of t11FcSpPoStorageType that is | NDEX-ed by the

sanme val ues of fcnlnstancel ndex and t11FcSpPoFabri cl ndex. "

I NDEX { fcml nstancel ndex, t11FcSpPoFabri cl ndex,

t 11FcSpPoNaCt Descr Speci fi erl ndex, t11FcSpPoNaCt Descrl ndex }

c:={ t1lFcSpPoNaCt DescrTable 1 }

T11FcSpPoNaCt DescrEntry :: = SEQUENCE {
t 11FcSpPoNaCt Descr Speci fi er | ndex Unsi gned32,
t 11FcSpPoNaCt Descr | ndex Unsi gned32,
t 11FcSpPoNaCt Descr Fl ags BI TS,
t 11FcSpPoNaCt Descr GsType CCTET STRI NG
t 11FcSpPoNaCt Descr GsSubType OCTET STRI NG,
t 11FcSpPoNaCt Descr RowSt at us RowSt at us
}
t 11FcSpPoNaCt Descr Speci fi erl ndex OBJECT- TYPE
SYNTAX Unsi gned32 (1..4294967295)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"An index value that uniquely identifies a particular
Conmon Transport Access Specifier within a Fabric."
c:={ t1lFcSpPoNaCt DescrEntry 1 }

t 11FcSpPoNaCt Descr | ndex OBJECT- TYPE

SYNTAX Unsi gned32 (1..4294967295)
MAX- ACCESS not - accessi bl e
STATUS current
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DESCRI PTI ON
"An index value that uniquely identifies a particul ar
Conmon Transport Access Descriptor within a Conmon Transport
Access Specifier."

::={ t1llFcSpPoNaCt DescrEntry 2 }

t 11FcSpPoNaCt Descr Fl ags OBJECT- TYPE
SYNTAX BI TS {
all om0),
gsTypeW | dcard(1),
gsSubTypeW | dcar d(2),

readOnl y(3)
}
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The flag bits that specify how access is to be limted by
this Common Transport Access Descriptor:

- allow -- access to the specified Generic Service and
Server is allowed if this bit is set, and is to be denied
if this bit is not set.

- gsTypeWldcard -- if this bit is set, the Generic Service
to be allowed/denied is specified by the val ue of
t 11FcSpPoNaCt Descr GsType, and the gsSubTypeW I dcard bit
must not al so be set.

- gsSubTypeW ldcard -- if this bit is set, the Ceneric
Service to be allowed/denied is specified by the val ue of
t 11FcSpPoNaCt Descr GsSubType, and the gsTypeW I dcard bit
must not al so be set.

- readOnly -- if this bit is set, then access is to be
granted only for reading."
REFERENCE
"- ANSI INCITS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC SP), February 2007,
section 7.1.5.1, and tables 117, 118, and 120."
::={ t1lFcSpPoNaCt DescrEntry 3 }

t 11FcSpPoNaCt Descr GsType OBJECT- TYPE

SYNTAX OCTET STRING (SIZE (1))
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The GS _Type of the Generic Service (e.g., the FC-GS5-5
Managenent Service) that is subject to access control.
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This value is ignored if the gsTypeWldcard bit is not set
in the correspondi ng val ue of t11FcSpPoNaCt DescrFl ags. "
REFERENCE
"- ANSI INCITS 427-2006,
Fi bre Channel - Generic Services-5 (FC GS-5),
section 4.3.2.4.
- ANSI INCITS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC SP),
February 2007, section 7.1.5.1 and table 120."
::={ t1lFcSpPoNaCt DescrEntry 4 }

t 11FcSpPoNaCt Descr GsSubType OBJECT- TYPE

SYNTAX OCTET STRING (SIZE (1))

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The GS_Subtype of the Generic Server (e.g., the Fabric Zone
Server) that is subject to access control. This value is

ignored if the gsSubTypeW/ldcard bit is not set in the
correspondi ng val ue of t11FcSpPoNaCt DescrFl ags. "
REFERENCE
"- ANSI INCITS 427-2006,
Fi bre Channel - Generic Services-5 (FC GS-5),
section 4.3.2.5.
- ANSI INCITS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC SP),
February 2007, section 7.1.5.1 and table 120."
::={ t1lFcSpPoNaCt DescrEntry 5 }

t 11FcSpPoNaCt Descr Rowst at us OBJECT- TYPE

SYNTAX RowsSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The status of this row Values of object instances
within the row can be nodified at any tinme."
c:={ t1lFcSpPoNaCt DescrEntry 6 }

-- Switches/ Nodes in Non-Active Switch Connectivity Objects

t 11FcSpPoNaSwConnTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF T11FcSpPoNaSwConnEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A table of non-active Switch Connectivity Objects.
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A Switch Connectivity oject defines to which other
Switches or Nodes a particular Switch may/ may not be
connected at the Node | evel and/or at the Port |evel."
REFERENCE
"- ANSI | NCI TS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC SP),
February 2007, section 7.1.6."
1= { t1lFcSpPoNonActive 6 }

t 11FcSpPoNaSwConnEnt ry OBJECT- TYPE

SYNTAX T11FcSpPoNaSwConnEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Each entry contains the nane of a Switch/Node with which
any port of a particular Switch on a particular Fabric, or
a particular port on that Switch, is allowed or not allowed
to be connect ed.

The particular Fabric is identified by t11FcSpPoFabri cl ndex
and managed within the Fi bre Channel nmanagenent instance
identified by fcnlnstancel ndex.

The StorageType of a rowin this table is specified by the
i nstance of t11FcSpPoStorageType that is | NDEX-ed by the
same val ues of fcnl nstancel ndex and t11FcSpPoFabri cl ndex. "
I NDEX { fcm nstancel ndex, t11FcSpPoFabri cl ndex,
t 11FcSpPoNaSwConnSwi t chNane,
t 11FcSpPoNaSwConnAl | owedType,
t 11FcSpPoNaSwConnPor t NameOr Al |,
t 11FcSpPoNaSwConnAl | owedl ndex }
1= { t1lFcSpPoNaSwConnTable 1 }

T11FcSpPoNaSwConnEntry ::= SEQUENCE {
t 11FcSpPoNaSwConnSwi t chNane FcNarnel dOr Zer o,
t 11FcSpPoNaSwConnAl | owedType I NTECER,
t 11FcSpPoNaSwConnPor t NamreOr Al | FcNarel dOr Zer o,
t 11FcSpPoNaSwConnAl | owedl ndex Unsi ghed32,
t 11FcSpPoNaSwConnAl | owedNanmeType T11FcSpPol i cyNanmeType,
t 11FcSpPoNaSwConnAl | owedNane FcNanel dOr Zer o,
t 11FcSpPoNaSwConnRowSt at us RowsSt at us
}

t 11FcSpPoNaSwConnSwi t chNane OBJECT- TYPE

SYNTAX FcNanmel dOr Zero (SI ZE (8))
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
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"The name of the Switch for which this Switch Connectivity
hj ect specifies topology restrictions.™
REFERENCE
"- ANSI INCITS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC- SP),
February 2007, section 7.1.6.1 and table 123."
c:={ t1llFcSpPoNaSwConnEntry 1 }

t 11FcSpPoNaSwConnAl | owedType OBJECT- TYPE

SYNTAX I NTECER { switch(1), node(2) }
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This object specifies whether this rowrefers to an
"Al'lowed Switch’ that concerns Switch-to-Swtch
connectivity or an ' Al l owed Node’' that concerns
Swi t ch-t o- Node connectivity. Consequently, this object’s
val ue i ndi cates whet her the correspondi ng i nstance of
t 11FcSpPoNaSwConnAl | owedNane specifies the nane of a Switch
or the nane of a Node."
REFERENCE
"- ANSI | NCI TS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC- SP),
February 2007, section 7.1.6.1 and table 123."
c:= { t1llFcSpPoNaSwConnEntry 2 }

t 11FcSpPoNaSwConnPor t NameOr Al | OBJECT- TYPE

SYNTAX FcNanmel dOr Zero (SIZE(O | 8))
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This object specifies either the particular port on which
this topology restriction applies, or if the value is the
zero-length string, that the topology restriction applies
to all ports of the Switch.

In other words, if this object’s value contains the nane of
a port, then this row represents a 'Port Connectivity Entry’
(as described in FC-SP) within a Switch Connectivity Cbject."
REFERENCE
"- ANSI |INCITS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC SP),
February 2007, section 7.1.6.1 and tables 123/124."
1= { t1lFcSpPoNaSwConnEntry 3 }

t 11FcSpPoNaSwConnAl | owedl ndex OBJECT- TYPE

SYNTAX Unsi gned32 (1..4294967295)
MAX- ACCESS not - accessi bl e
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STATUS current

DESCRI PTI ON
"When nultiple rows in this table refer to different
"Allowed Switches’” or to different ' Al owed Nodes’ for the
same port(s) in the sane Switch Connectivity Cbject, this
obj ect provides a unique index value to distinguish between
such rows."

1= { t1lFcSpPoNaSwConnEntry 4 }

t 11FcSpPoNaSwConnAl | owedNaneType OBJECT- TYPE
SYNTAX T11FcSpPol i cyNanmeType {

nodeNane(1),

restrict edNodeNane(2),
port Narme( 3),
restrictedPort Nanme(4),
wi | dcard(5),
restrictedW | dcard(6)

}

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"If the value of this object is "wildcard or
"restrictedW!l dcard’, this row specifies whether
connectivity is allowed/not allowed with entities not
explicitly named by other rows.

O herwi se, the conbination of
t 11FcSpPoNaSwConnAl | owedNaneType and
t 11FcSpPoNaSwConnAl | owedNane specify the nane of:

- a Switch (if t1l1FcSpPoNaSwConnAl | owedType = 'switch’), or
- a Node (if t1llFcSpPoNaSwConnAl |l owedType = 'node’)

to which connectivity is allowed/not allowed."
REFERENCE
"- ANSI INCITS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC SP),
February 2007, section 7.1.6.1 and tables 123/124."
1= { t1lFcSpPoNaSwConnEntry 5 }

t 11FcSpPoNaSwConnAl | owedNane OBJECT- TYPE

SYNTAX FcNanel dOr Zero (SI ZE (8))
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"If t11FcSpPoNaSwConnAl | onedNaneType has the val ue
"wildcard’ or 'restrictedWldcard' , this object has the
val ue ' 0000000000000000’ h.
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O herw se, the conbination of
t 11FcSpPoNaSwConnAl | owedNaneType and
t 11FcSpPoNaSwConnAl | owedNane specify the name of:

- a Switch (if tl1lFcSpPoNaSwConnAl | owedType = "switch’), or
- a Node (if tllFcSpPoNaSwConnAl |l owedType = 'node’)

to which connectivity is allowed/not allowed."
REFERENCE
"- ANSI | NCI TS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC- SP),
February 2007, section 7.1.6.1 and tables 123/124."
c:= { t1llFcSpPoNaSwConnEntry 6 }

t 11Fc SpPoNaSwConnRowSt at us OBJECT- TYPE

SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The status of this row Values of object instances
within the row can be nodified at any tine."
::={ t1lFcSpPoNaSwConnEntry 7 }

-- | P Managenent Entries in Non-Active | P Managenent List Cbjects

t 11FcSpPoNal pMynt Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF T11FcSpPoNal pMgmt Entry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A table of I P Managenent Entries in non-active |IP
Managenent List Objects. The | P Managenent List Cbject is a
Fabric-wi de Policy hject that describes which IP hosts are
all oned to nanage a Fabri c.

One non-active | P Managenent List Object is represented by
all rows of this table that have the same val ues of
fcm nst ancel ndex and t 11FcSpPoFabri cl ndex. "

::={ tl1lFcSpPoNonActive 7 }

t 11FcSpPoNal pMynt Ent ry OBJECT- TYPE

SYNTAX T11FcSpPoNal pMynt Entry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Each entry contains informati on about one | P Managenent
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entry within a non-active | P Managenent List Object for the
Fabric identified by t11FcSpPoFabriclndex and managed
within the Fibre Channel managenent instance identified

by fcnl nstancel ndex.

The Policy Object Name of an | P Managenent Entry Policy
ohject is either an | Pv6 Address Range or an | Pv4 Address
Range. 1In a Fabric’s database of Policy Objects, every

Pol i cy Object Name, including these Internet address ranges,
is represented as a (T11lFcSpPol i cyNaneType,

T11FcSpPol i cyNanme) tuple. In contrast, this MB nodul e
uses the conventional MB syntax for |IP addresses, and
therefore represents the Policy Object Name of an IP
Management Entry Policy bject as a (I net AddressType,

I net Address, |net Address) tuple.

In theory, the use of tl1lFcSpPoNal pMynt EntryNanmeLow and

t 11FcSpPoNal pMgnt Ent r yNaneHi gh, whi ch have the syntax of

I net Address, in the INDEX could cause the need for
excessively long ODs. |In practice, this can’t happen
because FC-SP doesn’t allow these objects to be specified
as DNS nanes.

The StorageType of a rowin this table is specified by the
i nstance of t11FcSpPoStorageType that is | NDEX-ed by the
same val ues of fcnl nstancel ndex and t11FcSpPoFabri cl ndex. "
I NDEX { fcm nstancel ndex, t11FcSpPoFabri cl ndex,
t 11FcSpPoNal pMgnt Li st Narre,
t 11FcSpPoNal pMgnt Ent r yNameType,
t 11FcSpPoNal pMynt Ent r yNanmeLow,
t 11FcSpPoNal pMgnt Ent r yNanmeHi gh }
1= { t1lFcSpPoNal pMgnt Table 1 }

T11FcSpPoNal pMynt Entry :: = SEQUENCE {

t 11FcSpPoNal pMgnt Li st Nane

t 11FcSpPoNal pMgnt Ent r yNanmeType
t 11FcSpPoNal pMgnt Ent r yNanmeLow

t 11FcSpPoNal pMgmt Ent r yNaneHi gh
t 11FcSpPoNal pMgmt Vikpl ndex

t 11FcSpPoNal pMgnt Attri but e

t 11FcSpPoNal pMgnt RowSt at us

}

T11FcSpAl phaNunNane,

| net Addr essType,

| net Addr ess,

| net Addr ess,

Unsi gned32,

T11FcSpAl phaNunNameOr Absent ,
RowSt at us

t 11FcSpPoNal pMynt Li st Name OBJECT- TYPE

SYNTAX T11FcSpAl phaNunNane
MAX- ACCESS not-accessible
STATUS current
DESCRI PTI ON
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"The name of a non-active Node Menbership List bject."
REFERENCE
"- ANSI | NCI TS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC SP),
February 2007, section 7.1.7.1 and table 125."
c:={ t1llFcSpPoNal pMgntEntry 1 }

t 11FcSpPoNal pMgnt Ent r yNameType OBJECT- TYPE

SYNTAX I net AddressType { ipv4(l), ipv6(2) }
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The conbination of t11FcSpPoNal pMgnt EntryNameType,

t 11FcSpPoNal pMgnt NaneLow, and t 11FcSpPoNal pMgnt NanmeH gh
specify the Internet address range of this |IP Managenent
Entry in the | P Managenent List bject.

The FC-SP specification does not allow this address to
be specified using a DNS domai n name, nor does it allow
the specification of zone indexes. Therefore, the
type of address nust be one of: "ipv4 or 'ipv6e ."
REFERENCE
"- ANSI |INCITS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC SP),
February 2007, sections 7.1.7.1 and table 126."
::={ t1lFcSpPoNal pMgnt Entry 2 }

t 11FcSpPoNal pMgnt Ent r yNanmeLow OBJECT- TYPE

SYNTAX I net Address (SIZE(4 | 16))
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The |l ower end of an Internet address range. The type
of this address is given by the correspondi ng instance
of t11FcSpPoNal pMgnt Ent r yNaneType.

The conbi nati on of t11FcSpPoNal pMgmt Ent r yNaneType,
t 11FcSpPoNal pMgmt NaneLow, and t 11FcSpPol pMynt NameH gh
specify the Internet address range of this |IP Managenent
Entry in the | P Managenent List Cbject.”
REFERENCE
"- ANSI INCITS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC SP),
February 2007, sections 7.1.7.1 and table 126."
1= { t1lFcSpPoNal pMgntEntry 3 }

t 11FcSpPoNal pMgmnt Ent r yNaneH gh OBJECT- TYPE
SYNTAX I net Address (Sl ZE(4 | 16))
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MAX- ACCESS not-accessible

STATUS current

DESCRI PTI ON
"The higher end of an Internet address range. The type
of this address is given by the correspondi ng instance
of t11FcSpPoNal pMgmt Ent ryNaneType.

The conbi nati on of t11FcSpPoNal pMymt Ent r yNaneType,
t 11FcSpPoNal pMgnt NaneLow, and t 11FcSpPoNal pMgnt NameHi gh
specify the Internet address range of this |IP Managenent
Entry in the | P Managenent List (bject."
REFERENCE
"- ANSI INCITS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC SP),
February 2007, sections 7.1.7.1 and table 126."
::={ t1lFcSpPoNal pMgntEntry 4 }

t 11FcSpPoNal pMgmt Vikpl ndex OBJECT- TYPE

SYNTAX Unsi gned32 (0..4294967295)
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"This object identifies the restrictions for |IP nanagenent
access by IP hosts in this range of |P addresses.

The restrictions are specified as the set of Well-Known
Prot ocol s Access Descriptors contained in those rows of the
t 11FcSpPoNaVkpDescr Tabl e for which the val ue of
t 11FcSpPoNaVWkpDescr Speci fierlndx is the sane as the val ue
of this object. |If there are no such rows or if the value
of this object is zero, then this |IP Managenent Entry does
not identify any Well-Known Protocols Access restrictions."”
REFERENCE
"- ANSI INCITS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC- SP),
February 2007, section 7.1.7.1 and tables 127/129."
::={ t1lFcSpPoNal pMgntEntry 5 }

t 11FcSpPoNal pMynt At t ri but e OBJECT- TYPE

SYNTAX T11FcSpAl phaNunmNameOr Absent
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The name of a non-active Attribute Policy Object that

is defined for this I P Management entry. The zero-length
string indicates that no non-active Attribute Policy Object
is defined for it.
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The effect of having no rows in the t11FcSpPoNaAttri bTabl e
for which the value of t11FcSpPoNaAttri bNane is the same
as the value of this object, is the sane as this object’s
val ue being the zero-length string."
REFERENCE
"- ANSI INCITS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC SP),
February 2007, section 7.1.7.1 and table 128."
1= { t1lFcSpPoNal pMgnt Entry 6 }

t 11FcSpPoNal pMgnt RowSt at us OBJECT- TYPE

SYNTAX Rowst at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The status of this row Values of object instances
within the row can be nodified at any tine."
c:={ t1llFcSpPoNal pMgnt Entry 7 }

-- Non-Active Well-Known Protocol Access Descriptors

t 11FcSpPoNaVWkpDescr Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF T11FcSpPoNaWkpDescrEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A table of the Well-Known Protocol Access Descriptors
referenced fromnon-active Policy Objects.

A Wl | - Known Protocol Access Specifier is a list of

Vel | - Known Protocol Access Descriptors each of which
specifies a protocol nunber, a port nunber, and/or various
flags specifying how | P nanagenent access is restricted.

A non-active Well-Known Protocol Transport Access Specifier
is represented by all rows of this table that have the sane
val ues of fcml nstancel ndex, t11lFcSpPoFabriclndex, and
t 11FcSpPoNaVWkpDescr Speci fi erl ndx. "

::={ t1lFcSpPoNonActive 8 }

t 11FcSpPoNaVWkpDescr Entry OBJECT- TYPE

SYNTAX T11FcSpPoNaVkpDescrEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Each entry contains informati on about one Wl | -Known
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Prot ocol Access Descriptor of a non-active Wl -Known

Prot ocol Access Specifier used within the Fabric identified
by t11FcSpPoFabri cl ndex and nanaged within the Fibre Channe
managenent instance identified by fcnl nstancel ndex.

The StorageType of a rowin this table is specified by the
i nstance of t11FcSpPoStorageType that is | NDEX-ed by the
same val ues of fcnl nstancel ndex and t11FcSpPoFabri cl ndex. "
I NDEX { fcm nstancel ndex, t11FcSpPoFabri cl ndex,
t 11FcSpPoNaVWkpDescr Speci fi er | ndx,
t 11FcSpPoNaVWkpDescr | ndex }
::={ t1llFcSpPoNaVkpDescrTable 1 }

T11FcSpPoNaVkpDescrEntry ::= SEQUENCE ({
t 11FcSpPoNaVWkpDescr Speci fi er | ndx Unsi gned32,
t 11FcSpPoNaVWkpDescr | ndex Unsi gned32,
t 11FcSpPoNaVWkpDescr Fl ags BI TS,
t 11FcSpPoNaVWkpDescr WkpNunber Unsi gnhed32,
t 11FcSpPoNaVkpDescr Dest Por t I net Por t Nunber,
t 11FcSpPoNaVWkpDescr RowSt at us RowSt at us

}

t 11FcSpPoNaVkpDescr Speci fi erl ndx OBJECT- TYPE

SYNTAX Unsi gned32 (1..4294967295)
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"An index value that uniquely identifies a particular
non-active Well-Known Protocol Access Specifier within
a Fabric."

c:={ t1llFcSpPoNaVkpDescrEntry 1 }

t 11FcSpPoNaVWkpDescr | ndex OBJECT- TYPE

SYNTAX Unsi gned32 (1..4294967295)
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"An index value that uniquely identifies a particul ar

Vel | - Known Protocol Access Descriptor within a

non-active Well-Known Protocol Access Specifier."
::={ tl1lFcSpPoNaVkpDescrEntry 2 }

t 11FcSpPoNaVWkpDescr Fl ags OBJECT- TYPE

SYNTAX BI TS {
all om0),
WKpW | dcard(1),
dest Port Wl dcard(2),
readOnl y(3)
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}
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The flag bits that specify how access is to be limted by
this Well-Known Protocol Access Descriptor:

- allow -- I P nmanagenent access using this protocol/port
is allowed if this bit is set, and to be denied if this
bit is not set.

- wkpWldcard -- if this bit is set, the IP Protocol nunber
of the Well-Known Protocol to be allowed/denied is
specified by the value of t11FcSpPoNaVWkpDescrVWpNunber.

- destPortWldcard -- if this bit is set, the Destination
(TCP/ UDP) Port nunber of the Well-Known Protocol to be
al | omed/ deni ed is specified by the val ue of
t 11FcSpPoNaVWkpDescr Dest Port .

- readOnly -- if this bit is set, then access is to be
granted only for reading."
REFERENCE
"- ANSI INCITS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC SP),
February 2007, section 7.1.7.1 and table 131."
1= { t1lFcSpPoNaVkpDescrEntry 3 }

t 11FcSpPoNaVWkpDescr WkpNunber OBJECT- TYPE

SYNTAX Unsi gned32 (0..255)
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"When the "wkpWldcard bit is set in the correspondi ng
i nstance of t11FcSpPoNaVWkpDescrFl ags, this object specifies
the I P protocol nunber of the Well-Known Protocol."
REFERENCE
"- ANSI | NCI TS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC SP),
February 2007, section 7.1.7.1 and table 131.
- http://ww.iana. org/assi gnment s/ protocol - nunbers. "
::={ tl1lFcSpPoNaVkpDescrEntry 4 }

t 11FcSpPoNaVWkpDescr Dest Port OBJECT- TYPE

SYNTAX | net Por t Nurmber
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON
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"When the 'destPortWIldcard' bit is set in the corresponding
i nstance of t11FcSpPoNaVWkpDescrFl ags, this object specifies
the Destination (TCP/UDP) Port number of the Well-Known
Protocol. When the 'destPortW/ldcard bit is reset, this
object is ignored (and can have the value zero)."
REFERENCE

"- ANSI INCITS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC SP),
February 2007, section 7.1.7.1 and table 131.
- http://ww.iana.org/assignments/port-nunbers."”

::={ tl1lFcSpPoNaVkpDescrEntry 5 }

t 11FcSpPoNaVWkpDescr RowSt at us OBJECT- TYPE

SYNTAX RowsSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The status of this row Values of object instances
within the row can be nodified at any tinme."

1= { t1lFcSpPoNaVkpDescrEntry 6 }

-- Attribute Entries in Non-Active Attribute Policy Objects

t 11FcSpPoNaAt tri bTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF T11FcSpPoNaAttri bEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A table of the Attribute Policy Objects being used within
non-active Policy bjects.

A non-active Attribute Policy Ooject is represented by all
the Attribute Entries in this table that have the sane
val ue of t11FcSpPoNaAttri bNane."

c:={ t1llFcSpPoNonActive 9 }

t 11FcSpPoNaAttri bEntry OBJECT- TYPE

SYNTAX T11FcSpPoNaAttri bEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

De Santi,

"EBach entry contains information about one Attribute
Entry contained within an Attribute Policy bject

that is non-active within the Fabric identified by

t 11FcSpPoFabri cl ndex and nmanaged within the Fi bre Channel
management instance identified by fcnl nstancel ndex.
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For some types of Attribute Policy hjects, it is valuable
to break out some semantically significant parts of the
Policy Object’s value into their own individual MB

obj ects; for exanple, to extract the one or nore individual
Aut hentication Protocol Identifiers and associ ated

Aut henti cation Protocol Paraneters out of an Attribute
containing a ' AUTH Negoti ate Message Payload’. For such
types, another MB table is defined to hold the extracted
values in MB objects specific to the Attribute Policy
hject’s type. |In such cases, the

t 11FcSpPoNaAt tri bExt ensi on object in this table points to
the other M B table.

If the value of one Attribute Entry is too large (nore than
256 bytes) to be contained within the value of one instance
of t11FcSpPoNaAttribValue, then one rowin this table
contains the first 256 bytes, and one (or nore) other rows)
inthis table contain the rest of the val ue.

The StorageType of a rowin this table is specified by the
i nstance of t11FcSpPoStorageType that is | NDEX-ed by the
sanme val ues of fcnl nstancel ndex and t11FcSpPoFabri cl ndex."

INDEX { fcm nstancel ndex, t1lFcSpPoFabri cl ndex,

t 11FcSpPoNaAt tri bNanme, t11FcSpPoNaAttri bEntryl ndex,
t 11FcSpPoNaAt tri bPart | ndex }

::={ t1lFcSpPoNaAttribTable 1 }

T11FcSpPoNaAttri bEntry ::= SEQUENCE {
t 11FcSpPoNaAt t ri bNane T11FcSpAl phaNunNane,
t 11FcSpPoNaAt t ri bEnt ryl ndex Unsi ghed32,
t 11FcSpPoNaAt tri bPart | ndex Unsi gnhed32,
t 11FcSpPoNaAt tri bType Unsi gned32,
t 11FcSpPoNaAtt ri bVal ue OCTET STRI NG,
t 11FcSpPoNaAt t ri bExt ensi on OBJECT | DENTI FI ER,
t 11FcSpPoNaAt t ri bRowSt at us RowSt at us

}

t 11FcSpPoNaAt t ri bName OBJECT- TYPE
SYNTAX T11FcSpAl phaNunmNane
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The name of the Attribute Policy Object containing one
or nmore Attribute Entries.”

REFERENCE

De Santi,

"- ANSI INCITS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC SP),
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February 2007, section 7.1.8.1 and table 133."
:={ t1lFcSpPoNaAttribEntry 1 }

t 11FcSpPoNaAt tri bEnt ryl ndex OBJECT- TYPE

SYNTAX Unsi gned32 (1..4294967295)
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A unique value to distinguish this Attribute Entry
fromother Attribute Entries contained in the sane
Attribute Policy hject."
REFERENCE
"- ANSI INCITS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC SP),
February 2007, section 7.1.8.1, tables 133/134."
::={ t1lFcSpPoNaAttribEntry 2 }

t 11FcSpPoNaAt tri bPart | ndex OBJECT- TYPE

SYNTAX Unsi gned32 (1..4294967295)
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"When the value of an Attribute Entry is shorter than 257
bytes, the whole value is contained in one instance of
t 11FcSpPoNaAttri bvVal ue, and the value of this object is 1.

If the value of an Attribute Entry is |longer than 256 bytes,
then that value is divided up on 256-byte boundaries such
that all parts are 256 bytes |ong except the |ast part which
is shorter if necessary, with each such part contained in
a separate row of this table, and the value of this object
is set to the part nunmber. That is, this object has the
value of 1 for bytes 0-255, the value of 2 for bytes
256-511, etc."
REFERENCE
"- ANSI INCITS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC SP),
February 2007, section 7.1.8.1, tables 134/135."
c:={ t1lFcSpPoNaAttri bEntry 3 }

t 11FcSpPoNaAttri bType OBJECT- TYPE

SYNTAX Unsi gned32 (1..4294967295)
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The type of attribute. The first type to be defined is:

t 11FcSpPoNaAttri bType t 11FcSpPoNaAt tri bVal ue
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00000001’ h The AUTH Negoti ate Message Payl oad
REFERENCE
"- ANSI | NCI TS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC SP), February 2007,
section 7.1.8.1, tables 134/135 and table 10."
c:={ t1lFcSpPoNaAttri bEntry 4 }

t 11FcSpPoNaAt t ri bVal ue OBJECT- TYPE

SYNTAX OCTET STRING (SI ZE (0..256))
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The value of an Attribute Entry is divided up on 256-byte
boundari es such that all parts are 256 bytes |ong except the
| ast part, which is shorter if necessary, and each such part
is contained in a separate instance of this object.

When the value of the corresponding instance of
t 11FcSpPoNaAt tri bExt ension i s not zeroDotZero, then the sane
under | yi ng managenent data has its val ue contained both in
this object and in the individual/broken-out parts pointed
to by t11FcSpPoNaAttri bExtension. Thus, after any
nmodi fi cation of the underlying nmanagenent data, e.g., after
a Set operation to the value of either MB representation,
then that nodification is reflected in the values of both
M B representations.”
REFERENCE
"- ANSI INCITS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC SP), February 2007,
section 7.1.8.1, tables 134/135 and table 10."
::={ t1lFcSpPoNaAttri bEntry 5 }

t 11FcSpPoNaAt t ri bExt ensi on OBJECT- TYPE

SYNTAX OBJECT | DENTI FI ER
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"For some types of Attribute Policy oject, the val ue of
this MB object points to type-specific MB objects that
contain individual/broken-out parts of the Attribute Policy
oject’s value. If this object doesn't point to such
type-specific MB objects, then it contains the val ue:

zer oDot Zer o.

In particular, when the value of t11FcSpPoNaAttri bType
i ndi cates ' AUTH Negoti ate Message Payl oad’, one or nore
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Aut hentication Protocol ldentifiers and their associated
Aut hentication Protocol Paranmeters are enbedded within

the val ue of the correspondi ng i nstance of

t 11FcSpPoNaAttri bVal ue; M B objects to contain these

i ndi vi dual values are defined in the

t 11FcSpPoAut hProt Tabl e.  Thus, for an ' AUTH Negoti ate
Message Payl oad’ Attribute, the value of this object would
contain the O D of t11FcSpPoNaAut hProt Tabl e.

When the value of this object is not zeroDotZero, then the
same underlyi ng managenent data has its value contained in
bot h the individual/broken-out parts pointed to by this
obj ect and in the correspondi ng i nstance of
t 11FcSpPoNaAt tri bval ue. Thus, after any nodification of the
under | yi ng managenent data, e.g., after a Set operation to
the value of either MB representation, then that
nmodi fication is reflected in the values of both MB
representations."”

::={ t1lFcSpPoNaAttri bEntry 6 }

t 11FcSpPoNaAt t ri bRowSt at us OBJECT- TYPE

SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The status of this row Values of object instances
within the row can be nodified at any tine."
::={ t1lFcSpPoNaAttribEntry 7 }

-- Auth. Protocol Paraneters in Non-Active Attribute Policy Objects

t 11FcSpPoNaAut hPr ot Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF T11FcSpPoNaAut hProt Entry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A table of Authentication Protocol Ildentifier and

Aut henti cati on Protocol Paranmeters that are enbedded in
Attribute Policy hjects being used within non-active
Pol i cy Objects.

This table is used for Attribute Entries of Attribute Policy

hj ects for which the value of t11FcSpPoNaAttri bType

i ndi cates ' AUTH Negoti ate Message Payl oad’ and the val ue of

t 11FcSpPoNaAttri bExt ensi on contains the O D of this table."
REFERENCE
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"- ANSI INCITS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC SP),
February 2007, sections 5.3.2 & 7.1.8.1,
tabl es 134/ 135 and tables 10/11."
::={ t1lFcSpPoNonActive 10 }

t 11FcSpPoNaAut hPr ot Ent ry OBJECT- TYPE

SYNTAX T11FcSpPoNaAut hProt Entry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Each row contains information about an Authentication
Protocol that is extracted out of the Attribute Entry
(identified by t11FcSpPoNaAttri bEntryl ndex) of the
non-active Policy Attribute Object (identified by

t 11FcSpPoNaAttri bNane) for the Fabric identified by

t 11FcSpPoFabri cl ndex and nmanaged within the Fi bre Channel
managenment instance identified by fcnl nstancel ndex.

If the value of one Attribute Protocol Paranmeters string is
too large (nore than 256 bytes) to be contained within the
val ue of one instance of t11lFcSpPoNaAut hProt Parans, then
one row in this table contains the first 256 bytes, and
one (or nore) other row(s) in this table contain the rest
of the val ue.

The sane underl|yi ng managenent data that is represented in
rows of this table is also represented by the correspondi ng
i nstances of t11FcSpPoNaAttribValue. Thus, after any
nmodi fi cation of the underlying nanagenent data, e.g., after
a Set operation to the value of either MB representation,
then that nodification is reflected in the values of both
M B representations.”
I NDEX { fcml nstancel ndex, t11FcSpPoFabri cl ndex,
t 11FcSpPoNaAt tri bName, t11FcSpPoNaAttri bEntryl ndex,
t 11FcSpPoNaAut hProt I denti fi er,
t 11FcSpPoNaAut hPr ot Part | ndex }
1= { t11lFcSpPoNaAut hProt Table 1 }

T11FcSpPoNaAut hProt Entry :: = SEQUENCE ({
t 11FcSpPoNaAut hProt | denti fi er Unsi gned32,
t 11FcSpPoNaAut hPr ot Par t | ndex Unsi gned32,
t 11FcSpPoNaAut hPr ot Par ans OCTET STRI NG
t 11FcSpPoNaAut hPr ot RowSt at us RowSt at us

}

t 11FcSpPoNaAut hProt I denti fi er OBJECT- TYPE
SYNTAX Unsi gned32 (0..4294967295)
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MAX- ACCESS not - accessi bl e

STATUS current
DESCRI PTI ON
"The Aut hentication Protocol Identifier
1 = DH CHAP
3 = FCPAP
4 = | KEv2
5 = | KEv2- AUTH

240 thru 255 Vendor Specific Protocols
all other values are 'Reserved’ (by T11)."
REFERENCE
"- ANSI I NCI TS 426-2007, T11/Project 1570-D
Fi bre Channel - Security Protocols (FC SP),
February 2007, section 5.3.2, table 11."
::={ tl1lFcSpPoNaAut hProtEntry 1 }

t 11FcSpPoNaAut hPr ot Part | ndex OBJECT- TYPE

SYNTAX Unsi gned32 (1..4294967295)
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"When the value of an Attribute Protocol Paranmeters string
is shorter than 257 bytes, the whole value is contained in
one instance of t11FcSpPoNaAut hProt Paramnms, and the val ue of
this object is 1. (This includes the case when the Attribute
Protocol Paraneters string is zero bytes in |ength.)

If the value of an Authentication Protocol Parameters string
is longer than 256 bytes, then that value is divided up on
256- byt e boundari es such that all parts are 256 bytes | ong
except the last part, which is shorter if necessary, with
each such part contained in a separate row of this table,
and the value of this object is set to the part nunber.
That is, this object has the value of 1 for bytes 0-255,
the value of 2 for bytes 256-511, etc."
REFERENCE
"- ANSI I NCITS 426-2007, T11/Project 1570-D
Fi bre Channel - Security Protocols (FC SP),
February 2007, section 5.3.2, table 10."
::={ t1lFcSpPoNaAut hProtEntry 2 }

t 11FcSpPoNaAut hPr ot Par ans OBJECT- TYPE

SYNTAX OCTET STRING (SI ZE (0. .256))
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
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"The val ue of an Authentication Protocol Paranmeters string
is divided up on 256-byte boundaries such that all parts
are 256 bytes |ong except the last part, which is shorter
i f necessary, and each such part is contained in a
separate instance of this object."
REFERENCE
"- ANSI INCITS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC SP),
February 2007, section 5.3.2, table 10."
::={ t1lFcSpPoNaAut hProtEntry 3 }

t 11FcSpPoNaAut hPr ot RowSt at us  OBJECT- TYPE

SYNTAX RowsSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The status of this row Values of object instances
within the row can be nodified at any tinme."
c:={ tl1lFcSpPoNaAut hProtEntry 4 }

-- Part 4 - Statistics

t 11FcSpPoSt at sTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF T11FcSpPoSt at sEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A table of statistics maintained by FC-SP Security
Policy Servers."
:={ t1llFcSpPoStatistics 1}

t 11FcSpPoSt at sEntry OBJECT- TYPE

SYNTAX T11FcSpPoSt at sEntry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"A set of statistics for the FC-SP Security Policy Server on
the Fabric identified by the value of tl1lFcSpPoFabri clndex,
and nanaged within the Fi bre Channel nanagenent instance
identified by fcml nstancel ndex. "

I NDEX { fcm nstancel ndex, t11FcSpPoFabricl ndex }

c:={ t1llFcSpPoStatsTable 1 }

T11FcSpPoSt at sEntry :: = SEQUENCE ({
t 11FcSpPol nRequest s Count er 32,
t 11FcSpPol nAccept s Count er 32,
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t 11FcSpPol nRej ect s Count er 32
}
t 11FcSpPol nRequest s OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunmber of FC SP Policy Managenent Requests
(e.g., GPS, APS, etc.) received by this FC SP
Security Policy Server on this Fabric.

This counter has no discontinuities other than those
that all Counter32's have when sysUpTi me=0."
REFERENCE
"- ANSI | NCI TS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC- SP),
February 2007, section 7.3."
c:={ tl1llFcSpPoStatsEntry 1 }

t 11FcSpPol nAccept s OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of tinmes that this FC SP Security Policy Server
sent an Accept CT_IU on this Fabric in response to a
received FC-SP Pol i cy Managenent Request (e.g., GPS, APS,
etc.).

This counter has no discontinuities other than those
that all Counter32's have when sysUpTi me=0."
REFERENCE
"- ANSI | NCI TS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC- SP),
February 2007, section 7.3."
c:={ t1llFcSpPoStatsEntry 2 }

t 11FcSpPol nRej ect s OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of tinmes that this FC SP Security Policy Server
sent a Reject CT_IU on this Fabric in response to a
received FC-SP Pol i cy Managenent Request (e.g., GPS, APS,
etc.).
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Thi s counter has no discontinuities other than those
that all Counter32's have when sysUpTi me=0."
REFERENCE
"- ANSI | NCI TS 426-2007, T11/Project 1570-D
Fi bre Channel - Security Protocols (FC SP)
February 2007, section 7.3."
c:={ t1llFcSpPoStatsEntry 3 }

-- Part 5 - Control Information & Notifications

-- Control Infornmtion

t 11FcSpPoSer ver Addr ess OBJECT- TYPE

SYNTAX FcNarel dOr Zero

MAX- ACCESS  accessible-for-notify
STATUS current

DESCRI PTI ON

"The WAN of the FC-SP Security Policy Server that
received a request that is referenced in a
notification."

1= { tllFcSpPoControl 1}

t 11FcSpPoCont r ol Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF T11FcSpPoControl Entry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A table of control information, including the menory
realization of FC-SP Policy Databases, and concerning
the generation of notifications due to FC SP
Policy-related events."

c:={ tl1llFcSpPoControl 2}

t 11FcSpPoCont rol Entry OBJECT- TYPE

SYNTAX T11FcSpPoControl Entry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"Each entry contains control information specific to FC SP
Policy and Policy-related events for the Fabric identified
by the val ue of tl1lFcSpPoFabriclndex, and nmanaged w thin
the Fi bre Channel managenent instance identified by

fcm nst ancel ndex. "
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I NDEX { fcm nstancel ndex, t11FcSpPoFabricl ndex }

::={ t1lFcSpPoControl Table 1 }

T11FcSpPoControl Entry ::= SEQUENCE ({
t 11FcSpPoSt or ageType
t 11FcSpPoNot i fi cati onEnabl e
t 11FcSpPoLast Noti f yType
t 11FcSpPoRequest Sour ce
t 11FcSpPoReasonCode
t 11FcSpPoCt CommandSt ri ng
t 11FcSpPoReasonCodeExp
t 11FcSpPoReasonVendor Code

}

t 11FcSpPoSt or ageType OBJECT- TYPE

SYNTAX St or ageType

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"This object specifies the
Policy Objects and rel ated
Fabric; specifically, for:

St or ageType,

Trut hVal ue,

| NTEGER,

FcNarel dOr Zer o,
T11NsGs4Rej ect ReasonCode,
OCTET STRI NG,

Unsi gned32,

OCTET STRI NG

menory realization of FC SP
information for a particul ar

- rows created and/or nodified for the particul ar

Fabric in these tables:

t 11FcSpPoNaSummar yTabl e
t 11FcSpPoNaSwLi st Tabl e

t 11FcSpPoNaSwivenbTabl e

t 11FcSpPoNaNoMenbTabl e

t 11FcSpPoNaCt Descr Tabl e
t 11FcSpPoNaSwConnTabl e

t 11FcSpPoNal pMgnt Tabl e

t 11FcSpPoNaVWkpDescr Tabl e
t 11FcSpPoNaAttri bTabl e

- the activate and deactivate actions invoked through

the t11FcSpPoOper Activate and t11FcSpPoOper DeActi vate

objects for the particular Fabric; and

- nodified informati on contained in the same row

as an instance of this

obj ect .

Even if an instance of this object has the val ue
"permanent (4)’, none of the information defined in
this MB nodule for the given Fabric needs to be

witable."
::={ tllFcSpPoControl Entry 1 }
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t 11FcSpPoNot i fi cati onEnabl e OBJECT- TYPE

SYNTAX Tr ut hVval ue
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"Thi s object specifies whether the foll ow ng types of
notifications:

t 11FcSpPoNot i f yActi vati on,

t 11FcSpPoNot i fyActi vat eFai |,

t 11FcSpPoNot i f yDeacti vati on and
t 11FcSpPoNot i f yDeact i vat eFai |

shoul d be generated for this Fabric."
::={ t1lFcSpPoControl Entry 2 }

t 11FcSpPolLast Noti f yType OBJECT- TYPE
SYNTAX | NTEGER {
none(1),
activation(2),
activateFail (3),
deactivation(4),
deactivat eFail (5)

}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"An indication of which of the follow ng types of
notification is currently being/was nost recently
generated for the Fabric:

"activation’ -- t11FcSpPoNoti fyActi vati on
"activateFail’ -- t11FcSpPoNoti fyActi vat eFai |
"deactivation’ -- t11FcSpPoNoti f yDeacti vati on
"deactivateFail’ -- t1lFcSpPoNotifyDeactivateFail

The val ue 'none’ indicates that none of these types of
notifications have been generated since the last restart
of the network managenent system and therefore that the
correspondi ng i nstances of: t11FcSpPoRequest Source,
t 11FcSpPoReasonCode, t 11FcSpPoCt CommandStri ng,
t 11FcSpPoReasonCodeExp, and
t 11FcSpPoReasonVendor Code are irrel evant."

::={ t1lFcSpPoControl Entry 3 }

t 11FcSpPoRequest Sour ce OBJECT- TYPE

SYNTAX FcNarel dOr Zero
MAX- ACCESS read-only
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STATUS current

DESCRI PTI ON
"The WAN of the source of the (Activate Policy Summary
or Deactivate Policy Summary) request for which the
current/nmost recent notification of the type indicated by
the correspondi ng i nstance of tl1l1FcSpPoLast NotifyType
i s being/was gener at ed.

If no source is available, the value of this object is
the zero-length string."

DEFVAL { "" }

1= { tl1llFcSpPoControl Entry 4 }

t 11FcSpPoReasonCode OBJECT- TYPE

SYNTAX T11NsGs4Rej ect ReasonCode
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The reason code associated with the failure that is

i ndi cated when the value of the correspondi ng instance
of t11FcSpPolLastNotifyType is "activateFail’ or
"deactivateFail .

For other values of t1llFcSpPolLastNotifyType, the val ue
of this object is '"none(1)'."
REFERENCE
"- ANSI I NCITS 426-2007, T11/Project 1570-D
Fi bre Channel - Security Protocols (FC SP),
February 2007, section 7.3.6.2 & 7.3.6.3"
::={ t1llFcSpPoControl Entry 5 }

t 11FcSpPoCt CommandSt ri ng OBJECT- TYPE

SYNTAX OCTET STRING (SI ZE (0. .255))
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The binary content of the failed request that is

i ndi cated when the value of the correspondi ng instance of
t 11FcSpPolLast Noti fyType is "activateFail’ or
"deactivateFail’. The content of the request is formatted
as an octet string (in network byte order) containing the
CT_IU, as described in Table 2 of [FC-GS-5] (including the
preanbl e).

For other values of t1l1FcSpPolLastNotifyType, or if the

CT_IU s content is unavailable, the value of this object
is the zero-length string.
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When the length of this object is 255 octets, it
contains the first 255 octets of the CT_IU (in
net wor k- byt e order)."

::={ t1lFcSpPoControl Entry 6 }

t 11FcSpPoReasonCodeExp OBJECT- TYPE

SYNTAX Unsi gned32 (0..255)
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The reason code expl anation associated with the failure
that is indicated when the value of the corresponding

i nstance of t11FcSpPolLastNotifyType is 'activateFail’ or
"deactivateFail .

For other val ues of t1lFcSpPolLastNotifyType, the val ue
of this object is zero."
REFERENCE
"- ANSI INCITS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC SP),
February 2007, section 7.3.6.2 & 7.3.6.3"
::={ t1lFcSpPoControl Entry 7 }

t 11FcSpPoReasonVendor Code OBJECT- TYPE

SYNTAX OCTET STRING (SIZE (0 | 1))
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

2008

"The vendor-specific reason code associated with the failure

that is indicated when the value of the corresponding
i nstance of t11FcSpPolLastNotifyType is 'activateFail’ or
"deactivateFail .

For other val ues of t1llFcSpPolLastNotifyType, or if no
vendor - specific reason code is avail able, the val ue
of this object is the zero-length string."
REFERENCE
"- ANSI | NCI TS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC SP),
February 2007, section 7.3.6.2 & 7.3.6.3"
::={ t1lFcSpPoControl Entry 8 }

-- Notification definitions

t 11FcSpPoNot i f yActi vati on NOTI FI CATI ON- TYPE
OBJECTS { t11FcSpPoServer Address,
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t 11FcSpPoPol i cy Summar yQhj Name,
t 11FcSpPoRequest Sour ce }
STATUS current
DESCRI PTI ON

"This notification is generated whenever a Security
Policy Server (indicated by the value of

t 11FcSpPoSer ver Addr ess) successfully conpletes the
execution of an Activate Policy Summary request.
The val ue of t11FcSpPoRequest Source i ndicates

the source of the APS request. The val ue of

t 11FcSpPoPol i cySummar yObj Nane i ndi cates t he nane of
the activated Policy Summary Object.”

::={ t1lFcSpPoM BNotifications 1 }

t 11FcSpPoNot i f yActi vat eFai | NOTI FI CATI ON- TYPE
OBJECTS { t11FcSpPoSer ver Address,

STATUS

t 11FcSpPoRequest Sour ce,

t 11FcSpPoCt CommandsSt ri ng,

t 11FcSpPoReasonCode,

t 11FcSpPoReasonCodeExp,

t 11FcSpPoReasonVendor Code }
current

DESCRI PTI ON

"This notification is generated whenever a Security Policy
Server (indicated by the value of t1l1FcSpPoServer Address)
fails to conplete the execution of an Activate Policy
Summary request.

The val ue of t11FcSpPoCt CormandString indicates the
rejected request, and the values of t1lFcSpPoReasonCode,
t 11FcSpPoReasonCodeExp, and t11FcSpPoReasonVendor Code
indicate the reason for the rejection. The value of

t 11FcSpPoRequest Sour ce i ndi cates the source of the
request.”

REFERENCE

"- ANSI INCITS 426-2007, T11/Project 1570-D
Fi bre Channel - Security Protocols (FC SP)
February 2007, section 7.3.6.2."

:={ t11FcSpPoM BNotifications 2 }

t 11FcSpPoNot i f yDeacti vati on NOTI FI CATI ON- TYPE

OBJECTS { t11FcSpPoServer Address,
t 11FcSpPoRequest Sour ce }

STATUS current

DESCRI PTI ON

De Santi,
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execution of a Deactivate Policy Sumrmary request.
The val ue of t11FcSpPoRequest Source i ndicates
the source of the DPS request."”
REFERENCE
"- ANSI |INCITS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC SP),
February 2007, section 7.3.6.3."
::={ t11FcSpPoM BNotifications 3 }

t 11FcSpPoNot i f yDeacti vat eFai | NOTI FI CATI ON- TYPE
OBJECTS { t11FcSpPoSer ver Address,
t 11FcSpPoRequest Sour ce,
t 11FcSpPoCt CommandSt ri ng,
t 11FcSpPoReasonCode,
t 11FcSpPoReasonCodeExp,
t 11FcSpPoReasonVendor Code }
STATUS current
DESCRI PTI ON
"This notification is generated whenever a Security Policy
Server (indicated by the value of t11FcSpPoServer Address)
fails to conplete the execution of a Deactivate Policy
Summary request.

The val ue of t11FcSpPoCt ConmandString indicates the
rejected request, and the values of t1l1FcSpPoReasonCode,
t 11FcSpPoReasonCodeExp, and t11FcSpPoReasonVendor Code
indicate the reason for the rejection. The value of
t 11FcSpPoRequest Sour ce i ndi cates the source of the
request.”

::={ t11lFcSpPoM BNotifications 4 }

-- Conformance

t 11FcSpPoM BConpl i ances
OBJECT | DENTI FI ER ::
t 11FcSpPoM BG oups OBJECT | DENTI FI ER : :

{ t11FcSpPoM BConformance 1 }
{ t11FcSpPoM BConformance 2 }

t 11FcSpPoM BConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conmpliance statement for entities that
support the Fabric Policies defined in FC SP,"

MODULE -- this nodul e
MANDATORY- GROUPS { t 11FcSpPoActi veOhj ect sG oup }
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GROUP t 11FcSpPoNonAct i veObj ect sG oup

DESCRI PTI ON
"These objects are nmandatory for FC SP Security Policy
Servers. "

GROUP t 11FcSpPoNot i f yObj ect sGr oup

DESCRI PTI ON
"These objects are mandatory for FC SP Security Policy
Servers."

GROUP t 11FcSpPoNot i fi cati onG oup

DESCRI PTI ON

"These notifications are nandatory for FC- SP Security
Policy Servers."

GROUP t 11FcSpPoQper at i onsOhj ect sG oup

DESCRI PTI ON
"These objects are mandatory only for FC-SP Security
Policy Servers that support the activation/deactivation
of policies via SNWP."

GROUP t 11FcSpPoSt at sOhj ect sG oup
DESCRI PTI ON
"These objects are optional."

-- Wite access is not required for any objects in this MB nodul e:

OBJECT t 11FcSpPoQper Acti vat e
M N-ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT t 11FcSpPoOper DeAct i vat e
M N-ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT t 11FcSpPoSt or ageType
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.”
OBJECT t 11FcSpPoNot i fi cati onEnabl e
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.”

OBJECT t 11FcSpPoNaSumrar yPol i cyNaneType
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M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required.”

OBJECT t 11FcSpPoNaSumar yPol i cyNane
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT t 11FcSpPoNaSummar yHashSt at us
M N-ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OCBJECT t 11Fc SpPoNaSummar y Rowst at us
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT t 11FcSpPoNaSwLi st Fabri cName
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT t 11FcSpPoNaSwLi st RowSt at us
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.”
OBJECT t 11FcSpPoNaSwivenbFl ags
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.”
OBJECT t 11FcSpPoNaSwivenbDonai nl D
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT t 11FcSpPoNaSwivenbPol i cyDat aRol e
M N-ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT t 11Fc SpPoNaSwivenbAut hBehavi our
M N-ACCESS read-only
DESCRI PTI ON

"Wite access is not required."”
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OBJECT t 11FcSpPoNaSwivenbAt t ri but e
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.”
OBJECT t 11FcSpPoNaSwivenbRowSt at us
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.”
OBJECT t 11FcSpPoNaNoMenmbFl ags
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT t 11FcSpPoNaNoMermbCt Accessl ndex
M N-ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT t 11FcSpPoNaNoMenmbAt t ri but e
M N-ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT t 11FcSpPoNaNoMenmbRowSt at us
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT t 11FcSpPoNaCt Descr Fl ags
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.”
OBJECT t 11FcSpPoNaCt Descr GsType
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.”
OBJECT t 11FcSpPoNaCt Descr GsSubType
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT t 11FcSpPoNaCt Descr Rowst at us
M N-ACCESS read-only
DESCRI PTI ON
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"Wite access is not required."

OBJECT t 11FcSpPoNaSwConnAl | owedNaneType
M N-ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT t 11FcSpPoNaSwConnAl | owedNare
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.”
OBJECT t 11Fc SpPoNaSwConnRowSt at us
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.”
OBJECT t 11FcSpPoNal pMgnt Vkpl ndex
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.”
OBJECT t 11FcSpPoNal pMgnt Attri but e
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT t 11FcSpPoNal pMgnt RowSt at us
M N-ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT t 11FcSpPoNaVkpDescr Fl ags
M N-ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT t 11FcSpPoNaVWkpDescr WkpNunber
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.”
OBJECT t 11FcSpPoNaVkpDescr Dest Por t
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.”

OBJECT t 11FcSpPoNaWkpDescr Rowst at us
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M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required.”

OBJECT t 11FcSpPoNaAttri bType
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT t 11FcSpPoNaAt tri bVal ue
M N-ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT t 11FcSpPoNaAt t r i bRowSt at us
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT t 11FcSpPoNaAut hPr ot Par ans
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT t 11Fc SpPoNaAut hPr ot RowSt at us
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.”
::={ t1lFcSpPoM BConpliances 1 }
-- Units of Confornmance

t 11FcSpPoAct i ve(hj ect sG oup OBJECT- GROUP
OBJECTS { t 11FcSpPoPol i cy Sunmar yQhj Nane,

t 11FcSpPoAdni nFabri cName,
t 11FcSpPoAct i vat edTi meSt anp,
t 11FcSpPoSunmar yPol i cyType,
t 11Fc SpPoSunmar yHashFor mat ,
t 11FcSpPoSunmar yHashVal ue,
t 11FcSpPoSwivenbSwi t chFl ags,
t 11FcSpPoSwivenbDonai nl D,
t 11Fc SpPoSwivenbPol i cyDat aRol e,
t 11Fc SpPoSwivenmbAut hBehavi our
t 11FcSpPoSwivenbAt t ri but e,
t 11FcSpPoNoMenbFl ags,
t 11FcSpPoNoMenmbCt Accessl ndex,
t 11FcSpPoNoMenbAt tri but e,
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t 11FcSpPoCt Descr Fl ags,

t 11FcSpPoCt Descr GsType,

t 11FcSpPoCt Descr GsSubType,
t 11FcSpPoSwConnAl | owedNaneType,
t 11FcSpPoSwConnAl | owedNane,
t 11FcSpPol pMgnt Vkpl ndex,

t 11FcSpPol pMgnt Attri but e,

t 11FcSpPoVkpDescr Fl ags,

t 11FcSpPoVkpDescr VikpNunber ,
t 11FcSpPoVkpDescr Dest Port
t 11FcSpPoAttri bType,

t 11FcSpPoAt t ri bVal ue,

t 11FcSpPoAt t ri bExt ensi on,

t 11FcSpPoAut hPr ot Par ans

}
STATUS current
DESCRI PTI ON

Sept enber 2008

"A collection of MB objects that contain information
about active Policy Objects that express Fibre Channel

Security (FCG-SP) policy."
:={ t11lFcSpPoM BG oups 1 }

t 11FcSpPoQper at i onsObj ect sG oup OBJECT- GROUP
OBJECTS { t 11FcSpPoQOper Acti vat e,
t 11FcSpPoQper DeAct i vat e,
t 11FcSpPoQper Resul t
t 11FcSpPoQper Fai | Cause

}
STATUS current
DESCRI PTI ON

"A collection of MB objects that all ow a new set of
Fi bre Channel Security (FC-SP) policies to be activated

or an existing set to be deactivated."”
::={ t11lFcSpPoM BG oups 2 }

t 11FcSpPoNonAct i veObj ect sGroup OBJECT- GROUP
OBJECTS { t 11FcSpPoSt or ageType,
t 11FcSpPoNaSummar yPol i cyNaneType,
t 11FcSpPoNaSummar yPol i cyNarne,
t 11FcSpPoNaSumar yHashSt at us,
t 11FcSpPoNaSumar yHashFor mat ,
t 11FcSpPoNaSumrar yHashVal ue,
t 11Fc SpPoNaSummar y Rowst at us,
t 11FcSpPoNaSwLi st Fabri cName,
t 11FcSpPoNaSwLi st RowSt at us,
t 11FcSpPoNaSwivenbFl ags,
t 11FcSpPoNaSwivenbDonai nl D,
t 11FcSpPoNaSwivenbPol i cyDat aRol e,
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t 11FcSpPoNaSwivenbAut hBehavi our ,
t 11FcSpPoNaSwivenbAt t ri but e,

t 11Fc SpPoNaSwivenbRowSt at us,

t 11FcSpPoNaNoMenmbFl ags,

t 11FcSpPoNaNoMermbCt Accessl ndex,
t 11FcSpPoNaNoMenbAt t ri but e,

t 11FcSpPoNaNoMenmbRowst at us,

t 11FcSpPoNaCt Descr Fl ags,

t 11FcSpPoNaCt Descr GsType,

t 11FcSpPoNaCt Descr GsSubType,

t 11FcSpPoNaCt Descr RowsSt at us,

t 11FcSpPoNaSwConnAl | owedNaneType,
t 11FcSpPoNaSwConnAl | owedNane,

t 11Fc SpPoNaSwConnRowsSt at us,

t 11FcSpPoNal pMgmt Vikpl ndex,

t 11FcSpPoNal pMgnt At tri but e,

t 11FcSpPoNal pMgnt RowSt at us,

t 11FcSpPoNaVWkpDescr Fl ags,

t 11FcSpPoNaVWkpDescr VkpNunber ,

t 11FcSpPoNaVkpDescr Dest Port ,

t 11FcSpPoNaVkpDescr Rowst at us,

t 11FcSpPoNaAttri bType,

t 11FcSpPoNaAt tri bVval ue,

t 11FcSpPoNaAt t ri bExt ensi on,

t 11FcSpPoNaAt t r i bRowSt at us,

t 11FcSpPoNaAut hPr ot Par ans,

t 11FcSpPoNaAut hPr ot RowSt at us

}
STATUS  current
DESCRI PTI ON
"A collection of MB objects that contain information
about non-active Policy Objects available for activation
in order to change Fi bre Channel Security (FC-SP) policy."
::={ t11lFcSpPoM BG oups 3 }

t 11FcSpPoSt at sObj ect sG oup OBJECT- GROUP
OBJECTS { t 11FcSpPol nRequest s,
t 11FcSpPol nAccept s,
t 11FcSpPol nRej ect s

}
STATUS  current
DESCRI PTI ON
"A collection of MB objects that contain statistics
that can be maintained by FC-SP Security Policy Servers."
:={ t11lFcSpPoM BG oups 4 }

t 11FcSpPoNot i f yObj ect sGroup OBJECT- GROUP
OBJECTS { t 11FcSpPoNot i fi cati onEnabl e,
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t 11FcSpPoSer ver Addr ess,

t 11FcSpPolLast Not i f yType,

t 11FcSpPoRequest Sour ce,

t 11FcSpPoReasonCode,

t 11FcSpPoCt CommandSt ri ng,
t 11FcSpPoReasonCodeExp,

t 11FcSpPoReasonVendor Code

}

STATUS current

DESCRI PTI ON
"A collection of MB objects to control the generation of
notifications concerning Fibre Channel Security (FC SP)
policy, and to hold informati on contained in such
notifications.”

:={ t11lFcSpPoM BG oups 5 }

t 11FcSpPoNot i fi cati onG oup NOTI FI CATI ON- GROUP
NOTI FI CATI ONS  { t 11FcSpPoNot i f yActi vati on,
t 11FcSpPoNot i f yActi vat eFai |,
t 11FcSpPoNot i f yDeact i vati on,
t 11FcSpPoNot i f yDeact i vat eFai |
}
STATUS  current
DESCRI PTI ON
"A collection of notifications of events concerning
Fi bre Channel Security (FC-SP) policy."
:={ t11lFcSpPoM BG oups 6 }

END

6.5. The T11-FC- SP-SA-M B Modul e

P o R R R R R O R R R R S R R S SR R b R I R Rk

-- FC-SP Security Associations

T11-FCG-SP-SA-M B DEFINITIONS ::= BEG N

| MPORTS
MODULE- | DENTI TY, OBJECT- TYPE, NOTI FI CATI ON- TYPE,
Unsi gned32, Counter32, Counter64, TineTicks, Gauge32,

m b- 2 FROM SNWPv2- SM -- [ RFC2578]
RowSt at us, StorageType, AutononousType, TineStanp,
Tr ut hval ue FROM SNMPv2- TC -- [ RFC2579]

MODULE- COVPLI ANCE, OBJECT- GROUP,
NOTI FI CATI ON- GROUP

FROM SNIVPv 2- CONF -- [ RFC2580]
| nt er f acel ndex,
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I nterfacel ndexr Zero FROM I F-M B -- [ RFC2863]
f cm nst ancel ndex,

FcAddr essl dOr Zer o FROM FC- MGMT- M B -- [ RFC4044]
T11lFabri cl ndex FROM T11-TC-M B -- [ RFC4439]
T11FcSpType,

T11FcSpi | ndex,

T11FcSpLifetineLeft,
T11FcSpLifetimeLeftUnits,
T11FcSpSecurityProtocol 1d,

T1l1lFcRouti ngControl,

T11lFcSaDirection,

T11FcSpPrecedence,

T11FcSpTransf or ns FROM T11- FC- SP- TC- M B;

t 11FcSpSaM B MODULE- | DENTI TY
LAST- UPDATED "200808200000Z"
ORGANI ZATION "This M B nodul e was devel oped t hrough the
coordi nated effort of two organi zati ons:
T11 began the devel opment and the | ETF (in
the I M5S Working Goup) finished it."
CONTACT- | NFO
" Cl audi o DeSanti
Cisco Systemns, Inc.
170 West Tasnman Drive
San Jose, CA 95134 USA
EMai |l : cds@i sco. com

Keith McCl oghrie

Cisco Systemns, Inc.

170 West Tasman Drive

San Jose, CA 95134 USA

Emai | : kzm@i sco. cont
DESCRI PTI ON

"This MB nodul e specifies the managenent infornation
required to manage Security Associations established via

Fi bre Channel’s FC SP specification.

The M B nodul e consi sts of six parts:

- a per-Fabric table, t1l1FcSpSalfTable, of capabilities,
paraneters, status information, and counters; the counters
i ncl ude non-transi ent aggregates of per-SA transient

counters;

- three tables, t11FcSpSaPropTable, t11FcSpSaTSel PropTabl e,
and t11FcSpSaTransTabl e, specifying the proposals for an
FC-SP entity acting as an SA Initiator to present to the

SA Responder during the negotiation of Security
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Associ ations. The sane information is al so used by an
FC-SP entity acting as an SA Responder to decide what to
accept during the negotiation of Security Associations.
One of these tables, tl1lFcSpSaTransTable, is used not only
for informati on about security transforns to propose and
to accept, but also as agreed upon during the negotiation
of Security Associations;

a table, t11FcSpSaTSel DrByTable, of Traffic Sel ectors
havi ng the security action of "drop’ or 'bypass’ to be
applied either to ingress traffic that is unprotected by
FC-SP, or to all egress traffic;

four tables, tl1llFcSpSaPair Tabl e, t11FcSpSaTSel Negl nTabl e,

t 11FcSpSaTSel NegQut Tabl e, and t11FcSpSaTSel Spi Tabl e,
containing informati on about active bidirectional pairs of
Security Associations; in particular, tl1llFcSpSaPair Tabl e
has one row per active bidirectional SA pair,

t 11FcSpSaTSel Negl nTabl e and t 11FcSpSaTSel NegQut Tabl e
contain information on the Traffic Sel ectors negotiated on
the SAs, and the t11FcSpSaTSel Spi Table is an alternate

| ookup table such that the Traffic Selector(s) in use on a
particul ar Security Association can be quickly deterni ned
based on the (ingress) SPlI val ue;

a table, t11FcSpSaControl Tabl e, of control and other
i nformati on concerning the generation of notifications for
events related to FC-SP Security Associ ati ons;

one notification, tl11lFcSpSaNotifyAuthFailure, generated on
the occurrence of an Authentication failure for a received
FC-2 or CT_IU frane.

Copyright (C The IETF Trust (2008). This version
of this MB nodule is part of RFC 5324; see the RFC
itself for full legal notices."

REVI SI ON

"200808200000Z"

DESCRI PTI ON
"Initial version of this MB nodul e, published as RFC 5324."
={ mb-2 179 }

t 11FcSpSaM BNot i fi cati ons OBJECT | DENTI FI ER
t 11FcSpSaM Bhj ect s OBJECT | DENTI FI ER ::
t 11FcSpSaM BConf or mance OBJECT | DENTI FI ER : :

{ t11FcSpSaM B 0 }
t11FcSpSaM B 1 }
t11FcSpSaM B 2 }

e s Yantee Yamoe Y e WY ||

t 11FcSpSaBase OBJECT IDENTIFIER ::= { t11FcSpSaM Bhj ects 1 }
t 11FcSpSaConfi g OBJECT IDENTIFIER ::= { t11FcSpSaM Bhj ects 2 }
t 11FcSpSaActi ve OBJECT IDENTIFIER ::= { t1lFcSpSaM BObj ects 3 }
t 11FcSpSaCont r ol OBJECT IDENTIFIER ::={ tl1lFcSpSaM BObj ects 4 }
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-- Base-Ievel

t 11FcSpSal f Tabl e OBJECT- TYPE

SYNTAX

MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

M B for

FC- SP

Per-Fabric I nformation

SEQUENCE OF T1l1FcSpSal fEntry

"A table containing per-Fabric information related to
FC-SP Security Associations."

::={ tl1llFcSpSaBase 1 }

t 11FcSpSal f Entry OBJECT- TYPE

SYNTAX T11lFcSpSal f Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"Each entry contains information related to Security

Associ ations on a particul ar
managenent

of the Fibre Channe
f cm nst ancel ndex. "
I NDEX { fcml nstancel ndex,

Fabric, and managed as part
instance identified by

t 11FcSpSal f | ndex,

t 11FcSpSal f Fabri cl ndex }

c:={ tllFcSpSalfTable 1 }

Tl1lFcSpSal fEntry :: =
t 11FcSpSal f | ndex
t 11FcSpSal f Fabri cl ndex

-- capabilities

t 11FcSpSal f EspHeader Capab
t 11FcSpSal f CTAut hCapab
t 11FcSpSal f | KEv2Capab
t 11FcSpSal f | kev2Aut hCapab

SEQUENCE {

I nterfacel ndexOr Zer o,
T11lFabri cl ndex,

T11FcSpTr ansf or s,
T11FcSpTr ansf or s,
T11FcSpTr ansf or s,
Tr ut hval ue,

-- paranmeters and status

t 11FcSpSal f St or ageType

t 11FcSpSal f Repl ayPreventi on

t 11FcSpSal f Repl ayW ndowSi ze

t 11FcSpSal f DeadPeer Det ect i ons
t 11FcSpSal f Ter mi nat eAl | Sas

St or ageType,
Trut hVal ue,
Unsi ghed32,
Counter 32,

| NTEGER,

-- summary frane counters

t 11FcSpSal f Qut Dr ops

t 11FcSpSal f Qut Bypasses

t 11FcSpSal f Qut Processes
t 11FcSpSal f Qut Univat cheds

Count er 64,
Count er 64,
Count er 64,
Count er 64,

t 11FcSpSal f I nUnpr ot Unnt chDr ops Count er 64,
-- aggregates of per-SA transient counters

t 11FcSpSal f | nDet Repl ays
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t 11FcSpSal f | nUnpr ot M chDr ops Count er 64,

t 11FcSpSal f | nBadXf or s Count er 64,
t 11FcSpSal f | nGoodXf or ns Count er 64,
t 11FcSpSal f I nPr ot Unnt chs Count er 64
}
t 11FcSpSal f I ndex OBJECT- TYPE
SYNTAX I nterfacel ndexOr Zero
MAX- ACCESS not-accessi bl e
STATUS current
DESCRI PTI ON

"This object has a non-zero value to identify a particul ar
interface, or the value zero to indicate that the
information in this row applies to all (of the managenent
instance’s) interfaces to the particular Fabric.

If any row has a non-zero value of tl1lFcSpSalflndex, then

all rows for the sane Fi bre Channel managenent instance nust

al so have a non-zero value of t1l1FcSpSalflndex and thereby
be specific to a particular interface.

As and when zero val ues of t1lFcSpSalflndex are used in

this table, then they nmust al so be used in each other

table that has t11lFcSpSalflndex in its | NDEX clause."
c:={ tllFcSpSalfEntry 1}

t 11FcSpSal f Fabri cl ndex OBJECT- TYPE

SYNTAX T11Fabri cl ndex

MAX- ACCESS not-accessible

STATUS current

DESCRI PTI ON
"An index value that uniquely identifies a particul ar
Fabric."

c:={ tllFcSpSalfEntry 2 }

t 11FcSpSal f EspHeader Capab OBJECT- TYPE

SYNTAX T11FcSpTr ansf or s
MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"Alist of the standardi zed transforns supported by this
entity on this interface for ESP_Header protection."
REFERENCE
"- ANSI I NCI TS 426-2007, T11/Project 1570-D
Fi bre Channel - Security Protocols (FC SP),
February 2007, Appendix A 3.1, tables A 23, A 25."
c:={ tllFcSpSalfEntry 3 }
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t 11FcSpSal f CTAut hCapab OBJECT- TYPE

SYNTAX T11FcSpTr ansf or ns
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"Alist of the standardi zed transforns supported by this

entity on this interface for CT_Authentication protection.”
REFERENCE

"- ANSI |INCITS 426-2007, Til/Project 1570-D,
Fi bre Channel - Security Protocols (FC SP),

February 2007, Appendix A 3.1, tables A 23, A 25."
c:={ tllFcSpSalfEntry 4 }

t 11FcSpSal f | KEv2Capab OBJECT- TYPE

SYNTAX T11FcSpTr ansf or ns
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"Alist of the standardi zed transformnms supported by this
entity on this interface with | KEv2 protection."”
REFERENCE
"- ANSI | NCI TS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC- SP),
February 2007, Appendix A 3.1, tables A 23, A 24,
A .25, A 26."
:={ tllFcSpSalfEntry 5 }

t 11FcSpSal f | kev2Aut hCapab OBJECT- TYPE
SYNTAX Trut hVal ue
MAX- ACCESS r ead- onl y
STATUS current
DESCRI PTI ON
"An indication of whether the entity is capabl e of
supporting the | KEv2- AUTH protocol on this interface, i.e.
concat enati on of Authentication and SA Managenent
Transactions, such that an SA Managenent Transaction is
used to performboth the authentication function and
SA managenent . "
REFERENCE
"- ANSI | NCI TS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC SP),
February 2007, section 6.7.2, and table A 27."
c:={ tllFcSpSalfEntry 6 }

3

t 11FcSpSal f St or ageType OBJECT- TYPE

SYNTAX St or ageType
MAX- ACCESS read-write
STATUS current
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DESCRI PTI ON
"Thi s object specifies the nenory realization of
information related to FC-SP Security Associ ati ons
for interface(s) to a particular Fabric; specifically,
for rows created and/or nodified in these tabl es:

t 11FcSpSaPropTabl e
t 11FcSpSaTSel Dr ByTabl e
t 11FcSpSaCont r ol Tabl e

and, for nodified infornmati on contained in the sane
row as an instance of this object.

Even if an instance of this object has the val ue
"permanent (4)’, none of the information defined in
this MB nodule for interface(s) to the given Fabric
need to be witable."

c:={ tllFcSpSalfEntry 7 }

t 11FcSpSal f Repl ayPreventi on OBJECT- TYPE

SYNTAX Tr ut hval ue
MAX- ACCESS read-write
STATUS current
DESCRI PTI ON

"This object indicates whether anti-replay protection is
enabl ed for frame reception on this interface.

Note that the replay-protection mechanismin FCSP is
conceptually simlar to the correspondi ng nechanismin
| Psec ESP."
REFERENCE
"- | P Encapsul ating Security Payl oad (ESP),
RFC 4303, Decenber 2005, section 3.3.3."
::={ tllFcSpSalfEntry 8 }

t 11FcSpSal f Repl ayW ndowSi ze OBJECT- TYPE

SYNTAX Unsi gnhed32
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"The size of the replay wi ndow to be used when
anti-replay protection is enabled for frame reception
on this interface.

Note that the replay-protection mechanismin FGSP is
conceptually simlar to the correspondi ng nechanismin
| Psec ESP."

REFERENCE
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- | P Encapsul ati ng Security Payl oad (ESP),
RFC 4303, Decenber 2005, section 3.4.3."

:={ tl1llFcSpSalfEntry 9 }

t 11FcSpSal f DeadPeer Det ect i ons OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of tines that a dead peer condition has been
detected on this interface.

This counter has no discontinuities other than those
that all Counter32's have when sysUpTi me=0."

REFERENCE

"- ANSI |INCITS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC- SP),
February 2007, section 8.5.3.3."

c:={ tllFcSpSalfEntry 10 }

t 11FcSpSal f Ter m nat eAl | Sas OBJECT- TYPE

SYNTAX I NTECER { noop(1l), termnate(2) }
MAX- ACCESS read-write

STATUS current

DESCRI PTI ON

"Setting this object to 'termnate’ is a request to
term nate all outstanding Security Associations on this
interface.

When read, the value of this object is always ’'noop’.
Setting this object to 'noop’ has no effect."

:={ tllFcSpSalfEntry 11 }

t 11FcSpSal f Qut Dr ops OBJECT- TYPE

SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of output frames that were dropped, instead

of being transmtted on this interface, because they matched
an active (at that tine) Traffic Selector with an action of
"Drop’.

This counter has no discontinuities other than those
that all Counter64’s have when sysUpTi me=0."

::={ tllFcSpSalfEntry 12 }

t 11FcSpSal f Qut Bypasses OBJECT- TYPE
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SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of output frames that were transnitted
unchanged by FC-SP on this interface because they matched
an active (at that tinme) Traffic Selector with an action
of ' Bypass’.

This counter has no discontinuities other than those
that all Counter64’s have when sysUpTi ne=0."
c:={ tllFcSpSalfEntry 13 }

t 11FcSpSal f Qut Processes OBJECT- TYPE

SYNTAX Count er 64

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The nunber of output frames that were protected by FC SP
before being transmtted on this interface because they
mat ched an active (at that time) Traffic Selector with an
action of 'Process’.

This counter has no discontinuities other than those
that all Counter64’s have when sysUpTi me=0."
:={ tllFcSpSalfEntry 14 }

t 11FcSpSal f Qut UnMat cheds OBJECT- TYPE

SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of frames that were transmtted unchanged by
FC-SP on this interface because they did not match any
Traffic Selector active at that tine.

This counter has no discontinuities other than those
that all Counter64’s have when sysUpTi me=0."
c:={ tl1llFcSpSalfEntry 15 }

t 11FcSpSal f | nUnpr ot Unnt chDr ops OBJECT- TYPE

SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The number of franes received on this interface that
wer e dropped because they were unprotected and did not
mat ch any Traffic Sel ector active at that tine.
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This counter has no discontinuities other than those
that all Counter64’s have when sysUpTi me=0."
c:={ t1llFcSpSalfEntry 16 }

t 11FcSpSal f | nDet Repl ays OBJECT- TYPE

SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of tines that a replay has been detected on
a Security Association that is currently active or was
previously active on this interface. Note that a frane
that is discarded because it is 'behind the w ndow,
i.e., too old, is counted as a replay.

This counter has no discontinuities other than those
that all Counter64’s have when sysUpTi ne=0."
c:={ tllFcSpSalfEntry 17 }

t 11FcSpSal f | nUnpr ot M chDr ops OBJECT- TYPE

SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunmber of times that a frame received on this
interface was dropped because it matched with a Traffic
Sel ector for a Security Association that was active at
the tinme of receipt but the frane was not protected as
negotiated for that Security Association.

This counter has no discontinuities other than those
that all Counter64’s have when sysUpTi me=0."
c:={ tllFcSpSalfEntry 18 }

t 11FcSpSal f | nBadXf or s OBJECT- TYPE

SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The number of times that a frame received on this
interface was dropped because of a failure of one of the
transforns negotiated for the Security Association on
which it was received.

This counter has no discontinuities other than those
that all Counter64’s have when sysUpTi ne=0."
c:={ tllFcSpSalfEntry 19 }
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t 11FcSpSal f | nGoodXf or ns OBJECT- TYPE

SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The number of franes received on this interface on a
Security Association for which the transfornms negoti ated
for that Security Association were successfully applied,
and that matched a Traffic Selector for that Security
Associ ati on.

This counter has no discontinuities other than those
that all Counter64’s have when sysUpTi me=0."
c:={ t1llFcSpSalfEntry 20 }

t 11FcSpSal f I nPr ot Unnt chs OBJECT- TYPE

SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The number of frames received on this interface that

wer e dropped because they did not match any of the Traffic
Sel ectors negotiated for the Security Association on which
they were received, even though the Security Association’'s
transforms were successfully appli ed.

This counter has no discontinuities other than those

that all Counter64’s have when sysUpTi ne=0."
::={ tllFcSpSalfEntry 21 }

Proposal s to present in Security Association negotiation

t 11FcSpSaPropTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF T11FcSpSaPropEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A table of proposals for an FC-SP entity acting as an
SA Initiator to present to the SA Responder during the
negoti ati on of Security Associations. This infornmation
is also used by an FC-SP entity acting as an SA Responder
to decide what to accept during the negotiation of
Security Associations.”

c:={ tl1lFcSpSaConfig 1 }

t 11FcSpSaPr opEntry OBJECT- TYPE
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SYNTAX T11FcSpSaPr opEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"Each entry contains infornmation about one proposal for
the FC-SP entity to present, or what to accept, during
the negotiation of Security Associations on one or nore
interfaces (identified by t11FcSpSalflndex) to a
particular Fabric (identified by t11FcSpSalfFabricl ndex),
and nanaged as part of the Fi bre Channel managenent
instance identified by fcm nstancel ndex.

The StorageType of a rowin this table is specified by
the instance of t11FcSpSalfStorageType that is | NDEX-ed
by the sane val ues of fcmlnstancel ndex, t11FcSpSalfl ndex
and t 11FcSpSal f Fabri cl ndex. "
I NDEX { fcml nstancel ndex, t1l1FcSpSal fl ndex,
t 11FcSpSal f Fabri cl ndex,
t 11FcSpSaPr opl ndex }
c:={ t1llFcSpSaPropTable 1 }

T11FcSpSaPropEntry :: = SEQUENCE {
t 11FcSpSaPr opl ndex Unsi gned32,
t 11FcSpSaPropSecurit yProt T11FcSpSecurityProtocol I d,
t 11FcSpSaPropTSel Li st | ndex Unsi ghed32,

t 11FcSpSaPr opTr ansLi st 1 ndex Unsi gnhed32,
t 11FcSpSaPropAccept Al gorithm | NTEGER
t 11FcSpSaPr opQut Mat chSucceeds Count er 64,

t 11FcSpSaPr opRowsSt at us RowsSt at us
}
t 11FcSpSaPr opl ndex OBJECT- TYPE
SYNTAX Unsi gned32 (1..4294967295)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"An index value that uniquely identifies a particul ar
proposal for use on one or nore interfaces to a Fabric."
:={ t1llFcSpSaPropEntry 1 }

t 11FcSpSaPropSecurityProt OBJECT- TYPE

SYNTAX T11FcSpSecurityProtocol I d
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The Security Protocol identifier for this proposal, i.e.,

whet her the proposal is for traffic to be protected using
ESP_Header or CT_Authentication."
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REFERENCE
"- ANSI | NCI TS 426-2007, T11/Project 1570-D
Fi bre Channel - Security Protocols (FC SP),
February 2007, section 6.3.2.2 and table 67."
::={ tllFcSpSaPropEntry 2 }

t 11FcSpSaPropTSel Li st 1 ndex OBJECT- TYPE

SYNTAX Unsi gnhed32
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"When the value of this object is non-zero, it points
to the proposal’s list of Traffic Selectors. The val ue
must be non-zero in an active row of this table.

The identified list is represented by all rows in the

2008

t 11FcSpSaTSel PropTabl e for which t11FcSpSaTSel PropLi st ndex

has the sanme value as this object (and with correspondi ng
val ues of t11FcSpSalflndex and fcml nstancel ndex)."
c:={ t1llFcSpSaPropEntry 3 }

t 11FcSpSaPropTr ansLi st | ndex OBJECT- TYPE

SYNTAX Unsi gned32
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"When the value of this object is non-zero, it points to
the proposal’s list of Transfornms. The value nust be
non-zero in an active row of this table.

The identified list is represented by all rows in the
t 11FcSpSaTransTabl e for which t11FcSpSaTransLi stl ndex
has the sane value as this object (and with correspondi ng
val ues of t11FcSpSalflndex and fcnl nstancel ndex)."
::={ tllFcSpSaPropEntry 4 }

t 11FcSpSaPr opAccept Al gori t hm OBJECT- TYPE

SYNTAX I NTEGER {
intersection(l),
uni on( 2),
ot her (3)

}

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The al gorithm by which an SA Responder in an SA negoti ation
deci des on which Traffic Selectors to specify in a response
to an IKE Create Child SA request. This algorithmis used
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when the Traffic Selectors specified by an SA Initiator in
an |KE Create_Child_SA request overlap with this proposal’s
list of Traffic Sel ectors:

intersection(l) - the SA Responder specifies the |argest
subset of what the SA Initiator proposed,
which is also a subset of this proposal’s
Traffic Sel ectors.

uni on( 2) - the SA Responder specifies the small est
superset of what the SA Initiator proposed,
which is also a superset of this proposal’s
Traffic Sel ectors.
ot her ( 3) - the SA Responder uses sone ot her al gorithm
::={ tllFcSpSaPropEntry 5 }

t 11FcSpSaPr opQut Mat chSucceeds OBJECT- TYPE

SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of egress franes that have nmatched a Traffic
Sel ector that was negotiated to select traffic for an
SA based on this proposal being accepted.

This counter has no discontinuities other than those
that all Counter64’s have when sysUpTi ne=0."
.= { tl1llFcSpSaPropEntry 6 }

t 11FcSpSaPr opRowSt at us OBJECT- TYPE

SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The status of a row. Val ues of object instances
within an active row can be nodified at any tinme.

The status cannot be set to 'active' unless and

until the instances of t1l1FcSpSaPropTSel Li st ndex

and t11FcSpSaPropTransLi stindex in the row have

been set to point to active rows in the

t 11FcSpSaTSel PropTabl e and t 11FcSpSaTransTabl e

tables, respectively. Arowin this table is

deleted if the active rows it points to are deleted."”
::={ tl1llFcSpSaPropEntry 7 }
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-- Traffic Sel ector Proposals

t 11FcSpSaTSel PropTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF T11FcSpSaTSel PropEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A table containing informati on about Traffic Sel ectors
to propose and/or to accept during the negotiation of
Security Associations."
REFERENCE
"- ANSI I NCI TS 426-2007, T11/Project 1570-D
Fi bre Channel - Security Protocols (FC SP),
February 2007, section 6.4.5.
- Use of IKEv2 in FC SP, RFC 4595,
July 2006, section 4.4."
c:={ tllFcSpSaConfig 2 }

t 11FcSpSaTSel PropEnt ry OBJECT- TYPE

SYNTAX T11FcSpSaTSel PropEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Each entry contains information about one Traffic
Selector within a list of Traffic Selectors to propose,
or for use in determning what to accept during Security
Associ ation negotiation

One such list is configured for use on a Fabric by
configuring the list’s value of t11FcSpSaTSel ProplLi st ndex
as the value of an instance of t11FcSpSaPropTSel Li st ndex,
for correspondi ng val ues of tl1llFcSpSalflndex and

fcm nstancel ndex. Further, the proposing and accepting

of Traffic Selectors is only done as a part of a proposa
specified by a row of the t1l1FcSpSaPropTable, i.e.,

in conmbination with the proposing and accepting of security
transforns as specified by the conbination of

t 11FcSpSaPropTSel Li stl ndex and t 11FcSpSaPr opTransLi st | ndex
in one row of the t1lFcSpSaPropTabl e.

The StorageType of a rowin this table is specified by
the instance of t11FcSpSaTSel PropStorageType in that row "
I NDEX { fcm nstancel ndex, t11FcSpSalfl ndex,
t 11FcSpSaTSel ProplLi stlndex, t1lFcSpSaTSel PropPrecedence }
::={ t1llFcSpSaTSel PropTable 1 }
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T11FcSpSaTSel PropEntry :: = SEQUENCE {
t 11FcSpSaTSel Propli st | ndex Unsi gnhed32,
t 11FcSpSaTSel PropPr ecedence T11FcSpPr ecedence,
t 11FcSpSaTSel PropDirection T1l1lFcSaDirection,
t 11FcSpSaTSel PropSt art SrcAddr FcAddr essl dOr Zer o,
t 11FcSpSaTSel Pr opEndSr cAddr FcAddr essl dOr Zer o,
t 11FcSpSaTSel PropSt art Dst Addr FcAddr essl dOr Zer o,
t 11FcSpSaTSel Pr opEndDst Addr FcAddr essl dOr Zer o,
t 11FcSpSaTSel PropSt art RCt | T11FcRouti ngControl ,
t 11FcSpSaTSel PropEndRCt | T1l1lFcRouti ngControl,
t 11FcSpSaTSel PropSt art Type T11FcSpType,
t 11FcSpSaTSel PropEndType T11FcSpType,
t 11FcSpSaTSel PropSt or ageType St or ageType,
t 11FcSpSaTSel Pr opRowSt at us RowSt at us
}
t 11FcSpSaTSel ProplLi st ndex OBJECT- TYPE
SYNTAX Unsi gned32 (1..4294967295)
MAX- ACCESS  not - accessi bl e
STATUS current
DESCRI PTI ON
"An index value that identifies a particular list of
Traffic Selectors.™”
c:={ t1lFcSpSaTSel PropEntry 1 }
t 11FcSpSaTSel PropPrecedence OBJECT- TYPE
SYNTAX T11FcSpPr ecedence
MAX- ACCESS  not -accessi bl e
STATUS current
DESCRI PTI ON
"The precedence of this Traffic Selector. Each
Traffic Selector within a particular list of
Traffic Selectors nmust have a different precedence.
If an egress frame matches nultiple Traffic Sel ectors,
it should be transmitted on the SA associated with the
Traffic Selector having the nunerically small est
precedence val ue."
c:={ t11lFcSpSaTSel PropEntry 2 }
t 11FcSpSaTSel PropDirecti on OBJECT- TYPE
SYNTAX T1l1FcSaDirection
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"An indication of whether this Traffic Selector is
to be proposed for ingress or egress traffic."
DEFVAL  { egress }
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::={ t1lFcSpSaTSel PropEntry 3 }

t 11FcSpSaTSel PropSt art SrcAddr OBJECT- TYPE

SYNTAX FcAddr essl dOr Zero (Sl ZE (3))
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The numerically smallest 24-bit value of a source address
(S ID) of aframe that will match with this Traffic
Sel ector. "
REFERENCE
"- ANSI | NCI TS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC SP),
February 2007, section 6.4.5."
DEFVAL { ' 000000’ h }
::={ t1lFcSpSaTSel PropEntry 4 }

t 11FcSpSaTSel PropEndSr cAddr  OBJECT- TYPE

SYNTAX FcAddr essl dOr Zero (Sl ZE (3))
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The numerically |argest 24-bit value of a source address
(S ID) of afrane that will match with this Traffic
Sel ector.”
REFERENCE
"- ANSI |INCITS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC SP),
February 2007, section 6.4.5."
DEFVAL { 'FFFFFF h }
::={ t1lFcSpSaTSel PropEntry 5 }

t 11FcSpSaTSel PropSt art Dst Addr OBJECT- TYPE

SYNTAX FcAddr essl dOr Zero (Sl ZE (3))
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The numerically smallest 24-bit value of a destination
address (D ID) of a frame that will match with this
Traffic Sel ector."
REFERENCE
"- ANSI INCITS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC SP),
February 2007, section 6.4.5."
DEFVAL { ' 000000’ h }
::={ t1lFcSpSaTSel PropEntry 6 }

t 11FcSpSaTSel PropEndDst Addr OBJECT- TYPE
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SYNTAX FcAddr essl dOr Zero (Sl ZE (3))
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The numerically largest 24-bit value of a destination
address (D ID) of a frame that will match with this
Traffic Selector."
REFERENCE
"- ANSI | NCI TS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC SP),
February 2007, section 6.4.5."
DEFVAL { 'FFFFFF h }
c:={ t1llFcSpSaTSel PropEntry 7 }

t 11FcSpSaTSel PropStart RCt| OBJECT- TYPE

SYNTAX T11FcRout i ngContr ol
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The numerically smallest 8-bit value contained within a
Routing Control (R CTL) field of a frame that will match
with this Traffic Selector.”
REFERENCE
"- ANSI INCITS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC SP),
February 2007, section 6.4.5."
DEFVAL { '00'h }
::={ t1lFcSpSaTSel PropEntry 8 }

t 11FcSpSaTSel PropEndRCt 1 OBJECT- TYPE

SYNTAX T11FcRouti ngContr ol
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The numerically largest 8-bit value contained within a
Routing Control (R.CTL) field of a frame that will match
with this Traffic Selector."
REFERENCE
"- ANSI |INCITS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC SP),
February 2007, section 6.4.5."
DEFVAL { 'FF' h }
:={ t1lFcSpSaTSel PropEntry 9 }

t 11FcSpSaTSel PropSt art Type OBJECT- TYPE

SYNTAX T11FcSpType
MAX- ACCESS read-create
STATUS current
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DESCRI PTI ON
"The numerically smallest of a range of possible 'type’
val ues of franes that will match with this Traffic
Sel ector."
REFERENCE
"- ANSI | NCI TS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC SP),
February 2007, section 6.4.5."
DEFVAL { '0000'h }
::={ t1lFcSpSaTSel PropEntry 10 }

t 11FcSpSaTSel PropEndType OBJECT- TYPE

SYNTAX T11FcSpType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The nunerically largest of a range of possible 'type’
val ues of franes that will match with this Traffic
Sel ector.”
REFERENCE
"- ANSI | NCI TS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC SP),
February 2007, section 6.4.5."
DEFVAL { 'FFFF h }
c:={ t1lFcSpSaTSel PropEntry 11 }

t 11FcSpSaTSel PropSt or ageType OBJECT- TYPE

SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This object specifies the nenory realization of
the information in this row

Even if an instance of this object has the val ue
"permanent (4)', none of the information in its row
needs to be witable."

c:={ t1lFcSpSaTSel PropEntry 12 }

t 11FcSpSaTSel Pr opRowSt at us OBJECT- TYPE

SYNTAX RowsSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The status of this row Values of object instances
within the row can be nodified at any tine."
c:={ tl1llFcSpSaTSel PropEntry 13 }
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-- Transform Proposal s

t 11FcSpSaTransTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF T11FcSpSaTransEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A table containing informati on about security transforns
to propose, to accept and/or agreed upon during the
negoti ati on of Security Associations."

c:={ tllFcSpSaConfig 3 }

t11FcSpSaTransEntry OBJECT- TYPE

SYNTAX T11lFcSpSaTransEntry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"Each entry contains information about one proposal within a
list of security transforns to be proposed, to be accepted,
or already agreed upon, for use on a pair of Security

Associ ations on one or nore interfaces (identified by

t 11FcSpSal fI ndex), nanaged as part of the Fi bre Channe
managenment instance identified by fcm nstancel ndex.

One such list is configured to be proposed or accepted for
use on a Fabric, by having the list’s val ue of

t 11FcSpSaTransLi stl ndex be the value of an instance of

t 11FcSpSaPropTransLi st ndex for that Fabric. Further,

the proposing and accepting of security transfornms is only
done as a part of a proposal specified by a row of the

t 11FcSpSaPropTable, i.e., in conbination with the proposing
and accepting of Traffic Selectors as specified by the
conbi nation of tl1lFcSpSaPropTSel Listlndex and

t 11FcSpSaPropTransLi st ndex in one row of the

t 11FcSpSaPr opTabl e.

The security (encryption and integrity) transformin use on
an SA pair is indicated by having the pair’s val ues of

t 11FcSpSaPai r Tr ansLi st I ndex and t 11FcSpSaPai r Tr ansl ndex
contain the values of t1l1FcSpSaTransListlndex and

t 11FcSpSaTransl ndex for the transformis rowin this table.

The StorageType of a rowin this table is specified by
the instance of t1l1FcSpSaTransStorageType in that row "
I NDEX { fcml nstancel ndex, t1l1FcSpSal fl ndex,
t 11FcSpSaTr ansLi st | ndex, t11FcSpSaTransl ndex }
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::={ tl1llFcSpSaTransTable 1 }

T11FcSpSaTransEntry ::= SEQUENCE ({
t 11FcSpSaTransLi st | ndex Unsi gned32,
t 11FcSpSaTr ansl ndex Unsi gned32,
t 11FcSpSaTransSecuri t yPr ot T11FcSpSecurityProtocol I d,
t 11FcSpSaTransEncrypt Al g Aut ononousType,

t 11FcSpSaTr ansEncr ypt KeyLen Unsi gned32,
t 11FcSpSaTransi ntegrityAl g Aut ononpusType,
t 11FcSpSaTransSt or ageType St or ageType,

t 11FcSpSaTr ansRowsSt at us RowsSt at us
}
t 11FcSpSaTransLi st | ndex OBJECT- TYPE
SYNTAX Unsi gned32 (1..4294967295)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"An index value that uniquely identifies a particul ar
list of security transforns to be proposed, to be accepted,
or already agreed upon.”

::={ tl1llFcSpSaTransEntry 1 }

t 11FcSpSaTransl ndex OBJECT- TYPE

SYNTAX Unsi gned32 (1..4294967295)
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"An index value that uniquely identifies one security
transformwithin a list identified by
t 11FcSpSaTranslLi st | ndex. "

c:={ t1llFcSpSaTransEntry 2 }

t 11FcSpSaTransSecurityProt OBJECT- TYPE

SYNTAX T11FcSpSecurityProtocol I d
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The Security Protocol identifier that indicates
whether this transformis for traffic to be protected
usi ng ESP_Header or using CT_Authentication."
REFERENCE
"- ANSI INCITS 426-2007, T11/Project 1570-D
Fi bre Channel - Security Protocols (FC SP)
February 2007, section 6.3.2.2 and table 67."
::={ t1llFcSpSaTransEntry 3 }

t 11FcSpSaTr ansEncrypt Al g OBJECT- TYPE
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SYNTAX Aut ononousType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The Encryption Algorithmfor this transform"”
REFERENCE
"- ANSI INCITS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC SP),
February 2007, section 6.3.2.3 and tables 69 & 70."
::={ tl1llFcSpSaTransEntry 4 }

t 11FcSpSaTransEncr ypt KeyLen OBJECT- TYPE

SYNTAX Unsi gnhed32
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The key length in bits to be used with an encryption
algorithmthat has a variable I ength key. This object
is ignored when the corresponding i nstance of
t 11FcSpSaTransEncrypt Al g specifies an algorithmwith a
fixed I ength key."
REFERENCE
"- ANSI | NCI TS 426-2007, T11/Project 1570-D
Fi bre Channel - Security Protocols (FC SP)
February 2007, section 6.3.2.5 and table 77."
c:={ t1llFcSpSaTransEntry 5 }

t 11FcSpSaTransl ntegrityAl g OBJECT- TYPE
SYNTAX Aut ononousType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The Integrity Algorithmfor this transform"”
REFERENCE
"- ANSI | NCI TS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC SP),
February 2007, section 6.3.2.3 and tables 69 & 72."
c:={ t1llFcSpSaTransEntry 6 }

t 11FcSpSaTransSt or ageType OBJECT- TYPE

SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This object specifies the nenory realization of
the information in this row

Even if an instance of this object has the val ue
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"permanent (4)’, none of the information in its row
needs to be witable."
c:={ t1llFcSpSaTransEntry 7 }

t 11FcSpSaTr ansRowsSt at us OBJECT- TYPE

SYNTAX Rowst at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The status of this row

When an instance of t1lFcSpSaPair TransListlndex points to
arowin this table, values of object instances in the row
cannot be nodified nor can the row be deleted. O herw se,
a row can be nodified or deleted at any tine."

::={ t1llFcSpSaTransEntry 8 }

-- Traffic Selectors for Drop & Bypass

t 11FcSpSaTSel Dr ByTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF T11FcSpSaTSel DrByEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A table containing Traffic Sel ectors to sel ect which
traffic is to be dropped or is to bypass further
security processing."
REFERENCE
"- ANSI INCITS 426-2007, T11/Project 1570-D
Fi bre Channel - Security Protocols (FC SP)
February 2007, sections 4.6, 4.7, and 6.4.5.
- Use of IKEv2 in FC SP, RFC 4595,
July 2006, section 4.4."
c:={ tllFcSpSaConfig 4 }

t 11FcSpSaTSel Dr ByEnt ry OBJECT- TYPE

SYNTAX T11FcSpSaTSel Dr ByEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Each entry represents one Traffic Sel ector having the

security action of 'drop’ or ’'bypass’, which is applied
based on a precedence value, either to ingress traffic

that is unprotected by FC-SP, or to all egress

traffic on one or nore interfaces (identified by

t 11FcSpSal fl ndex) to a particular Fabric (identified
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by t11FcSpSal f Fabri cl ndex), and managed as part of the Fibre
Channel managenent instance identified by fcm nstancel ndex.

The StorageType of arowin this table is specified by
the instance of t1lFcSpSalfStorageType that is | NDEX-ed
by the sanme val ues of fcm nstancel ndex, t11FcSpSalflndex
and t11FcSpSal f Fabri cl ndex. "
I NDEX { fcm nstancel ndex, t11FcSpSalflndex, t11FcSpSalfFabricl ndex,
t 11FcSpSaTSel DrByDirection, t11FcSpSaTSel Dr ByPrecedence }
::= { t11lFcSpSaTSel DrByTable 1 }

T11FcSpSaTSel Dr ByEntry :: = SEQUENCE {

t 11FcSpSaTSel DrByDi recti on T1l1FcSaDirection,
t 11FcSpSaTSel Dr ByPr ecedence T11FcSpPr ecedence,
t 11FcSpSaTSel Dr ByActi on | NTEGER,

t 11FcSpSaTSel DrBySt art SrcAddr  FcAddr essl dOr Zer o,
t 11FcSpSaTSel Dr ByEndSr cAddr FcAddr essl dOr Zer o,
t 11FcSpSaTSel DrBySt art Dst Addr  FcAddr ess| dOr Zer o,
t 11FcSpSaTSel Dr ByEndDst Addr FcAddr essl dOr Zer o,

t 11FcSpSaTSel Dr By St art RCt |
t 11FcSpSaTSel Dr ByEndRCt |
t 11FcSpSaTSel Dr BySt art Type
t 11FcSpSaTSel Dr ByEndType
t 11FcSpSaTSel Dr ByMat ches
t 11FcSpSaTSel Dr ByRowsSt at us

T11FcRouti ngControl ,
T11FcRouti ngControl ,
T11FcSpType,
T11FcSpType,

Count er 64,

RowSt at us

}
t 11FcSpSaTSel DrByDirecti on OBJECT- TYPE

SYNTAX T11FcSaDirection
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"An indication of whether this Traffic Selector is
for ingress or egress traffic."”
::={ t1llFcSpSaTSel DrByEntry 1 }

t 11FcSpSaTSel Dr ByPrecedence OBJECT- TYPE

SYNTAX T11FcSpPrecedence
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"The precedence of this Traffic Selector. |If and when a
frane is conpared against nultiple Traffic Selectors, and
multiple of themhave a match with the frame, the security
action to be taken for the frane is that specified for the
mat ching Traffic Selector having the nunerically small est
precedence val ue."

c:={ t1lFcSpSaTSel DrByEntry 2 }
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t 11FcSpSaTSel Dr ByActi on OBJECT- TYPE

SYNTAX I NTEGER { drop(1), bypass(2) }
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The security action to be taken for a franme that
mat ches this Traffic Selector.”

DEFVAL { drop }

::= { t1lFcSpSaTSel DrByEntry 3 }

t 11FcSpSaTSel Dr BySt art SrcAddr OBJECT- TYPE

SYNTAX FcAddressl dOr Zero (Sl ZE (3))
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The nunerically smallest 24-bit value of a source address
(S ID) of afrane that will match with this Traffic
Sel ector."

DEFVAL { ' 000000’ h }

c:={ t11lFcSpSaTSel DrByEntry 4 }

t 11FcSpSaTSel Dr ByEndSr cAddr  OBJECT- TYPE

SYNTAX FcAddressl dOr Zero (Sl ZE (3))
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The numerically | argest 24-bit value of a source address
(S ID) of afrane that will match with this Traffic
Sel ector. "

DEFVAL { 'FFFFFF h }

c:={ t1lFcSpSaTSel DrByEntry 5 }

t 11FcSpSaTSel Dr By St art Dst Addr  OBJECT- TYPE

SYNTAX FcAddr essl dOr Zero (Sl ZE (3))
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The numerically smallest 24-bit value of a destination
address (D ID) of a frame that will match with this
Traffic Sel ector."

DEFVAL  { ' 000000 h }

c:={ t1lFcSpSaTSel DrByEntry 6 }

t 11FcSpSaTSel Dr ByEndDst Addr OBJECT- TYPE

SYNTAX FcAddr essl dOr Zero (Sl ZE (3))
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
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"The numerically largest 24-bit value of a destination
address (D ID) of a frame that will match with this
Traffic Selector.”

DEFVAL  { ' FFFFFF h }

::={ t1llFcSpSaTSel DrByEntry 7 }

t 11FcSpSaTSel DrBySt art RCt1 OBJECT- TYPE

SYNTAX T11FcRout i ngContr ol
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The numerically smallest 8-bit value contained within a
Routing Control (R.CTL) field of a frame that will match
with this Traffic Selector."

DEFVAL { 00’ h }

::={ t1lFcSpSaTSel DrByEntry 8 }

t 11FcSpSaTSel Dr ByEndRCt | OBJECT- TYPE

SYNTAX T11FcRouti ngContr ol
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The numerically largest 8-bit value contained within a
Routing Control (R.CTL) field of a frame that will match
with this Traffic Selector."

DEFVAL { 'FF h }

::= { t11FcSpSaTSel DrByEntry 9 }

t 11FcSpSaTSel DrBySt art Type OBJECT- TYPE

SYNTAX T11FcSpType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The nunmerically snmallest of a range of possible '"type’
val ues of franes that will match with this Traffic
Sel ector.”

DEFVAL { '0000'h }

c:={ t11lFcSpSaTSel Dr ByEntry 10 }

t 11FcSpSaTSel Dr ByEndType OBJECT- TYPE

SYNTAX T11FcSpType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The numerically largest of a range of possible ’type’
val ues of franes that will match with this Traffic
Sel ector."

DEFVAL  { 'FFFF h }
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c:={ t1lFcSpSaTSel DrByEntry 11 }

t 11FcSpSaTSel Dr Byivat ches OBJECT- TYPE

SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of frames for which the action specified by
the correspondi ng i nstance of t11FcSpSaTSel Dr ByActi on was
taken because of a match with this Traffic Sel ector.

This counter has no discontinuities other than those
that all Counter64’s have when sysUpTi me=0."
c:={ t1lFcSpSaTSel DrByEntry 12 }

t 11FcSpSaTSel Dr ByRowSt at us OBJECT- TYPE

SYNTAX RowsSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The status of this row Values of object instances
within the row can be nodified at any tine."
::={ tl1llFcSpSaTSel DrByEntry 13 }

-- Active Security Associations

t 11FcSpSaPai r Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF T11FcSpSaPairEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A tabl e containing information about active
bidirectional pairs of Security Associations."
c:={ tl1llFcSpSaActive 1}

t 11FcSpSaPai r Entry OBJECT- TYPE

SYNTAX T11FcSpSaPairEntry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"Each entry contains informati on about one active
bidirectional pair of Security Associations on an
interface to a particular Fabric (identified by

t 11FcSpSal f Fabri cl ndex), nmanaged as part of the Fibre
Channel managenent instance identified by

fcm nst ancel ndex. "
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I NDEX { fcm nstancel ndex,
t 11FcSpSal f Fabri cl ndex,
:={ tl1llFcSpSaPairTable 1 }

t 11FcSpSaPai r | f | ndex,
t 11FcSpSaPai r | nboundSpi  }

T1l1lFcSpSaPai rEntry ::= SEQUENCE {
t 11FcSpSaPai r | f | ndex
t 11FcSpSaPai r | nboundSpi
t 11FcSpSaPai r Securi t yPr ot
t 11FcSpSaPai r Tr ansLi st | ndex
t 11FcSpSaPai r Tr ans| ndex
t 11FcSpSaPai rLi feti neLeft
t 11FcSpSaPairLifetimeLeftUnits

I nt erfacel ndex,
T11FcSpi | ndex,
T11FcSpSecurityProtocol I d,
Unsi gned32,

Unsi gned32,
T11FcSpLifetineLeft,
T11lFcSpLifetimeLeftUnits,

t 11FcSpSaPai r Ter m nat e | NTEGER

t 11FcSpSaPai r | nPr ot Uniat chs Count er 64,
t 11FcSpSaPai r | nDet Repl ays Count er 64,
t 11FcSpSaPai r | nBadXf or ns Count er 64,
t 11FcSpSaPai r | nGoodXf or s Count er 64

}
t 11FcSpSaPai r | f I ndex OBJECT- TYPE

SYNTAX I nterfacel ndex
MAX- ACCESS not-accessi bl e
STATUS current
DESCRI PTI ON
"This object identifies the interface to the particular

Fabric on which this SA pair is active."
:={ tl1llFcSpSaPairEntry 1 }

t 11FcSpSaPai r | nboundSpi  OBJECT- TYPE

SYNTAX T11FcSpi | ndex

MAX- ACCESS  not - accessi bl e

STATUS current

DESCRI PTI ON
"The SPI value that is used to indicate that an incom ng
franme was received on the ingress SA of this SA pair."

c:={ tllFcSpSaPairEntry 2 }

t 11FcSpSaPai r SecurityProt OBJECT- TYPE

2008

SYNTAX T11FcSpSecurityProtocol I d

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The object indicates whether this SA uses ESP_Header to
protect FC-2 frames, or CT_Authentication to protect Common
Transport Information Units (CT_IUs)."

::={ tllFcSpSaPairEntry 3 }

t 11FcSpSaPai r Tr ansLi st | ndex OBJECT- TYPE
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SYNTAX Unsi gned32 (1..4294967295)
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The combi nation of this value and the val ue of the

correspondi ng i nstance of t1lFcSpSaPair Transl ndex

identify the rowin the t11FcSpSaTransTabl e t hat

contains the transforms that are in use on this SA pair."
:={ tl1llFcSpSaPairEntry 4 }

t 11FcSpSaPai r Tr ansl ndex OBJECT- TYPE

SYNTAX Unsi gned32 (1..4294967295)
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The combi nation of this value and the val ue of the

correspondi ng i nstance of t11FcSpSaPair TransLi st ndex

identify the rowin the t11FcSpSaTransTabl e t hat

contains the transforms that are in use on this SA pair."
c:={ tl1llFcSpSaPairEntry 5 }

t 11FcSpSaPai rLi feti neLeft OBJECT- TYPE

SYNTAX T11FcSpLifetinelLeft
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The remaining lifetime of this SA pair, given in the
units specified by the value of the corresponding
i nstance of t1lFcSpSaPairlLifetineLeft."

c:={ tllFcSpSaPairEntry 6 }

t 11FcSpSaPai rLi feti neLeft Units OBJECT- TYPE

SYNTAX T11FcSpLifetinmeLeftUnits
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The units in which the value of the correspondi ng
i nstance of t11FcSpSaPairlLifetinmeLeft specifies the
remaining lifetime of this SA pair.”

::={ tllFcSpSaPairEntry 7 }

t 11FcSpSaPai r Ter mi nat e OBJECT- TYPE

SYNTAX I NTEGCER { noop(1l), terminate(2) }
MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON

"Setting this object to 'termnate’ is a request
to ternmnate this pair of Security Associations
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When read, the value of this object is always ’'noop’ .
Setting this object to 'noop’ has no effect."
:={ tl1llFcSpSaPairEntry 8 }
t 11FcSpSaPai r | nPr ot UnMat chs OBJECT- TYPE
SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The number of franes received on this SA for which the
SA's transfornms were successfully applied to the franeg,
but the frame was still dropped because it did not match
any of the SA's ingress Traffic Sel ectors.
Thi s counter has no discontinuities other than those
that all Counter64’s have when sysUpTi ne=0."
c:={ tllFcSpSaPairEntry 9 }
t 11FcSpSaPai r | nDet Repl ays OBJECT- TYPE
SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The nunber of tines that a replay has been detected on
this Security Association. Note that a franme that is
di scarded because it is 'behind the window, i.e., too old,

is counted as a replay.
This counter has no discontinuities other than those
that all Counter64’s have when sysUpTi me=0."

c:={ tllFcSpSaPairEntry 10 }

t 11FcSpSaPai r | nBadXf or ns  OBJECT- TYPE

SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The number of tinmes that a received frane was dropped

because one of the transfornms negotiated for this Security

Associ ation fail ed.

This counter has no discontinuities other than those
that all Counter64’s have when sysUpTi me=0."
c:={ tl1llFcSpSaPairEntry 11 }

t 11FcSpSaPai r | nGoodXf or s OBJECT- TYPE
SYNTAX Count er 64
MAX- ACCESS read-only

De Santi, et al. St andards Track [ Page 181]



RFC 5324 M B for FC SP Sept enber 2008

STATUS current

DESCRI PTI ON
"The nunber of received franes for which the transforns
negotiated for this Security Association, were
successful ly appli ed.

This counter has no discontinuities other than those
that all Counter64’s have when sysUpTi me=0."
c:={ tl1llFcSpSaPairEntry 12 }

-- Negotiated Ingress Traffic Selectors

t 11FcSpSaTSel Negl nTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF T11FcSpSaTSel Negl nEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A tabl e containing information about ingress Traffic
Sel ectors that are in use on active Security
Associ ati ons. "
REFERENCE
"- ANSI INCITS 426-2007, T11/Project 1570-D
Fi bre Channel - Security Protocols (FC SP)
February 2007, sections 4.6, 4.7, and 6.4.5.
- Use of IKEv2 in FC SP, RFC 4595,
July 2006, section 4.4."
c:={ tl1lFcSpSaActive 2 }

t 11FcSpSaTSel Negl nEntry OBJECT- TYPE

SYNTAX T11FcSpSaTSel Negl nEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Each entry contains informati on about one ingress Traffic
Sel ector that is in use on an active Security Association
on an interface (identified by t11FcSpSaPairlflndex) to
a particular Fabric (identified by t11FcSpSalfFabricl ndex),
managed as part of the Fibre Channel managenent instance
identified by fcnlnstancel ndex. "

INDEX { fcm nstancel ndex, t1lFcSpSaPairlfl ndex,

t 11FcSpSal f Fabri cl ndex, t11FcSpSaTSel Negl nl ndex }
c:={ t11lFcSpSaTSel Negl nTable 1 }

T11FcSpSaTSel Negl nEntry :: = SEQUENCE {
t 11FcSpSaTSel Negl nl ndex Unsi gned32,
t 11FcSpSaTSel Negl nl nboundSpi T11FcSpi | ndex,
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t 11FcSpSaTSel Negl nSt art SrcAddr  FcAddr essl dOr Zer o,
t 11FcSpSaTSel Negl nEndSr cAddr FcAddr essl dOr Zer o,
t 11FcSpSaTSel Negl nSt art Dst Addr  FcAddr essl dOr Zer o,
t 11FcSpSaTSel Negl nEndDst Addr FcAddr essl dOr Zer o,

t 11FcSpSaTSel Negl nStart RCt | T11FcRouti ngControl ,
t 11FcSpSaTSel Negl nEndRCt | T11FcRouti ngControl ,
t 11FcSpSaTSel Negl nSt art Type T11FcSpType,
t 11FcSpSaTSel Negl nEndType T11FcSpType,
t 11FcSpSaTSel Negl nUnpM chDrops Count er 64
}
t 11FcSpSaTSel Negl nl ndex OBJECT- TYPE
SYNTAX Unsi gned32 (1..4294967295)
MAX- ACCESS not -accessi bl e
STATUS current
DESCRI PTI ON

"An index value to distinguish an ingress Traffic Sel ector
fromall others currently in use by Security Associations
on the sane interface to a particular Fabric."

c:={ t11lFcSpSaTSel Negl nEntry 1 }

t 11FcSpSaTSel Negl nl nboundSpi OBJECT- TYPE
SYNTAX T11FcSpi | ndex
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The SPI of the ingress SA on which this Traffic Sel ector
is in use.

This value can be used to find the SA pair’s rowin the
t 11FcSpSaPai r Tabl e. "
c:={ t11lFcSpSaTSel Negl nEntry 2 }

t 11FcSpSaTSel Negl nSt art SrcAddr OBJECT- TYPE

SYNTAX FcAddressl dOr Zero (Sl ZE (3))
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The numerically smallest 24-bit value of a source address
(S ID) of afrane that will match with this Traffic
Sel ector. "

c:={ t1lFcSpSaTSel Negl nEntry 3 }

t 11FcSpSaTSel Negl nEndSr cAddr  OBJECT- TYPE

SYNTAX FcAddr essl dOr Zero (Sl ZE (3))
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
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"The numerically largest 24-bit value of a source address
(S ID) of afranme that will match with this Traffic
Sel ector."

::={ t1lFcSpSaTSel Negl nEntry 4 }

t 11FcSpSaTSel Negl nSt art Dst Addr OBJECT- TYPE

SYNTAX FcAddr essl dOr Zero (Sl ZE (3))
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The nunerically snmallest 24-bit value of a destination
address (D ID) of a frame that will match with this
Traffic Selector."

c:={ t11lFcSpSaTSel Negl nEntry 5 }

t 11FcSpSaTSel Negl nEndDst Addr OBJECT- TYPE

SYNTAX FcAddressl dOr Zero (Sl ZE (3))
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The numerically largest 24-bit value of a destination
address (D ID) of a frame that will match with this
Traffic Selector.”

c:={ t1lFcSpSaTSel Negl nEntry 6 }

t 11FcSpSaTSel Negl nStart RCt 1 OBJECT- TYPE

SYNTAX T11FcRout i ngContr ol
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The numerically smallest 8-bit value contained within a
Routing Control (R CTL) field of a frame that will match
with this Traffic Selector.™

::={ t1lFcSpSaTSel Negl nEntry 7 }

t 11FcSpSaTSel Negl nEndRCt | OBJECT- TYPE

SYNTAX T11FcRouti ngContr ol
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The numerically largest 8-bit value contained within a
Routing Control (R.CTL) field of a frame that will match
with this Traffic Selector."

c:={ t11lFcSpSaTSel Negl nEntry 8 }

t 11FcSpSaTSel Negl nSt art Type OBJECT- TYPE

SYNTAX T11FcSpType
MAX- ACCESS read-only
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STATUS current

DESCRI PTI ON
"The numerically smallest of a range of possible 'type’
val ues of franes that will match with this Traffic
Sel ector."

c:={ t1lFcSpSaTSel Negl nEntry 9 }

t 11FcSpSaTSel Negl nEndType OBJECT- TYPE

SYNTAX T11FcSpType

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The numerically largest of a range of possible 'type’
val ues of franmes that will match with this Traffic
Sel ector.”

::={ t1lFcSpSaTSel Negl nEntry 10 }

t 11FcSpSaTSel Negl nUnpM chDr ops OBJECT- TYPE

SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of tines that a received frane was dropped
because it matched with this Traffic Sel ector but the

frane was not protected as negotiated for the Security
Associ ation identified by t11FcSpSaTSel Negl nl nboundSpi .

This counter has no discontinuities other than those
that all Counter64’s have when sysUpTi ne=0."
c:={ t1lFcSpSaTSel Negl nEntry 11 }

-- Negotiated Egress Traffic Sel ectors

t 11FcSpSaTSel NegQut Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF T11FcSpSaTSel NegQut Entry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A tabl e containing informati on about egress Traffic

Sel ectors that are in use on active Security

Associ ations. "

REFERENCE

"- ANSI | NCI TS 426-2007, T11/Project 1570-D,
Fi bre Channel - Security Protocols (FC SP),
February 2007, sections 4.6, 4.7, and 6.4.5.

- Use of IKEv2 in FCSP, RFC 4595,
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July 2006, section 4.4."
:={ t1lFcSpSaActive 3}

t 11FcSpSaTSel NegOut Ent ry OBJECT- TYPE

SYNTAX T11FcSpSaTSel NegQut Entry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Each entry contains information about one egress Traffic
Selector that is in use on an active Security Association
on an interface (identified by tl1l1FcSpSaPairlflndex) to
a particular Fabric (identified by t1l1FcSpSalfFabricl ndex),
managed as part of the Fibre Channel managenent instance
identified by fcml nstancel ndex. "
I NDEX { fcm nstancel ndex, t11FcSpSaPairlfl ndex,
t 11FcSpSal f Fabri cl ndex, t11FcSpSaTSel NegQut Precedence }
c:={ t1lFcSpSaTSel NegQut Table 1 }

T11FcSpSaTSel NegQut Entry :: = SEQUENCE ({
t 11FcSpSaTSel NegQut Pr ecedence T11FcSpPr ecedence,
t 11FcSpSaTSel NegQut | nboundSpi T11FcSpi | ndex,
t 11FcSpSaTSel NegQut St art Sr cAddr FcAddr essl dOr Zer o,
t 11FcSpSaTSel NegQut EndSr cAddr FcAddr essl dOr Zer o,
t 11FcSpSaTSel NegQut St art Dst Addr FcAddr essl dOr Zer o,
t 11FcSpSaTSel NegCQut EndDst Addr FcAddr essl dOr Zer o,
t 11FcSpSaTSel NegQut St art RCt | T11FcRouti ngControl ,
t 11FcSpSaTSel NegQut EndRCt | T11FcRouti ngControl ,
t 11FcSpSaTSel NegQut St art Type T11FcSpType,
t 11FcSpSaTSel NegQut EndType T11FcSpType
}
t 11FcSpSaTSel NegQut Precedence OBJECT- TYPE
SYNTAX T11FcSpPr ecedence
MAX- ACCESS  not -accessi bl e
STATUS current
DESCRI PTI ON
"The precedence of this Traffic Selector. |If and when a

frane is conpared against nultiple Traffic Selectors, and
multiple of themhave a match with the frame, the security
action to be taken for the frane is that specified for the
mat ching Traffic Sel ector having the nunerically small est
precedence val ue."

c:={ t1lFcSpSaTSel NegQutEntry 1 }

t 11FcSpSaTSel NegCQut | nboundSpi OBJECT- TYPE

SYNTAX T11FcSpi | ndex
MAX- ACCESS read-only
STATUS current
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DESCRI PTI ON
"The SPI of the ingress SA of the SA pair for which this
Traffic Selector is in use on the egress SA.

This value can be used to find the SA pair’s rowin the
t 11FcSpSaPai r Tabl e. "
c:={ t1lFcSpSaTSel NegQutEntry 2 }

t 11FcSpSaTSel NegQut St art Sr cAddr OBJECT- TYPE

SYNTAX FcAddr essl dOr Zero (Sl ZE (3))
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The numerically smallest 24-bit value of a source address
(S ID) of aframe that will match with this Traffic
Sel ector. "

c:={ t1lFcSpSaTSel NegQutEntry 3 }

t 11FcSpSaTSel NegQut EndSr cAddr  OBJECT- TYPE

SYNTAX FcAddr essl dOr Zero (Sl ZE (3))
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The numerically largest 24-bit value of a source address
(S ID) of afrane that will match with this Traffic
Sel ector.”

c:={ t11FcSpSaTSel NegQutEntry 4 }

t 11FcSpSaTSel NegQut St art Dst Addr OBJECT- TYPE

SYNTAX FcAddressl dOr Zero (Sl ZE (3))
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The numerically snmallest 24-bit value of a destination
address (D ID) of a frame that will match with this
Traffic Selector."

c:={ t1lFcSpSaTSel NegQutEntry 5 }

t 11FcSpSaTSel NegQut EndDst Addr OBJECT- TYPE

SYNTAX FcAddr essl dOr Zero (Sl ZE (3))
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The numerically largest 24-bit value of a destination
address (D ID) of a frame that will match with this
Traffic Sel ector."

c:={ t1lFcSpSaTSel NegQutEntry 6 }
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t 11FcSpSaTSel NegQut Start Rt I OBJECT- TYPE

SYNTAX T11FcRout i ngContr ol
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The numerically smallest 8-bit value contained within a
Routing Control (R CTL) field of a frame that will match
with this Traffic Selector."

c:={ t11FcSpSaTSel NegQutEntry 7 }

t 11FcSpSaTSel NegQut EndRCt | OBJECT- TYPE

SYNTAX T11FcRouti ngContr ol
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The nunerically largest 8-bit value contained within a
Routing Control (R CTL) field of a frame that will match
with this Traffic Selector."

c:={ t1lFcSpSaTSel NegQutEntry 8 }

t 11FcSpSaTSel NegQut St art Type OBJECT- TYPE

SYNTAX T11FcSpType
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The numerically smallest of a range of possible 'type’
val ues of franmes that will match with this Traffic
Sel ector. "

c:={ t1lFcSpSaTSel NegQutEntry 9 }

t 11FcSpSaTSel NegQut EndType OBJECT- TYPE

SYNTAX T11FcSpType
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunerically largest of a range of possible ’type’
val ues of franmes that will match with this Traffic
Sel ector.™

c:={ t11FcSpSaTSel NegQut Entry 10 }

-- Traffic Selectors index-ed by SPI

t 11FcSpSaTSel Spi Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF T11FcSpSaTSel Spi Entry
MAX- ACCESS not - accessi bl e
STATUS current
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DESCRI PTI ON
"A table identifying the Traffic Selectors in use on
particul ar Security Associations, |NDEX-ed by their
(ingress) SPI values."

c:={ tl1llFcSpSaActive 4 }

t 11FcSpSaTSel Spi Entry OBJECT- TYPE

SYNTAX T11FcSpSaTSel Spi Entry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"Each entry identifies one Traffic Selector in use on an SA
pair on the interface (identified by t11FcSpSaPairlfl ndex)
to a particular Fabric (identified by
t 11FcSpSal f Fabri cl ndex), and nanaged as part of the Fibre
Channel managenent instance identified by fcnlnstancel ndex.'
I NDEX { fcml nstancel ndex, tl1lFcSpSaPairlfl ndex,
t 11FcSpSal f Fabri cl ndex,
t 11FcSpSaTSel Spi | nboundSpi, t11FcSpSaTSel Spi Tr af Sel | ndex }
:={ t11FcSpSaTSel Spi Table 1 }

T11FcSpSaTSel Spi Entry ::= SEQUENCE {
t 11FcSpSaTSel Spi | nboundSpi T11FcSpi | ndex,
t 11FcSpSaTSel Spi Tr af Sel | ndex Unsi gned32,
t 11FcSpSaTSel Spi Directi on T1l1FcSaDirection,
t 11FcSpSaTSel Spi Traf Sel Pt r Unsi gned32
}
t 11FcSpSaTSel Spi | nboundSpi OBJECT- TYPE
SYNTAX T11FcSpi | ndex
MAX- ACCESS not-accessible
STATUS current
DESCRI PTI ON

"An SPI value that identifies the ingress Security
Associ ation of a particular SA pair."
c:={ t1lFcSpSaTSel Spi Entry 1 }

t 11FcSpSaTSel Spi Tr af Sel | ndex OBJECT- TYPE

SYNTAX Unsi gned32 (1..4294967295)
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"An index value that distinguishes between the
(potentially multiple) Traffic Selectors in use on
this Security Association pair.”

::={ t1lFcSpSaTSel Spi Entry 2 }

t 11FcSpSaTSel Spi Di recti on OBJECT- TYPE
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SYNTAX T11FcSabDirection
MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"This object indicates whether this Traffic Sel ector
is being used for ingress or for egress traffic."
c:={ t1lFcSpSaTSel Spi Entry 3 }

t 11FcSpSaTSel Spi Tr af Sel Ptr OBJECT- TYPE

SYNTAX Unsi gned32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object contains a pointer into another table that
can be used to obtain nore infornmation about this Traffic
Sel ect or.

If the corresponding i nstance of t11FcSpSaTSel Spi Direction
has the value 'egress’, then this object contains the

val ue of t11FcSpSaTSel NegQut Precedence in the row of

t 11FcSpSaTSel NegQut Tabl e, whi ch contains nore information.

If the corresponding instance of t11FcSpSaTSel Spi Direction

has the value 'ingress’, then this object contains the

val ue of t11FcSpSaTSel Negl nl ndex that identifies the row

in tl11FcSpSaTSel Negl nTabl e contai ning nore informtion."
c:={ t11FcSpSaTSel Spi Entry 4 }

-- Notification infornmation & control

t 11FcSpSaCont r ol Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF T11FcSpSaControl Entry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A table of control and other information concerning
the generation of notifications for events rel ated
to FC-SP Security Associations.”

::={ tllFcSpSaControl 1 }

t 11FcSpSaControl Entry OBJECT- TYPE

SYNTAX T11FcSpSaControl Entry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Each entry identifies information for the one or nore
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interfaces (identified by t1l1FcSpSalflndex) to a
particular Fabric (identified by t11FcSpSalfFabricl ndex),
and managed as part of the Fi bre Channel managenent
instance identified by fcm nstancel ndex.

The StorageType of a rowin this table is specified by
the instance of t11FcSpSalfStorageType that is | NDEX-ed
by the sanme val ues of fcml nstancel ndex, t11FcSpSalfl ndex,
and t11FcSpSal f Fabri cl ndex. "
I NDEX { fcmlnstancel ndex, t1l1FcSpSalfl ndex,
t 11FcSpSal f Fabri cl ndex }
::={ tllFcSpSaControl Table 1 }

T11FcSpSaControl Entry ::= SEQUENCE ({

t 11FcSpSaCont r ol Aut hFai | Enabl e
t 11FcSpSaCont r ol | nboundSpi

t 11FcSpSaCont r ol Sour ce

t 11FcSpSaCont r ol Desti nati on

Tr ut hval ue,
T11FcSpi | ndex,
FcAddr essl dOr Zer o,
FcAddr ess| dOr Zer o,

t 11FcSpSaCont r ol Frane

t 11FcSpSaCont r ol El apsed

t 11FcSpSaCont r ol Suppr essed

t 11FcSpSaCont r ol W ndow

t 11FcSpSaCont rol MaxNoti fs

t 11FcSpSaControl Li f eExcdEnabl e
t 11FcSpSaCont r ol Li f eExcdSpi

t 11FcSpSaControl Li f eExcdDi r

t 11FcSpSaCont r ol Li f eExcdTi e

OCTET STRI NG,

Ti meTi cks,
Gauge32,

Unsi gned32,

Unsi gned32,

Trut hVal ue,
T11FcSpi | ndex,
T1l1lFcSaDirection,
Ti meSt anp

}
t 11FcSpSaCont r ol Aut hFai | Enabl e OBJECT- TYPE
SYNTAX Tr ut hval ue
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

t 11FcSpSaCont r ol | nboundSpi

De Santi,

"Thi s object specifies whether a t1lFcSpSaNoti fyAuthFailure
notification should be generated for the first occurrence
of an Authentication failure within a tinme wi ndow for this
Fabric."

:={ t1llFcSpSaControl Entry 1 }

OBJECT- TYPE
T11FcSpi | ndex
read-only

current

SYNTAX
MAX- ACCESS
STATUS
DESCRI PTI ON
"The SPI value of the ingress Security Association on
whi ch was received the last frame for which a
t 11FcSpSaNot i f yAut hFai | ure was gener at ed.
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If no t1lFcSpSaNotifyAuthFailure notifications have
been generated, the value of this object is zero."
:={ t1llFcSpSaControl Entry 2 }

t 11FcSpSaCont r ol Sour ce OBJECT- TYPE

SYNTAX FcAddressl dOr Zer o
MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"The S ID contained in the last franme for which a
t 11FcSpSaNot i f yAut hFai | ure was gener at ed.

If no t1lFcSpSaNotifyAuthFailure notifications have
been generated, the value of this object is the
zero-length string.”

::={ tl1llFcSpSaControl Entry 3 }

t 11FcSpSaCont rol Desti nati on OBJECT- TYPE

SYNTAX FcAddressl dOr Zer o
MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"The D ID contained in the last frane for which a
t 11FcSpSaNot i f yAut hFai | ure was gener at ed.

If no t11FcSpSaNoti fyAut hFailure notifications have
been generated, the value of this object is the
zero-length string.”

::={ tllFcSpSaControl Entry 4 }

t 11FcSpSaCont r ol Frane OBJECT- TYPE

SYNTAX OCTET STRING (SIZE (0..256))
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The binary content of the last frane for which a

t 11FcSpSaNot i f yAut hFai l ure was generated. |f nore than
256 bytes of the frane are available, then this object
contains the first 256 bytes. |If |less than 256 bytes of
the frane are available, then this object contains the
first N bytes, where Nis greater or equal to zero.

If no t1lFcSpSaNotifyAuthFailure notifications have
been generated, the value of this object is the
zero-length string.”

::={ tl1llFcSpSaControl Entry 5 }

t 11FcSpSaCont r ol El apsed OBJECT- TYPE
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SYNTAX Ti meTi cks
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The el apsed tinme since the | ast generation of a
t 11FcSpSaNoti f yAut hFai l ure notification on the sane
Fabric, or the value of sysUpTime if no
t 11FcSpSaNot i f yAut hFai l ure notifications have been
generated since the last restart.™

::={ tl1llFcSpSaControl Entry 6 }

t 11FcSpSaCont r ol Suppressed OBJECT- TYPE

SYNTAX Gauge32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The number of occurrences of an Authentication failure
on a Fabric that were suppressed because they occurred
on the sane Fabric within the sanme tinme wi ndow as a
previ ous Authentication failure for which a

t 11FcSpSaNot i f yAut hFai l ure notification was generated.

The value of this object is reset to zero on a restart
of the network managenent subsystem and whenever a
t 11FcSpSaNoti f yAut hFai l ure notification is generated.
In the event that the value of this object reaches its
maxi mum val ue, it remains at that value until it is
reset on the generation of the next
t 11FcSpSaNot i f yAut hFai l ure notification."

c:={ tllFcSpSaControl Entry 7 }

t 11FcSpSaCont r ol W ndow OBJECT- TYPE

SYNTAX Unsi gned32 (1..4294967295)
UNI TS "seconds"

MAX- ACCESS read-write

STATUS current

DESCRI PTI ON

"The length of a tine wi ndow that begins when a

t 11FcSpSaNot i f yAut hFai l ure notification is generated for

any Security Association on a particular Fabric. For the
duration of the tine window, further Authentication failures
occurring for the same Security Association are counted but
no t 11FcSpSaNoti f yAut hFai lure notification is generated.

VWhen this object is nodified before the end of a time

wi ndow, that tinme windowis inmmediately term nated, i.e.
the next Authentication failure on the relevant Fabric
after the nodification will cause a new tinme w ndow to

De Santi, et al. St andards Track [ Page 193]



RFC 5324

DEFVAL

MB for FC SP Sept enber 2008

begin with the new [ ength."
{ 300}

:={ t1llFcSpSaControl Entry 8 }

t 11FcSpSaCont r ol MaxNoti fs OBJECT- TYPE

SYNTAX Unsi gned32
MAX- ACCESS read-write
STATUS current
DESCRI PTI ON

DEFVAL

"The maxi num nunber of t11FcSpSaNotifyAuthFailure
notifications to be generated per Fabric within a

t 11FcSpSaCont r ol Wndow ti ne wi ndow. Subsequent

Aut hentication failures occurring on the same Fabric
in the sane time wi ndow are counted, but no

t 11FcSpSaNot i f yAut hFai l ure notification is generated.

When this object is nodified before the end of a tine

wi ndow, that tinme windowis inmediately terminated, i.e.,
the next Authentication failure on the relevant Fabric
after the nodification will cause a new tinme w ndow to
begin with the new |l ength."

{ 16 }

::={ tllFcSpSaControl Entry 9 }

t 11FcSpSaCont r ol Li f eExcdEnabl e OBJECT- TYPE

SYNTAX Tr ut hVal ue
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

DEFVAL

"Thi s object specifies whether t11FcSpSaNoti fyLifeExceeded
notifications should be generated for this Fabric."
{ true }

::={ t1llFcSpSaControl Entry 10 }

t 11FcSpSaControl Li f eExcdSpi OBJECT- TYPE

SYNTAX T11FcSpi | ndex
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

=

"The SPI of the SA that was npbst recently term nated
because its lifetime (in seconds or in passed bytes)
was exceeded. Such termnations include those due to
a failed attenpt to renew an SA after its lifetine was
exceeded. "
t 11FcSpSaControl Entry 11 }

t 11FcSpSaControl Li feExcdDir OBJECT- TYPE
SYNTAX T1l1lFcSaDirection
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MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The direction of frame transm ssion on the SA that was
nost recently term nated because its lifetime (in seconds
or in passed bytes) was exceeded."

c:={ tllFcSpSaControl Entry 12 }

t 11FcSpSaCont r ol Li f eExcdTi ne OBJECT- TYPE

SYNTAX Ti meSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The time of the npst recent term nation of an SA
due to its lifetine (in seconds or in passed bytes)
bei ng exceeded. Such term nations include those
due to a failed attenpt to renew an SA after its
lifetime was exceeded."

c:={ tllFcSpSaControl Entry 13 }

-- Notification definitions

t 11FcSpSaNot i f yAut hFai | ure NOTI FI CATI ON- TYPE
OBJECTS { t11lFcSpSaContr ol | nboundSpi
t 11FcSpSaCont r ol Sour ce,
t 11FcSpSaCont rol Desti nati on
t 11FcSpSaCont r ol Fr ane,
t 11FcSpSaCont r ol El apsed,
t 11FcSpSaCont r ol Suppr essed }
STATUS current
DESCRI PTI ON
"When this notification is generated, it indicates the
occurrence of an Authentication failure for a received
FC-2 or CT_IU franme. The t1lFcSpSaControl |l nboundSpi,
t 11FcSpSaCont rol Source, and t11FcSpSaContr ol Desti nation
objects in the varbindlist are the frane’s SPI, source and
destination addresses, respectively. t11FcSpSaControl Frame
provi des the (beginning of the) franme’s content if such is
avai | abl e.

This notification is generated only for the first
occurrence of an Authentication failure on a Fabric within
a time window. Subsequent occurrences of an Authentication
Failure on the same Fabric within the sane time w ndow

are counted but suppressed.
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The val ue of t11lFcSpSaControl El apsed contains (a | ower bound
on) the elapsed tinme since the |last generation of this
notification for the sanme Fabric. The value of
t 11FcSpSaCont r ol Suppressed contai ns the nunber of
generati ons which were suppressed in the tine wi ndow after
that |ast generation, or zero if unknown."

c:={ t1lFcSpSaM BNotifications 1 }

t 11FcSpSaNoti f yLi f eExceeded NOTI FI CATI ON- TYPE

OBJECTS { t11FcSpSaControl LifeExcdSpi,
t 11FcSpSaControl Li feExcdDir }

STATUS current

DESCRI PTI ON

"This notification is generated when the lifetime (in
seconds or in passed bytes) of an SA is exceeded, and the
SAis either imediately ternmnated or is term nated
because an attenpt to renew the SA fails. The val ues of
t 11FcSpSaControl Li f eExcdSpi and t 11FcSpSaControl Li f eExcdDir
contain the SPI and direction of the termi nated SA. "

c:={ t1lFcSpSaM BNotifications 2 }

-- Conformance

t 11FcSpSaM BConpl i ances
OBJECT | DENTI FI ER : :
t 11FcSpSaM BG oups OBJECT | DENTI FI ER : :

{ t11lFcSpSaM BConformance 1 }
{ t11lFcSpSaM BConformance 2 }

t 11FcSpSaM BConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The compliance statenment for entities that inplenent
FC-SP Security Associations."

MODULE -- this nodul e
MANDATORY- GROUPS

{ t1l1lFcSpSaCapabilityG oup,
t 11FcSpSaPar antst at usG oup,
t 11FcSpSaSunmar yCount G oup,
t 11FcSpSaPr oposal Group,
t 11FcSpSabDr opBypassG oup,
t 11FcSpSaActi veG oup,
t 11FcSpSaNot i f I nf oG oup,
t 11FcSpSaNoti fi cati onG oup

}

-- The following is an auxiliary (listed in an | NDEX cl ause)
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-- object for which the SMv2 does not allow an OBJECT cl ause
-- to be specified, but for which this MB has the follow ng

-- conpliance requirenent:

-- OBJECT t 11FcSpSal f | ndex

-- DESCRI PTI ON

-- Conpl i ance requires support for either one of:

-- - individual interfaces using iflndex val ues, or

-- - the use of the zero val ue.

-- Wite access is not required for any objects in this MB nodul e:

OBJECT t 11FcSpSal f St or ageType
M N- ACCESS read-only
DESCRI PTION "Wite access is not required."”

OBJECT t 11FcSpSaTSel PropSt or ageType
M N-ACCESS read-only
DESCRI PTION "Wite access is not required."

OBJECT t 11FcSpSaTransSt or ageType
M N- ACCESS read-only
DESCRI PTION "Wite access is not required."”

OBJECT t 11FcSpSal f Repl ayPreventi on
M N- ACCESS read-only
DESCRI PTION "Wite access is not required."”

OBJECT t 11FcSpSal f Repl ayW ndowSi ze
M N-ACCESS read-only
DESCRI PTION "Wite access is not required."

OBJECT t 11FcSpSal f Ter mi nat eAl | Sas
M N- ACCESS read-only
DESCRI PTION "Wite access is not required."”

OBJECT t 11FcSpSaPropSecuri t yProt
M N- ACCESS read-only
DESCRI PTION "Wite access is not required."”

OBJECT t 11FcSpSaPropTSel Li st | ndex

M N-ACCESS read-only

DESCRI PTION "Wite access is not required."
OBJECT t 11FcSpSaPr opTr ansLi st | ndex

M N- ACCESS read-only

DESCRI PTION "Wite access is not required."”

OBJECT t 11FcSpSaPropAccept Al gorithm
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M N- ACCESS
DESCRI PTI ON

OBJECT

M N- ACCESS
DESCRI PTI ON

OBJECT

M N- ACCESS
DESCRI PTI ON

OBJECT

M N- ACCESS
DESCRI PTI ON

OBJECT

M N- ACCESS
DESCRI PTI ON

OBJECT

M N- ACCESS
DESCRI PTI ON

OBJECT

M N- ACCESS
DESCRI PTI ON

OBJECT

M N- ACCESS
DESCRI PTI ON

OBJECT

M N- ACCESS
DESCRI PTI ON

OBJECT

M N- ACCESS
DESCRI PTI ON

OBJECT

M N- ACCESS
DESCRI PTI ON

OBJECT

M N- ACCESS
DESCRI PTI ON

OBJECT
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read-only

"Wite access is not required.

t 11FcSpSaPr opRowst at us
read-only

"Wite access is not required.

t 11FcSpSaTSel PropDirecti on
read-only

"Wite access is not required.

t 11FcSpSaTSel PropSt art SrcAddr
read-only

"Wite access is not required.

t 11FcSpSaTSel Pr opEndSr cAddr
read-only

"Wite access is not required.

t 11FcSpSaTSel PropSt art Dst Addr
read-only

"Wite access is not required.

t 11FcSpSaTSel PropEndDst Addr
read-only

"Wite access is not required.

t 11FcSpSaTSel PropStart RCt |
read-only

"Wite access is not required.

t 11FcSpSaTSel PropEndRCt |
read-only

"Wite access is not required.

t 11FcSpSaTSel PropSt art Type
read-only

"Wite access is not required.

t 11FcSpSaTSel PropEndType
read-only

"Wite access is not required.

t 11FcSpSaTSel Pr opRowSt at us
read-only

"Wite access is not required.

t 11FcSpSaTransSecuri t yPr ot

St andards Track
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M N- ACCESS
DESCRI PTI ON

OBJECT

M N- ACCESS
DESCRI PTI ON

OBJECT

M N- ACCESS
DESCRI PTI ON

OBJECT

M N- ACCESS
DESCRI PTI ON

OBJECT

M N- ACCESS
DESCRI PTI ON

OBJECT

M N- ACCESS
DESCRI PTI ON

OBJECT

M N- ACCESS
DESCRI PTI ON

OBJECT

M N- ACCESS
DESCRI PTI ON

OBJECT

M N- ACCESS
DESCRI PTI ON

OBJECT

M N- ACCESS
DESCRI PTI ON

OBJECT

M N- ACCESS
DESCRI PTI ON

OBJECT

M N- ACCESS
DESCRI PTI ON

OBJECT
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read-only

"Wite access is not required.

t 11FcSpSaTransEncrypt Al g
read-only

"Wite access is not required.

t 11FcSpSaTr ansEncr ypt KeyLen
read-only

"Wite access is not required.

t 11FcSpSaTransli ntegrityAl g
read-only

"Wite access is not required.

t 11FcSpSaTr ansRowSt at us
read-only

"Wite access is not required.

t 11FcSpSaTSel Dr ByActi on
read-only

"Wite access is not required.

t 11FcSpSaTSel Dr By St art Sr cAddr
read-only

"Wite access is not required.

t 11FcSpSaTSel Dr ByEndSr cAddr
read-only

"Wite access is not required.

t 11FcSpSaTSel Dr By St ar t Dst Addr
read-only

"Wite access is not required.

t 11FcSpSaTSel Dr ByEndDst Addr
read-only

"Wite access is not required.

t 11FcSpSaTSel DrByStart RCt |
read-only

"Wite access is not required.

t 11FcSpSaTSel Dr ByEndRCt |
read-only

"Wite access is not required.

t 11FcSpSaTSel DrBySt art Type

St andards Track
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M N- ACCESS read-only
DESCRI PTION "Wite access is not required."”

OBJECT t 11FcSpSaTSel Dr ByEndType
M N-ACCESS read-only
DESCRI PTION "Wite access is not required."

OBJECT t 11FcSpSaTSel Dr By RowSt at us
M N- ACCESS read-only
DESCRI PTION "Wite access is not required."”

OBJECT t 11FcSpSaPai r Term nat e
M N- ACCESS read-only
DESCRI PTION "Wite access is not required."”

OBJECT t 11FcSpSaCont r ol Aut hFai | Enabl e
M N-ACCESS read-only
DESCRI PTION "Wite access is not required."

OBJECT t 11FcSpSaCont r ol W ndow
M N- ACCESS read-only
DESCRI PTION "Wite access is not required."”

OBJECT t 11FcSpSaCont rol MaxNoti fs
M N- ACCESS read-only
DESCRI PTION "Wite access is not required."”

OBJECT t 11FcSpSaControl Li f eExcdEnabl e
M N-ACCESS read-only
DESCRI PTION "Wite access is not required."

::={ t1lFcSpSaM BConpli ances 1 }
-- Units of Conformance

t 11FcSpSaCapabi |l i tyG oup OBJECT- GROUP
OBJECTS { tllFcSpSal f EspHeader Capab,
t 11FcSpSal f CTAut hCapab,
t 11FcSpSal f | KEv2Capab,
t 11FcSpSal f | kev2Aut hCapab

}
STATUS  current
DESCRI PTI ON
"A collection of objects containing information
related to capabilities of FC-SP entities."
::={ t1lFcSpSaM BG oups 1 }

t 11FcSpSaPar anfst at usG oup OBJECT- GROUP
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OBJECTS { tllFcSpSalf StorageType,
t 11FcSpSal f Repl ayPreventi on,
t 11FcSpSal f Repl ayW ndowSi ze,
t 11FcSpSal f DeadPeer Det ect i ons,
t 11FcSpSal f Ter ni nat eAl | Sas

}
STATUS current
DESCRI PTI ON
"A collection of objects containing paraneters
and status information related to FC-SP entities."
::={ t1llFcSpSaM BG oups 2 }

t 11FcSpSaSummar yCount G oup OBJECT- GROUP
OBJECTS { t1ll1lFcSpSal f Cut Drops,
t 11FcSpSal f Qut Bypasses,
t 11FcSpSal f Qut Processes,
t 11FcSpSal f Qut Uniat cheds,
t 11FcSpSal f I nUnpr ot Unnt chDr ops,
t 11FcSpsSal f | nDet Repl ays,
t 11FcSpSal f I nUnpr ot M chDr ops,
t 11FcSpSal f | nBadXf or s,
t 11FcSpSal f | nGoodXf or ns,
t 11FcSpSal f I nPr ot Unnt chs

}
STATUS  current
DESCRI PTI ON
"A collection of objects containing sunmary
counters for FC-SP Security Associations."
::={ t1llFcSpSaM BG oups 3 }

t 11FcSpSaPr oposal Group OBJECT- GROUP
OBJECTS { t1ll1lFcSpSaPropSecurityProt,

t 11FcSpSaPr opTSel Li st | ndex,
t 11FcSpSaPr opTr ansLi st | ndex,
t 11FcSpSaPr opAccept Al gorithm
t 11FcSpSaPr opQut Mat chSucceeds,
t 11FcSpSaPr opRowSt at us,
t 11FcSpSaTSel PropDirecti on,
t 11FcSpSaTSel PropSt art SrcAddr,
t 11FcSpSaTSel Pr opEndSr cAddr,
t 11FcSpSaTSel PropSt art Dst Addr,
t 11FcSpSaTSel PropEndDst Addr,
t 11FcSpSaTSel PropStart RCt 1,
t 11FcSpSaTSel PropEndRCt |,
t 11FcSpSaTSel PropSt art Type,
t 11FcSpSaTSel PropEndType,
t 11FcSpSaTSel PropSt or ageType,
t 11FcSpSaTSel PropRowsSt at us
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}
STATUS current
DESCRI PTI ON
"A collection of objects containing information
related to nmaki ng and accepting proposals for
FC-SP Security Associations."
c:={ t1lFcSpSaM BG oups 4 }

t 11FcSpSabr opBypassG oup OBJECT- GCROUP
OBJECTS { t11FcSpSaTSel DrByActi on,
t 11FcSpSaTSel Dr BySt art SrcAddr,
t 11FcSpSaTSel Dr ByEndSr cAddr,
t 11FcSpSaTSel Dr BySt art Dst Addr,
t 11FcSpSaTSel Dr ByEndDst Addr,
t 11FcSpSaTSel DrByStart RCt I,
t 11FcSpSaTSel Dr ByEndRCt |,
t 11FcSpSaTSel Dr By St art Type,
t 11FcSpSaTSel Dr ByEndType,
t 11FcSpSaTSel Dr ByMat ches,
t 11FcSpSaTSel Dr By RowSt at us

}
STATUS  current
DESCRI PTI ON
"A col lection of objects containing infornation
about Traffic Selectors of traffic to drop or bypass
for FGC-SP Security."
:={ t1lFcSpSaM BG oups 5 }

t 11FcSpSaActi veG oup OBJECT- GROUP

OBJECTS { tllFcSpSaPair SecurityProt,
t 11FcSpSaPai r Tr ansLi st | ndex,
t 11FcSpSaPai r Tr ansl ndex,
t 11FcSpSaPai rLi feti neLeft,
t 11FcSpSaPai rLi feti meLeft Units,
t 11FcSpSaPai r Ter ni nat e,
t 11FcSpSaPai r | nPr ot UnMat chs,
t 11FcSpSaPai r | nDet Repl ays,
t 11FcSpSaPai r | nBadXf or s,
t 11FcSpSaPai r | nGoodXf or s,
t 11FcSpSaTransSecurityProt,
t 11FcSpSaTransEncrypt Al g,
t 11FcSpSaTr ansEncr ypt KeyLen,
t 11FcSpSaTransl ntegri tyAl g,
t 11FcSpSaTr ansSt or ageType,
t 11FcSpSaTr ansRowSt at us,
t 11FcSpSaTSel Negl nl nboundSpi
t 11FcSpSaTSel Negl nSt art Sr cAddr,
t 11FcSpSaTSel Negl nEndSr cAddr,
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t 11FcSpSaTSel Negl nSt art Dst Addr,
t 11FcSpSaTSel Negl nEndDst Addr

t 11FcSpSaTSel Negl nStart RCt |,

t 11FcSpSaTSel Negl nEndRCt |

t 11FcSpSaTSel Negl nSt art Type,

t 11FcSpSaTSel Negl nEndType,

t 11FcSpSaTSel Negl nUnpM chDr ops,
t 11FcSpSaTSel NegQut | nboundSpi ,

t 11FcSpSaTSel NegQut St ar t Sr cAddr ,
t 11FcSpSaTSel NegQut EndSr cAddr ,

t 11FcSpSaTSel NegQut St ar t Dst Addr ,
t 11FcSpSaTSel NegQut EndDst Addr,

t 11FcSpSaTSel NegQut Start RCt |

t 11FcSpSaTSel NegQut EndRCt |,

t 11FcSpSaTSel NegQut St art Type,

t 11FcSpSaTSel NegQut EndType,

t 11FcSpSaTSel Spi Di recti on,

t 11FcSpSaTSel Spi Traf Sel Pt r

}
STATUS current
DESCRI PTI ON
"A collection of objects containing information rel ated
to currently active FC-SP Security Associations."
c:={ t1llFcSpSaM BG oups 6 }

t 11FcSpSaNot i f I nf oG oup OBJECT- GROUP
OBJECTS { t1l1lFcSpSaContr ol Aut hFai |l Enabl e,

t 11FcSpSaCont r ol | nboundSpi ,
t 11FcSpSaCont r ol Sour ce,
t 11FcSpSaCont r ol Desti nati on,
t 11FcSpSaCont r ol Fr ane,
t 11FcSpSaCont r ol El apsed,
t 11FcSpSaCont r ol Suppr essed,
t 11FcSpSaCont r ol W ndow,
t 11FcSpSaCont r ol MaxNot i f s,
t 11FcSpSaCont rol Li f eExcdEnabl e,
t 11FcSpSaCont r ol Li f eExcdSpi ,
t 11FcSpSaControl Li f eExcdDi r,
t 11FcSpSaCont r ol Li f eExcdTi e

}
STATUS  current
DESCRI PTI ON
"A col lection of objects containing infornmation
related to notifications of events concerning
FC- SP Security Associations.”
::={ t1lFcSpSaM BG oups 7 }
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t 11FcSpSaNoti fi cati onG oup NOTI FI CATI ON- GROUP
NOTI FI CATIONS { t11FcSpSaNoti fyAut hFail ure,
t 11FcSpSaNot i fyLi f eExceeded

}
STATUS current
DESCRI PTI ON
"A collection of notifications of events concerning
FC- SP Security Associations.”
:={ t1lFcSpSaM BG oups 8 }

END
7. | ANA Consi derati ons

| ANA has made one M B O D assignment, under the appropriate subtree,
for each of the five MB nodul es defined in this docunent.

8. Security Considerations

In this section, the first sub-section explains why this docunent
does not define MB objects for particular itens of (nmanagenent)
information. This is followed by one sub-section for each of the MB
nmodul es defined in section 6, listing their individual Security

Consi derations. The section concludes with Security Considerations
conmon to all of these M B nodul es.

The key word "RECOMVENDED' contained in this section is to be
interpreted as described in BCP 14 [ RFC2119].

8.1. Information Not Defined in This Docunent

Thi s docunent doesn’t define any M B objects for the secrets that
need to be known/determ ned by FC-SP entities in order to use DH CHAP
to authenticate each other. Such secrets are "highly sensitive" and
need to be "strong secrets" (e.g., randomy generated and/or from an
external source, see section 5.4.8 of [FC-SP]) rather than just
passwords. Thus, such secrets need to be managed by mechani sns ot her
than the M B nodul es defined here.

8.2. The T11-FC SP-TC-M B Modul e

This M B nodul e defines sone data types and assigns sonme hject
Identifiers, for use as the syntax and as val ues of M B objects,
respectively, but it itself defines no MB objects. Thus, there is
no direct read or wite access via a managenent protocol, such as
SNWP, to these definitions. Nevertheless, it does include the

assi gnnent of enunerations and O Ds to represent cryptographic
algorithms/transforns, and it is appropriate for such assignnments to
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be augnmented with new assi gnnents as and when new
al gorithms/transforns are avail abl e.

8.3. The T11- FC- SP- AUTHENTI CATI ON- M B Modul e

There are several managenent objects defined in this MB nodule with
a MAX- ACCESS cl ause of read-wite. Such objects may be considered
sensitive or vulnerable in some network environments. The support
for SET operations in a non-secure environnent w thout proper
protection can have a negative effect on network operations. These
objects and their sensitivity/vulnerability are:

t 11FcSpAuSt or ageType
- could cause changes in the configuration to be retained or
not retained over restarts, against the w shes of managenent.

t 11FcSpAuSendRej Not i f yEnabl e
t 11FcSpAuRcvRej Not i f yEnabl e
- could cause the suppression of SNMP notifications (e.g., of
aut hentication failures or protocol failures), or the
di sruption of network operations due to the generation of
unwant ed notifications.

t 11FcSpAuDef aul t Li feti me
t 11FcSpAuDef aul t Li feti meUnits
- could cause the lifetinmes of Security Associations to be
ext ended | onger than m ght be secure, or shortened to cause
an increase in the overhead of using security.

t 11FcSpAuRej ect MaxRows
- could cause a snmaller audit trail of Authentication rejects,
thereby hiding the tracks of an attacker, or a larger audit
trail of Authentication rejects causing resources to be
wast ed.

Some of the readable objects in this MB nodule (i.e., objects with a
MAX- ACCESS ot her than not-accessible) may be considered sensitive or
vul nerabl e in sone network environnents. It is thus inportant to
control even CET and/or NOTIFY access to these objects and possibly
to even encrypt the val ues of these objects when sending them over
the network via SNVMP. These are the tables and objects and their
sensitivity/vulnerability:

t 11FcSpAuEnti tyTabl e
- the capabilities of FC-SP Authentication entities in terns of
what cryptographic algorithns they support, and various
configuration paraneters of FC-SP Authentication entities.
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t 11FcSpAul f St at Tabl e
- the mappi ng of which FC SP Authentication entities operate on
whi ch interfaces.

t 11FcSpAuRej ect Tabl e
- an audit trail of authentication failures and other
Aut hentication Protocol failures.

8.4. The T11-FC SP-ZONI NG M B Modul e

There are several nmanagenent objects defined in this MB nodule with
a MAX- ACCESS cl ause of read-wite and/or read-create. Such objects
may be considered sensitive or vulnerable in some network
environments. The support for SET operations in a non-secure

envi ronment w t hout proper protection can have a negative effect on
networ k operations. These objects and their
sensitivity/vulnerability are:

t 11FcSpZsSer ver Enabl ed
- could cause FC-SP Zoning node to be enabl ed or not enabl ed,
agai nst the wi shes of nmanagenent.

t 11FcSpZoneSet HashSt at us
- could cause an FC-SP inplementation to recal cul ate the val ues
of the Active Zone Set Hash and the Zone Set Database Hash
more frequently than is required by managenent.

t 11FcSpZsNot i f yJoi nSuccessEnabl e
t 11FcSpZsNot i f yJoi nFai | ur eEnabl e
- could cause the suppression of SNWP notifications that a
Switch in one Fabric has successfully joined/failed to join
with a Switch in another Fabric, or the disruption of network
operations due to the generation of unwanted notifications.

Sone of the readable objects in this MB nodule (i.e., objects with a
MAX- ACCESS ot her than not-accessible) may be considered sensitive or
vul nerabl e in sone network environnents. It is thus inportant to
control even CET and/or NOTIFY access to these objects and possibly
to even encrypt the values of these objects when sending them over
the network via SNWMP. These are the objects and their
sensitivity/vulnerability:

t 11FcSpZsSer ver Capabi | i t yOhj ect
t 11FcSpZsSer ver Enabl ed
- the FC-SP Zoning capabilities and status of the FC SP
i mpl ement ati on.
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t 11FcSpZoneSet HashSt at us
t 11FcSpAct i veZoneSet HashType
t 11FcSpAct i veZoneSet Hash
t 11FcSpZoneSet Dat abaseHashType
t 11FcSpZoneSet Dat abaseHash
- the current values of the Active Zone Set Hash and the Zone
Set Dat abase Hash.

8.5. The T11-FC SP-PCLI CY-M B Modul e

There are nmany managenent objects defined in this MB nodule with a
MAX- ACCESS cl ause of read-wite and/or read-create. Such objects may
be considered sensitive or vulnerable in sone network environments.
The support for SET operations in a non-secure environnent w thout
proper protection can have a negative effect on network operations.
The objects and tables and their sensitivity/vulnerability are:

t 11FcSpPoNaSumar yTabl e

t 11FcSpPoNaSwLi st Tabl e

t 11FcSpPoNaSwivenbTabl e

t 11FcSpPoNaNoMenbTabl e

t 11FcSpPoNaCt Descr Tabl e

t 11FcSpPoNaSwConnTabl e

t 11FcSpPoNal pMgnt Tabl e

- could change the currently inactive FC-SP Fabric Policies, so

as to allow unauthorized connectivity of Swi tches and/or
Nodes to the network, or between Switches in the network, or,
to prohibit such connectivity even when authorized.

t 11FcSpPoNal pMgnt Tabl e
t 11FcSpPoNaVWkpDescr Tabl e
- could change the currently inactive FC-SP Fabric Policies, so
as to allow unauthorized managenent access to Switches, or
prohi bit authorized nmanagenent access to Switches.

t 11FcSpPoNaSumar yTabl e

t 11FcSpPoNaSwivenbTabl e

t 11FcSpPoNaNoMenbTabl e

t 11FcSpPoNaAt tri bTabl e

t 11FcSpPoNaAut hPr ot Tabl e

- could change the currently inactive FC-SP Fabric Policies, so

as to allow Security Associations with reduced security or
require Security Associations that are unnecessarily secure.
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t 11FcSpPoQper Acti vat e
t 11FcSpPoOper DeAct i vat e
- could cause the currently active FC-SP Fabric Policies to be
de-activated and currently inactive FC-SP Fabric Policies
(e.g., those nodified as above) to be activated instead.

t 11FcSpPoSt or ageType
- could cause changes in the configuration and/or in FC SP
Fabric Policies to be retained or not retained over restarts,
agai nst the w shes of nmanagenent.

t 11FcSpPoNoti fi cati onEnabl e
- could cause the suppression of SNWMP notifications on the
successful /unsuccessful activation/deactivation of Fabric
Pol i cies, and thereby hide successful/failed attenpts to nake
unaut hori zed changes, or cause the disruption of network
operations due to the generation of unwanted notifications.

Sonme of the readable objects in this MB nodule (i.e., objects with a
MAX- ACCESS ot her than not-accessible) may be considered sensitive or
vul nerabl e in sone network environnents. It is thus inportant to
control even CET and/or NOTIFY access to these objects and possibly
to even encrypt the values of these objects when sending them over
the network via SNMP. These are the tables and their
sensitivity/vulnerability:

t 11FcSpPoTabl e

t 11FcSpPoSunmar yTabl e

t 11FcSpPoSwivenbTabl e

t 11FcSpPoNoMenbTabl e

t 11FcSpPoCt Descr Tabl e

t 11FcSpPoSwConnTabl e

t 11FcSpPol pMgnt Tabl e

t 11FcSpPoVkpDescr Tabl e

t 11FcSpPoAttri bTabl e

t 11FcSpPoAut hPr ot Tabl e

- the currently active FC-SP Fabric Policies that can be

exam ned by an attacker |ooking for possible security
vul nerabilities in the active policies.
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8.6. The T11-FC- SP-SA-M B Modul e

There are several managenent objects defined in this MB nodule with
a MAX- ACCESS cl ause of read-wite and/or read-create. Such objects
may be considered sensitive or vulnerable in some network

envi ronments. The support for SET operations in a non-secure

envi ronment w t hout proper protection can have a negative effect on
networ k operations. These objects and their
sensitivity/vulnerability are:

t 11FcSpSal f St or ageType
t 11FcSpSaTSel PropSt or ageType
t 11FcSpSaTr ansSt or ageType
- could cause changes in configuration information related to
FC-SP Security Associations to be retained or not retained
over restarts, against the wi shes of managenent.

t 11FcSpSal f Repl ayPreventi on
t 11FcSpSal f Repl ayW ndowSi ze
- could cause changes in the operation of anti-replay
protection, thereby permtting an attacker to conduct replay
attacks, or requiring FC-SP inplenmentations to engage in
unnecessary protection against replay.

t 11FcSpSal f Ter mi nat eAl | Sas
t 11FcSpSaPai r Ter m nat e
- could cause FC-SP Security Associations to be aborted
unnecessarily.

t 11FcSpSaCont r ol Aut hFai | Enabl e
- could cause the suppression of SNWMP notifications on the
occurrence of Authentication failures for received FC 2 or
CT_IU franmes, thereby hiding attenpts to subvert security
measures, or cause the disruption of network operations due
to the generation of unwanted notifications.

t 11FcSpSaControl Li f eExcdEnabl e
- could cause the suppression of SNWMP notifications on the
occurrence of an FC-SP Security Association exceeding its
lifetime, thereby possibly causing disruption to network
usage due to a delay in determning the problem and/or re-
establishing the Security Association.
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t 11FcSpSaCont r ol W ndow
- could cause the suppression of second and subsequent SNWP
notifications on the occurrence of Authentication failures
for received FC-2 or CT_IU frames, thereby maski ng repeated
attenpts to subvert security nmeasures, or cause the
di sruption of network operations due to the generation of
unwant ed notifications.

t 11FcSpSaCont r ol MaxNoti fs
- could cause the suppression of all SNWP notifications on the
occurrence of Authentication failures for received FC2 or
CT_IU franes, thereby masking attenpts to subvert security
measures, or cause the disruption of network operations due
to the generation of unwanted notifications.

t 11FcSpSaPropTabl e

t 11FcSpSaTSel PropTabl e

t 11FcSpSaTransTabl e

- could cause an FC-SP entity to propose the setup of Security

Associ ations that apply to a different selection of traffic
and/ or using different security transforns, such that sone
traffic has a reduced | evel of security that m ght inprove an
attacker’s chance of subverting security, or an increased
| evel of security that would invol ve unnecessary security
processi ng, or cause the negotiation of Security Associations
to fail to find comonly acceptable paraneters such that no
Security Associ ations can be established.

t 11FcSpSaTSel Dr ByTabl e
- could cause an FC-SP entity to select different sets of

traffic which are: a) to be sent/received w thout being
protected by FC SP security, thereby providing an attacker
with access to read authentic traffic or the ability to
i ntroduce unauthentic traffic; or b) to be dropped instead of
bei ng sent/after being received, thereby causing disruption
to network usage.

Sone of the readable objects in this MB nodule (i.e., objects with a
MAX- ACCESS ot her than not-accessible) may be consi dered sensitive or
vul nerabl e in sone network environnents. It is thus inmportant to
control even CET and/or NOTIFY access to these objects and possibly
to even encrypt the values of these objects when sending them over
the network via SNVMP. These are the tables and objects and their
sensitivity/vulnerability:

De Santi, et al. St andards Track [ Page 210]



RFC 5324 M B for FC SP Sept enber 2008

8.

7

t 11FcSpSal f Tabl e
- information concerning the capabilities, paraneters and
status of an FC-SP entity’s support for Security
Associ ati ons.

t 11FcSpSaPropTabl e
t 11FcSpSaTSel PropTabl e
t 11FcSpSaTransTabl e
- information on the proposals that will be used by an FC SP
entity to negotiate Security Associations.

t 11FcSpSaTSel Dr ByTabl e
- information on which subsets of traffic an FC-SP entity will
send or receive without being protected by FC-SP security, or
will drop before sending/after receiving.

t 11FcSpSaPai r Tabl e
t 11FcSpSaTSel Negl nTabl e
t 11FcSpSaTSel NegQut Tabl e
t 11FcSpSaTSel Spi Tabl e
- informati on on which Security Associations are currently
active, what subsets of traffic they are carrying, and what
security protection is being given to them

Recomendati ons Conmon to All M B Modul es

SNWVP versions prior to SNMPv3 did not include adequate security.

Even if the network itself is secure (for exanple by using |IPsec),
even then, there is no control as to who on the secure network is

all oned to access and GET/ SET (read/change/create/ del ete) the objects
in this MB nodul e.

It is RECOVWENDED that inplenentors consider the security features as
provi ded by the SNMPv3 framework (see [ RFC3410], section 8),
including full support for the SNMPv3 cryptographic nechani sns (for
aut henti cati on and privacy).

Furt her, deploynent of SNWP versions prior to SNMPv3 is NOT
RECOMVENDED. Instead, it is RECOWENDED to depl oy SNMPv3 and to
enabl e cryptographic security. It is then a customner/operator
responsibility to ensure that the SNWP entity giving access to an
instance of this MB nodule is properly configured to give access to
the objects only to those principals (users) that have legitimte
rights to indeed GET or SET (change/create/delete) them

Because the two algorithns currently specified for
T11FcSpPol i cyHashFormat are SHA-1 and SHA- 256, the definition of
T11lFcSpHashCal cul ati onSt at us expresses a concern in regard to not
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incrementally reconputing the hashes after each change when a series
of multiple related changes are being made. This nethod of reducing
computation is intended as a responsiveness nmeasure (i.e.,
cooperating SNVMP nanagers and agents can get things done faster), not
as a Denial -of-Service (DoS) counterneasure. Nevert hel ess,

i npl ement ati ons shoul d al so consider the DoS possibilities in these
scenari os; potential countermnmeasures include: requiring

aut hentication for SETs and the rate-limting of SET operations if
they can cause significant conputation.
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