Net wor k Wor ki ng G oup M Lonnfors

Request for Comments: 5263 J. Cost a- Requena
Cat egory: Standards Track E. Leppanen
Noki a

H. Khart abi |

Eri csson

Sept ember 2008

Session Initiation Protocol (SIP) Extension for
Partial Notification of Presence Information

Status of This Meno

Thi s docunent specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this nmeno is unlimted.

Abst ract

By default, presence delivered using the presence event package for
the Session Initiation Protocol (SIP) is represented in the Presence
Informati on Data Format (PIDF). A PIDF docunent contains a set of

el ements, each representing a different aspect of the presence being
reported. Wen any subset of the elenents change, even just a single
el ement, a new docunent containing the full set of elenments is
delivered. This nenmo defines an extension allow ng delivery of only
the presence data that has actually changed.
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1. Introduction

A presence event package for Session Initiation Protocol (SIP) [3]

all ows users ('watchers’) to subscribe to other users
("presentities’) presence information. The presence information is
composed of nultiple pieces of data that are delivered to the

wat cher. The size of the presence information document can be | arge
(i.e., the presence docunent can contain an arbitrary nunber of

el enents call ed presence tuples that convey data). As specified in
RFC 2778 [9] and the presence event package for SIP [3], a Presence
Agent (PA) always delivers in presence notifications all the presence
data that has been authorized for a certain watcher. This is done
regardl ess of what presence data has changed compared to | ast
notification. 1t may not be reasonable to send the conplete presence
i nformati on over | ow bandwi dth and high latency |inks when only part
of the presence information has actually changed. This nay end up
degradi ng the presence service and causi hg bad perception at the

wat cher si de

Thi s docunent defines a partial notification approach where the
presence server delivers to the watchers only those parts of the
presence information that have changed conpared to the presence
information sent in the previous notifications. This reduces the
anount of data that is transported over the network.

This nmechanismutilizes the presence event package for SIP [3] and a

new M ME type for carrying partial Presence Information Data Fornat
docunments [2].
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2

3.

3.

Conventi ons

In this docunment, the key words "MJST", "MJST NOT", "REQUI RED',
"SHALL", "SHALL NOT", "SHOULD', "SHOULD NOT", "RECOMVENDED', " MAY",
and "OPTIONAL" are to be interpreted as described in RFC 2119 [1] and
i ndi cate requirenment |evels for conpliant inplenentations.

Thi s docunent nakes use of the vocabul ary defined in RFC 2778 [ 9],
RFC 3265 [6], the presence event package for SIP [3], and the PIDF
extension for Partial Presence [2].

Introduction to the Partial Notification Mechani sm

This chapter briefly introduces the regular functionality of the
presence service, and gives an overview of the partial notification
solution. This section is informational in nature. It does not
contain any normative statements.

1. Basic Presence Agent Operation

The presence service normally operates so that a watcher sends a SIP
SUBSCRI BE request targeted to the presentity. The request is routed
to the presence agent where the presentity’s presence information is
stored. The SUBSCRI BE request can include an Accept header field
that indicates the supported content types.

The presence agent receives the SUBSCRI BE request and if there is no
Accept header indicating the supported content types or the Accept
header contains the default PIDF content type, the PAwll generate
presence notifications using the default PIDF format [5]. The PIDF
docunent can contain one or multiple XM el ements. The PIDF docunent
includes a set of elements defined in RFC 2778 [9], and its
extensions for representing the presence information. This PIDF
docunent will be carried in the body of a NOTIFY request constructed
as per RFC 3265 [6]. During basic operation, the presence docunent
al ways contains the full state corresponding to the presence status
of the presentity, as determ ned by the PA |ocal policy and

aut hori zation rul es.

2. Operation with Partial Notification

The partial notification nechanismallows a watcher to request that,
whenever possible, notifications contain only presence infornmation
that has actually changed. A watcher that wants to receive partial
notifications according to this docunent, creates a S|P SUBSCRI BE
request simlar to that of a regular presence subscription. However,
the SI P SUBSCRI BE request contains an Accept header field whose val ue
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contains the "application/pidf-diff+xm" tag as well as the
"application/pidf+xm " tag.

When the presence agent receives the subscription, it exam nes the
Accept header field value and if the "application/pidf-diff+xm"
value is present, it can decide to use the partial notifications
mechani sm specified in this meno. The presence agent builds NOTI FY
requests that contain the Content-Type header field set to
"application/pidf-diff+xm". The first NOIIFY request that contains
presence information will contain a full presence docunent.
Subsequent NOTI FY requests can contain partial presence docunents.
This behavior is described in detail in Section 4.

4. Cdient and Server QOperations

Unl ess ot herwi se specified in this docunent, the regul ar watcher and
presence agent behavior is applied as defined in the SIP presence
event package [3].

4.1. Content-Type for Partial Notifications

Entities supporting the partial notification extension described in
this docunment MJST support the "application/pidf-diff+xm’ content
type specified in the PIDF extension for partial presence [2].

4.2. Watcher Generation of SUBSCRI BE Requests

A SUBSCRI BE request can be used to negotiate the preferred content
type to be used in the notifications. The Accept header field is
used for this purpose as specified in RFC 3261 [4]. Wen a watcher
wants to allow the presence agent to send partial notifications the
wat cher MUST include an Accept header field in its SUBSCRI BE request.
The val ue of the Accept header field MJST contain *application/
pidf-diff+xm’ (in addition to 'application/pidf+xm’' required by the
SI P presence event package [3]). The watcher MAY include a "q"
paraneter with each Accept value to indicate the relative preference
of that val ue.

4.3. Presence Agent Processing of SUBSCRI BE Requests

The presence agent receives subscriptions fromwatchers and generates
notifications according to the SIP presence event package [3]. |If
the wat cher has indicated the supported content types in the Accept
header field of the SUBSCRI BE request, the presence agent conpares
the val ues included in the Accept header field with the supported
ones, and decides which one to use. |[|f the watcher has indicated
preferred accept val ues by nmeans of "qg" paraneters, the presence
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agent SHOULD base the decision on those preferences, unless otherw se
i ndi cated by the presence agent |ocal policy.

4.4. Presence Agent Ceneration of Partial Notifications

Once a subscription is accepted and installed, the PA MIUST deliver
the full state of the presence information in the first partia
notification that contains a presence document having <pidf-full>
root element. |If the presence agent decides to send notifications
that include a presence docunent according to this specification, the
presence agent MJST build a presence docunent according to the PIDF
extension for Partial Presence [2] and MJST set the Content-Type
header field to the value 'application/pidf-diff+xm’.

VWhen using the "application/pidf-diff+xm’ M ME type, the PA MJST
include a "version" attribute; for the first partial notification
(within a given subscription), the PA MJST initialize version to
value one (1). This version counter is scoped to the subscription,
and is incremented by one within each partial notification. The
version value is only reset when the given subscription is
termnated. It is not reset when the subscription is refreshed.

When the PA generates a partial presence docunent, the PA SHOULD
include only that presence information that has changed conpared to
the previous notifications. It is up to the PAs local policy to
determ ne what is considered as a change to the previous state.

The PA MJST construct the partial presence docunent according to the
foll owi ng | ogi c:

o The PA MJST construct the presence infornmation according to the
Pl DF extension for Partial Presence [2]. Al the information that
has been added to the presence docunent is listed inside <add>
elements. Al information that has been renpbved fromthe presence
docunent is listed inside <renpve> elenents, and all information
that has been changed is |isted under <replace> el ements.

o The PA MJST include a "version" attribute in the presence
docunent. The PA MJST increment the version nunber by one
conpared to the earlier successfully sent presence docunment in the
Pl DF extension for Partial Presence [2] format to the watcher
associ ated with a certain subscription.

The PA MJUST NOT send a new NOTI FY request that contains a partia
notification for the sanme Request-URl until it has received a fina
response fromthe watcher for the previous one or the previous NOTIFY
request has tinmed out.
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When the PA receives a SUBSCRI BE request (refresh or term nation)
within the associ ated subscription, it SHOULD send a NOTI FY request
containing the full presence docunent.

If the PA has used other than the ’application/pidf-diff+xm’ content
type in notifications within the existing subscription, and changes
to deliver partial notifications, the PA MJST deliver the full state
of the presence information containing a presence docunent having
<pidf-full> root elenent as the first partial notification

4.5. Watcher Processing of NOTIFY Requests

Wat cher processes all NOTIFY requests that contain 'application/
pi df +xm ' content type as specified in RFC 3856 [3].

When the wat cher receives the first notification containing the
"application/pidf-diff+xm’ M ME body the watcher MJST initialize an
internal version counter, related to this subscription, to the value
of the "version" included in the presence docunent. This version
counter is scoped to the subscription. The watcher MJST al so store
the received full presence docunent as its |ocal copy.

When t he wat cher receives a subsequent 'application/pidf-diff+xm’
encoded presence docunent the watcher MJST conpare the received
"version" attribute with the |ocal version counter. |If the watcher
receives a presence docunment with the "version" attribute val ue equa
or lower than the locally stored version nunber, it is considered a
PA failure, and the watcher SHOULD discard the docunent wi thout
further processing. Oherwi se, the watcher MJST nodify its locally
stored information according to the follow ng | ogic:

o If the root element of the presence docunent is <pidf-full>, the
wat cher nust replace its |ocal copy of the presence document with
the presence docunment received in the "application/pidf-diff+xm’
body and set the internal version value to the value of the
"version" attribute included in the presence docunent.

o If the root element of the presence docunent is <pidf-diff> and
the received version nunmber is increnmented by one conpared with
the | ocal version counter, the watcher MJST apply the changes to
its local copy of the full presence docunent indicated in the
received 'application/pidf-diff+xm’ docunent as specified in PIDF
extension for Partial Presence [2]. The watcher MJST increnent
the | ocal version counter by one.
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o If the root elenent of the presence document is <pidf-diff> and
the received "version" value is higher by nore than one conpared
with the locally stored value, the watcher assunes that one or
nore NOTI FYs were |ost. The watcher SHOULD either refresh the
subscription in order to receive a full presence docunent or
terminate the subscription

If the watcher encounters a processing error while processing the
recei ved ’application/pidf-diff+xm’ encoded presence docunent, | ook
at Section 5.1 of [8]. |In this case, the watcher SHOULD renew t he
subscription. The watcher MAY also fall back to nornmal presence
operations by not inserting 'application/pidf-diff+xm’ in a new
SUBSCRI BE request. It is hardly reasonable to signal this error to
the notifier even if the error exists in the notifier process.

If the PA changes the content type used in notifications within the
exi sting subscription, the watcher MJST discard all the previously
recei ved presence information (except |ocal version counter) from
that particular presentity and process the new content as specified
for that content type. The local version counter MJST NOT be

di scarded because if the PA changes back to ’"application/
pidf-diff+xm’', the MME type version counter will continue to
increase fromthe | ast version val ue.

5. Exanpl es

The foll owi ng nessage fl ow shows an exanpl e applying the partia
notifications nechani sm

A wat cher sends a SUBSCRI BE request decl aring support for the default
presence format (' application/pidf+xm) and for the partial
notification format (' application/pidf-diff+xm’) in the Accept
header field value. The watcher uses the "q" parameter to set the
preference for receiving partial notifications. The PA accepts the
subscription and, based on the "q" paraneter value, selects to send
partial notifications in NOTIFY requests. The first NOTIFY request
includes the full state of presence information. The follow ng
notifications only include information about delta of the presence
informati on fromthe previous NOTIFY requests.
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Wat cher Presence Agent

| F1 SUBSCRI BE |

[----mmmme e >|

| F2 200 &K |

| <o |

| F3 NOTI FY |

| <o |

| F4 200 XK |

R R REEREEEEE R >

I I

| | Updat e presence

| IR
I I

| F5 NOTI FY |

R REEEEEEEEEEEE, |

| F6 200 OK |

R RRRREEEEEEEEEE LR >|

Message Detail s

F1 SUBSCRI BE wat cher->exanpl e. com server

Lonnf ors,

SUBSCRI BE si p: resource@xanple.com SIP/ 2.0

Via: SIP/2.0/ TCP wat cher host. exanpl e. com
branch=z9hX4bKnashds7

To: <sip:resource@xanpl e. conp

From <si p: wat cher @xanpl e. con> ; t ag=xf g9

Call -1 D: 2010@vat cher host . exanpl e. com

CSeq: 17766 SUBSCRI BE

Max- Forwards: 70

Event: presence

Accept: appli cation/ pi df +xm ; q=0. 3,
application/pidf-diff+xm;qg=1

Cont act: <sip:user @at cher host. exanpl e. conr

Expi res: 3600

Content-Length: O
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The PA accepts the subscription and generates a 200 OK response

to the SUBSCRI BE request
F2 200 OK  exanpl e. com server ->watcher

SIP/2.0 200 K

Via: SIP/2.0/ TCP wat cher host. exanpl e. com
branch=z9hG4bKnashds7
;received=192.0.2.1

To: <sip:resource@xanpl e. conp; tag=ffd2

From <si p: wat cher @xanpl e. conp; t ag=xf g9

Call-1D: 2010@vat cher host . exanpl e. com

CSeq: 17766 SUBSCRI BE

Event: presence

Expi res: 3600

Cont act: <sip:server.exanpl e.conp

Content-Length: O

The PA, based on the "q" paraneter value in the Accept header
of the SUBSCRI BE request (Fl), decides to use partial
notifications. The PA creates the first NOTIFY request that

includes the full presence docunent.

F3 NOTI FY exanpl e.com server -> watcher

NOTI FY si p: user @vat cher host . exanpl e. com SI P/ 2.0

Via: SIP/2.0/ TCP server.exanpl e. com
branch=z9h&4bKna998sk

To: <sip: wat cher @xanpl e. conp; t ag=xf g9

From <si p:resource@xanpl e. conp; t ag=ffd2

Call-1D: 2010@vat cher host . exanpl e. com

Event: presence

Subscription-State: active; expires=3599

Max- Forwar ds: 70

CSeq: 8775 NOTIFY

Cont act: <sip:server.exanpl e. conpr

Cont ent - Type: application/pidf-diff+xm

Cont ent - Lengt h: .

<?xm version="1.0" encodi ng="UTF-8""?>
<p:pidf-full xm ns="urn:ietf:parans:xm:ns:pidf"
xmns: p="urn:ietf:parans: xm :ns:pidf-diff"
xmns:r="urn:ietf:parans: xm : ns: pidf:rpid"
xm ns: c="urn:ietf:parans: xm : ns: pi df: caps”
xm ns: cp="urn:ietf:parans: xm : ns: pi df: ci pi d"

xm ns: dme"urn:ietf: parans: xm : ns: pi df : dat a- nodel "

entity="sip: resource@xanpl e. cont
version="1">
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<tupl e i d="sg89ae">

<st at us>

<basi c>open</ basi c>

</status>

<c:servcaps>

<c: audi o>t r ue</ c: audi o>

<c:vi deo>f al se</c: vi deo>

<c: nmessage>t rue</ c: nessage>

</ c:servcaps>

<r:relationshi p><r:assistant/></r:rel ationshi p>
<contact priority="0.8">tel:09012345678</ cont act >
</tupl e>

<tuple id="cg231jcr">

<st at us>
<basi c>open</ basi c>
</status>
<contact priority="1.0">i mres@xanpl e.conk/contact >
</tupl e>

<tupl e id="r1230d" >

<stat us>

<basi c>cl osed</ basi c>

</status>

<cp: honmepage>htt p: / / exanpl e. com ~r es/ </ cp: honepage>
<cp:icon>http://exanpl e.com ~res/icon.gif</cp:icon>

<cp: card>http://exanpl e. com ~res/ card. vcd</ cp: card>
<contact priority="0.9">sip:resource@xanpl e. conk/ cont act >
</tupl e>

<note xm :lang="en">Full state presence docunent</note>

<dm person id="fdkfj">
<r:activities>
<r:on-t he-phone/ >
<r: busy/ >
</r:activities>

</ dm per son>

Lonnfors, et al. St andards Track [ Page 10]



RFC 5263 Partial Notification Sept enber 2008

<dm devi ce i d="u00b40c7" >
<c: devcaps>
<c:mobility>
<c: support ed>
<c: nobil e/ >
</ c: support ed>
</c:mobility>
</ c: devcaps>
<dm devi cel D>mac: xxx</ dm devi cel D>
</ dm devi ce>

</[p:pidf-full>
F4 200 OK wat cher -> exanpl e.com server

SIP/2.0 200 K
Via: SIP/2.0/ TCP server. exanpl e. com
br anch=z9h&4bKna998sk
;received=192.0.2.2
To: <si p: wat cher @xanpl e. conp; t ag=xf g9
From <si p:resource@xanpl e. conp; t ag=ffd2
Call -1 D: 2010@vat cher host . exanpl e. com
CSeq: 8775 NOTIFY
Content-Length: O

At a later tinme, the presentity’ s presence information
changes. The PA generates a NOTIFY request
that includes information about the changes.

F5 NOTI FY exanpl e. com server -> watcher

NOTI FY si p: user @vat cher host . exanpl e. com SI P/ 2.0

Via: SIP/2.0/ TCP server.exanpl e. com
branch=z9h&4bKna998s

To: <sip: wat cher @xanpl e. conp; t ag=xf g9

From <si p:resource@xanpl e. conp; t ag=ffd2

Call-1D: 2010@vat cher host . exanpl e. com

CSeq: 8776 NOTIFY

Event: presence

Subscription-State: active; expires=3543

Max- Forwards: 70

Cont act: <sip:server.exanpl e. conpr

Cont ent - Type: application/pidf-diff+xm

Content-Length: ...
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<?xm version="1.0" encodi ng="UTF-8""?>
<p:pidf-di ff xm ns="urn:ietf:parans: xm :ns: pidf"
xm ns: p="urn:ietf:parans: xm :ns:pidf-diff"
xmns:r="urn:ietf:parans: xnm : ns: pidf:rpid"
xm ns: dm="urn:ietf: parans: xm : ns: pi df : dat a- nodel "
entity="sip:resource@xanpl e. cont
versi on="2">

<p: add sel ="presence/ note" pos="before"><tuple id="ert4773">
<st at us>

<basi c>open</ basi c>

</ st at us>

<contact priority="0.4">mailto:res@xanpl e.conk/contact>
<note xm :lang="en">This is a new tuple inserted

between the | ast tuple and note el ement </ not e>

</tupl e>

</ p: add>

<p:replace sel ="*/tupl e[ @d="r1230d’ ]/ status/basic/text()"
>open</ p: repl ace>

<p:renpve sel ="*/dm person/r:activities/r:busy"/>

<p:replace sel ="*/tupl e[ @d="cg231jcr’]/contact/ @riority"
>0. 7</ p: repl ace>

</p:pidf-diff>
F6 200 OK wat cher-> exanpl e. com server

SIP/2.0 200 K

Via: SIP/2.0/ TCP server.exanpl e. com
branch=z9h&4bKna998s
;received=192.0.2.2

To: <sip: wat cher @xanpl e. con; t ag=xf g9

From <si p:resource@xanpl e. conp; t ag=ffd2

Call-1D: 2010@vat cher host . exanpl e. com

CSeq: 8776 NOTIFY

Content-Length: O
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6

Security Considerations

This specification relies on the presence event package for SIP [3].
Partial notifications can reveal information about what has changed
conpared to the previous notification. This can nmake it easier for
an eavesdropper to know what kind of changes are happening in the
presentity’'s presence information. However, the sane information can
be found if the presence event package is used with baseline PIDF

[5].

A third party can inject a NOTIFY request with partial state that
will cause the watcher to think it has missed a partial notification
and to request a new full presence docunent. This is no worse than
what we have without this extension since a party that could perform
such action could also send a NOTIFY with Subscription-State:

term nated and achi eve the sane effect wi thout knowi ng about the
extension. Partial Notification does not make the situation any

wor se, and the protection mechanisms fromthe existing systemapply
to preventing this attack against the partial notification mechani sm

Presence-rel ated security considerations are extensively discussed in
the presence event package for SIP [3] and all those identified
security considerations apply to this docunment as well. |ssues
described in the presence event package for SIP [3], including
confidentiality, nessage integrity and authenticity, outbound

aut henti cation, replay prevention, Denial-of-Service (DoS) attacks
against thirst parties and DoS attacks agai nst servers all apply here
wi t hout any change.

It is RECOVWENDED that TLS [7] be used between elements to provide
hop- by-hop confidentially protection. Furthernore, S/M ME MAY be
used for integrity and authenticity of SUBSCRI BE and NOTI FY requests.
This is described in Section 23 of RFC 3261
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Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY, THE | ETF TRUST AND
THE | NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS
OR | MPLI ED, | NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF
THE | NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intellectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that mght be clainmed to
pertain to the inplenentation or use of the technol ogy described in
this docunment or the extent to which any |license under such rights

m ght or might not be avail able; nor does it represent that it has
made any i ndependent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt made to obtain a general |icense or permssion for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line | PR repository at
http://ww.ietf.org/ipr

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technology that nay be required to inpl enent
this standard. Please address the information to the |ETF at
ietf-ipr@etf.org.
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