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Status of This Meno

This meno provides information for the Internet community. [t does
not specify an Internet standard of any kind. Distribution of this
meno i s unlimted.

Abstract

This meno docunents the various nethods known to be in use by
applications to establish direct comrunication in the presence of
Net wor k Address Translators (NATs) at the current tine. Although
this meno is intended to be mainly descriptive, the Security

Consi derati ons section makes some purely advisory reconmendati ons
about how to deal with security vulnerabilities the applications
could inadvertently create when using the nethods described. This
meno covers NAT traversal approaches used by both TCP- and UDP-based
applications. This menp is not an endorsenment of the methods
described, but merely an attenpt to capture themin a docunent.
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1.

I ntroduction and Scope

The present-day Internet has seen ubi quitous depl oynent of Network
Address Translators (NATs). There are a variety of NAT devices and a
variety of network topologies utilizing NAT devices in deploynents.
The asymretric addressing and connectivity regi mes established by
these NAT devi ces have created uni que problens for peer-to-peer (P2P)
applications and protocols, such as tel econferencing and multiplayer
online gam ng. These issues are likely to persist even into the |Pv6
world. During the transition to |Pv6, sone formof NAT may be
required to enable | Pv4-only nodes to comunicate with | Pv6-only
nodes [ NAT-PT], although the appropriate protocols and gui delines for
this use of NAT are still unresolved [ NAT-PT-H ST]. Even a future
"pure I Pv6 world" may still include firewalls, which enploy simlar
filtering behavior of NATs but wi thout the address translation
[V6-CPE-SEC]. The filtering behavior interferes with the functioning
of P2P applications. For this reason, |Pv6 applications that use the
techni ques described in this docunent for NAT traversal may al so work
with sonme firewalls that have filtering behavior simlar to NATs.

Currently depl oyed NAT devices are designed primarily around the
client/server paradigm in which relatively anonynous client nmachines
inside a private network initiate connections to public servers with
stabl e | P addresses and DNS nanes. NAT devices encountered en route
provi de dynam ¢ address assignnent for the client machines. The
illusion of anonymty (private |IP addresses) and inaccessibility of
the internal hosts behind a NAT device is not a problemfor
applications such as Wb browsers, which only need to initiate

out goi ng connections. This illusion of anonymty and inaccessibility
is sometines perceived as a privacy benefit. As noted in Section 2.2
of [RFC4941], this perceived privacy may be illusory in a majority of
cases utilizing Small-Ofice-Home-Ofice (SOHO NATs.

In the peer-to-peer paradigm Internet hosts that would normally be
considered "clients" not only initiate sessions to peer nodes, but

al so accept sessions initiated by peer nodes. The initiator and the
responder night lie behind different NAT devices with neither
endpoi nt having a permanent | P address or other form of public
networ k presence. A common online gamng architecture, for exanple,
involves all participating application hosts contacting a publicly
addr essabl e rendezvous server for registering thensel ves and

di scovering peer hosts. Subsequent to the comrunication with the
rendezvous server, the hosts establish direct connections with each
other for fast and efficient propagation of updates during gane play.
Simlarly, a file sharing application mght contact a well-known
rendezvous server for resource discovery or searching, but establish
direct connections with peer hosts for data transfer. NAT devices
create problens for peer-to-peer connections because hosts behind a
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NAT device normally have no pernmanently visible public ports on the
Internet to which incomng TCP or UDP connections from other peers
can be directed. RFC 3235 [ NAT-APPL] briefly addresses this issue.

NAT traversal strategies that involve explicit signaling between
applications and NAT devices, nanely [ NAT-PMP], [NSI S NSLP], [SOCKS]
[RSIP], [MDCOM, and [UPNP] are out of the scope of this docunent.
These techniques, if available, are a conplenent to the techniques
described in the docunment. [UNSAF] is in scope.

In this docurment, we summarize the currently known nethods by which
applications work around the presence of NAT devices, w thout
directly altering the NAT devices. The techniques described predate
BEHAVE documents ([ BEH-UDP], [BEH TCP], and [BEH-ICWP]). The scope
of the docunent is restricted to describing currently known

techni ques used to establish 2-way conmuni cati on between endpoi nts of
an application. Discussion of tineouts, RST processing, keepalives,
and so forth that concern a running session are outside the scope of
this docunment. The scope is also restricted to describing techniques
for TCP- and UDP-based applications. It is not the objective of this
docunent to provide solutions to NAT traversal problens for
applications in general [BEH APP] or to a specific class of

applications [ICE]
2. Term nol ogy and Conventions Used

In this docunment, the I P addresses 192.0.2.1, 192.0.2.128, and
192. 0. 2. 254 are used as exanple public I P addresses [ RFC3330].

Al t hough these addresses are all fromthe sanme /24 network, this is a
limtation of the exanple addresses available in [RFC3330]. In
practice, these addresses would be on different networks. As for the
notation for ports usage, all clients use ports in the range of

1- 2000 and servers use ports in the range of 20000-21000. NAT

devi ces use ports 30000 and above for endpoi nt mappi ng.

Readers are urged to refer to [ NAT-TERM for information on NAT
taxonony and term nology. Unless prefixed with a NAT type or
explicitly stated otherwi se, the term NAT, used throughout this
docunent, refers to Traditional NAT [NAT-TRAD]. Traditional NAT has
two variations, nanely, Basic NAT and Network Address Port Transl ator
(NAPT). O these, NAPT is by far the nost commonly depl oyed NAT
device. NAPT allows nmultiple private hosts to share a single public
| P address simnultaneously.

An issue of relevance to P2P applications is how the NAT behaves when
an internal host initiates nmultiple sinultaneous sessions froma
singl e endpoint (private IP, private port) to nmultiple distinct

endpoi nts on the external network.

Srisuresh, et al. I nf or mat i onal [ Page 4]



RFC 5128 State of P2P Communi cati on across NATs March 2008

[ STUN] further classifies NAT inplenmentations using the ternms "Ful
Cone", "Restricted Cone", "Port Restricted Cone", and "Symretric".
Unfortunately, this term nol ogy has been the source of nuch
confusion. For this reason, this docunent adapts term nol ogy from
[ BEH-UDP] to distinguish between NAT inpl enentations.

Li sted bel ow are terms used throughout this docunent.
2.1. Endpoint

An endpoint is a session-specific tuple on an end host. An endpoint
may be represented differently for each | P protocol. For exanple, a
UDP or TCP session endpoint is represented as a tuple of (1P address,
UDP/ TCP port).

2.2. Endpoint Mapping

When a host in a private realminitiates an outgoing session to a
host in the public realmthrough a NAT device, the NAT device assigns
a public endpoint to translate the private endpoint so that
subsequent response packets fromthe external host can be received by
the NAT, translated, and forwarded to the private endpoint. The

assi gnnent by the NAT device to translate a private endpoint to a
public endpoint and vice versa is called Endpoint Mapping. NAT uses
Endpoi nt Mapping to performtranslation for the duration of the

sessi on.

2.3. Endpoi nt -1 ndependent Mappi ng
"Endpoi nt - | ndependent Mapping" is defined in [ BEH UDP] as foll ows:
The NAT reuses the port mappi ng for subsequent packets sent from
the sane internal |P address and port (X x) to any external I[P
address and port.
2.4. Endpoint - Dependent Mappi ng
"Endpoi nt - Dependent Mappi ng" refers to the conbi nation of "Address-
Dependent Mappi ng" and "Address and Port-Dependent Mappi ng" as
defined in [ BEH UDP]
Addr ess- Dependent Mappi ng
The NAT reuses the port mappi ng for subsequent packets sent from

the sane internal IP address and port (X x) to the sanme externa
| P address, regardl ess of the external port.
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Addr ess and Port - Dependent Mappi ng

The NAT reuses the port mappi ng for subsequent packets sent from
the sane internal |P address and port (X:x) to the sane externa
| P address and port while the mapping is still active.

2.5. Endpoint-1ndependent Filtering
"Endpoi nt -1 ndependent Filtering” is defined in [BEH UDP] as foll ows:

The NAT filters out only packets not destined to the interna
address and port X x, regardl ess of the external |P address and
port source (Z:z). The NAT forwards any packets destined to
X:x. In other words, sending packets fromthe internal side of
the NAT to any external |IP address is sufficient to allow any
packets back to the internal endpoint.

A NAT devi ce enpl oying the conbi nati on of "Endpoint-I|ndependent
Mappi ng" and "Endpoi nt - I ndependent Filtering" will accept incom ng
traffic to a mapped public port from ANY external endpoint on the
publ i ¢ network.

2.6. Endpoint-Dependent Filtering

"Endpoi nt - Dependent Filtering" refers to the conbi nati on of "Address-
Dependent Filtering" and "Address and Port-Dependent Filtering" as
defined in [ BEH UDP].

Addr ess- Dependent Filtering

The NAT filters out packets not destined to the internal address
X:x. Additionally, the NAT will filter out packets fromY:y
destined for the internal endpoint X:x if X x has not sent
packets to Y:any previously (independently of the port used by
Y). In other words, for receiving packets froma specific
external endpoint, it is necessary for the internal endpoint to
send packets first to that specific external endpoint’s IP

addr ess.

Address and Port-Dependent Filtering

The NAT filters out packets not destined for the interna

address X:x. Additionally, the NAT will filter out packets from
Y:y destined for the internal endpoint Xxx if X x has not sent
packets to Y:y previously. In other words, for receiving
packets froma specific external endpoint, it is necessary for
the internal endpoint to send packets first to that externa
endpoint’s | P address and port.
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A NAT devi ce enpl oyi ng "Endpoi nt-Dependent Filtering" will accept
incomng traffic to a mapped public port fromonly a restricted set
of external endpoints on the public network.

2.7. P2P Application

A P2P application is an application that uses the sane endpoint to
initiate outgoing sessions to peering hosts as well as accept

i ncom ng sessions from peering hosts. A P2P application may use
mul tiple endpoints for peer-to-peer comrunication

2.8. NAT-Friendly P2P Application

A NAT-friendly P2P application is a P2P application that is designed
to work effectively even as peering nodes are located in distinct IP
address real ns, connected by one or nore NATSs.

One comon way P2P applications establish peering sessions and renain
NAT-friendly is by using a publicly addressabl e rendezvous server for
regi stration and peer discovery purposes.

2.9. Endpoi nt -1 ndependent Mappi ng NAT ( El M NAT)

An Endpoi nt -1 ndependent Mappi hg NAT (EI M NAT, for short) is a NAT
devi ce enpl oyi ng Endpoi nt -1 ndependent Mappi ng. An El M NAT can have
any type of filtering behavior. BEHAVE-conpliant NAT devices are
good exanpl es of El M NAT devices. A NAT device enpl oyi ng Address-
Dependent Mapping is an exanple of a NAT device that is not El M NAT.

2.10. Hairpinning
Hai rpinning is defined in [ BEH UDP] as foll ows:
If two hosts (called X1 and X2) are behind the sanme NAT and
exchanging traffic, the NAT may allocate an address on the
outside of the NAT for X2, called X2':x2'. |f X1 sends traffic
to X2':x2', it goes to the NAT, which nmust relay the traffic
fromXl to X2. This is referred to as hairpinning.
Not all currently depl oyed NATs support hairpi nning.
3. Techniques Used by P2P Applications to Traverse NATs
This section reviews in detail the currently known techni ques for

i mpl ementi ng peer-to-peer conmuni cation over existing NAT devices,
fromthe perspective of the application or protocol designer
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3.1. Relaying

The nost reliable, but |east efficient, nethod of inplenenting peer-
to- peer comuni cation in the presence of a NAT device is to nmake the
peer-to-peer conmunication |look to the network |ike client/server
conmmuni cati on through rel aying. Consider the scenario in figure 1.
Two client hosts, A and B, have each initiated TCP or UDP connecti ons
to a well-known rendezvous server S. The Rendezvous Server S has a
publicly addressable I P address and is used for the purposes of
registration, discovery, and relay. Hosts behind NAT register with
the server. Peer hosts can discover hosts behind NATs and rel ay al
end-t o-end nessages using the server. The clients reside on separate
private networks, and their respective NAT devices prevent either
client fromdirectly initiating a connection to the other.

Regi stry, Discovery
Conbi ned with Rel ay
Server S
192. 0. 2.128: 20001

Regi stry/

n n N Regi stry/
| Rel ay-Req Session(A-S) |
I I
I I

N
| Relay-Req Session(B-S) |
| 192.0.2.128:20001 |
| 192.0.2.254:31000 |

192.0. 2. 128: 20001
192.0. 2. 1: 62000

R + R +

| 192.0.2.1 | | 192.0.2.254

I I I I

| NAT A | | NAT B |

e + e +
N Registry/ N Registry/

AN
| Relay-Req Session(A-S) |
| 192.0.2.128:20001 |
I I

I
| 192.0.2.128:20001
10.0.0.1: 1234 |

I
N
Rel ay- Req Session(B-S) | |
| |
10.1.1.3:1234 | |

I
A Client B
1: 1234 10.1.1.3:1234

Figure 1. Use of a Relay Server to communicate with peers

Instead of attenpting a direct connection, the two clients can sinmply
use the server S to relay nmessages between them For exanple, to
send a message to client B, client A sinply sends the message to
server S along its already established client/server connection, and
server S then sends the nessage on to client B using its existing
client/server connection with B
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This method has the advantage that it will always work as |long as
both clients have connectivity to the server. The enroute NAT device
is not required to be El M NAT. The obvi ous di sadvant ages of relaying
are that it consunes the server’s processing power and network
bandwi dt h, and commruni cation | atency between the peering clients is
likely to be increased even if the server has sufficient 1/0

bandwi dth and is located correctly topol ogy-wi se. The TURN protoco

[ TURN] defines a method of inplementing application agnostic,
session-oriented, packet relay in a relatively secure fashion

3.2. Connection Reversa

The foll owi ng connection reversal technique for a direct

communi cati on works only when one of the peers is behind a NAT device
and the other is not. For exanple, consider the scenario in figure
2. Cdient Ais behind a NAT, but client B has a publicly addressabl e
| P address. Rendezvous Server S has a publicly addressable |IP
address and is used for the purposes of registration and discovery.
Hosts behind a NAT register their endpoints with the server. Peer
hosts di scover endpoi nts of hosts behind a NAT using the server.
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Regi stry and Di scovery
Server S
192. 0. 2. 128: 20001

N Registry Session(A-S) °
| 192.0.2.128:20001 |
| 10.0.0. 1: 1234 |

N P2P Session (A-B) n
| 192.0.2.254:1234 |
| 10.0.0.1: 1234 |

o e e e e e e ee oo s o e e e e e e ee oo s +
| N Registry Session(A-S) » N Registry Session(B-S) " |
| | 192.0.2.128:20001 | | 192.0.2.128:20001 | ]
| | 192.0.2.1:62000 | | 192.0.2.254:1234 | |
I I
| ~ P2P Session (A-B) n | P2P Session (B-A) | |
| | 192.0.2.254:1234 | | 192.0.2.1:62000 | |
| | 192.0.2.1:62000 | v 192.0.2.254:1234 Y,

e . |

| 192.0.2.1 | |

I I I

| NAT A | |

e oo + |

I
I
I
I
I
I
I
I

Private dient A Public Cient B
10.0.0.1:1234 192. 0. 2. 254: 1234

Fi gure 2: Connection reversal using Rendezvous server

Client A has private I P address 10.0.0.1, and the application is
using TCP port 1234. This client has established a connection with
server S at public I P address 192.0.2.128 and port 20001. NAT A has
assigned TCP port 62000, at its own public IP address 192.0.2.1, to
serve as the tenmporary public endpoint address for A's session with
S; therefore, server S believes that client Ais at |IP address
192.0.2.1 using port 62000. dCient B, however, has its own pernmanent
| P address, 192.0.2.254, and the application on B is accepting TCP
connections at port 1234.

Now suppose client B wishes to establish a direct comrunication
session with client A B might first attenpt to contact client A
either at the address client A believes itself to have, nanely,
10.0.0.1:1234, or at the address of A as observed by server S,
nanely, 192.0.2.1:62000. 1In either case, the connection will fail.
In the first case, traffic directed to IP address 10.0.0.1 will
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simply be dropped by the network because 10.0.0.1 is not a publicly
routable IP address. In the second case, the TCP SYN request fromB
will arrive at NAT A directed to port 62000, but NAT Awll reject
the connection request because only outgoing connections are all owed.

After attenpting and failing to establish a direct connection to A
client B can use server Sto relay a request to client Ato initiate
a "reversed" connection to client B. Cient A upon receiving this
rel ayed request through S, opens a TCP connection to client B at B's
public I P address and port nunber. NAT A allows the connection to
proceed because it is originating inside the firewall, and client B
can receive the connection because it is not behind a NAT devi ce.

A variety of current peer-to-peer applications inplenent this
technique. Its main limtation, of course, is that it only works so
|l ong as only one of the communicating peers is behind a NAT devi ce.

If the NAT device is EIMNAT, the public client can contact externa
server S to deternine the specific public endpoint fromwhich to
expect Cient-A-originated connection and all ow connections from j ust
those endpoints. |If the NAT device is EIMNAT, the public client can
contact the external server S to deternmine the specific public
endpoi nt fromwhich to expect connections originated by client A and

al | ow connections fromjust that endpoint. |f the NAT device is not
El M NAT, the public client cannot know the specific public endpoint
fromwhich to expect connections originated by client A 1In the

i ncreasingly conmon case where both peers can be behind NATs, the
Connection Reversal nethod fails. Connection Reversal is not a
general solution to the peer-to-peer connection problem [f neither
a "forward" nor a "reverse" connection can be established,
applications often fall back to another mechani sm such as rel aying.

3.3. UDP Hol e Punchi ng

UDP hol e punching relies on the properties of ElIMNATs to all ow
appropri ately desi gned peer-to-peer applications to "punch hol es"
through the NAT device(s) enroute and establish direct connectivity
with each other, even when both communi cating hosts |ie behind NAT
devices. Wien one of the hosts is behind a NAT that is not El M NAT
the peering host cannot predictably know the mapped endpoint to which
toinitiate a connection. Further, the application on the host
behi nd non- El M NAT woul d be unable to reuse an al ready established
endpoi nt nmapping for communication with different externa
destinations, and the hole punching technique would fail.

This techni que was nentioned briefly in Section 5.1 of RFC 3027
[ NAT- PROT], first described in [ KEGEL], and used in sonme recent
protocols [ TEREDO, ICE]. Readers nmay refer to Section 3.4 for
details on "TCP hol e punching”.
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We will consider two specific scenarios, and how applications are

designed to handl e both of themgracefully. |In the first situation,
representing the cormon case, two clients desiring direct peer-to-
peer conmuni cation reside behind two different NATs. In the second,

the two clients actually reside behind the sane NAT, but do not
necessarily know that they do.

3.3.1. Peers behind Different NATs

Consi der the scenario in figure 3. Clients A and B both have private
| P addresses and |lie behind different NAT devices. Rendezvous Server
S has a publicly addressable | P address and is used for the purposes
of registration, discovery, and linmted relay. Hosts behind a NAT
register their public endpoints with the server. Peer hosts discover
the public endpoints of hosts behind a NAT using the server. Unlike
in Section 3.1, peer hosts use the server to relay just connection
initiation control nessages, instead of end-to-end nessages.

The peer-to-peer application running on clients A and B use UDP port
1234. The rendezvous server S uses UDP port 20001. A and B have
each initiated UDP comuni cation sessions with server S, causing NAT
A to assign its own public UDP port 62000 for A's session with S, and
causing NAT B to assign its port 31000 to B's session with S,
respectively.
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Regi stry and Di scovery Conbi ned
with Limted Rel ay
Server S
192. 0. 2.128: 20001
I

o e e e e e i eee oo n o e e e e e i eee oo n +

| N Registry Session(A-S) » N Registry Session(B-S) " |

| | 192.0.2.128:20001 | | 192.0.2.128:20001 | |

| | 192.0.2.1:62000 | | 192.0.2.254:31000 | |

I I

| ~ P2P Session (A-B) n N P2P Session (B-A) n

| | 192.0.2.254:31000 | | 192.0.2.1:62000 | ]

| | 192.0.2.1:62000 | | 192.0.2.254:31000 | ]

I I
o e e - + o e e - +
| 192.0.2.1 | | 192.0.2.254
I I
| El M NAT A | | EI M NAT B |
o e e o - + o e e o - +

I I

| N Registry Session(A-S) » N Registry Session(B-S) " |

| | 192.0.2.128:20001 | | 192.0.2.128:20001 | |

| | 10.0.0.1: 1234 | | 10.1.1.3:1234 | |

I I

| ~ P2P Session (A-B) n N P2P Session (B-A) A

| | 192.0.2.254:31000 | | 192.0.2.1:62000 | |

| | 10.0.0.1: 1234 | | 10.1.1.3:1234 | |

I I

Client A Client B

10.0.0.1:1234 10.1.1.3:1234

Figure 3: UDP Hole Punching to set up direct connectivity

Now suppose that client A wants to establish a UDP communi cation
session directly with client B. If Asinply starts sending UDP
messages to B's public endpoint 192.0.2.254: 31000, then NAT B will
typically discard these incoming nmessages (unless it enploys
Endpoi nt -1 ndependent Filtering), because the source address and port
nunber do not match those of S, with which the original outgoing
session was established. Simlarly, if Bsinply starts sendi ng UDP
messages to A's public endpoint, then NAT Awll typically discard

t hese nessages.

Suppose A starts sending UDP messages to B's public endpoint, and
simul taneously relays a request through server Sto B, asking B to
start sending UDP nessages to A's public endpoint. A s outgoing
nmessages directed to B's public endpoint (192.0.2.254:31000) cause
El M NAT A to open up a new communi cati on session between A's private
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endpoint and B's public endpoint. At the same time, B s nmessages to
A's public endpoint (192.0.2.1:62000) cause EI M NAT B to open up a
new comuni cati on session between B's private endpoint and A's public
endpoint. Once the new UDP sessions have been opened up in each
direction, clients A and B can comrmuni cate with each other directly
wi t hout further burden on the server S. Server S, which helps with
relayi ng connection initiation requests to peer nodes behind NAT
devices, ends up like an "introduction" server to peer hosts.

The UDP hol e punchi ng techni que has several useful properties. Once
a direct peer-to-peer UDP connection has been established between two
clients behind NAT devices, either party on that connection can in
turn take over the role of "introducer" and help the other party
establi sh peer-to-peer connections with additional peers, mnimzing
the load on the initial introduction server S. The application does
not need to attenpt to detect the kind of NAT device it is behind,
since the procedure above will establish peer-to-peer conmunication
channel s equally well if either or both clients do not happen to be
behi nd a NAT device. The UDP hol e punchi ng techni que even works
automatically with nultiple NATs, where one or both clients are
distant fromthe public Internet via two or nore |evels of address
transl ati on.

3.3.2. Peers behind the Sane NAT

Now consi der the scenario in which the two clients (probably

unknow ngly) happen to reside behind the sane El M NAT, and are
therefore located in the sane private | P address space, as in figure
4. A wel |l -known Rendezvous Server S has a publicly addressable IP
address and is used for the purposes of registration, discovery, and
limted relay. Hosts behind the NAT register with the server. Peer
hosts di scover hosts behind the NAT using the server and rel ay
messages using the server. Unlike in Section 3.1, peer hosts use the
server to relay just control nessages, instead of all end-to-end
messages.

Client A has established a UDP session with server S, to which the
common EI M NAT has assigned public port number 62000. dient B has
simlarly established a session with S, to which the EI M NAT has
assi gned public port nunber 62001.
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Regi stry and Di scovery Conbi ned
with Limted Rel ay
Server S
192. 0. 2. 128: 20001

N Registry Session(A-S) »~ | "™ Registry Session(B-S) *
| 192.0.2.128: 20001 | | | 192.0.2.128:20001 |
| 192.0.2.1:62000 | | | 192.0.2.1:62001 |
|

R +
| 192.0.2.1 |
I
| El M NAT |
S +
|
oo e e e e e e e e oo - - oo e e e e e e i oo oo oo +
| N Registry Session(A-S) » N Registry Session(B-S) " |
| | 192.0.2.128:20001 | | 192.0.2.128:20001 | ]
| ] 10.0.0.1:1234 | | 10.1.1.3:1234 | ]
I I
| N~ P2P Session-tryl(A-B) ~ N P2P Session-tryl(B-A) ~
| | 192.0.2.1:62001 | | 192.0.2.1:62000 | |
| | 10.0.0.1:1234 | | 10.1.1.3:1234 | |
I I
| N P2P Session-try2(A-B) ~ N P2P Session-try2(B-A) M |
| | 10.1.1.3:1234 | | 10.0.0.1:1234 | |
| | 10.0.0.1:1234 | | 10.1.1.3:1234 | |
I I
Client A Client B
10.0.0.1:1234 10.1.1.3:1234

Figure 4: Use of local and public endpoints to comrunicate with peers

Suppose that A and B use the UDP hol e punching techni que as outlined
above to establish a communication channel using server S as an

introducer. Then A and B will learn each other’s public endpoints as
observed by server S, and start sending each ot her nessages at those
public endpoints. The two clients will be able to comunicate with

each other this way as long as the NAT all ows hosts on the interna
network to open transl ated UDP sessions with other internal hosts and
not just with external hosts. This situationis referred to as

"Hai r pi nni ng", because packets arriving at the NAT fromthe private
network are translated and then | ooped back to the private network
rat her than bei ng passed through to the public network.

For exanple, consider P2P session-tryl above. Wen A sends a UDP

packet to B's public endpoint, the packet initially has a source
endpoi nt of 10.0.0.1:1234 and a destination endpoi nt of
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192.0.2.1: 62001. The NAT receives this packet, translates it to have
a source endpoint of 192.0.2.1:62000 and a destination endpoi nt of
10.1.1.3:1234, and then forwards it on to B

Even if the NAT device supports hairpinning, this translation and
forwarding step is clearly unnecessary in this situation, and adds
|l atency to the dialog between A and B, besides burdening the NAT
The solution to this problemis straightforward and is described as
fol | ows.

Wien A and B initially exchange address information through the
Rendezvous server S, they include their own | P addresses and port
nunbers as "observed" by thenselves, as well as their public

endpoi nts as observed by S. The clients then sinultaneously start
sendi ng packets to each other at each of the alternative addresses
they know about, and use the first address that |eads to successfu
communi cation. |f the two clients are behind the same NAT, as is the
case in figure 4 above, then the packets directed to their private
endpoints (as attenpted using P2P session-try2) are likely to arrive
first, resulting in a direct comunication channel not involving the
NAT. If the two clients are behind different NATs, then the packets
directed to their private endpoints will fail to reach each other at
all, but the clients will hopefully establish connectivity using
their respective public endpoints. It is inportant that these
packets be authenticated in sone way, however, since in the case of
different NATs it is entirely possible for A's messages directed at
B's private endpoint to reach some other, unrelated node on A's
private network, or vice versa

The [I CE] protocol enploys this technique effectively, in that
mul ti pl e candi date endpoints (both private and public) are
communi cat ed between peering end hosts during an of fer/answer
exchange. Endpoints that offer the nost efficient end-to-end
connection(s) are selected eventually for end-to-end data transfer

3.3.3. Peers Separated by Miltiple NATs
In sone topol ogies involving nmultiple NAT devices, it is not possible
for two clients to establish an "optimal" P2P route between them

wi t hout specific know edge of the topol ogy. Consider for exanple the
scenario in figure 5.
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Regi stry and Di scovery Conbi ned
with Limted Rel ay
Server S
192. 0. 2. 128: 20001

N Registry Session(A-S) * | ™ Registry Session(B-S) #
| 192.0.2.128: 20001 | | | 192.0.2.128:20001 |
| 192.0.2.1:62000 | | | 192.0.2.1:62001 |
|

R +
| 192.0.2.1 |
I I
| EIMNAT X |
| (Supporting |
| Hairpinning) |
R +
I
o e e e e e i eee oo n o e e e e e i eee oo n +
| N Registry Session(A-S) ° N Registry Session(B-S) " |
| | 192.0.2.128:20001 | | 192.0.2.128:20001 | |
| | 192.168.1.1:30000 | | 192.168.1.2:31000 | |
I I
| ~ P2P Session (A-B) n N P2P Session (B-A) A
| | 192.0.2.1:62001 | | 192.0.2.1:62000 | ]
| | 192.168.1.1:30000 | | 192.168.1.2:31000 | ]
I I
o e e - + o e e - +
| 192.168.1.1 | | 192.168.1.2 |
I I I
| El M NAT A | | ElI M NAT B |
o e e o - + o e e o - +

N Registry Session(A-S) » N Registry Session(B-S) ~

| |

| | 192.0.2.128: 20001 | | 192.0.2.128:20001 | ]

| ] 10.0.0. 1: 1234 | | 10.1.1.3:1234 | ]

I I

| ~ P2P Session (A-B) n N P2P Session (B-A) A

| | 192.0.2.1:62001 | | 192.0.2.1:62000 | ]

| ] 10.0.0.1: 1234 | | 10.1.1.3:1234 | ]

I I
Cient A Cient B
10.0.0.1: 1234 10.1.1.3:1234

Figure 5: Use of Hairpinning in setting up direct commrunication
Suppose NAT X is an EI M NAT depl oyed by a large Internet Service

Provider (I1SP) to nmultiplex many custonmers onto a few public IP
addresses, and NATs A and B are small consuner NAT gateways depl oyed
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i ndependently by two of the I1SP's customers to nmultiplex their
private hone networks onto their respective |SP-provided |IP
addresses. Only server S and NAT X have globally routable IP
addresses; the "public" |IP addresses used by NAT A and NAT B are
actually private to the ISP s addressing realm while client A's and
B's addresses in turn are private to the addressing realns of NATs A
and B, respectively. Just as in the previous section, server Sis
used for the purposes of registration, discovery, and limted rel ay.
Peer hosts use the server to relay connection initiation contro
nmessages, instead of all end-to-end nessages.

Now suppose clients A and B attenpt to establish a direct peer-to-
peer UDP connection. The optiml method would be for client Ato
send nmessages to client B' s public address at NAT B

192.168. 1. 2: 31000 in the ISP s addressing realm and for client Bto
send nessages to A's public address at NAT B, nanely,
192.168. 1. 1: 30000. Unfortunately, A and B have no way to | earn these
addresses, because server S only sees the "global" public endpoints
of the clients, 192.0.2.1:62000 and 192.0.2.1:62001. Even if A and B
had some way to | earn these addresses, there is still no guarantee
that they woul d be usabl e because the address assignnents in the
ISP's private addressing realmmght conflict with unrel ated address
assignnents in the clients’ private realns. The clients therefore
have no choice but to use their global public endpoints as seen by S
for their P2P conmunication, and rely on NAT X to provide

hai r pi nni ng.

3.4. TCP Hol e Punchi ng

In this section, we will discuss the "TCP hol e punchi ng" technique
used for establishing direct TCP connection between a pair of nodes
that are both behind El M NAT devices. Just as with UDP hol e
punchi ng, TCP hole punching relies on the properties of EIMNATs to
al | ow appropriately desi gned peer-to-peer applications to "punch

hol es" through the NAT device and establish direct connectivity with
each other, even when both comuni cating hosts |ie behind NAT
devices. This technique is also known sonetinmes as "Sinultaneous TCP

Open".

Most TCP sessions start with one endpoint sending a SYN packet, to
which the other party responds with a SYN-ACK packet. It is
perm ssi bl e, however, for two endpoints to start a TCP session by

si mul t aneously sendi ng each ot her SYN packets, to which each party
subsequently responds with a separate ACK. This procedure i s known
as "Sinultaneous TCP Open" technique and may be found in figure 6 of
the original TCP specification ([TCP]). However, "Sinultaneous TCP
Qpen" is not inplemented correctly on nmany systens, including NAT
devi ces.
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If a NAT device receives a TCP SYN packet from outside the private
network attenpting to initiate an incom ng TCP connection, the NAT
device will normally reject the connection attenpt by either dropping
the SYN packet or sending back a TCP RST (connection reset) packet.
In the case of SYN tineout or connection reset, the application
endpoint will continue to resend a SYN packet, until the peer does
the same fromits end

Let us consider the case where a NAT device supports "Simultaneous
TCP Open" sessions. Wen a SYN packet arrives with source and
destination endpoints that correspond to a TCP session that the NAT
device believes is already active, then the NAT device would all ow
the packet to pass through. |In particular, if the NAT device has
just recently seen and transmtted an outgoi ng SYN packet with the
same address and port nunbers, then it will consider the session
active and allow the inconmng SYN through. |If clients A and B can
each initiate an outgoing TCP connection with the other client tined
so that each client’s outgoing SYN passes through its | ocal NAT
devi ce before either SYN reaches the opposite NAT device, then a
wor ki ng peer-to-peer TCP connection will result.

This techni que may not always work reliably for the foll ow ng
reason(s). |If either node’'s SYN packet arrives at the renpte NAT
device too quickly (before the peering node had a chance to send the
SYN packet), then the renote NAT device may either drop the SYN
packet or reject the SYNwith a RST packet. This could cause the

| ocal NAT device in turn to close the new NAT session i mediately or
initiate end-of -session tinmeout (refer to Section 2.6 of [NAT-TERM)
so as to close the NAT session at the end of the tinmeout. Even as
bot h peering nodes sinultaneously initiate continued SYN

retransm ssion attenpts, sone renote NAT devices night not let the
incom ng SYNs through if the NAT session is in an end-of -session
timeout state. This in turn would prevent the TCP connection from
bei ng est abl i shed.

Inreality, the magjority of NAT devices (nore than 50% support
Endpoi nt - | ndependent Mappi ng and do not send I CVP errors or RSTs in
response to unsolicited incomng SYNs. As a result, the Sinultaneous
TCP Open techni que does work across NAT devices in the majority of
TCP connection attenpts ([ P2P-NAT], [ TCP-CHARACT]).

3.5. UDP Port Nunber Prediction

A variant of the UDP hol e punching technique exists that allows
peer-to-peer UDP sessions to be created in the presence of sonme NATs
i mpl ementi ng Endpoi nt - Dependent Mapping. This nethod is sonetines
called the "N+1" technique [BIDIR] and is explored in detail by
Takeda [ SYM STUN]. The nethod works by anal yzi ng the behavi or of the
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NAT and attenpting to predict the public port nunmbers it will assign
to future sessions. The public ports assigned are often predictable
because nmpbst NATs assi gn mapping ports in sequence.

Consi der the scenario in figure 6. Two clients, A and B, each behind
a separate NAT, have established separate UDP connections with
rendezvous server S. Rendezvous server S has a publicly addressable
I P address and is used for the purposes of registration and

di scovery. Hosts behind a NAT register their endpoints with the
server. Peer hosts discover endpoints of the hosts behi nd NAT using

I

I

I

I

I

| | 192.0.2.254:31001 | 192.0.2.1: 62001 |
| 10.0.0.1: 1234 | | 10.1.1.3: 1234 |
I

e

0

the server.
Regi stry and Di scovery
Server S
192. 0. 2.128: 20001
I
I
o e e e e e i eee oo n o e e e e e i eee oo n +
| N Registry Session(A-S) ° N Registry Session(B-S) " |
| | 192.0.2.128:20001 | | 192.0.2.128:20001 | |
| | 192.0.2.1:62000 | | 192.0.2.254:31000 | |
I I
| ~ P2P Session (A-B) n N P2P Session (B-A) n
| | 192.0.2.254:31001 | | 192.0.2.1:62001 | ]
| | 192.0.2.1:62001 | | 192.0.2.254:31001 | ]
I I
o e e e e e oo - + o e e e +
| 192.0.2.1 | | 192.0. 2. 254
I I I I
| NAT A | | NAT B |
| (Endpoi nt - Dependent | | (Endpoi nt - Dependent |
| Mappi ng) I | Mappi ng) I
o e e e e e oo - + o e e e +
I
N Registry Session(A-S) 7 N Registry Session(B-S) " |
| 192.0.2.128:20001 | | 192.0.2.128:20001 | ]
| 10.0.0.1:1234 | | 10.1.1.3:1234 | ]
I
N P2P Session (A-B) n N P2P Session (B-A) A
I
I
I

A Cient B
1: 1234 10.1.1.3:1234

Figure 6: UDP Port Prediction to set up direct connectivity
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NAT A has assigned its UDP port 62000 to the conmunication session
between A and S, and NAT B has assigned its port 31000 to the session
between B and S. By communicating with server S, A and B | earn each
other’s public endpoints as observed by S. dient A now starts
sendi ng UDP nessages to port 31001 at address 192.0.2.254 (note the
port nunber increment), and client B sinultaneously starts sending
messages to port 62001 at address 192.0.2.1. |If NATs A and B assign
port nunbers to new sessions sequentially, and if not nuch time has
passed since the A-S and B-S sessions were initiated, then a working
bi di rectional communi cation channel between A and B should result.
A's nmessages to B cause NAT A to open up a new session, to which NAT
A wll (hopefully) assign public port nunber 62001, because 62001 is
next in sequence after the port number 62000 it previously assigned
to the session between A and S. Sinilarly, B s nessages to A will
cause NAT B to open a new session, to which it will (hopefully)

assign port nunber 31001. |If both clients have correctly guessed the
port nunbers each NAT assigns to the new sessions, then a

bi directi onal UDP conmuni cation channel will have been establi shed.
Clearly, there are many things that can cause this trick to fail. |If

the predicted port nunber at either NAT already happens to be in use
by an unrel ated session, then the NAT will skip over that port nunber

and the connection attenpt will fail. [|f either NAT sonetinmes or
al ways chooses port nunbers non-sequentially, then the trick will
fail. |If a different client behind NAT A (or B, respectively) opens

up a new outgoi ng UDP connection to any external destination after A
(B) establishes its connection with S but before sending its first
message to B (A), then the unrelated client will inadvertently
"steal" the desired port nunber. This trick is therefore nuch |ess
likely to work when either NAT involved is under | oad.

Since in practice an application inmplenenting this trick would stil
need to work even when one of the NATs enpl oys Endpoi nt - I ndependent
Mappi ng, the application would need to detect beforehand what kind of
NAT is involved on either end and nodify its behavi or accordingly,
increasing the conplexity of the algorithmand the genera
brittleness of the network. Finally, port number prediction has
little chance of working if either client is behind two or nore

| evel s of NAT and the NAT(s) closest to the client enploys Endpoint-
Dependent Mappi ng.

3.6. TCP Port Nunber Prediction
This is a variant of the "TCP Hol e Punching" technique to set up

direct peer-to-peer TCP sessions across NATs enpl oyi ng Address-
Dependent Mappi ng.
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Unfortunately, this trick may be even nore fragile and tim ng-
sensitive than the UDP port nunber prediction trick described
earlier. First, predicting the public port a NAT woul d assign could
be wong. In addition, if either client’s SYN arrives at the
opposite NAT device too quickly, then the renote NAT device may
reject the SYNwith a RST packet, causing the |ocal NAT device in
turn to close the new session and make future SYN retransm ssion
attenpts using the same port numbers futile.

4. Recent Work on NAT Traversa

[ P2P- NAT] has a detailed discussion on the UDP and TCP hol e punchi ng
techni ques for NAT traversal. [P2P-NAT] also lists enpirical results
fromrunning a test program [ NAT- CHECK] across a number of comrerci al
NAT devices. The results indicate that UDP hol e punchi ng wor ks

wi dely on nore than 80% of the NAT devices, whereas TCP hol e punchi ng
wor ks on just over 60% of the NAT devices tested. The results also
indicate that TCP or UDP hairpinning is not yet widely avail able on
conmerci al NAT devices, as |less than 25% of the devices passed the
tests ([NAT-CHECK]) for Hairpinning. Readers may also refer to

[ JENN- RESULT] and [ SAI K- RESULT] for enpirical test results in
classifying publicly availabl e NAT devices. [JENN RESULT] provides
results of NAT classification using tests spanning across different

I P protocols. [SAIK-RESULT] focuses exclusively on classifying NAT
devi ces by the TCP behavioral characteristics.

[ TCP- CHARACT] and [ NAT- BLASTER] focus on TCP hol e punching, exploring
and conparing several alternative approaches. [ NAT-BLASTER] takes an
anal yti cal approach, analyzing different cases of observed NAT
behavi or and ways applications mght address them [ TCP- CHARACT]
adopts a nore enpirical approach, nmeasuring the comonality of
different types of NAT behavior relevant to TCP hol e punching. This
work finds that using nore sophisticated techni ques than those used
in [P2P-NAT], up to 88% of currently depl oyed NATs can support TCP
hol e punchi ng.

[TEREDQ is a NAT traversal service that uses relay technology to
connect | Pv4 nodes behind NAT devices to I Pv6 nodes, external to the
NAT devices. [TEREDQ provides for peer comunication across NAT
devi ces by tunneling packets over UDP, across the NAT device(s) to a
rel ay node. Teredo relays act as Rendezvous servers to relay traffic
fromprivate | Pv4 nodes to the nodes in the external realmand vice
ver sa.

[ICE] is a NAT traversal protocol for setting up nedia sessions

bet ween peer nodes for a class of nmulti-nmedia applications. [ICE]
requires peering nodes to run the Sinple Traversal of the UDP

Prot ocol through NAT (STUN) protocol [STUN] on the sanme port nunber
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5.

5

5

used to terminate nmedia session(s). Applications that use signaling

protocols such as SIP ([SIP]) my enbed the NAT traversal attributes

for the nedia session within the signaling sessions and use the

of fer/answer type of exchange between peer nodes to set up end-to-end
medi a session(s) across NAT devices. [ICE-TCP] is an extension of

| CE for TCP-based nedi a sessions.

A nunber of online gam ng and medi a-over-1P applications, including
I nstant Messagi ng applications, use the techni ques described in the
docunent for peer-to-peer connection establishnment. Sone
applications may use multiple distinct rendezvous servers for

regi stration, discovery, and relay functions for |oad bal anci ng,
anong ot her reasons. For exanple, the well-known nedi a-over-I1P
application "Skype" uses a central public server for |ogin and
different public servers for end-to-end relay function

Sunmary of Cbservations
1. TCP/UDP Hol e Punching

TCP/ UDP hol e punching appears to be the nost efficient existing

met hod of establishing direct TCP/ UDP peer-to-peer communication

bet ween two nodes that are both behind NATs. This techni que has been
used with a wide variety of existing NATs. However, applications may
need to prepare to fall back to sinple relaying when direct

communi cati on cannot be established.

The TCP/ UDP hol e punching techni que has a caveat in that it works
only when the traversing NAT is EIMNAT. Wen the NAT device enroute
is not EIMNAT, the application is unable to reuse an al ready

est abl i shed endpoi nt mappi ng for conmunication with different

external destinations and the technique would fail. However, many of
the NAT devices deployed in the Internet are El M NAT devices. That
makes the TCP/ UDP hol e punching techni que broadly applicable

[ P2P- NAT]. Neverthel ess, a substantial fraction of deployed NATs do
enpl oy Endpoi nt - Dependent Mappi ng and do not support the TCP/ UDP hol e
punchi ng techni que.

2.  NATs Enpl oyi ng Endpoi nt - Dependent Mappi ng

NATs Enpl oyi ng Endpoi nt - Dependent Mappi ng weren't a problemwith
client-server applications such as Wb browsers, which only need to
initiate outgoi ng connections. However, in recent times, P2P
appl i cations such as Instant Messagi ng and Voi ce-over-1P have been in
wi de use. NATs enmpl oyi ng Endpoi nt - Dependent Mappi ng are not suitable
for P2P applications as techni ques such as TCP/ UDP hol e punching will
not work across these NAT devi ces.
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5.3. Peer Discovery

Application peers may be present within the same NAT domain or
external to the NAT domain. |In order for all peers (those within or
external to the NAT donain) to discover the application endpoint, an
application may choose to register its private endpoints in addition
to public endpoints with the rendezvous server

5.4. Hairpinning

Support for hairpinning is highly beneficial to allow hosts behind
El M NAT to communi cate with other hosts behind the sanme NAT device
through their public, possibly translated, endpoints. Support for
hairpinning is particularly useful in the case of |arge-capacity NATs
depl oyed as the first level of a multi-level NAT scenario. As
described in Section 3.3.3, hosts behind the same first-1level NAT but
di fferent second-level NATs do not have a way to conmunicate with
each other using TCP/ UDP hol e punching techni ques, unless the first-

| evel NAT al so supports hairpinning. This would be the case even
when all NAT devices in a deploynent preserve endpoint identities.

6. Security Considerations

Thi s docunent does not inherently create new security issues.
Nevert hel ess, security risks may be present in the techniques
described. This section describes security risks the applications
could inadvertently create in attenpting to support direct

commruni cation across NAT devi ces.

6.1. Lack of Authentication Can Cause Connection Hijacking

Appl i cations nust use appropriate authentication mechanisnms to
protect their connections from acci dental confusion wth other
connections as well as frommalicious connection hijacking or

deni al -of -service attacks. Applications effectively nust interact
with nultiple distinct | P address domains, but are not generally
aware of the exact topology or admi nistrative policies defining these
address domains. Wiile attenpting to establish connections via

TCP/ UDP hol e punching, applications send packets that may frequently
arrive at an entirely different host than the intended one.

For exanpl e, nmany consuner-1|evel NAT devices provide Dynam ¢ Host
Configuration Protocol (DHCP) services that are configured by default
to hand out site-local |IP addresses in a particul ar address range.
Say, a particular consuner NAT device, by default, hands out IP
addresses starting with 192.168.1.100. Mst private hone networks
usi ng that NAT device will have a host with that | P address, and nmany
of these networks will probably have a host at address 192.168.1. 101
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as well. If host A at address 192.168.1.101 on one private network
attenpts to establish a connection by UDP hol e punching with host B
at 192.168.1.100 on a different private network, then as part of this
process host A will send discovery packets to address 192.168. 1. 100
on its local network, and host B will send discovery packets to
address 192.168.1.101 on its network. Cearly, these discovery
packets will not reach the intended nmachi ne since the two hosts are
on different private networks, but they are very likely to reach SOVE
machi ne on these respective networks at the standard UDP port nunbers
used by this application, potentially causing confusion, especially
if the application is also running on those other nachines and does
not properly authenticate its messages.

This risk due to aliasing is therefore present even w thout a
mal i ci ous attacker. |f one endpoint, say, host A is actually
mal i ci ous, then w thout proper authentication the attacker could
cause host B to connect and interact in unintended ways w th anot her
host on its private network having the same | P address as the
attacker’s (purported) private address. Since the two endpoint hosts
A and B presumably di scovered each other through a public rendezvous
server S, providing registration, discovery, and linmted relay
services, and neither S nor B has any neans to verify A's reported
private address, applications my be advised to assune that any IP
address they find to be suspect until they successfully establish
aut henti cated two-way conmmuni cati on.

6. 2. Deni al - of - Servi ce Attacks

Applications and the public servers that support them nust protect
t hensel ves agai nst deni al -of -service attacks, and ensure that they
cannot be used by an attacker to nount denial -of-service attacks
agai nst other targets. To protect thenselves, applications and
servers nmust avoid taking any action requiring significant |oca
processing or storage resources until authenticated two-way
conmuni cation is established. To avoid being used as a tool for
deni al -of -service attacks, applications and servers rmust mininize the
anount and rate of traffic they send to any newy discovered |IP
address until after authenticated two-way comrunication is
established with the intended target.

For exanple, applications that register with a public rendezvous
server can claimto have any private |P address, or perhaps nmultiple
| P addresses. A well-connected host or group of hosts that can
collectively attract a substantial volume of connection attenpts
(e.g., by offering to serve popular content) could nmount a deni al -
of -service attack on a target host Csinply by including Cs IP
address inits own list of IP addresses it registers with the
rendezvous server. There is no way the rendezvous server can verify
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the I P addresses, since they could well be legitimte private network
addresses useful to other hosts for establishing network-Ioca

communi cation. The application protocol mnust therefore be designed
to size- and rate-limt traffic to unverified |IP addresses in order
to avoid the potential danmage such a concentration effect could
cause.

6. 3. Man-i n-the-M ddl e Attacks

Any network device on the path between a client and a public
rendezvous server can nount a variety of nman-in-the-mddle attacks by
pretending to be a NAT. For exanpl e, suppose host A attenpts to
register with rendezvous server S, but a network-snooping attacker is
able to observe this registration request. The attacker could then
flood server Swith requests that are identical to the client’s
original request except with a nodified source |P address, such as
the I P address of the attacker itself. |[If the attacker can convince
the server to register the client using the attacker’s | P address,
then the attacker can make itself an active conmponent on the path of
all future traffic fromthe server AND other hosts to the origina
client, even if the attacker was originally only able to snoop the
path fromthe client to the server

The client cannot protect itself fromthis attack by authenticating
its source | P address to the rendezvous server, because in order to
be NAT-friendly the application rmust allow intervening NATs to change
the source address silently. This appears to be an inherent security
weakness of the NAT paradigm The only defense agai nst such an
attack is for the client to authenticate and potentially encrypt the
actual content of its communication using appropriate higher-|evel
identities, so that the interposed attacker is not able to take
advantage of its position. Even if all application-Ieve

communi cation is authenticated and encrypted, however, this attack
could still be used as a traffic analysis tool for observing who the
client is communicating wth.

6.4. Security Inmpact from El M NAT Devi ces

Desi gni ng NAT devices to preserve endpoint identities does not weaken
the security provided by the NAT device. For exanple, a NAT device
enpl oyi ng Endpoi nt - I ndependent Mappi ng and Endpoi nt - Dependent
Filtering is no nore "prom scuous" than a NAT devi ce enpl oyi ng
Endpoi nt - Dependent Mappi ng and Endpoi nt - Dependent Filtering.
Filtering incoming traffic aggressively using Endpoi nt - Dependent
Filtering while enpl oyi ng Endpoi nt-1ndependent Mapping all ows a NAT
device to be friendly to applications w thout conprom sing the
principle of rejecting unsolicited inconmng traffic.
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8.
8.

8.

Endpoi nt - | ndependent Mappi hg coul d arguably increase the
predictability of traffic emerging fromthe NAT device, by revealing
the rel ati onshi ps between different TCP/UDP sessi ons and hence about
the behavi or of applications running within the enclave. This
predictability could conceivably be useful to an attacker in

expl oiting other network- or application-level vulnerabilities. |If
the security requirements of a particul ar depl oynent scenario are so
critical that such subtle information channels are of concern, then
per haps the NAT device was not to have been configured to allow
unrestricted outgoing TCP/UDP traffic in the first place. A NAT
device configured to all ow comuni cation originating fromspecific
applications at specific ports, or via tightly controlled
application-level gateways, may acconplish the security requirenents
of such depl oynent scenari os.
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